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(57) Abstract: The present invention 1s concerned with a use of the Parallel Redundancy Protocol PRP (IEC 62439-3) for traffic du-
plication and redundant transport of the duplicated tratfic in a single packet-switched wide-area communication network including a
plurality of nodes mterconnected via inter-node links 1in a meshed topology. It involves the step of identitying, between a send and
receive node, two distinct communication paths with no link or node mm common except for the send and receive node, as well as the
step of configuring the send and receive nodes to operate according to the Parallel Redundancy Protocol PRP. At any time during
regular operation, and for any critical message to be transmitted from the send to the receive node, two redundant packets are then
generated, and each of the redundant packets 1s being sent via one of the two communication paths, resulting in an increased availab -
ility of the communication network without incurring the cost of full network duplication.
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DESCRIPTION

UTILITY COMMUNICATION METHOD AND SYSTEM

FIELD OF THE INVENTION

The invention relates to the field of utility communication, in particular to wide-areca

communication over communication networks with meshed topology and high availability.

BACKGROUND OF THE INVENTION

Utilities provide for water, gas or clectrical energy on a continuous basis and via
suitable transmission and distribution systems. The latter include sites, such as sources and
substations, which have to be coordinated in one way or the other across distances of
hundreds of kilometers. Within their utility communication systems, a variety of messages
are exchanged over long-distance communication links between distant sites of the utility

in order to safely transmit and distribute water, gas or electrical energy.

For securely transmitting messages over long distances from one site to the other, the
utility may revert to a Wide-Area communication Network (WAN). In the present context,
a WAN can be a dedicated point-to-point communication link between two sites based on
c.g. optical fiber or pilot wires, a connection-oriented communication network with a
guaranteed data rate such as Ethernet over SDH / HDLC, or a packet-oriented
communication network mterconnecting a number of sites of the utility, and comprising a
plurality of specific network clements such as switches, repeaters and possibly optical

transmission media at the physical layer.

Electric power utilities often rely on connection-oriented or circuit-switched SDH
(Synchronous Digital Hierarchy) or SONET networks for communication of mission
critical operation data like teleprotection signaling or SCADA control and supervision
data. This technology features proven quality of service and path resilience of less than
50 ms 1n case of a failure of an optical link. Further, it 1s possible to predefine the data path
that a particular communication service shall follow 1nside the network, which 1s referred

to as ‘traffic-engineering’ in the following.
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Fig.1 depicts an exemplary communication network with a meshed topology or
structure as often found m utility networks, in which nodes 1 to 5 and links a to g form a
plurality of loops. Each node is connected to at least two neighboring nodes of the meshed
network as well as to client or end devices (not depicted) running utility applications that
communicate over the network. While m this topology the normal traffic path for data
between node 1 and 3 1s through the link a-b, SDH and SONET systems are capable of
switching this traffic to ¢.g. links ¢c-g-f within 50 ms 1 case of a fiber link failure in link a.
An 1mportant prerequisite 1in order to enable this path switchover 1s the traffic engineering,
which allows the user to predefine the working path of the communication service, 1.¢. link
a-b, and equally to predefine the protecting path for these services, 1.¢. links c-g-f, and to

configure the nodes to handle traffic accordingly.

Alternatively to the above-mentioned connection-oriented communication network, the
Wide Area communication Network (WAN) may be a packet-switched communication
network, such as an Ethernet (Layer-2 of the OSI communication stack) network or an IP
(Layer-3) network with a number of interconnected switches or routers as the nodes. In the
context of the present mvention, the difference between a Local Area Network (LAN) and
a WAN 1s considered to reside in the geographical extension rather than m the network
topology, with WAN inter-node distance 1n excess of 10 km as opposed to LANS restricted

to individual premises or utility substations.

In general communication systems technology, within any Local Area Network (LAN)
constructed by connecting a plurality of computers or other intelligent devices together, a
concept called “virtual LAN” (VLAN) employs functionality for grouping terminals or
nodes which are connected to switches of the network. Ethernet VL ANS according to IEEE
802.1Q allow restricting access to the terminals connected to an Ethernet network within a
VLAN as well as restricting the data flow of multicast Ethernet messages to predefined
parts of the Ethernet network to which receiver terminals belonging to the same VLAN are

connected.

In state of the art Ethernet switch-based networks VLAN definitions are handled within
the Ethernet switches, therefore the latter have to be configured or otherwise made aware
of the relevant VLANSs. Furthermore, it 1s assumed that any single connected terminal
belongs to one specific VLAN. This terminal can then only communicate with other
terminals belonging to the same VLAN. When configuring the switches, the port to such

single-connection terminal 18 therefore called access port, and this access port 1s only
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allowed to belong to one VLAN, while the other ports internal to the communication

system, called trunk ports, may belong to several VLANS.
A recently introduced standard entitled Parallel Redundancy Protocol (PRP, IEC 62439-

3 Clause 4) provides for seamless redundancy and switchover for Ethernet based
communication systems with two redundant, 1.e. fully duplicated, Ethernet networks.
Ethernet traffic entering a PRP capable node 1s duplicated by this node and sent to a
destination node via the two redundant networks. The destination node undoes the
redundancy by accepting the first of the duplicated packets and by discarding the
redundant packet that in normal operation arrives at a later time. By duplicating the traffic
and sending 1t over two distinct networks, the failure of any network link m the system

does not interrupt or delay the traffic between the sender and receiver node.

While PRP 1s a viable solution for LANSs, the erection of fully redundant wide-arca
utility communication networks with suitably duplicated network elements 1s neither a
practical nor an economical solution. In particular, where the utility already owns and
operates a communication network with non-redundant links, subsequent duplication of

c.g. optical fiber links 1s not appealing.

DESCRIPTION OF THE INVENTION

It 1s therefore an objective of the invention to provide for secamless redundancy 1n wide-
arca communication networks without a full duplication of network infrastructure. This
objective 1s achieved by a method of configuring a communication network, and by a
configuration tool according to the independent claims. Preferred embodiments are evident
from the dependent patent claims, wherein the claim dependency shall not be construed as

excluding further meaningful claim combinations.

According to the invention, the Parallel Redundancy Protocol PRP (IEC 62439-3) 1s
used for traffic duplication and redundant transport of the duplicated traffic i a single
packet-switched wide-area communication network including a plurality of nodes
interconnected via inter-node links mm a meshed topology. It mvolves the step of
identifying, between a send and receive node, two distinct and fully redundant
communication paths with no link or node m common except for the send and receive
node, as well as the step of configuring the send and receive nodes to operate according to
the Parallel Redundancy Protocol PRP, with two distinct communication ports of both the

send and receive node being assigned to the two communication path. At any time during
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regular operation, and for any critical message to be transmitted from the send to the
receive node, two redundant packets are then generated, and each of the redundant packets

1s being sent via one of the two communication paths.

In an advantageous embodiment of the invention, a Multiple Spanning Tree Protocol
MSTP algorithm 1s executed for a number of root-bridges selected from among the nodes
of the communication network and suitably distributed over the network. For each root-
bridge, an 1nstance of a spanning tree 1S retained. Two spanning tree instances that
comprise two distinct communication paths between send and receive node are 1dentified,
and a first and second VLAN based on the two spanning tree instances 1s configured in the
communication network. The send and receive nodes are configured as PRP nodes with
cach of two redundant communication ports assigned to one of the first and second VLAN,

and with the duplicated traffic being tagged with two different VALN tags.

As compared to standard PRP, the invention results 1 high availability of the wide-arca
communication network without incurring the cost of full network duplication. Viewed
from a different perspective and compared to conventional SDH, the secamless switchover
according to PRP reduces path resilience time in case of a failure of an optical link to less

than 1 ms.

BRIEF DESCRIPTION OF THE DRAWINGS

The subject matter of the invention will be explained 1n more detail in the following text
with reference to preferred exemplary embodiments which are illustrated in the attached
drawings, in which:

Fig.1 depicts a communication network with a meshed topology,
Fig.2 depicts the network with two redundant paths A, B between nodes 1 and 3, and
Fig.3 depicts the network with two MSTP instances defining two exemplary VLANES.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Fig.2 depicts a packet-switched Ethernet network with the same meshed topology as 1n
Fig.1, and with Ethernet traffic to be transmitted from PRP capable sender node 1 to
receiver node 3. Between node 1 and node 3, a first path (dashed line) via node 2 is labeled
A, while a second path (dotted line) via nodes 4 and 5 1s labeled B. The two paths are

distinct, 1.¢. they only have the send/source and receive/destination nodes in common, but
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non¢ of the mtermediate nodes or mter-node links. Each packet 1s duplicated at the sender
node, where a first packet is transmitted along path A and a second, redundant packet is

transmitted via path B.

Corresponding communication path information 1s either appended to the packets, or
distributed to the intermediate nodes, in which latter case only a routing tag A, B needs to
be appended to the packets. In particular, the information about the two distinct routing
paths A and B may be coded as two distinct Virtual Local Area Networks VLANs A and
B. In this case the communication ports of the nodes of the meshed network are configured
such that between nodes 1 and 3, the first message 1s tagged with a VLAN A 1dentifier and
routed through links a-b along path A, whereas the second packet 1s tagged with a VLAN
B 1dentifier and routed through links c-g-f along path B.

In larger networks the 1dentification of redundant paths between any two nodes and the
corresponding assignment of the ports of the mmtermediate nodes to different VLANS 15 a
time consuming and fault-prone task. The 1identification of redundant paths can however be
supported by using the Multiple Spanning Tree Protocol MSTP. According to the standard
IEEE 902.1Q, MSTP allows sclecting up to 64 root-bridges, or nodes of origin, in a
network, for each of which an instance of a rapid spanning tree 18 generated. Each
spanning tree connects the root-bridge to any other node of the meshed network 1n a loop-
avolding manner, wherein priorities for nodes and links can be defined to resolve
ambiguitics. Each of these spanning tree instances may then be assigned to one or several
VLANS. Defining formally distinct VLANs based on one spanning tree instance allows
extending the VLANS beyond the send and receive node of the network to distinct client or

end devices connected to the nodes.

Fig.3 1illustrates an exemplary way to obtain VLAN information. In the left-hand
diagram, node 2 has been sclected as root-bridge for one of the MSTP instances. The
spanning tree spanned by this root-bridge — following shortest path between root-bridge
and cach node - includes links a, b, d and ¢ but block the links ¢, f and g in order to prevent
loops. If VLAN A 1s assigned to the MSTP instance spanned by the root-bridge in node 2,
the Ethernet traffic duplicated and tagged to VLAN A using the PRP algorithm according
to Fig.2 1s following the desired links a-b between nodes 1 and 3.

In the right-hand diagram of Fig.3, by defining node 4 as root-bridge for a second
instance of a spanning tree and by assigning VLAN B to the MSTP 1nstance spanned by
this root-bridge, Ethernet traffic tagged to VLAN B will follow the desired links c-g-f
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between the nodes 1 and 3 1n the meshed network. In this example, additionally to defining
the root-bridge 1n node 4, the bridge priority of node 5 has to be set higher than the priority
of bridge 2 m order to make sure that link b rather than link f 1s blocked by the spanning

tree algorithm. In the resulting VLAN structure, some ports of nodes 2 and 4 are assigned

to both VLANS A and B.

The configuration of the MSTP root-bridges and the assignment of the VLANS to these
root-bridges can be done as part of the mitial configuration / commissioning of the
network. For this purpose, 1t 1s suggested to distribute the 64 possible root-bridges m an
cquidistant manner over the entire network, and to assign all 4096 VLANS evenly to the
root-bridges, ¢.g. 64 VLANS to cach of the 64 root bridges. Once the network 1s operating,
64 1nstances of rapid spanning trees are spanned and define the different paths through the

network.

At least for each pair of source and destination node involved by a service or
functionality of the utility, appropriate tools allow to monitor and analyze the VLANSs and
to 1dentify redundant paths between two nodes of interest. The proposed check for
redundant paths may be somewhat claborate and not guaranteed to be successful. For
instance, between nodes 2 and 4, the above VLANSs A and B are not sufficient, as they both

involve link d. Defining node 5 as another root-bridge however will help.

As a result, Ethernet traffic duplicated according to the modified PRP algorithm only
needs to be tagged with appropriate VLAN IDs in order to ensure redundant paths to the
desired receiving node. This process allows configuring new redundant data services on an
up and running network without the need to reconfigure any node in the network with the

exception of the sending and recerving nodes implementing the PRP algorithm.

As an alternative to MSTP and Layer-2 bridged Ethernet technology, MPLS
(Multiprotocol Label Switching) as documented in the Request for Comments (RFC) 3031
and 3032 of the Internet Engineering Task Force (IETF) and operating at an OSI model
layer between traditional definitions of layer 2 (Data Link Layer) and layer 3 (Network
Layer), may be invoked to identify tow redundant paths between a send and receive node
by means of conventional traffic engineering as in SDH / SONET networks. The meshed
communication network 1s subsequently configured such that redundant traffic 1s routed
via the redundant paths, preferably by assigning distinct VLAN 1dentifiers to the distinct
redundant paths.
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CLAIMS

1.

A method of configuring a packet-switched wide-area communication network including a

plurality of nodes (1 - 5) interconnected via inter-node links (a - f) in a meshed topology,

comprising

- identifying, between a send node (1) and a receive node (3), first and second
communication paths (A, B) with no link or node in common except for the send and

receive node, wherein an intermediate node (2) of the first communication path (A) and

an intermediate node (4, 5) of the second communication path (.07B) are interconnected

via an inter-node link (d, e) of the communication network,

- assigning, in the communication network, a first Virtual Local Area Network VLAN and a

second VLAN based on the first and second communication path, respectively, ana

- configuring the send and receive node to operate according to the Parallel Redundancy

Protocol PRP, with first and second communication ports of the send node and first and

second communication ports of the receive node being assigned to the first and second

VLAN, respectively.

The method according to claim 1, comprising

- tagging, by the send node, a packet with a VLAN Identifier of the first VLAN and tagging a
duplicate packet with a VLAN identifier of the second VLAN.

The method according to claim 1, comprising

- performing a Multiple Spanning Tree Protocol MSTP algorithm for a number of nodes (2,
4) of the communication network as root-bridges to obtain a number of spanning tree
instances,

- 1dentitying a first spanning tree instance that inciudes the first communication path (A),
and a second spanning tree Instance that Includes the second communication path (B)

between the send node (1) and the receive node (3),

- configuring, In the communication network, the first VLAN and the second VLAN based

on the first and second spanning tree instance, respectively.

The method according to claim 1, comprising

- Identifying the first and second communication paths (A, B) by means of Multiprotocol

Label Switching MPLS traffic engineering.

The method according to one of claims 1 to 4, comprising
- 1dentitying all pairs of nodes (1, 3; 2, 4) of the communication network exchanging critical
messages, and

- repeating the procedure for all identified pairs of nodes.
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6. The method according to one of claims 1 to 4, wherein the wide-area communication network

includes nodes (1 - 5) located at distinct substations of a utility.

7. A packet-switched wide-area communication network including a plurality of nodes (1 - 9)

interconnected via inter-node links (a- f) in a meshed topology, comprising

a first and a second communication path (A, B) between a send node (1) and a receive
node (3) with no link or node in common except for the send and receive node and with
an intermediate node (2) of the first communication path (A) and an intermediate node (4,
5) of the second communication path (B) being interconnected via an inter-node link (d, e)
of the communication network,

first and second communication ports of the send node and first and second
communication ports of the receive node assigned to the first and second communication
path, respectively,

a first Virtual Local Area Network VLAN and a second VLAN that are assigned based on
the first and second communication path, respectively

wherein the send and receive nodes are configured to operate according to the Parallel
Redundancy Protocol PRP, including the send node being configured to transmit a packet
along path A in the first VLAN and to transmit, redundantly, a duplicate packet via path B
in the second VLAN, and including the receive node being configured to accept the first of
the redundant packets and to discard the second of the redundant packets that arrives at

a later time.

8. The packet-switched wide-area communication network according to claim 7, wherein the first
VLAN comprises a packet being tagged with a VLAN identifier of the first VLAN and the
second VLAN comprises a duplicate packet being tagged with a VLAN identifier of the second
VLAN.

9. The packet-switched wide-area communication network according to claim 7, wherein the

nodes (1 - 5) are located at distinct substations of a utility.
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