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(57) ABSTRACT 

The method of delegating authentication, within a chain of 
entities, relies upon a recording of at least a portion of a TLS 
handshake between a gateway device and user, in which the 
user needs access to a desired server. The method then relies 
upon re-verification of cryptographic evidence in the 
recorded portion of the TLS handshake, which is forwarded 
either (1) to the server to which access is desired, in which 
case the server re-verifies the recorded portion to confirm 
authentication, or, (2) to a third party entity, in which case the 
third party entity confirms authentication and provides cre 
dentials to the gateway server which then uses the credentials 
to authenticate to the server as the user. 
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FIG 2 
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FIG. 5 
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AUTHENTICATION DELEGATION BASED 
ON RE-VERIFICATION OF 

CRYPTOGRAPHICEVIDENCE 

BACKGROUND 

0001. An organization may have a chain of entities that 
together provide Some service to a user. Access to resources 
Such as data, web pages, functional Software operations, and 
the like needs to be limited to a set of known and authorized 
users. Various access control schemes have been developed to 
prevent unauthorized users and malicious attackers from 
gaining access to computer resources, including mechanisms 
used to authenticate the identity of a user who is attempting to 
access web resources. In particular, due to the increase in 
identity theft attacks (e.g., phishing, pharming), two-factor 
authentication is becoming popular. 
0002. Two-factor authentication (T-FA) is any authentica 
tion protocol that requires two different ways to establish 
identity and privileges. Common implementations of two 
factor authentication use "something you know” (e.g., a pass 
word or personal identification number) as one of the factors, 
and use either 'something you have” (e.g., a credit card or 
hardware token) or “something you are (e.g., a fingerprint or 
retinal pattern) as the other factor. For example, Smart cards 
are one of the methods for providing two-factor authentica 
tion. A Smart card is an example of a hardware token and 
typically contains a microprocessor that is capable of execut 
ing various security operations such as performing crypto 
graphic functions on provided data. A Smart card usually 
holds one or more International Telecommunications Union 
(ITU-T) X.509 certificates (and their associated private keys) 
which can be used for protocols that require certificate-based 
authentication. SSL (Secure Socket Layer), TLS (Transport 
Layer Security), and Kerberos (with PKINIT, short for “Pub 
lic Key Cryptography for Initial Authentication in Kerberos') 
are all examples of Such protocols. 
0003) A smart card is not required in order to use a certifi 
cate. Many devices (e.g., computers, mobile phones) are 
capable of storing and using certificates (and their associated 
private keys). For example, Windows Mobile 5.0 can use a 
certificate to authenticate to an Exchange 2003 SP2 server in 
order to synchronize email and calendar information (via the 
Exchange ActiveSync protocol which runs on top of SSL or 
TLS). 
0004 Protecting identity theft attacks upon the chain of 
entities of an organization's network, including for example, 
a gateway device on the edge of the network providing Web 
based access to Web servers that are located on the organiza 
tions internal network (intranet), is critical. 
0005 Authentication Delegation is broadly defined as a 
case in which a client delegates authentication to a server, or 
more specifically, allowing a third-party authentication ser 
Vice (or gateway) that can access resources (or a server) to 
authenticate on behalf of a user (by essentially impersonating 
the user). The accessed server will base its authorization 
decisions upon the user's identity, rather than based upon the 
authentication service's account. 

0006. This Background is provided to introduce a brief 
context for the Summary and Detailed Description that fol 
lows. This Background is not intended to be an aid in deter 
mining the scope of the claimed Subject matter nor be viewed 
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as limiting the claimed Subject matter to only those imple 
mentations that may solve any or all of the disadvantages or 
problems presented above. 

SUMMARY 

0007 Authentication delegation based on re-verification 
or cryptographic evidence utilizes a recording of at least a 
portion of a TLS handshake between a gateway device and a 
user when the user desires access to a particular server within 
a chain of entities. Cryptographic evidence is provided by 
forwarding the recorded portion of the TLS handshake to 
either (1) the desired server, in which case the server re 
verifies the recorded portion to confirm authentication, or, (2) 
a third party entity, in which case the third party entity con 
firms authentication by re-verifying the recorded portion and 
providing user credentials to the gateway, which then, in turn, 
uses the credentials to authenticate to the server as the user. In 
each case, the server and the third party entity make the 
decision whether to grant user access using the recorded 
portion of TLS handshake without being involved in the 
authentication between the user and the gateway device. 
0008. In various illustrative examples, the cryptographic 
evidence includes a timestamp to provide an additional mea 
sure of security by ensuring that the TLS handshake is timely 
(i.e., “fresh”). In addition, upon confirming a valid TLS hand 
shake, the third party entity may be arranged to issue temporal 
(i.e., time-limited) user credentials to enable the gateway to 
authenticate to the desired server on behalf of the user, using 
Kerberos with PKINIT, for example. 
0009. This Summary is provided to introduce a selection 
of concepts in a simplified form. The concepts are further 
described in the Detailed Description section. Elements or 
steps other than those described in this Summary are possible, 
and no element or step is necessarily required. This Summary 
is not intended to identify key features or essential features of 
the claimed Subject matter, nor is it intended for use as an aid 
in determining the scope of the claimed Subject matter. The 
claimed Subject matter is not limited to implementations that 
Solve any or all disadvantages noted in any part of this dis 
closure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 is a simplified functional block diagram of an 
illustrative architecture for authentication delegation based 
upon re-verification of TLS handshake messages; 
0011 FIG. 2 is An illustrative flow diagram showing the 
steps of an authentication process utilizing the exemplary 
architecture of FIG. 1; 
0012 FIG.3 is a simplified functional block diagram of an 
illustrative architecture for authentication delegation in 
which user credentials are provided by a third party entity that 
receives a recording of at least a portion of a TLS handshake; 
0013 FIG. 4 shows illustrative message exchanges 
between the client and the Key Distribution Center in the 
Kerberos (V5) protocol; and 
0014 FIG. 5 is an illustrative flow diagram showing the 
steps of an authentication process utilizing the exemplary 
architecture of FIG. 3. 



US 2008/0134311 A1 

0015 FIG. 6 is a schematic message flow diagram illus 
trating the exchange of messages between a client and a 
server during a typical TLS handshake phase. 

DETAILED DESCRIPTION 

0016. An illustrative context for the present authentication 
delegation based on re-verification or cryptographic evidence 
is one in which a client/user accesses one or more service 
providers through a gateway. However, it is emphasized that 
this context is merely illustrative as other contexts and envi 
ronments may also be Suitable. For example, the present 
authentication delegation may be used when a Web server 
needs to authenticate as a user to a back-end application or 
database, or alternatively in any setting where there is a chain 
of entities and authentication is needed between entities in the 
chain. 
0017. In the access context, a gateway device provides 
access to Web servers where a user submits a request which 
reaches the gateway and eventually the internal Web server. 
However, both the gateway and the Web server typically 
require some form of authentication in order to decide 
whether or not the connecting user is allowed to access the 
desired resource. 
0018. If the gateway is configured to use forms-based 
authentication (FBA), it will require the user to enter a user 
name and passwordinalogonform. The user then Submits the 
form and the gateway receives the user's username and pass 
word. The gateway can then use those credentials to authen 
ticate on behalf of the user to the internal Web server. This is 
very simple and is possible because the gateway receives the 
password and can use it as it desires. However, with some 
authentication schemes this is not possible. For example, if 
the user authenticates to the gateway using an authentication 
scheme that does not provide the password, the gateway does 
not have any credentials that it may reuse to authenticate to 
the internal Web server on behalf of the user. 
0019. Some solutions to this problem have been proposed. 
For example, one solution involves a “trusted third party'. 
Here, the trusted third party is configured in advance to “trust’ 
the gateway to authenticate on behalf of all the users to a 
defined set of Web servers (or services in general). This tech 
nique may be implemented as a protocol that allows the 
gateway (or front-end server) to request tickets on behalf of a 
client for use with other servers. The trusted third party is then 
willing to provide service tickets to the gateway on behalf of 
any user so that the gateway can then impersonate any user. 
0020. The trusted third party can also be configured to 
provide service tickets under a specific condition. For 
example, in the Kerberos protocol, a client authenticates to 
the gateway via a service ticket, and Kerberos constrained 
delegation provides a method by which the trusted third party 
(Key Distribution Center) can be configured to impose such a 
condition. In this case, the gateway must provide evidence 
that the claimed user indeed authenticated to the gateway (via 
a service ticket), which is important to increase the overall 
security of the system. For example, an advantage to requir 
ing Such evidence is that a compromised gateway would not 
be able to gain access to the server on behalf of user without 
that user first properly authenticating to the gateway. 
0021 While these proposals provide ways in which to 
address authentication without a password, in some cases it 
may be desirable to implement an authentication delegation 
model that does not involve a Key Distribution Center (KDC) 
or other trusted third-party entity. In such a model, the gate 
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way would authenticate to the internal Web server on behalf 
of the user without any communication with a KDC. There 
are many solutions that provide this kind of functionality. For 
example, some products can be installed/configured on a 
gateway and any number of internal Web servers so that once 
a user authenticates to the gateway, the gateway returns a 
token (an HTTP Hypertext Transfer Protocol cookie in 
some cases) which is trusted by the internal Web servers. As 
with the other proposals, one problem with this model is that 
the gateway is a completely trusted entity, thereby reducing 
the overall security of the system. 
0022. The present arrangement provides authentication 
delegation based on re-verification of cryptographic evi 
dence. A gateway (or front end server) provides access to a 
Web server (or back end server). The client/user authenticates 
to the gateway using a TLS handshake with client authenti 
cation. A recording of the TLS handshake, or at least enough 
of the TLS handshake to prove that the user is authenticated to 
the gateway, is then provided either to the Web server (which 
re-verifies the validity of the handshake) or to a third party 
entity (which upon verifying the recording, provides user 
credentials to gateway which then authenticates to the Web 
server). 
0023 Turning now to the drawings where like reference 
numerals indicate like elements, FIG. 1 illustrates an exem 
plary network architecture in which the present authentica 
tion delegation is utilized. A client/user computer system 10 
is operatively coupled to gateway 20 (also referred to as an 
authentication server), allowing communication between cli 
ent/user 10 and a network of Web servers 30 (also referred to 
as network servers). Gateway 20 contains a database/direc 
tory (not shown) including information necessary to authen 
ticate users (alternatively, the gateway may communicate 
over the network with an external user database/directory). In 
response to logging on, user/client 10 first authenticates to 
gateway 20 via a TLS handshake with client authentication as 
indicated by reference numeral 35. Note that client authenti 
cation is intentionally mentioned here, because client authen 
tication is optional in the TLS Handshake protocol. 
0024. The TLS protocol provides communications pri 
vacy over the Internet, and allows client/server applications to 
communicate in a way that is designed to prevent eavesdrop 
ping, tampering or message forgery. The TLS Handshake 
protocol allows the server and client to authenticate each 
other and to negotiate an encryption algorithm and crypto 
graphic keys before the application protocol transmits or 
receives its first byte of data. 
0025. One advantage of TLS is that it is application pro 
tocol-independent. Higher level protocols can thus layer on 
top of the TLS protocol transparently. The TLS Handshake 
protocol can be summarized as follows: the user/client sends 
a client hello message to which the server (in FIG. 1, the 
gateway 20) must respond with a serverhello message, or else 
a fatal error will occur and the connection will fail). The client 
hello and server hello are used to establish security enhance 
ment capabilities between the client and server. 
0026 FIG. 6 is a schematic message flow diagram illus 
trating the exchange of messages between a client and a 
server during a typical TLS handshake phase. The TLS pro 
tocol is described in detail in RFC2246, The TLS Protocol, 
Version 1.0, the disclosure of which is incorporated by refer 
ence herein. The client/user communicates with the gateway 
device in a client-server relationship. 
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0027 More specifically, as illustrated in FIG. 6, the actual 
key exchange uses up to four messages: the server certificate, 
the server key exchange, the client certificate, and the client 
key exchange. New key exchange methods can be created by 
specifying a format for these messages and defining the use of 
the messages to allow the client and server to agree upon a 
shared secret. Following the hello messages, the server will 
send its certificate, if it is to be authenticated. Additionally, a 
server key exchange message may be sent, if it is required 
(e.g. if their server has no certificate, or if its certificate is for 
signing only). 
0028. If the server is authenticated, it may request a cer 

tificate from the client, if that is appropriate to the cipher suite 
selected. The server will then send the server hello done 
message, indicating that the hello-message phase of the hand 
shake is complete. The server will then wait for a client 
response. If the server has sent a certificate request message, 
the client must send the certificate message. The client key 
exchange message is sent, and the content of that message 
will depend on the public key algorithm selected between the 
client hello and the server hello. If the client has sent a 
certificate with signing ability, a digitally-signed certificate 
verify message is sent to explicitly verify the certificate. 
0029. Returning to FIG. 1, in this illustrative example, 
gateway 20 creates a recording (illustrated in FIG. 1 as THR 
with a reference numeral 45) of the data that was exchanged 
as part of this handshake. More particularly, the recording 
includes at least the data up to the certificate verify message, 
which consists of a signature on all of the previous messages 
of the TLS handshake, and proves that the user/client 10 
indeed possesses the private key that matches the certificate. 
0030 The TLS handshake recording, or THR, is then pro 
vided directly to internal Web Servers 30 as authenticating 
evidence (i.e., "proof) that the user/client 10 authenticated to 
gateway 20. 
0031. The internal Web servers 30 are not involved in the 
authentication between client/user 10 and gateway 20, but 
rather, are simply provided with the authenticating evidence 
(i.e., the THR) of the authentication between client/user 10 
and gateway 20, to then make a decision as to whether to 
provide access to the desired resource. 
0032. Note that the proposed scheme can only be used 
when the TLS handshake includes a certificate verify mes 
sage. This message is not used when any of the following 
conditions are true: 

0033 1) The TLS handshake does not include client 
authentication. 

0034 2) The client and gateway decide to resume a previ 
ous TLS session or duplicate an existing session (instead of 
negotiating new security parameters). In this case, the TLS 
handshake does not contain a certificate verify message 
(see pages 30-31 in RFC 2246). 

0035. 3) The client certificate has signing capabilities (i.e., 
all certificates except those containing fixed Diffie-Hell 
man parameters). For example, the cipher suites ECDH 
ECDSA and ECDH RSA (see RFC 4492) support client 
authentication but do not utilize a certificate verify mes 
Sage. 

0036 FIG. 2 is an illustrative flow diagram for the authen 
tication process that is performed when a client/user seeks 
access to the Web servers in the exemplary architecture shown 
in FIG. 1. The process begins when the client/user desires a 
Web server resource, and accesses the gateway 20 (step 200). 
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If the client/user is not logged into the Web server, the client/ 
user must be authenticated before the Web server will allow 
aCCCSS, 

0037. The client/user then requests the desired Web server 
resource (step 210). To authenticate the client/user, the gate 
way 20 and the client/user 10 then perform a TLS handshake 
with client authentication in the manner described in detail 
above (step 220) (those skilled in the art will appreciate that 
the gateway 20 may authenticate the client/user 10 immedi 
ately, before the client/user requests the desired resource, or 
after the client/user requests the resource). A recording of at 
least a part of the TLS handshake is generated and is provided 
to the requested Web server (step 230). 
0038. Upon receiving the THR, the Web server 30 verifies 
that the client/user has authenticated to the gateway (by vali 
dating the signature of the client/user in the certificate verify 
message in the THR, and in some embodiments, also the 
timestamp (discussed below) in the THR) (step 240). Assum 
ing that the client/user is authorized to access the Web server, 
if the THR is verified, access to the requested Web server is 
granted (step 250), and if the THR cannot be verified, access 
is denied (step 260). 
0039 Should an attacker be able to obtain the THR and 
attempt to reuse it to impersonate the client/user, there are 
several techniques and mechanisms envisioned in order to 
prevent, or at least mitigate, such “replay attacks. First, 
assuming the server and/or client/user embed time-related 
data (e.g., a timestamp) in their handshake messages, the 
service provider (e.g., internal Web server) can check the 
received THR to confirm that it is “fresh.” This solution would 
typically require the gateway 20 and the Web servers 30 (or 
the user/clients 10 and the Web servers 30) to have synchro 
nized clocks—although those skilled in the art will appreciate 
that there are many possible workarounds. 
0040 Alternatively, the gateway 20 could ask the service 
provider (Web servers 30) for a nonce and embed that nonce 
in one of the messages that it sends to the user/client 10 as part 
of the TLS handshake. The service provider can then check 
the received THR to make sure that it includes a nonce that it 
previously generated and passed to the gateway 20. 
0041. Note that in each of these two possibilities, the gate 
way 20 (or user/client 10) embeds some data in the TLS 
handshake messages (again, the handshake protocol is essen 
tially a series of sequenced messages that negotiate the Secu 
rity parameters of a data transfer session). This embedding of 
data would typically be done in one of the following ways: 

0.042 (1) The server would put a timestamp or nonce in 
the server hello message, as part of the random field of 
this message (the details of this aspect of the handshake 
protocol may be found at section 7.4.1.3 of RFC 2246); 

0.043 (2) The server would put a timestamp or nonce in 
a server hello extension (details may be found at section 
2.2 of RFC3546): 

0044 (3) The client/user would put a timestamp in the 
client hello message, as part of the random field of this 
message (the details of this aspect of the handshake 
protocol may be found at section 7.4.1.2 of RFC 2246); 

0.045 (4) The client/user would put a timestamp in a 
client hello extension (details may be found at section 
2.1 of RFC3546). 

0046 Finally, in addition to each of the alternatives 
described above, the service provider (Web Servers 30) could 
remember all the THRs that it receives in order to ensure that 
the same THR is not used more than once. This memory could 
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also be shared between service providers via some shared 
storage or communication mechanism. 
0047. In another illustrative implementation, a “dual'TLS 
handshake may be used for even further protection againstan 
attacker compromising the gateway or communication chan 
nel between the client and the gateway. In this case, the 
client/user 10 and gateway 20 perform a first TLS handshake 
without client authentication. When the first TLS handshake 
is successfully completed, client/user 10 and gateway 20 
perform a second TLS handshake with client authentication. 
The second handshake, which is later used as the evidence 
(THR), is encrypted for transmission by a session key that the 
client/user 10 and gateway 20 derived from the first hand 
shake. The THR is thereby protected as it is not sent unen 
crypted (i.e., in the clear) and even if an attacker was able to 
compromise the gateway 20, it would be more difficult to 
obtain the THR. 
0.048. The embodiment discussed thus far and illustrated 
in FIG. 1, consists of a user/client 10, gateway 20 and the 
service providers (Web servers 30). An alternate embodi 
ment, illustrated in FIG. 3, and discussed in further detail 
below, utilizes a third-party entity 40. In this case, the service 
providers (Web servers 30)“trust” the third-party entity 40 to 
provide the real identity of the user. Such a third-party entity 
40 can be a Kerberos KDC (as in S4U2Self+S4U2Proxy) or 
a Certificate Authority (CA). Note that although the third 
party entity 40 is illustrated in FIG.3 as a separate entity, in 
some configurations the third-party entity (KDC or CA) 
would reside on the same machine as the gateway 20. 
0049. Before further specifically discussing the embodi 
ment illustrated in FIG. 3, we will discuss the Kerberos pro 
tocol, which involves the use of a trusted third party, known as 
the KDC, to negotiate shared session keys between clients 
and services and provide mutual authentication between 
them. 
0050. The corner-stones of Kerberos are the Ticket and the 
Authenticator. The Ticket encapsulates a symmetric key (the 
ticket session key—there is only one key, shared between the 
two endpoints) in an envelope (a public message) intended for 
a specific service. The contents of the Ticket are encrypted 
with a symmetric key shared between the service principal 
and the issuing KDC. The encrypted part of the Ticket con 
tains the client principal name, among other items. An 
Authenticator is a record that can be shown to have been 
recently generated using the ticket session key in the associ 
ated Ticket. The ticket session key is known by the client who 
requested the ticket. The contents of the Authenticator are 
encrypted with the associated ticket session key. The 
encrypted part of an Authenticator contains a timestamp and 
the client principal name, among other items. 
0051. As shown in FIG. 4, the Kerberos (V5) protocol 
consists of the following message exchanges between the 
client 405 and the KDC 410, and the client 405 and the 
application server 415: 
0052. The Authentication Service (AS) Exchange 
0053. The client obtains an “initial ticket from the Ker 
beros authentication server (AS), typically a Ticket Granting 
Ticket (TGT). The AS-REQ message 420 and the AS-REP 
425 message are the request and the reply message, respec 
tively, between the client and the AS. 
0054) The Ticket Granting Service (TGS) Exchange 
0055. The client subsequently uses the TGT to authenti 
cate and request a service ticket for a particular service, from 
the Kerberos ticket-granting server (TGS). The TGS-REQ 
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message 430 and the TGS-REP 435 message are the request 
and the reply message respectively between the client and the 
TGS. 

0056. The Client/Server Authentication Protocol (AP) 
Exchange 
0057 The client then makes a request with an AP-REQ 
message 440, consisting of a service ticket and an authenti 
cator that certifies the client's possession of the ticket session 
key. The server may optionally reply with an AP-REP mes 
sage 445. AP exchanges typically negotiate session-specific 
symmetric keys. 
0.058 Typically the AS and TGS are integrated in a single 
device also known as the KDC. 

0059. In the AS exchange, the KDC reply contains the 
ticket session key, among other items, that is encrypted using 
a key (the AS reply key) shared between the client and the 
KDC. The AS reply key is typically derived from the clients 
password for human users. Therefore, for human users, the 
attack resistance strength of the Kerberos protocol is no stron 
ger than the strength of their passwords. 
0060. The use of asymmetric cryptography in the form of 
X.509 certificates (see RFC 3280 under the “Request for 
Comments' document series managed by the Internet Society 
(“ISOC)) is popular for facilitating data origin authentica 
tion and perfect secrecy. An established Public Key Infra 
structure (PKI) provides key management and key distribu 
tion mechanisms that can be used to establish authentication 
and secure communication. Adding public-key cryptography 
to Kerberos provides a nice congruence to public-key proto 
cols, obviates the human users burden to manage strong 
passwords, and allows Kerberized applications to take advan 
tage of existing key services and identity management. 
0061. The advantage afforded by the Kerberos TGT is that 
the client exposes his long-term secrets only once. The TGT 
and its associated session key can then be used for any Sub 
sequent service ticket requests. One result is that all further 
authentication is independent of the method by which the 
initial authentication was performed. Consequently, initial 
authentication provides a convenient place to integrate pub 
lic-key cryptography into Kerberos authentication. In addi 
tion, the use of symmetric cryptography after the initial 
exchange is preferred for performance considerations. 
0062 RFC 4556 describes the methods and data formats 
using which the client and the KDC can use public and private 
key pairs to mutually authenticate in the AS eXchange and 
negotiate the AS reply key, known only by the client and the 
KDC, to encrypt the AS-REP sent by the KDC. 
0063 Returning to FIG. 3, after completion of the TLS 
handshake (which as also discussed with reference to FIG. 1, 
can be a "dual’ handshake), the gateway 20 provides the THR 
45 to the third-party entity 40. As in the case of FIG. 1, again, 
the “trusting entity” (in this case, the third-party entity 40) 
makes a decision without being involved in the authentication 
between the client/user 10 and the gateway 20. Rather, the 
trusting entity relies upon the THR to determine if it will 
provide user credentials to the gateway. 
0064 More specifically, in exchange for a valid TLS hand 
shake (i.e., the THR), the third party entity 40, returns a form 
ofuser credentials (UC) as indicated by reference numeral 55 
to the gateway 20. Gateway 20 in turn uses the UC to authen 
ticate to the Web servers 30 as indicated by reference numeral 
65. In the case of a KDC, the user credentials would be a 
Kerberos service ticket or TGT in the name of the user 10. In 
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the case of a CA, the user credentials would be a certificate 
(usually with a short lifetime) in the name of the user. 
0065 FIG. 5 is an illustrative flow diagram showing the 
steps of the authentication process that are performed when a 
client/user seeks access to the Web servers in a system that 
includes a third party entity. In this system, the process begins 
when the client/user 10 accesses the gateway 20 (step 500). 
The client/user 10 then requests a desired Web server 30 
resource (step 510). If the client/user 10 is not logged into the 
Web server, the client/user 10 must be authenticated before 
the Web server 30 will allow access. 
0066. The client/user 10 and gateway 20 then perform a 
TLS handshake with client authentication in the manner 
described in detail above (step 520). A recording (THR) of at 
least a part of the TLS handshake is generated and is provided 
to the third party entity (the “trusting entity”) 40 (step 530). 
0067. Upon receiving the THR, the third party entity 40 
verifies that the user has authenticated to the gateway (by 
validating the certificate verify message in the THR) (step 
540). If the THR is verified as valid and fresh (step 550), user 
credentials (e.g., a temporal certificate in the case of a Cer 
tificate Authority, or a Kerberos service ticket in the case of a 
KDC) are provided to the gateway 20 (step 560). The gateway 
20 then uses the user credentials to authenticate to the Web 
servers 30 as the actual client/user (step 570). If however, the 
THR cannot be verified as valid and fresh (at step 550), user 
credentials are not provided to gateway 20, and access is 
denied (step 555). 
0068 Assuming that the client/user is authorized to access 
the Web server, if the user credentials (e.g., client certificate) 
are authenticated by the Web servers 30, access to the 
requested Web server is granted to the client/user (step 580), 
and if the client certificate cannot be verified, access is typi 
cally denied (step 590). 
0069. The user credentials provided to the gateway 20 
consist of either a service ticket (in the KDC-based deploy 
ment) or a temporal certificate (in the CA-based deployment). 
The KDC-based deployment is very similar to Kerberos con 
strained delegation (S4U2Self+S4U2Proxy) discussed 
above, so it will not be further discussed. Instead, the CA 
based (Certificate Authority-based) deployment will be dis 
cussed. 
0070. In the CA-based deployment, one or more CAS are 
used to issue a client certificate when provided with a valid 
and “fresh'THR. In this scenario, the service providers (Web 
servers 30) must be configured to trust the CA (this typically 
means that the CA's own certificate must be installed in some 
specific place on the service provider's operating system) to 
provide the real identity of the user. 
0071. Once given a client certificate in the name of a user 
(and the associated private key), the gateway 20 would then 
use those credentials to authenticate to the service providers 
30 as the actual user. In order to use the certificate and private 
key to authenticate to a service provider (e.g., Web server 30), 
the gateway 20 and the service provider must use an authen 
tication protocol that supports client certificates. Two well 
known authentication protocols that Support client certifi 
cates are: TLS (or SSL)—as discussed in greater detail above, 
a TLS (or SSL) handshake can include client authentication 
(based on a certificate); or Kerberos (w/ PKINIT). The 
PKINIT mechanism (RFC 4556), entitled “Public Key Cryp 
tography for Initial Authentication in Kerberos', is a mecha 
nism of protocol extensions to the Kerberos protocol that 
allow a Kerberos-enabled client to obtain a TGT via public 
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key cryptography (i.e., via a certificate and the associated 
private key). More specifically, these extensions provide a 
method for integrating public key cryptography into the ini 
tial authentication exchange, by using asymmetric-key sig 
nature and/or encryption algorithms in pre-authentication 
data fields. 
0072 Assuming that the client/user is authorized to access 
the Web server, once the credentials (the client certificate) are 
authenticated by the Web servers 30, access to the requested 
Web server is granted to the client/user. Of course if the client 
certificate cannot be verified (or if the Web server is not 
configured to trust the CA), access to the Web server by the 
user is denied. 
0073. As in the embodiment of FIG. 1, a “dual TLS 
handshake may be implemented in the embodiment of FIG.3, 
for even additional protection againstan attacker compromis 
ing gateway 20. 
0074 Although the subject matter herein has been 
described in language specific to structural features and/or 
methodological acts, it is also to be understood that the Sub 
ject matter defined in the claims is not necessarily limited to 
the specific features or acts described above. Rather, the spe 
cific features and acts described above are disclosed as 
example forms of implementing the claims. 
0075 For example, throughout this document we refer to 
a chain of entities that consist of a client/user accessing Ser 
Vice providers through a gateway. However, this is just one 
possible scenario, and is used throughout the document for 
convenience only. Other possible scenarios include a Web 
server that needs to authenticate as the user to a back-end 
application or database. The novel aspects of the disclosure 
are applicable to any chain of entities that require authentica 
tion between the entities in the chain. There can be any num 
ber of entities in a chain, where each entity must authenticate 
to the next entity in the chain as the original client. 
0076. It will further be understood that when one element 
is indicated as being responsive to another element, the ele 
ments may be directly or indirectly coupled. Connections 
depicted herein may be logical or physical in practice to 
achieve a coupling or communicative interface between ele 
ments. Connections may be implemented, among other ways, 
as inter-process communications among software processes, 
orinter-machine communications among networked comput 
CS. 

(0077. The words “exemplary” and “illustrative” are used 
herein to mean serving as an example, instance, or illustra 
tion. Any implementation or aspect thereof described herein 
as “exemplary' or “illustrative' is not necessarily to be con 
structed as preferred or advantageous over other implemen 
tations or aspects thereof. 
0078. As it is understood that embodiments other than the 
specific embodiments described above may be devised with 
out departing from the spirit and scope of the appended 
claims, it is intended that the scope of the Subject matter 
herein will be governed by the following claims. 
What is claimed is: 
1. A method of authentication delegation between a client/ 

user accessing service provider through a gateway, the 
method comprising the steps of 

performing a TLS handshake with client authentication 
between the client/user and the gateway; 

recording at least a Sufficient portion of messages of the 
TLS handshake to prove that the client/user authenti 
cated to the gateway; and 

providing the recording to the service provider. 
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2. The method of claim 1, wherein the service provider is 
not involved in the authentication between the client/user and 
the gateway. 

3. The method of claim 1, wherein said providing step 
provides the recording directly from the gateway to the Ser 
vice provider. 

4. The method of claim 1, wherein said recording step 
records all of the messages in the TLS handshake up to and 
including the certificate verify message. 

5. The method of claim 1, further comprising the step of 
embedding time-related data in messages in the TLS hand 
shake. 

6. The method of claim 5, wherein the client/user embeds 
the time-related data. 

7. The method of claim 5, wherein the gateway embeds the 
time-related data. 

8. The method of claim 1, further comprising the step of 
embedding a nonce provided by the service provider in a 
message from the gateway to the client/user as part of the TLS 
handshake. 

9. The method of claim 1, wherein the service provider 
maintains a memory of all received recordings and confirms 
that a same recording is not used more than once. 

10. The method of claim 1, wherein the step of performing 
a TLS handshake further comprises: 

performing a first handshake without client authentication; 
and 

upon Successful completion of said performing a first 
handshake, performing a second handshake with client 
authentication. 

11. The method of claim 10, wherein said second hand 
shake between the client/user and gateway is encrypted by a 
session key derived from said first handshake. 

12. The method of claim 11, wherein the recording pro 
vided to the service provider is unencrypted. 

13. A method of granting access to a service on an end 
server using authentication delegation, the method compris 
1ng: 

receiving a request at the end server to gain access to a 
service requested by a user; 
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receiving a recording of at least a portion of a TLS hand 
shake with client authentication performed between the 
user and the gateway/middle server at the end server, and 

utilizing the portion of the TLS handshake to re-verify the 
TLS handshake and confirm the identity of the user. 

14. A method of authentication delegation between a cli 
ent/user accessing a service provider through a gateway, 
wherein the gateway performs the method comprising: 

performing a TLS handshake with client authentication 
between the client/user and the gateway; 

recording at least a Sufficient portion of messages of the 
TLS handshake to prove that the client/user authenti 
cated to the gateway; 

providing the recording to the third party entity; 
receiving user credentials from the third party entity upon 

confirmation by the third party entity of the validity of 
the recording; and 

authenticating the user to the service provider with the user 
credentials. 

15. The method of claim 14, wherein the third party entity 
is a Certificate Authority. 

16. The method of claim 15, wherein the step of receiving 
user credentials comprises receiving a temporal certificate 
and associated private key. 

17. The method of claim 15, wherein the step of authenti 
cating the user to the service provider is performed using 
Kerberos with PKINIT. 

18. The method of claim 14, wherein the third party entity 
is a KDC and wherein said step of receiving user credentials 
comprises receiving a Kerberos service ticket from the KDC. 

19. The method of claim 14, wherein the third party entity 
resides together with the gateway in a single device. 

20. The method of claim 14, wherein the step of performing 
a TLS handshake further comprises: 

performing a first handshake without client authentication; 
and 

upon Successful completion of said performing a first 
handshake, performing a second handshake with client 
authentication. 


