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(57) Abréege(suite)/Abstract(continued):
code and forwarding the information to a policy server in communication with the network. The system and method also include

determining, by the policy server, based on the forwarded information and based on a boot policy stored in a policy directory of
the network, at least one boot option for booting the workstation, forwarding the boot option to the workstation, requesting, by the
workstation, a boot image corresponding to the boot option, forwarding of the boot image to the workstation and completing the

boot of the workstation based upon the boot image received by the workstation.
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ABSTRACT

A system and method for controlling boot options for a workstation on a
computer network include downloading an application to a workstation from a server in
communication with the network, gathering information about the workstation using the
bootstrap code and forwarding the information to a policy server in communication with
the network. The system and method also include determining, by the policy server,
based on the forwarded information and based on a boot policy stored in a policy
directory of the network, at least one boot option for booting the workstation,
forwarding the boot option to the workstation, requesting, by the workstation, a boot
image corresponding to the boot option, forwarding of the boot image to the workstation
and completing the boot of the workstation based upon the boot 1mage received by the

workstation.
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MECHANISM FOR CONTROLLING PXE-BASED BOOT

DECISIONS FROM A NETWORK POLICY DIRECTORY

BACKGROUND OF THE INVENTION
Field Of The Invention

This invention relates to a process and apparatus for booting a workstation, and
more particularly, the present invention 1s directed to controlling PXE based boot

decisions from a network directory via a proxy server.

Background

PXE i1s an acronym for Pre-boot Execution Environment, which is a component of
Intel®'s Wired For Management (W{M) specification. The PXE model provides computers
the ability to load and execute a network bootstrap program (NBP) from a server on the
network prior to, or in the alterative, booting the operating system on a local hard drive.
PXE 1s accomplished remotely which eliminates the need for network administrators to visit

individual workstation computers.

Using PXE, users at workstations currently may be given the choice of booting to
DOS, Windows, or Linux via a query to PXE servers on the network. The PXE servers as
a result of the query then forward boot options to the particular workstation performing
the query. The boot options are then presented to the user via a simple menu (generally).
Upon selection of one of the boot options, a boot image file (called a PXE image) is

forwarded to the workstation via the network, at which time the workstation then boots

according to the image.

However, the user of the workstation is currently allowed to select which boot
option. Accordingly, the user may select an option in which the particular his particular

workstation does not have the ability to handle (e.g., lack of sufficient processing power,
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inability to boot with a specific operating system, and the like), or may choose an option

in which the user should not have access to.

Moreover, for many corporate environments, however, it 1s not desirable to
present the user with a choice of boot options but to specify what boot image will be used

for a particular workstation.

SUMMARY OF THE INVENTION

The present mmvention solves the above problems and presents a novel invention
which remotely determines boot options for a particular workstation and limits the boot
options for users of the workstations pursuant to specified policies set by network
administrators and stored in a network directory located preferably in a server on the
network. Using a policy server, for example, a determination 1s made between available

boot options for a workstation and the policies set in the network (policy) directory.

Accordingly, m one embodiment of the present invention, a method for
controlling boot options for a workstation on a computer network includes downloading
bootstrap code to a workstation in communication with the network from a server in
communication with the network in response to initiation of a boot on the workstation,
gathering information about the workstation using the bootstrap code, forwarding the
information to a policy server in communication with the network, determining, by the
policy server, based on the forwarded information and based on a boot policy stored in a
policy directory of the network, at least one boot option for booting the workstation,
forwarding the boot option to the workstation, requesting, by the workstation, a boot
image corresponding to the boot option, forwarding of the boot image to the workstation

and completing the boot of the workstation based upon the boot image received by the

workstation.

In another embodiment of the present invention, a system for a performing a
method for controlling boot options on a computer network includes downloading
means for downloading bootstrap code to a workstation in communication with the

network from a server in communication with the network in response to initiation of a
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boot on the workstation, gathering means for gathering information about the
workstation using the bootstrap code, forwarding means for forwarding the information
to a policy server in communication with the network, determining means for
determining, by the policy server, based on the forwarded information and based on a
boot policy stored in a policy directory of the network, at least‘ one boot option for
booting the workstation, forwarding means for forwarding the boot option to the
workstation, requesting means for requesting, by the workstation, a boot image
corresponding to the boot option, forwarding means for forwarding of the boot image to
the workstation and completing means for completing the boot of the workstation based

upon the boot image received by the workstation.

In yet another embodiment of the present invention, a method for controlling
boot options on a computer network includes forwarding information about a
Wdrkstation In communication with the network to a policy server in communication
with the network in response to iitiation of a boot on the workstation, determining,
based on the information, and based on a policy provided in a policy directory of the
network, at least one administrator defined boot option for the workstation, forwarding
the boot option to the workstation, requesting a boot image corresponding to the boot
option, forwarding of the boot image to the workstation and completing the boot of the

workstation based upon the boot image received by the workstation.

In still yet another embodiment of the present invention, a method for
controlling boot options on a local-area-network (LAN) includes downloading bootstrap
code to a workstation in communication with the network from a server in
communication with the network in response to initiation of a boot on the workstation,
gathering information about the workstation using the bootstrap code, wherein the
information includes information related to at least one item selected from the group
consisting of network address, available memory; locally stored programs; processor
speed, processor architecture, network connection, display type, peripherals, local date,
local time and a user, forwarding the information to a policy server in communication
with the network and determining, by the policy server, based on the information, a

plurality of boot options for booting the workstation. The boot options are determined
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based upon the information provided by the workstation and based Upon a policy set out
in a policy directory of the network. The policy 1s selected from the group consisting of
a time of day, a date, a network address of the workstation, an amount of memory of the
workstation, a processor speed of the workstation, a processor type of the workstation
and a user. The method according to the present embodiment also includes forwarding
the boot options to the workstation, selecting a first boot option from the plurality of
boot options for booting the workstation, requesting, by the workstation, a first boot
image corresponding to the first boot option, forwarding of the first boot image to the
workstation and completing the boot of the workstation based upon the first boot image

recelved by the workstation.

In still yet another aspect of the present invention, a method for controlling boot
options on a computer network includes downloading bootstrap code to a workstation in
communication with the network from a server in communication with the network in
response to imitiation of a boot on the workstation, gathering information about the
workstation, forwarding the information to a policy server in communication with the
network, determining, by the policy server, based on the information and based on a
policy set out 1n a policy directory of the network, an administrator defined boot image
option for booting ihe workstation, forwarding the boot option to the workstation,
requesting, by the workstation, of a boot image corresponding to the boot option,
forwarding of the boot image to the workstation and completing the boot of the

workstation based upon the boot image received by the workstation.

Other embodiments of the present invention include both a computer program
product for performing the method according to each of the above stated methods of the
previous embodiments and also include a computer readable medium having computer

readable mstructions provided thereon for enabling a computer to perform one or more

of the methods stated in the above embodiments.

These and other objects, features, and advantages of the invention will be
apparent through the detailed description of the embodiments which follow and the

drawings attached hereto. It is also to be understood that both the fore going general
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description and the following detailed description are exemplary and not restrictive of

the scope of the invention.

BRIEF DESCRIPTIONS OF THE DRAWINGS

Numerous other objects, features and advantages of the invention should now
become apparent upon a reading of the following detailed description when taken in

conjunction with the accompanying drawings, in which:

Figure 1 illustrates a local-area network having a boot option process in a

distributed environment according to an embodiment of the present invention.

Figure 2 illustrates an overview of a workstation according to one embodiment

of the present invention.

Figure 3 1llustrates a flow diagram for a boot option process according to one

embodiment of the present invention.

Figure 4 illustrates a illustrates a flow diagram for a boot option process

according to another embodiment of the present invention.

DETAILED DESCRIPTION OF THE EMBODIMENTS

As shown 1n Figure 1, the present invention is used in conjunction With, for
example, a Local Area Network (LAN) 2. A plurality of workstation workstations 4 are
In communication with the LAN via communication channels 6. The communication
channels may include at least one or several forms of available data transfer including
wire cable, optical cable, and wireless technologies. Thus, one workstation may be
connected via wireless data transfer, and another device of the network (e.g., a server)

may be connected via an optical transfer means, for example.

The LAN may be in communication with remote servers 16 via the internet 14.

Accordingly, a firewall 12 is preferably used to stop unapproved access to the LAN.
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The LAN includes (at least) a management server 8 over the communication
channels, such as, for example a PXE server, in accordance with WiM by Intel® (wired
for maﬁagement) the open-industry specification that allows information technology
(IT) professionals to automate client-PC management over a network. Accordingly,
Intel's® WM specification (Wired For Management Baseline Version 2.0 and
associated upgrades) as well Intel's® Pre-Boot Execution Environment (PXE) Version

2.1, are herein mcorporated by reference.

The PXE server manages the pre-boot, execution environment for the
workstations and may be combined with the other servers 16 connected to the mternet.
For illustration purposes, however, the PXE server will be illustrated and explained in

combination with the features of the present invention as a separate server.

As shown 1n Figure 2, a workstation 20 according to the present invention
generally includes a motherboard 21 (which preferably supports PXE) having a
processor 22, along with RAM memory 23, and ROM memory 24. The motherboard
also generally includes controller hardware for controlling associated and peripheral
devices including a hard drive controller 25a for controlling hard drive 25b, display
controller (adapter) 26a for controlling a display 26b, and a parallel port 27a for
controliing a printer 27b. The workstation 20 also preferably includes a PXE-enabled
hardware configured to be used as a boot mechanism. Accordingly, the PXE-enabled
hardware may inciude a LAN card 28 with a PXE BIOS inserted in, for example, a PCI
slot on the motherboard. The LAN card allows the workstation to communicate with the
LAN via a network connection 29 (1.e., fixed line or wireless). One of skill in the art
will appreciate that the processes performed by the PXE hardware may be performed by

software operated on the workstation upon starting the workstation.

Generally, a PXE process for delivering a boot image proceeds as follows
according to Figure 3. The workstation BIOS gives control of boot process to the PXE
hardware (30), which then seeks boot options from the network using, for example, a

proxy server via the communication lines. To find the boot options, the PXE hardware
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sends out a request (31) on the network for boot 1images to all PXE servers containing

boot 1mages.

The available servers receive the request and return boot options to the
workstation (32), upon which the workstation receives responses (33). If only a single
boot option 1s detected, then the workstation requests the corresponding boot image
from the network (e.g., the corresponding PXE server which forwarded the option). The
image 1s then forwarded from a server to the workstation which continues with the

workstation's boot process according to the received image (34-36).

However, 1f multiple boot options are detected, then a menu of options is built
for the user of the workstation and the user selects one of the options. Thus, the
workstation requests the boot image from the PXE server associated with a selected
option. When the boot image is received from the PXE server, the boot process

continues according to the received image (34, 37-39).

In one embodiment of the present invention, the LAN includes preferably a
single PXE server for responding to requests by workstations for boot options and/or
images. A process according to this embodiment is illustrated in Figure 4, for example.
This process makes use of network defined policies for booting workstations on the
network. Such network defined policies may be stored on Network Policy Directory on
a Policy Server 3 on the LAN, or may be stored in any one or more of the servers in
communication with the LAN, including the remote web server 16, in communication
with the LAN via the internet. The Network Policy Directory allows network
administrators to define various boot options based on the policies (rules) set out in the
Network Policy Directory for presentation to a user of the workstation. Each option has
a corresponding PXE boot image which is forwarded to the workstation after the user

selects the option (if there is more than one option available).

According to this embodiment, the workstation turns over control of the boot

process to the PXE hardware (41). At that point, the PXE hardware on the workstation

preterably downloads bootstrap code from the network (e.g., from the PXE server or
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other specified location; such code may be, for exafnpleg a Di1-NIC chent from

Preworx). The bootstrap code is then executed by the workstation (42).

The bootstrap code directs the workstation to pass along information about the
workstation to the Policy Server (43). The information may include any workstation

5  specific mformation including workstation hardware architecture and capabailities,
workstation name and/or network address, peripheral information, as well as user
information (current user, assigned users, and the like), name and context of a directory
object associated with the workstation and the name of the directory tree where the

object resides.

10 Based upon the information forwarded by the workstation, and the information
in the Network Policy Directory, the Policy Server determines (44) determines which
administrator defined boot options may be used with the workstation being booted up.
This determination, for example, may be based on a particular predetermined factor, or

a plurality of factors, as established by the policies in the Network Policy Directory.

15 Once the determination is made, at least one option or a list of options may be
produced for the particular workstation. The option(s) is then forwarded (45) back to the
workstation for selection (of the boot option) by the user of the workstation (46-47). In
one embodiment of the present invention, only a single boot option may be available for .
the workstation according to the predetermined policies on the Network Policy

20 Directory and rather than forward the option to the workstation, the boot image may be
forwarded directly to the workstation instead. Thus, the workstation receives the boot

1mage and proceeds with booting the workstation (48) without user intervention.

However, 1f the Policy Server determines that there are no available boot options
for the particular workstation requesting such, then no options or images may be
25  returned to the workstation and, thus, the workstation then boots with the next BIOS

defined boot device (e.g., a hard drive, floppy drive, CD drive, and the like).

The Policy Server makes the determination on which boot options to return to

the workstation based upon predetermined rules contained in the Network Policy
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Directory. The boot-up management directory includes the policies (conditions) for
which boot 1mages are forwarded to which workstations. For example, such conditions
may be established which allow certain workstations to boot for a single time (according
to one image) to perform a specific task. Thereafter, all subsequent boot-ups may bring
up a user's production computer environment on the workstation. The determination
may also be made, alternatively or in addition to the above information, through a

membership to an e-directory group.

Alternatively, instead of the Policy Server consulting the Network Policy
Directory, the Policy Server may pass the information produced by the workstation to a
custom built module (which may reside with the any one of the servers on/off the
network) that then queries the Network Policy Directory. The module uses the
information and the various objects and policies in the Network Policy Directory to

determine an appropnate boot option(s) to forward to the workstation.

Boot options, for example, may include one time boot options for specific tasks
to be completed on the workstation computer. Examples of such one-time tasks include:
a DOS session to update the workstation's BIOS or fo run an in-house inventory
application; booting into LINUX to perform a hard drive imaging, booting to execute

custom applications, and the like

Another specific boot option may include forwarding a boot image to boot the
workstation with a limited operating system to initiate the installation of a more
powerful operating system. For example, the workstation may be forwarded a boot

image for booting the workstation into a DOS session for initiating the installation of

Netware.

Boot-up policies may include a policy changing the boot image depending upon
the time of day when the workstation boots up. For example,; when the workstation
boots up during regular business hours, a boot option for normal production
environment 1s invoked. However, when the workstation is booted after hours, for
example, the boot image would provide boot instructions for a limited system, or

booting of the workstation may be disallowed altogether.
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Still yet other policies may include forwarding boot options/images for booting
into different environments and disallowing boot-up into specific environments based
on predetermined factors, e.g., time of day (see above), and a detected change of
components (e.g., swapping of LAN cards) and imposing extra steps i the boot
process. For example, each time the workstation boots, the first boot may boot the
workstation in to a special environment to gather inventory information, then reboot
into a production operating system. Each subsequent boot may also be tracked by the

Network Policy Directory.

Accordingly, it is a feature of the present invention to removes control from the
user of the workstation, and place it in the hands of the system administrator(s). Thus,
instead of the boot-time decisions being made by the end user, it 1s the system
administrator who creates, manages and maintains the policies in a network boot

directory.

Having now described a few embodiments of the invention, it should be
apparent to those skilled in the art that the foregoing 1s merely illustrative and not
limiting, having been presented by way of example only. Numerous modifications and
other embodiments are within the scope of ordinary skill in the art and are contemplated
as. falling within the scope of the invention as defined by the appended claims and
equivalents thereto. The contents of all references cited in this application are hereby
incorporated by reference. The appropriate components, processes, and methods of

those documents may be selected for the present invention and embodiments thereof.

- 10 -
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THE EMBODIMENTS OF THE INVENTION IN WHICH AN EXCLUSIVE
PROPERTY OR PRIVILEGE IS CLAIMED ARE DEFINED AS FOLLOWS:

1. A method for controlling boot options for a workstation on a computer network

comprising:

downloading a boot application to a workstation in communication with
the network from a server in communication with the network in response to
Initiation of a boot on the workstation;

gathering information about the workstation using the boot application;

forwarding the information to a policy server in communication with the
network;

determining, by the policy server, based on the forwarded information
and based on a boot policy stored in a policy directory of thé network, at least
one boot option for booting the workstation;

forwarding the boot option to the workstation;

requesting, by the workstation, a boot image corresponding to the boot
option;

forwarding of the boot image to the workstation; and

completing the boot of the workstation based upon the boot image

recerved by the workstation.

2. The method according to claim 1, wherein the information comprises a network
address.
3. The method according to claim 1, wherein the information includes information

related to at least one item selected from the group consisting of available

{

memory, locally stored programs; processor speed, processor architecture,

network connection, display type, peripherals, local date, local tinge and a user.

4, The method according to claim 1, wherein a plurality of boot options are available

and forwarded to the workstation, and wherein prior to requesting the boot image

for a boot option, the method further comprises:

presenting a user of the workstation with the plurality of boot options; and

-11 -
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selecting one of the options by the user, wherein the workstation requests

a boot image corresponding to the selected boot option.

The method accorcding to claim 1, wherein the boot option forwarded to the

workstation 1s dependent upon a condition.

The method according to claim 5, wherein the condition is selected from the

group consisting of a time of day, a date, a network address of the workstation, an

~amount of memory of the workstation, a processor speed of the workstation, a

processor type of the workstation and a user.

The method according to claim 1, wherein the boot option comprises performing

a spectfic task.

The method according to claim 5, wherein the boot option comprises performing

a specific task based upon the condition.

The method according to claim 7, wherein the specific task is selected from the
group consisting of a DOS session to update a BIOS of the workstation, a LINUX
boot to perform drnive imaging, and booting the workstation with a limited

operating system to initiate the installation of another operating system.

The method according to claim 1, wherein the workstation comprises a personal

computer.

The method according to claim 1, wherein the network comprises a local-area-

network (LAN).

The method according to claim 1, wherein the network comprises a wide-area-

network (WAN).

The method according to claim 1, wherein the network comprises the internet.

A computer program product for a performing a method for controlling boot

options on a computer network comprising:

-12 -
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downloading bootstrap code to a workstation in communication with the
network from a server in communication with the network in response to
initiation of a boot on the workstation;

gathering information about the workstation using the bootstrap code;

forwarding the information to a policy server in communication with the
network: '

determining, by the policy server, based on the forwarded information
and based on a boot policy stored 1n a policy directory of the network, at least
one boot option for booting the workstation;

forwarding the boot option to the workstation;

requesting, by the workstation, a boot image corresponding to the bbot
option;

forwarding of the boot image to the workstation; and

completing the boot of the workstation based upon the boot image

received by the workstation.

A computer readable medium having provided thereon computer instructions
for a method for controlling boot options on a computer network comprising:

downloading bootstrap code to a workstation in communication with the
network from a server im communication with the network in response to
iitiation of a boot on the workstation;

gathering information about the workstation using the bootstrap code;

forwarding the information to a policy server in communication with the
network;

determining, by the policy server, based on the forwarded information and

based on a boot policy stored in a policy directory of the network, at least one
boot option for booting the workstation;

torwarding the boot option to the workstation;

requesting, by the workstation, a boot image corresponding to the boot
option; '

forwarding of the boot image to the workstation; and

- 13 -
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completing the boot of the workstation based upon the boot image

recerved by the workstation.

A system for a performing a method for controlling boot options on a computer
network comprising:

downloading means for downloading bootstrap code to a workstation in
communication with the network from a server in communication with the
network in response to initiation of a boot on the workstation;

gathering means for gathering information about the workstation using
the bootstrap code;

forwarding means for forwarding the information to a policy server in

communication with the network;

determining means for determining, by the policy server, based on the
forwarded information and based on a boot policy stored in a policy directory of
the network, at least one boot option for booting the workstation;

forwarding means for forwarding the boot option to the workstation;

requesting means for requesting, by the workstation, a boot image
corresponding to the boot option;

forwarding means for forwarding of the boot image to the workstation;
and

completing means for completing the boot of the workstation based

upon the boot image received by the workstation.

A method for controlling boot options on a computer network comprising:
forwarding information about a workstation in communication with the
network to a policy server in communication with the network in response to
mitiation of a boot on the workstation;
determining, based on the information, and based on a policy provided

in a policy directory of the network, at least one administrator defined boot

option for the workstation;
tforwarding the boot option to the workstation;

requesting a boot image corresponding to the boot option;

- 14 -
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forwarding of the boot 1mage to the workstation; and
completing the boot of the workstation based upon the boot image

received by the workstation.

A method for controlling boot options on a local-area-network (LAN)
comprising:

downloading bootstrap code to a workstation 1n communication with the
network from a server in communication with the network in response to
initiation of a boot on the workstation;

gathering information about the workstation using the bootstrap code;
wherein the information includes information related to at least one item
selected from the group comsisting of network address, available memory;
locally stored programs; processor speed, processor architecture, network
connection, display type, peripherals, local date, local time and a user;

forwarding the information to a policy server in communication with the
netWork;

determining, by the policy server, based on the information, a plurality
of boot options for booting the workstation, wherein the boot options are
determined based upon the information provided by the workstation and based
upon a policy set out in a policy directory of the network, and wherein the
policy 1s selected from the group consisting of a time of day, a date, a network
address of the workstation, an amount of memory of the workstation, a

processor speed of the workstation, a processor type of the workstation and a

user;
forwarding the boot options to the workstation;
selecting a first boot option from the plurality of boot options for
booting the workstation;
requesting, by the workstation, a first boot image corresponding to the

first boot option;

forwarding of the first boot image to the workstation; and

completing the boot of the workstation based upon the first boot image

received by the workstation.

- 15 -
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A method for controlling boot options on a computer network comprising:

downloading bootstrap code to a workstation in communication with the
network from a server in communication with the network in response to
initiation of a boot on the workstation;

gathering iformation about the workstation;

forwarding the information to a policy server in communication with the
network;

determining, by the policy server, based on the information and based on
a policy set out in a policy directory of the network, an administrator defined
boot image option for booting the workstation;

forwarding the boot option to the worksfation;

requesting, by the workstation, of a boot 1image corresponding to the
boot option;

forwarding of the boot 1mage to the workstation; and

completing the boot of the workstation based upon the boot image

recetved by the workstation.
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