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ABSTRACT

Systems, methods, apparatuses, and computer program prod-
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ucts are provided for forensic monitoring. A system may
include a forensic analysis apparatus and one or more moni-
tored apparatuses. A monitored apparatus may monitor activ-

the monitored apparatus and extract forensic data based

atleastin part on monitored activity. The forensic datamay be

Provisional application No. 61/436,384, filed on Jan. transferred from the monitored apparatus to the forensic
26, 2011. analysis apparatus for processing and analysis.
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SYSTEMS, METHODS, APPARATUSES, AND
COMPUTER PROGRAM PRODUCTS FOR
FORENSIC MONITORING

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application claims priority to U.S. Pro-
visional Patent Application No. 61/436,384, filed Jan. 26,
2011, the contents of which are hereby incorporated by ref-
erence.

TECHNOLOGICAL FIELD

[0002] Embodiments of the present invention relate gener-
ally to computing technology and, more particularly, relate to
systems, methods, apparatuses, and computer program prod-
ucts for forensic monitoring.

BACKGROUND

[0003] Digital forensics, also known as computer forensics,
is generally concerned with evidence of activities or occur-
rences on digital systems. This evidence may be found by
examining storage media (e.g. hard disk drives) and/or
memory (e.g. RAM). In this regard, digital forensics tech-
niques may be applied to identify, examine, and analyze
forensic data in a manner that may preserve the integrity of the
information and maintain a strict chain of custody for the
data. Analysis of forensic data may be used to support the
investigation of crimes, violations of policies, security inci-
dents, reviews of operational problems, and recovery from
accidental system damage.

[0004] Many organizations today utilize numerous com-
puter systems. Often questions arise regarding activities on
those systems, especially as related to legal proceedings or
investigations. These questions may relate to an “incident”
such as a data breach (for example, an employee, outsider or
program accessing data she or he should not) or system com-
promise (for example, infection by malicious software). Cur-
rently, digital forensics investigation and analysis techniques
are generally applied only after an incident occurs.

BRIEF SUMMARY OF SOME EXAMPLES OF
THE INVENTION

[0005] Systems, methods, apparatuses, and computer pro-
gram products are provided herein for forensic monitoring.
Some example embodiments disclosed herein may provide
several advantages for system administrators, digital foren-
sics analysts, computing device users, and computing
devices. In this regard, some example embodiments provide a
system wherein forensic data is automatically gathered from
one or more monitored systems and transferred to a forensic
analysis apparatus. More particularly, in some example
embodiments, activity on a monitored apparatus is automati-
cally monitored (e.g., periodically) and forensic data is trans-
ferred to a forensic analysis apparatus, which may gather
forensic data over a period of time from one or more moni-
tored apparatuses. In accordance with some such example
embodiments, the forensic analysis apparatus receives the
forensic data from the monitored apparatus and processes and
stores the data for analysis. The forensic analysis apparatus
may generate forensic reports based at least in part on the
processed forensic data. Accordingly, an administrator, inves-
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tigator, or other user may have access to detailed forensic
reports enabling analysis of activity across one or more sys-
tems over time.

[0006] Example embodiments wherein forensic data is
automatically gathered over time may advantageously miti-
gate the risk of loss of forensic data as compared with existing
techniques wherein forensic investigation is performed only
after an incident has occurred. Further, some example
embodiments may utilize gathered forensic data to identify
exceptions to security policies, a presence of key risk indica-
tors (KRIs), and/or the like and may automatically generate
reports indicating the identified exceptions and risks. Accord-
ingly, an administrator may be made aware of a potential
problem prior to an occurrence of an incident.

[0007] Inafirstexample embodiment, a system for forensic
monitoring and analysis is provided. The system of this
example embodiment may include a forensic analysis appa-
ratus and one or more monitored apparatuses. A monitored
apparatus in accordance with this example embodiment may
monitor activity on the monitored apparatus and extract
forensic data based at least in part on monitored activity. The
forensic data may be transtferred from the monitored appara-
tus to the forensic analysis apparatus for processing and
analysis. The forensic analysis apparatus may process the
received forensic data and may generate a report based at least
in part on the processed forensic data.

[0008] In another example embodiment, a method for
forensic monitoring is provided. The method of this example
embodiment may comprise monitoring activity on a moni-
tored apparatus. The method of this example embodiment
may further comprise extracting forensic data based at leastin
part on monitored activity. The method of this example
embodiment may also comprise causing transfer of the
extracted forensic data from the monitored apparatus to a
forensic analysis apparatus for processing and analysis.
[0009] In another example embodiment, an apparatus for
forensic monitoring is provided. The apparatus of this
embodiment comprises at least one processor. The at least one
processor may be configured to cause the apparatus of this
example embodiment to monitor activity on the apparatus.
The at least one processor may be further configured to cause
the apparatus of this example embodiment to extract forensic
data based at least in part on the monitored activity. The at
least one processor may be additionally configured to cause
the apparatus of this example embodiment to cause transfer of
the extracted forensic data to a forensic analysis apparatus for
processing and analysis.

[0010] In another example embodiment, a computer pro-
gram product for forensic monitoring is provided. The com-
puter program product of this embodiment may include at
least one computer-readable storage medium having com-
puter-readable program instructions stored therein. The pro-
gram instructions of this example embodiment may comprise
program instructions configured to cause an apparatus to
perform a method comprising monitoring activity on a moni-
tored apparatus. The method of this example embodiment
may further comprise extracting forensic data based at leastin
part on monitored activity. The method of this example
embodiment may also comprise causing transfer of the
extracted forensic data from the monitored apparatus to a
forensic analysis apparatus for processing and analysis.
[0011] In another example embodiment, an apparatus for
forensic monitoring is provided. The apparatus of this
example embodiment may comprise means for monitoring
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activity on the apparatus. The apparatus of this example
embodiment may further comprise means for extracting
forensic data based at least in part on monitored activity. The
apparatus of this example embodiment may also comprise
means for causing transfer of the extracted forensic data to a
forensic analysis apparatus for processing and analysis.
[0012] In another example embodiment, a method for
forensic analysis is provided. The method of this example
embodiment may comprise receiving, at a forensic analysis
apparatus, forensic data sent by a monitored apparatus. The
method of this example embodiment may further comprise
processing the received forensic data. The method of this
example embodiment may also comprise generating a report
based at least in part on the processed forensic data.

[0013] In another example embodiment, an apparatus for
forensic analysis is provided. The apparatus of this embodi-
ment comprises at least one processor. The at least one pro-
cessor may be configured to cause the apparatus of this
example embodiment to receive forensic data sent by a moni-
tored apparatus. The at least one processor may be addition-
ally configured to cause the apparatus of this example
embodiment to process the received forensic data. The at least
one processor may be further configured to cause the appa-
ratus of this example embodiment to generate a report based
at least in part on the processed forensic data.

[0014] In another example embodiment, a computer pro-
gram product for forensic analysis is provided. The computer
program product of this embodiment may include at least one
computer-readable storage medium having computer-read-
able program instructions stored therein. The program
instructions of this example embodiment may comprise pro-
gram instructions configured to cause an apparatus to perform
a method comprising receiving, at a forensic analysis appa-
ratus, forensic data sent by a monitored apparatus. The
method of this example embodiment may further comprise
processing the received forensic data. The method of this
example embodiment may also comprise generating a report
based at least in part on the processed forensic data.

[0015] In another example embodiment, an apparatus for
forensic analysis is provided. The apparatus of this example
embodiment may comprise means for receiving forensic data
sent by a monitored apparatus. The apparatus of this example
embodiment may further comprise means for processing the
received forensic data. The apparatus of this example
embodiment may also comprise means for generating a report
based at least in part on the processed forensic data.

[0016] The above summary is provided merely for pur-
poses of summarizing some example embodiments of the
invention so as to provide a basic understanding of some
aspects of the invention. Accordingly, it will be appreciated
that the above described example embodiments are merely
examples and should not be construed to narrow the scope or
spirit of the invention in any way. It will be appreciated that
the scope of the invention encompasses many potential
embodiments, some of which will be further described below,
in addition to those here summarized.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] Having thus described embodiments of the inven-
tion in general terms, reference will now be made to the
accompanying drawings, which are not necessarily drawn to
scale, and wherein:

[0018] FIG. 1 illustrates a system for forensic monitoring
according to some example embodiments;
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[0019] FIG. 2 illustrates a block diagram of a monitored
apparatus according to some example embodiments;

[0020] FIG. 3 illustrates a block diagram of a forensic
analysis apparatus according to some example embodiments;
[0021] FIGS. 4-5 illustrate example forensic reports that
may be generated in accordance with some example embodi-
ments;

[0022] FIG. 6 illustrates a flowchart according to an
example method for forensic monitoring according to some
example embodiments;

[0023] FIG. 7 illustrates a flowchart according to an
example method for forensic monitoring according to some
example embodiments; and

[0024] FIG. 8 illustrates a flowchart according to an
example method for forensic analysis according to some
example embodiments.

DETAILED DESCRIPTION

[0025] Some embodiments of the present invention will
now be described more fully hereinafter with reference to the
accompanying drawings, in which some, but not all embodi-
ments of the invention are shown. Indeed, the invention may
be embodied in many different forms and should not be
construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure
will satisfy applicable legal requirements. Like reference
numerals refer to like elements throughout.

[0026] Currently, digital forensics investigation and analy-
sis techniques are generally applied only after an incident
occurs. However, investigation after an incident relies on
forensic evidence gathered only at the time of investigation.
In this regard, the investigation may occur some period of
time following the incident, and the availability of evidence
may be at least somewhat limited. Further, while security
monitoring systems (e.g., antivirus systems and intrusion pro-
tection systems), attempt to protect systems from malicious
software by monitoring network traffic or system data for
specific file signatures or attributes that indicate a suspicious
or known malicious computer program, these tools are not
sufficient for forensic investigation of a system. In this regard
security monitoring systems fail to gather low-level system
artifacts and user activity data that could be key to forensic
investigation.

[0027] Some example embodiments disclosed herein may
advantageously provide organizations with thorough and
consistent forensic reporting on computer systems in order to
protect their legal interests. In this regard, activity on a moni-
tored system may be monitored in accordance with some
example embodiments over time (e.g., periodically, continu-
ously, or the like) and forensic data (e.g., forensic artifacts)
may be extracted based on the monitored activity. In some
example embodiments, the extracted forensic data may be
transferred from a monitored system to a forensic analysis
apparatus, while preserving data integrity and a chain of
custody of the data. Accordingly, forensic data may be avail-
able for a period of time that may include periods before,
during, and after an incident. Further, as in some example
embodiments, forensic data is transferred to a forensic analy-
sis apparatus, which may be a trusted and/or protected sys-
tem, threats to reliability and integrity of forensic data may be
mitigated. Additionally, processing of the forensic data on the
forensic analysis apparatus may eliminate interference from
other applications or changes that may be executed on the
monitored system.
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[0028] As such, some example embodiments disclosed
herein may provide regular, reliable, thorough and continu-
ous capture and transfer of forensic data from a monitored
system. Such example embodiments may accordingly pro-
vide, from each capture, a point-in-time view of system state
and the ability to view and compare forensic artifacts over
time. As a result, more complete incident response may be
possible. Rather than a forensic investigation being limited to
the existing system state post-incident, the incident response
analysis may include forensic data from dates/times prior to,
during and immediately post-incident. Further, some
example embodiments capture data not available in event log
gatherers, anti-virus monitoring, intrusion detection systems,
and other security products.

[0029] Additionally, some example embodiments may pro-
vide forensic results that may be consistent across systems
and time. In this regard, some example embodiments, provide
automated extraction of forensic data and processing of
forensic data. This automated extraction and processing may
mitigate variance that exists in current forensic techniques
wherein human-driven incident response may involve extrac-
tion thatis dependent on the individual investigator’s skill and
preferences, which may vary from one investigation to
another.

[0030] Referring now to FIG. 1, FIG. 1 illustrates a block
diagram of a system 100 for forensic monitoring according to
some example embodiments. It will be appreciated that the
system 100 as well as the illustrations in other figures are each
provided as an example of some embodiments and should not
be construed to narrow the scope or spirit of the disclosure in
any way. In this regard, the scope of the disclosure encom-
passes many potential embodiments in addition to those illus-
trated and described herein. As such, while FIG. 1 illustrates
one example of a configuration of a system for forensic moni-
toring, numerous other configurations may also be used to
implement embodiments of the present invention.

[0031] Insomeexample embodiments, the system 100 may
include one or more monitored apparatuses 102 and a foren-
sic analysis apparatus 104. The monitored apparatus(es) 102
and forensic analysis apparatus 104 may communicate with
each other via a network 106. The network 106 may comprise
one or more wireless networks (for example, a cellular net-
work, wireless local area network, wireless personal area
network, wireless metropolitan area network, and/or the like),
one or more wireline networks, or some combination thereof,
and in some embodiments may comprise at least a portion of
the Internet.

[0032] A monitored apparatus 102 may be embodied as any
computing device on which activity may be monitored in
accordance with various example embodiments. A monitored
apparatus 102 may, for example, be embodied as a computer,
laptop computer, server, mobile terminal, mobile computer,
mobile phone, mobile communication device, tablet com-
puter, game device, digital camera/camcorder, audio/video
player, television device, radio receiver, digital video
recorder, positioning device, personal digital assistant (PDA),
any combination thereof, and/or the like.

[0033] A forensic analysis apparatus 104 may comprise
any computing device or plurality of computing devices con-
figured to receive forensic data from a monitored apparatus
102, such as over the network 106, and process the forensic
data in accordance with one or more example embodiments.
A forensic analysis apparatus 104 may accordingly comprise
any appropriately configured computing device or plurality of
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computing devices, such as one or more servers, a server
cluster, one or more network nodes, a cloud computing infra-
structure, a distributed apparatus, one or more desktop com-
puters, one or more laptop computers, one or more network
nodes, multiple computing devices in communication with
each other, any combination thereof, and/or the like.

[0034] Referring now to FIG. 2, FIG. 2 illustrates a block
diagram of a monitored apparatus 102 according to some
example embodiments. In some example embodiments, the
monitored apparatus 102 may include various means for per-
forming the various functions described herein. These means
may include, for example, one or more of a processor 210,
memory 212, communication interface 214, user interface
216, or monitoring module 218 for performing the various
functions herein described. The means of the monitored appa-
ratus 102 as described herein may be embodied as, for
example, circuitry, hardware elements (e.g., a suitably pro-
grammed processor, combinational logic circuit, and/or the
like), a computer program product comprising a computer-
readable medium (e.g., memory 212) storing computer-read-
able program instructions (e.g., software or firmware) that are
executable by a suitably configured processing device (e.g.,
the processor 210), or some combination thereof.

[0035] The processor 210 may, for example, be embodied
as various means including one or more processors, one or
more Mmicroprocessors, one Or Mmore Coprocessors, one or
more multi-core processors, one or more controllers, process-
ing circuitry, one or more computers, various other process-
ing elements including integrated circuits such as, for
example, an ASIC (application specific integrated circuit) or
FPGA (field programmable gate array), or some combination
thereof. Accordingly, although illustrated in FIG. 2 as a single
processor, in some embodiments the processor 210 may com-
prise a plurality of processors. The plurality of processors
may be embodied on a single computing device or may be
distributed across a plurality of computing devices collec-
tively configured to function as the monitored apparatus 102.
The plurality of processors may be in operative communica-
tion with each other and may be collectively configured to
perform one or more functionalities of the monitored appa-
ratus 102 as described herein. In some example embodi-
ments, the processor 210 is configured to execute instructions
stored in the memory 212 and/or that are otherwise accessible
to the processor 210. These instructions, when executed by
the processor 210, may cause the monitored apparatus 102 to
perform one or more of the functionalities of the monitored
apparatus 102 as described herein. As such, whether config-
ured by hardware or software methods, or by a combination
thereof, the processor 210 may comprise an entity capable of
performing operations according to one or more example
embodiments while configured accordingly. Thus, for
example, when the processor 210 is embodied as an ASIC,
FPGA or the like, the processor 210 may comprise specifi-
cally configured hardware for conducting one or more opera-
tions described herein. Alternatively, as another example,
when the processor 210 is embodied as an executor of instruc-
tions, such as may be stored in the memory 212, the instruc-
tions may specifically configure the processor 210 to perform
one or more algorithms and operations described herein.

[0036] The memory 212 may include, for example, volatile
and/or non-volatile memory. In this regard, the memory 212
may comprise a non-transitory computer-readable storage
medium. Although illustrated in FIG. 2 as a single memory,
the memory 212 may comprise a plurality of memories. The



US 2012/0191660 Al

plurality of memories may be embodied on a single comput-
ing device or distributed across a plurality of computing
devices. The memory 212 may comprise volatile memory,
non-volatile memory, or some combination thereof. In this
regard, the memory 212 may comprise, for example, a hard
disk, random access memory, cache memory, flash memory, a
compact disc read only memory (CD-ROM), digital versatile
disc read only memory (DVD-ROM), an optical disc, cir-
cuitry configured to store information, or some combination
thereof. The memory 212 may be configured to store infor-
mation, data, applications, instructions, or the like for
enabling the monitored apparatus 102 to carry out various
functions in accordance with example embodiments of the
present invention. For example, in at least some embodi-
ments, the memory 212 is configured to buffer input data for
processing by the processor 210. Additionally or alterna-
tively, in at least some embodiments, the memory 212 is
configured to store program instructions for execution by the
processor 210. The memory 212 may store information in the
form of static and/or dynamic information. This stored infor-
mation may be stored and/or used by the monitoring module
218 during the course of performing its functionalities.

[0037] Thecommunication interface 214 may be embodied
as any device or means embodied in circuitry, hardware, a
computer program product comprising a computer readable
medium (e.g., the memory 212) storing computer readable
program instructions that are executable by a processing
device (e.g., the processor 210), or a combination thereof that
is configured to receive and/or transmit data from/to another
device, such as, a forensic analysis apparatus 104. In some
example embodiments, the communication interface 214 is at
least partially embodied as or otherwise controlled by the
processor 210. In this regard, the communication interface
214 may be in communication with the processor 210, such as
via a bus. The communication interface 214 may include, for
example, an antenna, a transmitter, a receiver, a transceiver, a
network interface card, and/or supporting hardware or soft-
ware for enabling communications with another computing
device. The communication interface 214 may be configured
to receive and/or transmit data using any protocol that may be
used for communications between computing devices. As an
example, the communication interface 214 may be config-
ured to receive and/or transmit data using any protocol that
may be used for communication over the network 106. The
communication interface 214 may additionally be in commu-
nication with the memory 212, user interface 216, and/or
monitoring module 218, such as via a bus.

[0038] The user interface 216 may be in communication
with the processor 210 to receive an indication of a user input
and/or to provide an audible, visual, mechanical, or other
output to a user. As such, the user interface 216 may include,
for example, a keyboard, a mouse, a joystick, a display, a
touch screen display, a microphone, a speaker, and/or other
input/output mechanisms. Accordingly, the user interface 216
may provide means for a user to interact with and/or to oth-
erwise engage in activity on the monitored apparatus 102,
such as by inputting data to the monitored apparatus 102,
viewing data output by the monitored apparatus 102, and/or
the like. The user interface 216 may be in communication
with the memory 212, communication interface 214, and/or
monitoring module 218, such as via a bus.

[0039] The monitoring module 218 may be embodied as
various means, such as circuitry, hardware, a computer pro-
gram product comprising a computer-readable medium (e.g.,
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memory 212) storing computer-readable program instruc-
tions (e.g., software or firmware) that are executable by a
suitably configured processing device (e.g., the processor
210), or some combination thereof and, in some example
embodiments, is embodied as or otherwise controlled by the
processor 210. In embodiments wherein the monitoring mod-
ule 218 is embodied separately from the processor 210, the
monitoring module 218 may be in communication with the
processor 210. The monitoring module 218 may further be in
communication with one or more of the memory 212, com-
munication interface 214, or user interface 216, such as via a
bus.

[0040] Referring now to FIG. 3, FIG. 3 illustrates a block
diagram of a forensic analysis apparatus 104 according to
some example embodiments. In some example embodiments,
the forensic analysis apparatus 104 may include various
means for performing the various functions described herein.
These means may include, for example, one or more of a
processor 310, memory 312, communication interface 314,
user interface 316, or analysis module 318 for performing the
various functions herein described. The means of the forensic
analysis apparatus 104 as described herein may be embodied
as, for example, circuitry, hardware elements (e.g., a suitably
programmed processor, combinational logic circuit, and/or
the like), a computer program product comprising a com-
puter-readable medium (e.g., memory 312) storing computer-
readable program instructions (e.g., software or firmware)
that are executable by a suitably configured processing device
(e.g., the processor 310), or some combination thereof.

[0041] The processor 310 may, for example, be embodied
as various means including one or more processors, one or
more Mmicroprocessors, one Or Mmore Coprocessors, one or
more multi-core processors, one or more controllers, process-
ing circuitry, one or more computers, various other process-
ing elements including integrated circuits such as, for
example, an ASIC (application specific integrated circuit) or
FPGA (field programmable gate array), or some combination
thereof. Accordingly, although illustrated in FIG. 3 as a single
processor, in some embodiments the processor 310 may com-
prise a plurality of processors. The plurality of processors
may be embodied on a single computing device or may be
distributed across a plurality of computing devices collec-
tively configured to function as the forensic analysis appara-
tus 104. The plurality of processors may be in operative
communication with each other and may be collectively con-
figured to perform one or more functionalities of the forensic
analysis apparatus 104 as described herein. In some example
embodiments, the processor 310 is configured to execute
instructions stored in the memory 312 and/or that are other-
wise accessible to the processor 310. These instructions,
when executed by the processor 310, may cause the forensic
analysis apparatus 104 to perform one or more of the func-
tionalities of the forensic analysis apparatus 104 as described
herein. As such, whether configured by hardware or software
methods, or by a combination thereof, the processor 310 may
comprise an entity capable of performing operations accord-
ing to embodiments of the present invention while configured
accordingly. Thus, for example, when the processor 310 is
embodied as an ASIC, FPGA or the like, the processor 310
may comprise specifically configured hardware for conduct-
ing one or more operations described herein. Alternatively, as
another example, when the processor 310 is embodied as an
executor of instructions, such as may be stored in the memory
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312, the instructions may specifically configure the processor
310 to perform one or more algorithms and operations
described herein.

[0042] The memory 312 may include, for example, volatile
and/or non-volatile memory. In this regard, the memory 312
may comprise a non-transitory computer-readable storage
medium. Although illustrated in FIG. 3 as a single memory,
the memory 312 may comprise a plurality of memories. The
plurality of memories may be embodied on a single comput-
ing device or distributed across a plurality of computing
devices. The memory 312 may comprise volatile memory,
non-volatile memory, or some combination thereof. In this
regard, the memory 312 may comprise, for example, a hard
disk, random access memory, cache memory, flash memory, a
compact disc read only memory (CD-ROM), digital versatile
disc read only memory (DVD-ROM), an optical disc, cir-
cuitry configured to store information, or some combination
thereof. The memory 312 may be configured to store infor-
mation, data, applications, instructions, or the like for
enabling the forensic analysis apparatus 104 to carry out
various functions in accordance with example embodiments
of the present invention. For example, in at least some
embodiments, the memory 312 is configured to buffer input
data for processing by the processor 310. Additionally or
alternatively, in at least some embodiments, the memory 312
is configured to store program instructions for execution by
the processor 310. The memory 312 may store information in
the form of static and/or dynamic information. This stored
information may be stored and/or used by the analysis mod-
ule 318 during the course of performing its functionalities.

[0043] Thecommunication interface 314 may be embodied
as any device or means embodied in circuitry, hardware, a
computer program product comprising computer readable
program instructions stored on a computer readable medium
(e.g., the memory 312) that are executable by a processing
device (e.g., the processor 310), or a combination thereof that
is configured to receive and/or transmit data from/to another
device, such as, a monitored apparatus 102. In some example
embodiments, the communication interface 314 is at least
partially embodied as or otherwise controlled by the proces-
sor 310. In this regard, the communication interface 314 may
be in communication with the processor 310, such as via a
bus. The communication interface 314 may include, for
example, an antenna, a transmitter, a receiver, a transceiver, a
network interface card, and/or supporting hardware or soft-
ware for enabling communications with another computing
device. The communication interface 314 may be configured
to receive and/or transmit data using any protocol that may be
used for communications between computing devices. As an
example, the communication interface 314 may be config-
ured to receive and/or transmit data using any protocol that
may be used for communication over the network 106. The
communication interface 314 may additionally be in commu-
nication with the memory 312, user interface 316, and/or
analysis module 318, such as via a bus.

[0044] The user interface 316 may be in communication
with the processor 310 to receive an indication of a user input
and/or to provide an audible, visual, mechanical, or other
output to a user. As such, the user interface 316 may include,
for example, a keyboard, a mouse, a joystick, a display, a
touch screen display, a microphone, a speaker, and/or other
input/output mechanisms. In some example embodiments,
such as in some embodiments wherein the forensic analysis
apparatus is embodied as a server, aspects of the user interface

Jul. 26,2012

316 may be limited, or the user interface 316 may be removed
entirely. The user interface 316 may be in communication
with the memory 312, communication interface 314, and/or
analysis module 318, such as via a bus.

[0045] The analysis module 318 may be embodied as vari-
ous means, such as circuitry, hardware, a computer program
product comprising a computer-readable medium (e.g.,
memory 312) storing computer-readable program instruc-
tions (e.g., software or firmware) that are executable by a
suitably configured processing device (e.g., the processor
310), or some combination thereof and, in some example
embodiments, is embodied as or otherwise controlled by the
processor 310. In embodiments wherein the analysis module
318 is embodied separately from the processor 310, the analy-
sis module 318 may be in communication with the processor
310. The analysis module 318 may further be in communica-
tion with one or more of the memory 312, communication
interface 314, or user interface 316, such as via a bus.

[0046] In some example embodiments, the monitoring
module 218 of a monitored apparatus 102 may be configured
to implement and/or otherwise control one or more utilities,
which may monitor activity of the monitored apparatus 102.
In this regard, the monitoring module 218 may monitor activ-
ity occurring in real time, examine available data records
detailing previous activity on the monitored apparatus 102,
and/or the like. The monitoring module 218 may be config-
ured to monitor activity periodically and/or otherwise in
accordance with a schedule. The schedule may, for example,
be defined by a task scheduler, which may be implemented by
an operating system implemented on the monitored apparatus
102. As another example, the monitoring module 218 may be
configured to monitor activity constantly, such as while oper-
ating in the background. As still a further example, the moni-
toring module 218 may be configured to monitor activity in
response to a request or command received from the forensic
analysis apparatus 104.

[0047] The monitoring module 218 may be configured to
monitor activity in accordance with one or more predefined
settings. The one or more predefined settings may include, for
example, one or more defined activities to monitor, one or
more defined activities to exclude from monitoring, one or
more file paths to examine for activity, and/or the like.

[0048] The monitoring module 218 may be further config-
ured to extract forensic data based at least in part on the
monitored activity. Extraction of forensic data may consist of
collection of forensic data into files and/or other data units,
which may be distinct from the source on the system. The
forensic data may consist of data (e.g., files, portions of files,
and/or the like) which contain evidence of activity on the
monitored apparatus 102. Forensic data may, for example, be
extracted from operating system files (e.g., a registry), appli-
cation files, memory (e.g., the memory 212), system RAM,
removable storage devices, and/or the like.

[0049] In some example embodiments, the monitoring
module 218 may be configured to extract forensic data by
calling one or more forensic extractions utilities. The indi-
vidual forensic extraction utilities may, for example, include
custom coded programs, open source programs, commercial
programs, and/or the like.

[0050] The monitoring module 218 may be configured to
extract forensic data in accordance with one or more pre-
defined settings. The setting may define one or more forensic
extraction utilities to use and/or not use, paths to system



US 2012/0191660 Al

media from which forensic data is to be extracted, settings for
formatting and/or storing extracted forensic data, and/or the
like.

[0051] The extracted forensic data (e.g., forensic artifacts)
may include any number of forensic data types and may vary
dependent on the type of system and/or applications imple-
mented on the monitored apparatus 102. By way of non-
limiting example, the extracted forensic data may, for
example, include one or more of the following:

[0052] File system timeline

[0053] App Paths registry key

[0054] Autostarts/Run key contents from Software hive

[0055] System event logs

[0056] Application event logs

[0057] Firewall Configuration settings

[0058] IDE (Integrated Device Electronics) SCSI (Small
Computer System Interface), and/or other storage
details

[0059] Local Accounts and Recent Logins

[0060] Mounted Devices key from registry system hive

[0061] Malicious Removal Tool run info

[0062] NICs (Network Interface Controllers) from reg-
istry system hive

[0063] User profile info

[0064] Reboot History

[0065] Recycle/Trash Bin data

[0066] Deleted data

[0067] SAM (Security Accounts Manager) info

[0068] Security settings

[0069] Network Shares

[0070] Uninstall key from Software hive

[0071] USB (Universal Serial Bus) Devices and USB

Storage Devices

[0072] Values from the WinLogon key

[0073] Operating System (e.g., Windows®) Current Ver-
sion info

[0074] Kernel messages

[0075] Memory (e.g., RAM) contents

[0076] System configuration
[0077] Apache or IIS (Internet Information Services)

configuration

[0078] Startup scripts
[0079] Running processes
[0080] Open network ports
[0081] List of open files
[0082] Database configuration
[0083] Database history data
[0084] Database schemas
[0085] Event, Error, Transaction logs
[0086] Recent queries
[0087] Security settings
[0088] User activity data including

[0089] User: List of local searches by user

[0090] User: Recently open/saved

[0091] User: Helper programs for file types accessed

[0092] User: Installed software

[0093] User: Control Panel applets run using .mmc
files (10 lines in log)

[0094] User: recent file list

[0095] User: MMC (Microsoft® Management Con-
sole)}—Recent File List

[0096] User: Mapped network drives

[0097] User: Mount points (Drives, Volumes, Remote
Drives)
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[0098] User: Recent documents accessed
[0099] User: Typed/visited URLs (Uniform Resource
Locators)
[0100] User: Programs that run when a user logs in
[0101] User: Recently run programs
[0102] The monitoring module 218 may be further config-

ured to cause transfer of the extracted forensic data from the
monitored apparatus 102 to the forensic analysis apparatus
104 for processing and analysis. The monitoring module 218
may, for example, be configured to cause secure transfer of
the forensic data, such as by using hypertext transfer protocol
secure (HTTPS), secure shell (SSH), or other secure protocol,
s0 as to preserve integrity and a chain of custody of the
forensic data. In some example embodiments, the monitoring
module 218 may be configured to cause transfer of the foren-
sic data to the forensic analysis apparatus 104 in accordance
with one or more predefined parameters, which may for
example, define a protocol to use for transfer of the forensic
data, a schedule for transferring extracted forensic data, and/
or other parameters or settings for data transfer.

[0103] In some example embodiments, the monitoring
module 218 may, for example, be configured to periodically
transfer extracted forensic data to the forensic analysis appa-
ratus 104. As another example, the monitoring module 218
may be configured to transfer extracted forensic data to the
forensic analysis apparatus 104 following conclusion of each
activity monitoring and forensic data extraction session. As
yet another example, the monitoring module 218 may be
configured to cause transfer of extracted forensic data in
response to a request from the forensic analysis apparatus
104. In this regard, it will be appreciated that forensic data
may, for example, be pushed to the forensic analysis appara-
tus 104 by the monitored apparatus 102 and/or may be pulled
from the monitored apparatus 102 by the forensic analysis
apparatus 104.

[0104] The monitoring module 218 may be configured to
retain (e.g., in the memory 212) extracted forensic data for at
least a defined period of time. Alternatively, the monitoring
module 218 may be configured to purge extracted forensic
data after it has been transferred to the forensic analysis
apparatus 104.

[0105] The analysis module 318 may be configured to
receive forensic data from one or more monitored apparatuses
102 and may process the received forensic data. In some
example embodiments, the analysis module 318 may be con-
figured to process received forensic data based at least in part
on the type of forensic data received. In this regard, the
analysis module 318 may be configured to perform a process-
ing procedure specific to each of a plurality of forensic data
types. In processing forensic data, the analysis module 318
may be configured to preserve the forensic integrity of the
data and may further maintain a chain of custody of the data,
such that an origin and/or other forensic custody information
for the data may be later identified.

[0106] In processing received forensic data, the analysis
module 318 may be configured to perform one or more data
transformations and/or derivations. For example, the analysis
module 318 may be configured to extract a portion(s) of
forensic data from a larger forensic data set(s), parse indi-
vidual rows or records in received forensic data to extract or
remove one or more particular characters, and/or the like. As
another example, the analysis module 318 may be configured
to convert values of received forensic data by application of a
mathematical formula. As yet another example, the analysis
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module 318 may be configured to synthesize forensic data
from multiple received forensic data sets and/or sources into
a combined forensic data set. The analysis module 318 may
additionally or alternatively be configured to compare and/or
combine received forensic data to derive additional forensic
data values. As still a further example, the analysis module
318 may be configured to process forensic data received in a
linear format to a tabular delimited format including, for
example, comma-separated values, tab-separated values, or
the like.

[0107] Insomeexample embodiments, the analysis module
318 may be further configured to archive the processed foren-
sic data in a forensic database (e.g., a relational database).
Loading the processed forensic data into the database may
involve additional processing and/or transformation to format
the forensic data for the database. By way of example, the
analysis module 318 may be configured to perform a difter-
ential comparison of forensic data to identify new or changed
data points. As another example, the analysis module 318
may be configured to perform data conversions, such as,
date/time conversions (e.g., converting a Unix Epoch time
value a human-readable date/time stamp). As a further
example, the analysis module 318 may be configured to cre-
ate and/or derive additional values from values of the pro-
cessed forensic data.

[0108] The analysis module 318 may be further configured
to perform at least a high level preliminary analysis of the
processed forensic data. Values, data, and/or other informa-
tion resulting from this analysis may also be loaded into the
forensic database. As an example, the analysis module 318
may analyze the data (e.g., recently processed forensic data,
data previously added to the database, some combination
thereof, or the like) to identify changes in specific data points
over time. As another example, the analysis module 318 may
be configured to compare forensic data values to known bad
and/or good values to produce additional derived values and/
or status indications.

[0109] As a further example, the analysis module 318 may
calculate or otherwise generate key risk indicator (KRI) val-
ues (e.g., PASS/WARN/FAIL, a numeric score value, and/or
the like) from processed forensic data. As an example sce-
nario, a client may specify that no new user accounts should
be created on a monitored system, and that any new user
account is a significant risk. This rule may be applied during
processing of received forensic data, and if the forensic data
contains an indication of a creation of a new user account, the
analysis module 318 may set a KRI value for “New User
Creation” to “FAIL.” The analysis module 318 may further
flag data representing evidence of the created user account.

[0110] The analysis module 318 may be further configured
to generate a report(s) based at least in part on processed
forensic data. In some example embodiments wherein pro-
cessed forensic data is maintained in a forensic database, a
generated report may connect to and/or otherwise present
data from the forensic database.

[0111] The analysis module 318 may, for example, be con-
figured to perform report generation automatically (e.g., peri-
odically). As another example, the analysis module 318 may
be configured to generate a report in response to detection of
an incident on a monitored apparatus 102, detection of a
predefined KRI value, an intrusion, and/or the like. In some
example embodiments, the analysis module 318 may be con-
figured to generate a report in response to a user request.
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[0112] The analysis module 318 may be configured to
cause a generated report to be provided to a system adminis-
trator, investigator, and/or other user for review and analysis.
As an example, areport may be displayed on a display foruser
review. As another example, the analysis module 318 may be
configured in some example embodiments to cause distribu-
tion of a generated report or other notification to one or more
users, such as via email, text message, and/or the like. In such
embodiments, the analysis module 318 may be configured to
deliver a report in accordance with a schedule (e.g., at an
appointed day/time) with or without recurrence.

[0113] As a further example, in some example embodi-
ments, the analysis module 318 may provide a network inter-
face (e.g., a Web portal) by which a user may request and view
a report (e.g., on demand). In such example embodiments, a
user may be required to log in to the interface to verify that he
is authorized to access and view forensic report. Upon login,
the user may be offered a menu of reports available to the user.
The user may accordingly select one or more reports for
generation and/or viewing.

[0114] It will be appreciated that the analysis module 318
may be configured to generate any of a variety of standard
and/or custom reports. By way of non-limiting example, the
analysis module 318 may be configured to generate one or
more of the following reports:

[0115] File system activity timeline
[0116] Web browsing activity
[0117] USB and USB Storage Information
[0118] User login activity (successful, failed)
[0119] Users created/deleted
[0120] Users and group memberships
[0121] Network interface properties
[0122] System attributes
[0123] Autostarts
[0124] Reboots
[0125] Firewall configuration
[0126] New applications installed
[0127] A generated report may, for example, include output

of analysis using standard and/or customized formulas mea-
suring levels of potential risk of compromise or intrusion.
Individual measurements of risk can be expressed using ‘“key
risk indicators”, whereby formulas may assess forensic data
either on individual monitored times or across multiple times,
and return a risk indication value. The risk indication value
may, for example, comprise one of PASS (e.g., no indication
of risk detected), WARN (e.g., possible indication of risk
detected) or FAIL (e.g., likely or definite indication of risk
detected).

[0128] Insomeexample embodiments, the analysis module
318 may be configured to generate a per-system (e.g., a single
monitored apparatus 102) report. A per-system report may,
for example, provide data reporting of one or more monitored
forensic artifacts at a single time or across multiple times. As
another example, a per-system report may provide data
reporting of a differential between different monitored times
(e.g., change over time) for a given artifact or artifacts. A
per-system report may, for example, provide a tabular and/or
chart representation of forensic data.

[0129] Additionally or alternatively, the analysis module
318 may be configured to generate an aggregate report report-
ing on forensic data extracted from a plurality of monitored
apparatuses 102 (e.g., on a system-wide basis). An aggregate
report may, for example, provide data reporting of a given
artifact or artifacts across multiple systems, for a single time
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or across multiple times. As another example, an aggregate
report may provide data reporting of a given artifact or arti-
facts across a period of time (e.g., change over time). As still
a further example, an aggregate report may provide forensic
data for a given user (e.g., user activity data) over a period of
time across a plurality of monitored apparatuses 102, and/or
the like. It will be appreciated, however, that reporting of a
given forensic artifact or artifacts may be across any dimen-
sion, including, for example, time, network status, user, or
other factor internal or external to the forensic data.

[0130] Insomeexample embodiments, the analysis module
318 may be configured to generate interactive reports, which
may include one or more user-interactive properties. By way
of non-limiting example, such interactive properties may
include date parameterization, filtering by record attributes,
dynamic sorting highlighting of suspicious or flagged rows,
differential between multiple monitored dates/times, some
combination thereof, or the like.

[0131] In some example embodiments, a report may
include a main dashboard. The dashboard may include values
for KRIs, aggregate measures, and/or the like, which may, for
example, be expressed as text, graphics, charts, tables, and/or
the like. The dashboard may provide access (e.g., hyperlinks)
to more detailed reports, differential reports, and/or the like so
that forensic data underlying aggregated and calculated val-
ues may be examined.

[0132] Referring now to FIG. 4, FIG. 4 illustrates an
example high level dashboard report that may be generated
and presented in accordance with some example embodi-
ments. The dashboard includes a tabular representation with
graphical indications of KRI values for a variety of forensic
categories. A more detailed report may be accessed for one or
more of the forensic categories presented in the dashboard. In
this regard, FIG. 5 illustrates an example detailed forensic
report for a USB storage device that may be accessed from the
dashboard of FIG. 4.

[0133] Referring now to FIG. 6, FIG. 6 illustrates a flow-
chart according to an example method for forensic monitor-
ing, such as may be performed by the system 100, according
to some example embodiments. Operation 600 may comprise
monitoring activity on a monitored apparatus 102. The moni-
toring may be scheduled to occur periodically, may be per-
formed in response to instruction from the forensic analysis
apparatus 104, may be performed (e.g., in the background)
constantly, or the like. Operation 610 may comprise extract-
ing forensic data based at least in part on monitored activity.
Operation 620 may comprise the monitored apparatus 102
transferring the extracted forensic data from the monitored
apparatus to the forensic analysis apparatus 104 for process-
ing and analysis. The forensic analysis apparatus 104 may
process the received forensic data, at operation 630. Opera-
tion 630 may optionally include archiving the processed
forensic data in a database. Operation 640 may comprise the
forensic analysis apparatus 104 generating a report based at
least in part on the processed forensic data, at operation 640.
Operation 640 may, for example, be performed automati-
cally; responsive to detection of an incident, a key risk indi-
cator, an intrusion, or the like; in response to a user request,
and/or the like. The method may optionally further comprise
the forensic analysis apparatus 104 providing the report for
review, at operation 650.

[0134] FIG. 7 illustrates a flowchart according to an
example method for forensic monitoring according to some
example embodiments. In this regard, FIG. 7 illustrates
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operations that may, for example, be performed by a moni-
tored apparatus 102. The operations illustrated in and
described with respect to FIG. 7 may, for example, be per-
formed by, with the assistance of, and/or under the control of
one or more of the processor 210, memory 212, communica-
tion interface 214, user interface 216, or monitoring module
218. Operation 700 may comprise monitoring activity on a
monitored apparatus 102. The monitoring may be scheduled
to occur periodically, may be performed in response to
instruction from the forensic analysis apparatus 104, may be
performed (e.g., in the background) constantly, and/or the
like. The processor 210, memory 212, communication inter-
face 214, user interface 216, and/or monitoring module 218
may, for example, provide means for performing operation
700. Operation 710 may comprise extracting forensic data
based at least in part on monitored activity. The processor
210, memory 212, and/or monitoring module 218 may, for
example, provide means for performing operation 710.
Operation 720 may comprise causing transfer of the extracted
forensic data to the forensic analysis apparatus 104 for pro-
cessing and analysis. The processor 210, memory 212, com-
munication interface 214, and/or monitoring module 218
may, for example, provide means for performing operation
720.

[0135] FIG. 8 illustrates a flowchart according to an
example method for forensic analysis according to some
example embodiments. In this regard, FIG. 8 illustrates
operations that may, for example, be performed by a forensic
analysis apparatus 104. The operations illustrated in and
described with respect to FIG. 8 may, for example, be per-
formed by, with the assistance of, and/or under the control of
one or more of the processor 310, memory 312, communica-
tion interface 314, user interface 316, or analysis module 318.
Operation 800 may comprise receiving forensic data from a
monitored apparatus 102. The processor 310, memory 312,
communication interface 314, and/or analysis module 318
may, for example, provide means for performing operation
800. Operation 810 may comprise processing the received
forensic data. The processor 310, memory 312, and/or analy-
sis module 318 may, for example, provide means for perform-
ing operation 810. The method may optionally further include
archiving the processed forensic data in a database, at opera-
tion 820. The processor 310, memory 312, communication
interface 314, and/or analysis module 318 may, for example,
provide means for performing operation 820. Operation 830
may comprise generating a report based at least in part on the
processed forensic data. Operation 830 may, for example, be
performed automatically; responsive to detection of an inci-
dent, a key risk indicator, an intrusion, or the like; in response
to a user request, and/or the like. The processor 310, memory
312, communication interface 314, and/or analysis module
318 may, for example, provide means for performing opera-
tion 830. The method may further comprise operation 840,
which may comprise causing the report to be provided for
review. The processor 310, memory 312, communication
interface 314, user interface 316, and/or analysis module 318
may, for example, provide means for performing operation
840.

[0136] FIGS. 6-8 cach illustrate a flowchart of a system,
method, and computer program product according to
example embodiments of the invention. It will be understood
that each block or step of the flowcharts, and combinations of
blocks in the flowcharts, may be implemented by various
means, such as hardware and/or a computer program product
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comprising one or more computer-readable mediums having
computer readable program instructions stored thereon. For
example, one or more of the procedures described herein may
be embodied by computer program instructions of a computer
program product. In this regard, the computer program prod-
uct(s) which embody the procedures described herein may be
stored by one or more memory devices (e.g., the memory 212
and/or 312) of a server, desktop computer, laptop computer,
mobile computer, or other computing device (e.g., a moni-
tored apparatus 102, a forensic analysis apparatus 104, some
combination thereof, and/or the like) and executed by a pro-
cessor (e.g., the processor 210 and/or processor 310) in the
computing device. In some embodiments, the computer pro-
gram instructions comprising the computer program product
(s) which embody the procedures described above may be
stored by memory devices of a plurality of computing
devices. As will be appreciated, any such computer program
product may be loaded onto a computer or other program-
mable apparatus to produce a machine, such that the com-
puter program product including the instructions which
execute on the computer or other programmable apparatus
creates means for implementing the functions specified in the
flowchart block(s). Further, the computer program product
may comprise one or more computer-readable memories on
which the computer program instructions may be stored such
that the one or more computer-readable memories can direct
a computer or other programmable apparatus to function in a
particular manner, such that the computer program product
comprises an article of manufacture which implements the
function(s) specified in the flowchart block(s). The computer
program instructions of one or more computer program prod-
ucts may also be loaded onto a computer or other program-
mable apparatus to cause a series of operational steps to be
performed on the computer or other programmable apparatus
to produce a computer-implemented process such that the
instructions which execute on the computer or other program-
mable apparatus provide steps for implementing the func-
tions specified in the flowchart block(s).

[0137] Accordingly, blocks of the flowcharts support com-
binations of means for performing the specified functions and
combinations of operations for performing the specified func-
tions. It will also be understood that one or more blocks of the
flowcharts, and combinations of blocks in the flowcharts, may
be implemented by special purpose hardware-based com-
puter systems which perform the specified functions or steps,
or combinations of special purpose hardware and computer
program product(s).

[0138] The above described functions may be carried out in
many ways. For example, any suitable means for carrying out
each of the functions described above may be employed to
carry out embodiments of the invention. In one embodiment,
asuitably configured processor may provide all or a portion of
the elements of the invention. In another embodiment, all or a
portion of the elements of the invention may be configured by
and operate under control of a computer program product.
The computer program product for performing the methods
of embodiments of the invention includes a computer-read-
able storage medium, such as the non-volatile storage
medium, and computer-readable program code portions, such
as a series of computer instructions, embodied in the com-
puter-readable storage medium.

[0139] Many modifications and other embodiments of the
inventions set forth herein will come to mind to one skilled in
the art to which these inventions pertain having the benefit of
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the teachings presented in the foregoing descriptions and the
associated drawings. Therefore, it is to be understood that the
embodiments of the invention are not to be limited to the
specific embodiments disclosed and that modifications and
other embodiments are intended to be included within the
scope of the appended claims. Moreover, although the fore-
going descriptions and the associated drawings describe
example embodiments in the context of certain example com-
binations of elements and/or functions, it should be appreci-
ated that different combinations of elements and/or functions
may be provided by alternative embodiments without depart-
ing from the scope of the appended claims. In this regard, for
example, different combinations of elements and/or functions
than those explicitly described above are also contemplated
as may be set forth in some of the appended claims. Although
specific terms are employed herein, they are used in a generic
and descriptive sense only and not for purposes of limitation.

What is claimed is:

1. A method for forensic monitoring comprising:

monitoring activity on a monitored apparatus;

extracting, by a processor, forensic data based at least in

part on monitored activity; and

causing transfer of the extracted forensic data from the

monitored apparatus to a forensic analysis apparatus
configured to archive the forensic data for later analysis.

2. The method of claim 1, wherein extracting forensic data
and causing transfer of the extracted forensic data are per-
formed automatically on a scheduled basis.

3. The method of claim 1, wherein data integrity of the
extracted forensic data and a chain of custody of the extracted
forensic data is preserved during transfer of the extracted
forensic through secure transfer of the forensic data from the
monitored apparatus to the forensic analysis apparatus.

4. The method of claim 1, wherein extracting forensic data
comprises extracting forensic data from one or more files
containing evidence of activity on the monitored apparatus.

5. The method of claim 4, wherein extracting forensic data
from one or more files comprises extracting forensic data
from an operating system file.

6. The method of claim 1, wherein the forensic analysis
apparatus is further configured to process the forensic data
transferred to the forensic analysis apparatus and generate a
report based at least in part on the processed forensic data.

7. The method of claim 1, wherein:

extracting forensic data and causing transfer of the

extracted forensic data are performed automatically on a
scheduled basis;

data integrity of the extracted forensic data and a chain of

custody of the extracted forensic data is preserved dur-
ing transfer of the extracted forensic through secure
transfer of the forensic data from the monitored appara-
tus to the forensic analysis apparatus; and

the forensic analysis apparatus is further configured to

process the forensic data transferred to the forensic
analysis apparatus and generate a report based at least in
part on the processed forensic data.

8. An apparatus for forensic monitoring comprising at least
one processor, the at least one processor configured to cause
the apparatus to at least:

monitor activity on a monitored apparatus;

extract forensic data based at least in part on monitored

activity; and
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cause transfer of the extracted forensic data from the moni-
tored apparatus to a forensic analysis apparatus config-
ured to archive the forensic data for later analysis.

9. The apparatus of claim 8, wherein the at least one pro-
cessor is further configured to cause the apparatus to extract
forensic data and cause transfer of the extracted forensic data
automatically on a scheduled basis.

10. The apparatus of claim 8, wherein the at least one
processor is further configured to cause the apparatus to pre-
serve data integrity of the extracted forensic data and a to
preserve chain of custody of the extracted forensic data dur-
ing transfer of the extracted forensic through secure transfer
of the forensic data from the monitored apparatus to the
forensic analysis apparatus.

11. The apparatus of claim 8, wherein the at least one
processor is further configured to cause the apparatus to
extract forensic data at least in part by extracting forensic data
from one or more files containing evidence of activity on the
monitored apparatus.

12. The apparatus of claim 11, wherein the at least one
processor is further configured to cause the apparatus to
extract forensic data from an operating system file.

13. The apparatus of claim 8, wherein the forensic analysis
apparatus is further configured to process the forensic data
transferred to the forensic analysis apparatus and generate a
report based at least in part on the processed forensic data.

14. A method for forensic analysis comprising:

receiving, at a forensic analysis apparatus, forensic data

transferred from a monitored apparatus to the forensic
analysis apparatus, the forensic data comprising foren-
sic data extracted by the monitored apparatus based at
least in part on monitored activity on the monitored
apparatus; and

archiving the forensic data for later analysis, wherein

archiving the received forensic data is performed under
control of a processor.

15. The method of claim 14, wherein receiving the forensic
data comprises receiving forensic data securely transferred
from the monitored apparatus to the forensic analysis appa-
ratus to preserve data integrity and a chain of custody of the
forensic data.

16. The method of claim 14, further comprising:

processing the received forensic data to generate a pro-

cessed set of forensic data;

wherein archiving the forensic data comprises archiving

the processed set of forensic data.

17. The method of claim 14, further comprising:

analyzing the forensic data; and

generating a report based at least in part on the analysis of

the forensic data.
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18. The method of claim 17, further comprising:

determining one or more key risk indicator values relating

to the monitored apparatus based at least in part on the
analysis;

wherein generating the report comprises generating a

report including the determined key risk indicator val-
ues.

19. The method of claim 17, wherein receiving the forensic
data comprises receiving forensic data securely transferred
from the monitored apparatus to the forensic analysis appa-
ratus to preserve data integrity and a chain of custody of the
forensic data, the method further comprising:

processing the received forensic data to generate a pro-

cessed set of forensic data;

wherein archiving the forensic data comprises archiving

the processed set of forensic data, wherein analyzing the
forensic data comprises analyzing the processed set of
forensic data.

20. An apparatus for forensic analysis comprising at least
one processor, the at least one processor configured to cause
the apparatus to at least:

receive forensic data transferred from a monitored appara-

tus to the apparatus, the forensic data comprising foren-
sic data extracted by the monitored apparatus based at
least in part on monitored activity on the monitored
apparatus; and

archive the forensic data for later analysis.

21. The apparatus of claim 20, wherein the at least one
processor is further configured to cause the apparatus to
receive the forensic data by receiving forensic data securely
transferred from the monitored apparatus to the forensic
analysis apparatus to preserve data integrity and a chain of
custody of the forensic data.

22. The apparatus of claim 20, wherein the at least one
processor is further configured to cause the apparatus to:

process the received forensic data to generate a processed

set of forensic data; and

archive the forensic data at least in part by archiving the

processed set of forensic data.

23. The apparatus of claim 20, wherein the at least one
processor is further configured to cause the apparatus to:

analyze the forensic data; and

generate a report based at least in part on the analysis of the

forensic data.

24. The apparatus of claim 23, wherein the at least one
processor is further configured to cause the apparatus to:

determine one or more key risk indicator values relating to

the monitored apparatus based at least in part on the
analysis; and

generate the report at least in part by generating a report

including the determined key risk indicator values.
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