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(57) Abstract: Virtual machines in a network may be isolated by encrypting transmissions between the virtual machines with keys
possessed only by an intended recipient. Within a network, the virtual machines may be logically organized into a number of com-
munity-of-interest (COI) groups. Each COI may use an encryption key to secure communications within the COL such that only oth-
er virtual machines in the COI may decrypt the message. Remote devices may gain access to virtual machines in a network through a
virtual device relay. The virtual device relay receives data from the remote device, such as a tablet or cellular phone, and forwards
the data to one of the virtual machines, when the virtual device relay shares a COI with the destination virtual machine.
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SECURE CONNECTION FOR A REMOTE DEVICE THROUGH A
VIRTUAL RELAY DEVICE

ELD OF THE DISCLOSURE

160611 The instant disclosure relates to network devices. More specifically, this

disclosure refates to securing virtual machines executing on network devices.

BACKGROUND

(6062} Virteal machines running in a clond are not well protected from other
machines in the cloud, or from devices with physical access to the cloud. For example, virtual
machines executing im a cloud may receive commumications from any device in the cloud,
whether a public cloud or a private cloud. Further, data transmitted by the virtual machine in the

cloud may be intercepted by unintended recipients.

[063] In a conventional solution, a network may include a phurality of virtual or
hardware servers hosting virtual machines leased by tenants. The virtual machines may start and
stop based on demand for the tenant’s services. Because the virtual machines are frequently
starting and stopping there are no dedicated resources for the tenant. This reduces the cost for
the tenant, because resources are only used when they are needed. Thus, the tenant only pays for
resources as they are used. However, because there is no leased hardware for the tenant, the

tenant’s virtual machines may start on any one of a number of server systoms in the network,

[80684] For example, a fepant may be a customer owning one of more virtual
machines exccuting within the network., Because the virtual machines cxecute on shared
hardware with other virtual machines belonging to other tenants, the transmission to and/or from
the virtual machine may be intercepted by ancther tepant. Conventional solutions for isolating
hardware of one tenant from hardware of another tenant are not useful for improving sccurity,
because any tenant’s virtual machine may cxecute on hardware with another tenant’s virtual

machines.
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HLHEIRY Furthermore, remote devices, not a part of the network hosting the plurality of
servers, may need access to the virtual machines or other devices on the shared network.
Conventionally, the remote device may connect to the network through a tunnel, such as a virtual
private network (VPN). The tunnel encrypts data between the network and the remote device.
However, because the network does not belong to a single tenant, but is shared by multiple
tenants, such a solution would allow the remote device access to virtual machines and other

devices on the network that may be owned or lcased by another tenant.
SUMMARY

{3066} Remote devices may access hosts on a shared network through a virtual
device relay hosted on the shared network., When a remote device, such as cellular phone, smart
phone or a tablet, atiempis to access a shared network, a virtual machine exccnting a virtual
device relay may start. The virtual device relay may receive communications from the remote
device and provide access to devices on the shared network., When the virtual device relay starts,
authorization information received from the remote device may be used to determine one or
more community-of~interests to assign to the virtual device relay. The remote device may then
have access to other devices in the assigned communities-of-interest throngh the virtual device

relay.

{6607] According to onc embodiment, a system includes a virtual private network
(VPN) appliance coupled to a shared network. The system also includes a remote device in
comymunication with the VPN appliance. The system further includes a virtual device relay

communication with the VPN appliance and the shared network.

[G008] According to another embodiment, an apparatus includes a virtual device
broker configured to exccute virtual channel connections. The virtual channel connections

melude a virtual device relay and a router in conumunication with the virtual device relay.

HHEBY According to yet another embodiment, a method includes receiving an

meoming connection from a remote device, The method also inchudes starting a virtual device

-
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broker on a shared network excenting a virtual device relay. The method further includes
receiving data from the remote device. The method also includes relaying the data from the

virtual device relay to a device on the shared network.

16019 According to one embodiment, a method includes receiving, at a virtual
device relay, data from a remote device, The method also inchudes forwarding the data to a host,

when the virtual device relay and the host share a cormmunity-of-interest.

[8611] According to another embodiment, a computer program includes a computer-
readable medium having code to receive, at a virtual device relay, data from a remote device.
The medium also includes code to forward the data to a host, when the virtual device relay and

the host share a community-of-interest,

(8612} According a further embodiment, an apparatus includes a memory and a
processor coupled to the memory. The processor is configured to receive, at a virtual device
relay, data from a remote device. The processor also is configured to forward the data to a host,

when the virtual device relay and the host share a cormmunity-of-interest.

168131 According to one embodiment, a method inchudes initiating, by a remote

o0
device, a secure connection to a router cxecuting in a virtual machine of a server, The method
also includes transmitting, through the secure connection, data to the router destined for another

virtual host on a shared network within the server,

[8G14] According to another embodiment, a computer program product includes a
computer-readable medium having code to initiate a secure connection to a router executing in a
virtual machine of a server. The medium also includes code to transmit data to the router

destined for a host on a shared network within the server,

[8G15] According a further embodiment, an apparatus includes a memory and a
processor coupled to the memory. The processor is configured to initiate a secure connection to
a router excouting n a virtual machine of a server. The processor is also configured to transmit

data to the router destined for a host on a shared network within the server.
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8016} The foregoing has outlined rather broadly the features and technical

advantages of the present invention in order that the detatled description of the invention that

I

follows may be better understood. Additional features and advantages of the mvention will be

3
1
¥

described hereinafter that form the subject of the claims of the invention. 1t should be
appreciated by those skilled in the art that the conception and specific embodiment disclosed
may be readily utilized as a basis for moditying or designing other structures for carrying out the
same purposes of the present invention. [t should also be realized by those skilied in the art that
such equivalent constructions do not depart {rom the spirit and scope of the invention as set forth
in the appended claims. The novel features that are believed to be characteristic of the mvention,
both as to its organization and method of operation, together with further objects and advantages
will be betier imderstood from the following description when considered in connection with the
accompanying figures. It is o be expressly understood, however, that each of the figures 1s
provided for the purpose of tlustration and description only and is not intended as a definttion of

the himits of the present mvention.,
BRIEF DESCRIPTION OF THE DRAWINGS

(6617} For a more complete understanding of the disclosed system and methods,
reference 1s now made to the following descriptions taken in conjumetion with the accompanying

drawings.

[B018] FIGURE 1 1s a flow chart illustrating a method for cryptographically isolating

virtual machines according to one embodiment of the disclosure.

[BG1%9] FIGURE 2 15 a block diagram illustrating an encrypted enclave of virtual

machines organized into communitics-of-interest according to one embodiment of the disclosure,

[8G28] FIGURE 3 is a block diagram illustrating a system for connecting a remote
device to a shared network through a virtual device relay according to one embodiment of the

disclosure.
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(8621} FIGURE 4 is a block diagram illustrating an authorization sysiem for

authorization of a remote device for access to a shared network according to one embodiment.

(8622} FIGURE 5 is a flow chart illustrating a method of starting a virtual device

relay on a host according to one embodiment of the disclosure.

[8623] FIGURE 6 is a flow chart illustrating a method providing access to a shared
network to a remote device through a virtual device relay according to one embodiment of the

disclosure.

[B30324] FIGURE 7 is a tlow chart illustrating a method of securing a connection

between a remote device and a shared network according to one embodiment of the disclosure.

[B025] FIGURE R 1s a block disgram illustrating a computer network according to

one embodiment of the disclosure,

8026} FIGURE 9 is a block diagram illustrating a computer system according to one

embodiment of the disclosure.

(80271 FIGURE 10A 1s a block diagram illustrating a server hosting an emulated

software environment for virtualization according to one embodiment of the disclosure.

[B028] FIGURE 10B is a block diagram illostrating a server hosting an emulated

hardware environment according to one embodiment of the disclosure.

DETAILED DESCRIPTION

[6029] FIGURE 1 1s a flow chart illustrating a method for eryptographically isolating
virtual machines according to one embodiment of the disclosore. A method 100 begins at block
102 with receiving a message from a first virtual machine destined for a second virtual machine.
The second virtual machine may be hosted by the same server or a different server from the first

virtual machine. The message may include information, such as application-layer data. The
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message may be formatted as packetized data according to, for cxample, a transmission control

protocol/internct protocol (TCP/IP).

168381 At block 104, a common community-of-intercst is identified between the first
and the second virtual machines. Virtnal machines executing on one or more servers may cach
be assigned one or more communitics-of-interest (COI). The communitics-of-interest may allow
an administrator to create logical organizations of virtnal machines. A commumity-of-interest
may be defined by a role of the virtual machines in the COL For example, an administrative COl1
may be created for virtual machines handling administrative tasks. A community-of-interest
may also be defined by the capabilities of the virtual machines in the COL For example, a high-
performance COI may be created for virtual machines having more than one processor available
for calenlations, The communitics-of-interest may further be used to separate communications
between virtual machings, even when the virtual machines of different commumities-of-interest

share a physical network connection and/or physical hardware,

(6631} A first virtual machine may identify whether the second virtual machine is a
member of at least one community-of-interest with the first virtual machine by consulting a look-
up table and/or querying the sccond virtual machine, When the first and the sccond virtual
machine share several communities-of-interest, a priority scheme may be used to select a
patticular one of the communities-of-interest for transmitting the mwessage. For example, a chent
community-of-interest group may be preferred over an administrative conumunity-of-interest
group. Further, a community-of-interest may also be prioritized based on other members of the
community-of-interest, such as when the first virtual machine does not desire certain virtual
machines other than the second virtaal machine to be able to receive the message. For example,
when multiple communities-of-interest are shared between the first and the second virtual
machine, the community-of-interest with the least number of members may be prioritized for

comununications to limit potential eavesdroppers.

166321 At block 106, the message is encrypted with a key corresponding to the
g P Y p g

community-of-interest. A session key may be created for transmitting the message from the first

-6 -
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virtual machine to the second virtual machine. The session key may be encrypted with a key
corresponding to the community-of-interest and transmitted from the first virtual machine to the
sccond virtual machine. Only other virtual machines that arc a member of the community-of-
mterest may decode the session key, The message received at block 102 may be transmitied
with this session key, which may be only known to the sccond virtual machine. Thus,
communications between the first and the sccond virtual machine may be cryptographically
isolated from other virtual machines, particularly virtual machines owned by other tenants in the

network.,

(8633} FIGURE 2 15 a block diagram illustrating an encrypted enclave of virtual
machines organized into commumnitics-of-interest according to one embodiment of the disclosure.
A network 200 may include a network bus 230 serving an enclave 204 and shared between
virtual machines, hosted on either virtnal or hardware servers. The bus 230 may couple virtual
machines 208a-¢ within the enclave 204, which may be a private cloud, a pubhic cloud, or a
combination of private and public clouds. Each of the virteal machines 208a-¢ may
communicate through encrypted comamunications carried on the bus 230, Further, the bus 230
may be private to prevent access by inwanted guests. A virtual gateway 206 may be coupled to
the bus 230 to provide comnunications from the enclave 204 to external devices, such as the
client 210 and/or other public networks, such as the Internet. The client 210 may be a remote
device, such as a personal computer or a mobile device. The client 210 may be connected to the
virtual gateway 206 through a secured tonnel, such that communications between the chent 210
and the virtual gateway 206 are encrypted similar to the encrypted communications on the bus
230, The client 210 may also be connected to the virtual gateway 206 through an wnencrypted
communications Iink, in which the communications with the client 210 are encrypted by the
virtnal gateway 206 for transmission on the bus 230 and commumications from the bus 230 are

decrypted for transmission to the client 210,

6034} The virtual machines 208a-¢ may be assigned to one or more communities-of-
mterest (COL). For example, the virtual machines 208a, 208¢, and 208¢ may be assigned to COI

224, In another example, the virtual machines 208d and 208e may be assigned to COI 214,
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Communitics-of-interest may also include only a single virtual machine, such as when other
virtual machines assigned to the COl have been stopped, For example, COIL 222 may include the
virtual machine 208b. Further, communities-of-interest may also include devices located outside
of the enclave 204, For example, COL 216 may include the virtual machine 208a and the client

210.

[B035] A virtual machine 208¢ may be instructed to transmit a message to the virtual
machine 208a. For cxample, software cxecuting on the virtual machine 208¢ may request data
from a database server executing on the virtual machine 208a. When the virtual machine 208¢
receives the message destined for the virtual machine 208a, the virtual machine 208¢, or a device
hosting the virtual machine 208¢, may identify a commumity-of-interest in common between the
virtual machine 208¢ and the virtual machine 208a. The COI6 224 may be identified as a
community-of-inicrest shared between the virtual machine 208¢ and the virtual machine 208a.
Thus, a key corresponding to the COI 224 moay be used to encrypt the message, which is then
transmitted to the virtual machine 2084, The key may be a session key previously fransmitted to
the virtual machive 208a, afier being generated by the virtual machine 208e¢ and encrypted with a

kev for the COL 224,

[8036] Additional details regarding communities~-of~interest and the provisioning of
devices within a comumunity-of-interest may be found wm US. Patent Apphication Nos.
13/547,138 (TN362), 13/547,143 (TN563), 13/547,160 (IN364), and 13/547,148 (TNS565),

which are hereby mcorporated by reference in their entirety,

{8037} FIGURE 3 is a block diagram dlustrating a system for connecting a remote
device to a shared network through a virtual device relay according to one embodiment of the
disclosure. A systern 300 may include remote devices 302a-¢, such as celiular phones, tablet
computers, personal computers, and laptop computers.  The remote devices 302a-¢ may be
clients, such as the chient 210 1o FIGURE 2, but are located remote from the bus 230, The
remote devices 302a-c may connect to a router 304, such as a wireless router at a user’s house or

a Wi-Fi hotspot at a hotel, airport, or cotffee shop.
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LHICR]! A virtual device broker (vDB) 310 may cxecute on a server in a virtualized
environment. The vDB 310 may be located remote from the devices 302a-¢, such as within a
server farm. Within the vDB 310, several virtual machines may execute to perform different
tasks. For cxample, a router 312 may be virtualized within the vDB 310 to handle
communication to and from virtual machines within the vDB 310, Communications between the
vDB host 310 and the remote devices 302a-¢ may be virtual channel connections, The router
312 may be coupled to a network 314, The network 314 may have no security measures, such as
when the network 314 15 a clear-text network suitable for security-related deep-packet
inspection. A host 316 may execute within the vDB 310 and be im communication with the
network 314, The bost 316 may execute one or more virtual device relays 318a-¢. The virtual
device relays 318a-¢ may be in cormnmunication with a shared network 320, The virtual device
relays 318a-~¢ may be virtual machines executing on the vDB 310, such as the virtual machines
208a~¢ of FIGURE 2. The shared network 320 may connect the virtual deviee relays 318a-¢ to
hosts 324 and 326, simular to the bus 230 providing communication between the virtual machines
208a~¢c of FIGURE 2. The hosts 324 and 326 may be Linux hosts, or hosts exceouting other

operating systems such as Windows.

HHIRE Also in commumication with the shared network 320 may be the hosts 324 and
326 exccuting within the vDB 31, The hosts 324 and 326 may also be virtual machines, such as
the virtual machines 208a-¢ of FIGURE 2. The hosts 324 and 326 may host websites 324a and
326a, respectively. Each of the hosts 324 and 326 may be assigned to different communities-of-
mterest. That is, cach of the hosts 324 and 326 may be owned by different tenants of the vDB
310. Hach of the virtual device relays 318a-¢ may be assigned to different communities-of-
mterest, such as by provisioning each of the virtual device relays 318a-c with different
encryption keys., Furthermore, an appliance 322, separate from the vDB 31, may be in
communication with the shared network 320. The appliance 322 may also be assigned a

conununity-of-interest.

{6844 The virtual device relays 318a-c may be assigned different community-of-

interests to allow access to a remote device to particular hosts in communication with the shared

.9.
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network 320, For example, the remote device 302a may be allowed access to the host 324
through the virtual device relay 3 18a but not the host 326 by assigning a community-of- interest

to the virtual device relay 318a that is shared by the host 324 and not the host 326,

160411 According to onc embodiment, one virtual device relay is instantiated for cach
of the remote hosts 302a-¢. That is, the virtual device relay 318a may handle communications
with the remote device 302a, the virtual device relay 318b may handle communications with the
rernote device 302b, and the virtnal device relay 318¢ may handle communications with the
remote device 302¢. Each of the virtual device relays 318a-¢ may be assigned one or more
community-of-interests, and a respective cneryption key for cach community-of-interest, to
allow the remote devices 302a-¢, respectively, access to particular appliances or virtual machines

in conununication with the shared network 320,

(603421 FIGURE 4 is a block diagram illustrating an authorization system for
authorization of a remote device for access to a shared network according to one embodiment.
The remote device 302a may include software, such as a mobile stealth application 404 and a
connection client 402, The mobile stealth application 404 may initiatc a connection over a
securc transfer protocol, such as sccure hypertext transfer protocol (HTTPS) to a broker 420,
which is in communication with an authorization service 422, The application 404 may register
the user of the remote device 302a with an enterprise server, such as through the anthorization
service 422, The application 404 may receive user credentials from a user and transfer the
credentials to the broker 420 for authorization by the authorization service 422, When
authenticated, the apphceation 404 may invoke connection client 402, The connection client 402
may establish communications with the router 312 through a tunnel, such as a virtual private
network (VPN) fumnel. Through the connection client 402, the remote device 302a may gain
access to the virtual device relays 318a-b that have access to the shared network 320 and/or the
apphance 322. For example, the virtnal device relay 318a may be started in a new virtual
machine on a host to handle communications with the remote device 302a. When the application
404 receives authorizations from the broker 420, the application 404 may provide a session

profile with connection parameters , such a username and password, to the connection chient 402,

- 10 -
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The appliance 322 may be, for cxample, a VPN appliance that communicates with the shared

nctwork 320 through a VPN connection.

[8043] FIGURE 5 is a flow chart illustrating a method of starting a virtual device
relay on a host according to one embodiment of the disclosure. A method 500 begins at block
502 with receiving an incoming connection from a remote device. At block 504, a virtual
machine host is started on a server, and the virtual machine host executes a virtual device relay.
At block 506, data is received from the remote device, such as through the connection
application 402 of FIGURE 2. The data travels through a router within the machine host to the
virtual device relay. At block 508, the data is relaved to a shared network through the virtual
device relay, such that the remote device has access to appliances and hosts on the shared

network having a comnunity-of-interest in common with the virtual device relay.

[60344] FIGURE 6 s a flow chart tllustrating a method providing access to a shared
network to a remote device through a virtual device relay according to one embodiment of the
disclosure. A method 600 begins at block 602 with recciving an incoming connection from a
remnote device. The incoming connection may be received at a router and a virtual device relay
may be started to handle cormmunications with the remote device. At block 604, data is received
from the remote device at the router. The destination of the data may be a device
comymunication with a sharved network with the virtual device relay. At block 606, the data is
routed to the virtual device relay. At block 608, the virtual device relay forwards the data to a
host, when the virtual device relay and the host share a commuonity-of-interest.  That is, the
remote device may only communicate with appliances and/or hosts on the shared network
through the virtual device relay that are a member of the same commumity-of-interest as the
virtual device relay. When devices are members of the same community-of-interest, the devices
may have a common encryption key, The virtual device relay may have one or more assigned
communities-of-interest to allow the remote device access to several different appliances or hosts

on the shared network.

-1l
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[B8045] FIGURE 7 is a flow chart iHustrating a method of sccuring a connection
between a remote device and a shared network according to one embodiment of the disclosure.
A method 700 begins at block 702 with the remote device initiating a connection to a broker,
The connection at block 702 between the remote device and the broker may be, for example, a
secure hypertext transfer protocol (HTTPS) connection. At block 704, the remote device may
transmit uscr credentials to the broker through the HTTPS connection. At block 706, the remwote
device may imitiate a scoure connection to a router to access a virtual device relay on a shared
network, The secure connection at block 706 may be, for example, a virtual private network
(VPN) connection encrypted with an [Psce protocol.  According to one embodiment, the secure
conuection at block 706 is encrypted through a commercially-avaiable connection protocol. At
block 708, data is transniited to the router destined for a host on the shared network. The data is
forwarded to the virtual device relay by the router, where the virtual device relay may forward
the data to the destination device on the shared network, if the virtual device relay and the

destination device share a comnunity-of-interest,

[B046] FIGURE & illostrates one embodimnent of a system 800 for an mformation
systern, which may host virtual machines. The system 800 may include a server 802, a data
storage device 806, a network 808, and a user interface device 810, The server 802 may be a
dedicated server or one server in a cloud computing system.  The server 802 may also be a
hypervisor-based system executing one or more guest partitions. The vser mterface device 810
may be, for example, a remote device operated by a tenant administrator or a remote device
operated by a client. In a further embodiment, the system 800 may include a storage controlier
804, or storage server configured to manage data communications between the data storage
device 806 and the server 802 or other components in communication with the network 808, In
an alternative embodiment, the storage controller 804 may be coupled to the network 808,

[3847] In one ewbodiment, the user interface device 810 is referred to broadly and is
intended to encompass a suitabie processor-based device such as a desktop computer, a laptop
computer, a personal digital assistant {PDA) or tablet computer, a smartphone or other a mobile

conununication device having access to the network 808, The user interface device 810 may be

- 12 -
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used to access a web service executing on the server 802, When the device 810 is a mobile
device, sensors (not shown), such as a camera or accclerometer, may be embedded in the device
810. When the device 810 15 a desktop computer the sensors may be embedded in an attachment
{not shown) to the device 810, In a further embodiment, the user interface device 810 may
access the Internet or other wide arca or local arca network to access a web application or web
service hosted by the server 802 and provide a user interface for cnabling a user to enter or

recetve information.

[603458] The network 808 may facilitate communications of data, such as dynamic
Hicense request messages, between the server 802 and the user interface device 810, The network
808 may include any type of communications network including, but not limited to, a direct PC-
to-PC connection, a local area network (LAN), a wide arca network (WAN), a modem-to-
modem connection, the Internet, a combination of the above, or any other conmumumications
network now known or later developed within the networking arts which permits two or more

compuiers to communicate,

[B049] In onc embodiment, the user interface device 810 accesses the server 802
through an intcrmediate server {not shown). For cxample, in a cloud application the user
interface device 810 may access an application server, The application server may fulfill
requests from the user interface device 8§10 by accessing a database management system
(DBMS), Tn this embodiment, the user interface device 810 may be a compuier or phone
executing a Java application making requests to a JBOSS server executing on a Linux server,
which fulfills the reguests by accessing a relational database management systermn (RDMS) on a

mainframe server.

L EH FIGURE 9 illustrates a computer system 900 adapted according to certain
embodiments of the server 802 and/or the user mterface device 810, The central processing unit
(“CPU} 902 1s coupled to the system bus 904, The CPU 902 may be a general purpose CPU or

microprocessor, graphics processing umit ("GPU™), and/or microcontroller.  The present

embodiments are not restricted by the architecture of the CPU 902 so long as the CPU 902,

- 13
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whether directly or indirectly, supports the operations as described hercin, The CPU 902 may

execute the various logical instructions according to the present embodiments,

(80651} The computer system 900 also may include random access memory (RAM)
90&, which may be synchronous RAM (SRAM), dynamic RAM (DRAM), synchronous dynamic
RAM (SDRAM), or the ike. The computer system 900 may utilize RAM 908 to store the
various data structurcs used by a software application. The computer system 900 may also
mnclude read only memory (ROM) 906 which may be PROM, EPROM, EEPROM, optical
storage, or the hike. The ROM may store configuration information for booting the computer
system 900, The RAM 908 and the ROM 906 hold user and system data, and both the RAM 908

and the ROM 906 may be randomly accessed.

30521 The computer systemn 900 may also include an mput/output (I/O) adapter 910,
a communications adapter 914, a user interface adapter 916, and a display adapter 922. The VO
adapter 910 and/or the user interface adapter 916 may, in certain embodiments, enable a user to
mteract with the computer system 900, In a further embodiment, the display adapter 922 may
display a graphical user interface (GUI) associated with a software or web-based application on a

display device 924, such as a monttor or touch screen,

(8053 The /O adapter 910 may couple onc or more storage devices 912, such as one
or more of a hard drive, a solid state storage device, a flash drive, a compact disc (CD) drive, a
foppy disk drive, and a tape drive, to the computer system 900. According to one ernbodiment,
the data storage 912 may be a separate server coupled to the computer system 900 through a
network connection to the VO adapter 910, The comomunications adapter 914 may be adapted to
couple the computer systern 9060 to the network 808, which may be one or more of a LAN,
WAN, and/or the Internet. The communications adapter 914 may also be adapted to couple the
computer system 900 to other networks such as a global positioning systern (GPS) or a Bluetooth
network., The user interface adapter 916 couples user input devices, such as a keyboard 920, a
pointing device 918, and/or a touch screen (not shown) to the computer system 900, The

keyboard 920 may be an on-screen keyboard displayed on a touch panel. Additional devices (not
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shown} such as a camera, microphone, video camera, accelerometer, compass, and or gyroscope
may be coupled to the user interface adapter 916, The display adapter 922 may be driven by the
CPU 902 to control the display on the display device 924, Any of the devices 902-922 may be

physical and/or logical.

LHIRES! The applications of the present disclosure are not himited to the architecture of
computer system 900. Rather the computer system 900 is provided as an example of one type of
computing device that may be adapted to perform the functions of a server 802 and/or the user
mterface device 810,  For example, any suitable processor-based device may be utilized
meluding, without Hmitation, personal data assistants (PDAs), tablet computers, smartphones,
computer game consoles, and multi-processor servers. Morcover, the systems and mcethods of
the present disclosure may be implemented on application specific integrated circuits (ASIC),
very large scale integrated (VL3I circuits, or other circuitry. In fact, persons of ordinary skill in
the art may uiilize any number of suitable structures capable of executing logical operations
according to the described embodiments.  For example, the computer system 800 may be

4

virtualized for access by multiple users and/or applications,

[B055] FIGURE 10A is a block diagram illustrating a scrver hosting an emulated
software covironment for virtualization according to one embodiment of the disclosare. An
operating system 1002 executing on a server includes drivers for accessing hardware
components, such as a networking layer 1004 for accessing the commumnications adapter 914,
The operating system 1002 may be, for example, Linax., An emulated envivonment 1008 i the
operating system H002 executes a program 1010, such as CPCommOS. The program 1010
accesses the networking layer 10604 of the operating system 1002 through a non-emmlated
mterface 1006, such as XNIOP. The nvon-cmulated interface 1006 translates requests from the
program 1010 executing in the emulated environment 1008 for the networking layer 1004 of the

operating system 1002,

[6056] In another example, hardware in a computer system may be virtualized

throngh a hypervisor. FIGURE 10B is a block diagram illustrating a server hosting an emulated
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hardware environment according to one embodiment of the disclosure. Users 1052, 1054, 1056

3
1
¥

may access the hardware 1060 through a hypervisor 1058, The hypervisor 1058 may

[
w

mtegrated with the hardware 1060 to provide virtualization of the hardware 1060 without an
operating system, such as in the configuration itHustrated in FIGURE 10A. The hypervisor 1058
may provide access to the hardware 1060, including the CPU 902 and the communications

adaptor 914,

[B0357] If implemented in firmware and/or software, the functions described above
may be stored as onc or more instructions or code on a computer-readable medium.  Examples
melude non-transttory computer-readable media encoded with a data structure and computer-
readable media encoded with a computer program. Computer-readable media includes physical
computer storage media. A storage medium may be any available medium that can be accessed
by a computer. By way of example, and not hnutation, such computer-readable media can
comprise RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk storage
or other magnetic storage devices, or any other medium that can be used to store desired program
code n the form of instructions or data struchures and that can be accessed by a computer. Disk
and disc nchudes compact dises (CD), laser discs, optical dises, digital versatile dises (BVD),
floppy disks and bluray discs.  Generally, disks reproduce data magnetically, and discs
reproduce data optically. Combinations of the above should also be included within the scope of

computer-readable media.

[BO58] In addition to storage on computer readable medium, mstructions and/or data
may be provided as signals on transmission media included in a conununication apparatus, For
example, a communication apparatus may include a transceiver having signals indicative of
mstroctions and data. The instructions and data are configured o cause one or more processors

to implement the functions outlined in the claims,

[3059] Although the present disclosure and its advantages have been described in
detail, it should be understood that various changes, substitutions and alterations can be made

heretn without departing from the spinit and scope of the disclosure as defined by the appended
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claims. Morcover, the scope of the present application is not intended to be limited to the
particular embodiments of the process, machine, manufacture, composition of matier, means,
methods and steps described in the specification. As one of ordinary skill in the art will readily
appreciate from the present invention, disclosure, machines, manufacture, compositions of
matier, means, methods, or steps, presently existing or later to be developed that perform
substantially the same function or achicve substantially the same result as the corresponding
erabodiments described herein may be utilized according to the present disclosure, Accordingly,
the appended claims are intended to inchide within their scope such processes, machines,

mamifacture, compositions of matier, means, methods, or steps.
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CLAIMS
What is claimed is:
A system, COmprising:
a router coupled to a shared network;
a remote device in comununication with the router; and
a virtual device relay i communication with the router and the shared network.

The system of claim 1, further comprising a server, in which the server hosts, i a

virtualized envirorunent, the router and the virtual device relay.

The system of claim 1, further comprising an appliance in conmumunication with the

virteal device relay.

The system of claim 3, further comprising a broker coupled with the remote device, in
which the broker authenticates the remote device for communmicating with the virtaal

device relay through the router.

The systoem of claim 4, in which the virtual device relay is a member of a first
community-of-interest and the appliance is a member of the first community-of-

interest,

The systern of claim 5, further comprising a second virtual device relay, in which the

second virtual device relay is a member of a second community-of-interest,

The systern of claim 1, m which the virtual device relay 15 configured to receive data

from the remote device and transmit the data to the shared network,
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An apparatus, comprising

The

The

The

The

The

a server configured to execute virtualized appliances, in which the virtualized

appliances comprise:
a virtual device relay; and
a router in communication with the virtual device relay.

apparatus of claim 8, in which the router is configured to relay data received from a

remote device to the virtual device relay.

apparatus of claim 9, in which the router is configured to relay data to the virtual

device relay over a clear-text network.

apparatus of claim 9, in which the server 15 configured to execute the virtual deviee

relay o a fust Linox host.

apparatus of claim 11, in which the server is further configured to execute 4 service
in a second Linux host, in which the virtual device relay relays data received from

the remote device to the service, in which the service is a web site.

apparatus of claim 12, in which the virtual device relay relays data to the service

over a shared network,

apparatas of claim 13, 1o which the first Linux host and the second Linux host are

members of a comunon community-of-interest.

apparatus of claimn 11, in which the server is further configured to execute a sccond

virtual device relay in a second Linux host.
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A method, comprising:
TeCeivVIng an incoming connection from a remote device;

starting a virtual machine host on a shared network, the virtual machine host

cxecuting a virtual device relay;
recetving data from the remote device; and

relaying the data from the virtual device relay to a device on the shared network.

The method of claim 16, in which the step of receiving the incoming connection

comprises receiving authorization mformation,

The method of claim 17, further comprising assigning a comynunity-of-interest to the

vittual device relay based, in part, on the authorization information,

The method of claim 18, in which the step of relaying the data to the device comprises

relaying the data to a virtual bost, in which the virtual host hosts a web site.

The method of claim 16, in which the step of receiving the incoming connection

comprises receiving the imconung connection through a router.

-0 -
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