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CONTACT INFORMATION DISPLAY METHOD AND DEVICE, AND
INFORMATION DISPLAY METHOD AND DEVICE

CROSS REFERENCE TO RELATED PATENT APPLICATIONS
This application claims priority to Chinese Patent Application No. 201710135065.0
filed on 8 March 2017 and entitled "CONTACT INFORMATION DISPLAY METHOD AND
DEVICE, AND INFORMATION DISPLAY METHOD AND DEVICE", which is

incorporated herein by reference in its entirety.

TECHNICAL FIELD

The present disclosure relates to the field of information processing, and, more
particularly, to contact information display methods and devices, and information display

methods and devices.

BACKGROUND

At present, mobile terminals are mostly equipped with a gesture/digital lock screen
function. Unlocking manners generally include sliding fingerprint unlocking, entering a
digital password, and so on according to a predetermined track,. Such manners may well
protect the privacy of users, so that information in the mobile terminals of the users is
prevented from being viewed by others.

Although the gesture/digital lock may protect the privacy of the users, an unlocking
interface that pops up when an unlocking function is triggered clearly informs a person who
unlocks a mobile terminal that the mobile terminal stores privacy information which should
be prevented from being known by others. A good protection function against snoopers is
achieved. However, displaying of reminders and repeated unlocking may cause poor user
experience. No effective solution has been put forward to solve the problems of
inconvenience and poor privacy protection effects of an existing terminal caused by repeated

unlocking.

SUMMARY OF THE INVENTION

This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not intended to
identify all key features or essential features of the claimed subject matter, nor is it intended
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to be used alone as an aid in determining the scope of the claimed subject matter. The term
“technique(s) or technical solution(s)” for instance, may refer to apparatus(s), system(s),
method(s) and/or computer-readable instructions as permitted by the context above and
throughout the present disclosure.

According to an aspect of example embodiments of the present disclosure, a contact
information display method is provided, which includes: detecting a biometric characteristic
of a current user of a terminal; determining whether the biometric characteristic matches a
preset biometric characteristic; and determining, based on a judgment result, whether to
display first information of a designated contact in the terminal.

According to an aspect of the example embodiments of the present disclosure, a
contact information display device is provided, which includes: a detection module
configured to detect a biometric characteristic of a current user of a terminal; a judgment
module configured to determine whether the biometric characteristic matches a preset
biometric characteristic; and a determination module configured to determine, based on a
judgment result, whether to display first information of a designated contact in the terminal.

According to another aspect of the example embodiments of the present disclosure, an
information display method is further provided, which includes: starting an application (APP)
on a terminal; detecting a biometric characteristic of a current user; acquiring an access
permission corresponding to the biometric characteristic; and displaying, based on the access
permission, content which is displayed by the APP and corresponds to the access permission.

According to another aspect of the example embodiments of the present disclosure, a
terminal is further provided, which includes: a processor configured to detect a biometric
characteristic of a current user of the terminal, determine whether the biometric characteristic
matches a preset biometric characteristic, and determine, based on a judgment result, whether
to display first information of a designated contact; and a display device configured to display
the first information of the designated contact when the judgment result indicates that the
biometric characteristic matches the preset biometric characteristic, or display second
information of other contacts except the designated contact in the terminal when the
judgment result indicates that the biometric characteristic does not match the preset biometric
characteristic.

According to another aspect of the example embodiments of the present disclosure, an
information display device is further provided, which includes: a starting module configured
to start an APP on a terminal; a detection module configured to detect a biometric
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characteristic of a current user; an acquisition module configured to acquire an access
permission corresponding to the biometric characteristic; and a display module configured to
display, based on the access permission, content which is displayed by the APP and
corresponds to the access permission.

For a designated contact, a judgment on a user of a current terminal is made by using
a biometric recognition technology of the terminal, such as face recognition, fingerprint
recognition or iris recognition. Because biometric recognition is unique, accurate and fast, the
terminal may accurately determine whether the current terminal user is a preset user having a
preset biometric characteristic, and further determine whether to display related information
of the designated contact. Thus, the techniques of the present disclosure intelligently
determine, through the biometric recognition, whether to display SMS messages and phone
calls of the designated contact, thereby meeting the needs of unaware snoop prevention and
convenience. In this way, privacy of the terminal user may be guaranteed to prevent privacy
information of the user from being snooped by others, and further use convenience for the
user may be improved, thereby avoiding unnecessary repeated unlocking.

Thus, the foregoing solution solves the technical problems of inconvenience and poor

privacy protection effects of an existing terminal caused by repeated unlocking.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings described herein are used to provide further
understanding of the present disclosure, and constitute a part of the present disclosure.
Schematic example embodiments of the present disclosure and descriptions of the schematic
example embodiments are used to explain the present disclosure, but are not to be interpreted
as limiting the present disclosure. In the drawings:

FIG. 1 is a flowchart of an optional contact information display method according to
an example embodiment of the present disclosure;

FIG. 2 is a flowchart of an optional information display method when a judgment
result indicates a mismatch according to an example embodiment of the present disclosure;

FIG. 3 is a flowchart of an optional information display method according to an
example embodiment of the present disclosure;

FIG. 4 is a structural diagram of hardware of mobile equipment configured to
implement a contact information display method according to an example embodiment of the

present disclosure;
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FIG. 5 is a flowchart of a contact information display method according to an
example embodiment of the present disclosure;

FIG. 6 is a flowchart of an information display method according to an example
embodiment of the present disclosure;

FIG. 7 is a schematic structural diagram of a terminal according to an example
embodiment of the present disclosure;

FIG. 8 is a schematic diagram of a contact information display device according to an
example embodiment of the present disclosure;

FIG. 9 is a schematic diagram of an information display device according to an
example embodiment of the present disclosure; and

FIG. 10 is a structural diagram of a mobile terminal according to an example

embodiment of the present disclosure.

DETAILED DESCRIPTION

To enable persons skilled in the art to better understand the solutions of the present
disclosure, the technical solution in the example embodiments of the present disclosure will
be clearly and completely described below with reference to the accompanying drawings in
the example embodiments of the present disclosure. It is apparent that the example
embodiments to be described represent only a part of rather than all of the example
embodiments of the present disclosure. All other example embodiments derived by persons of
ordinary skill in the art based on the example embodiments in the present disclosure without
making creative efforts should fall in the scope of the present disclosure.

It should be noted that, the terms "first", "second", and so on in the specification,
claims and the drawings of the present disclosure are used to distinguish similar objects, but
not necessarily to describe a particular order or sequence. It should be understood that, data
used as such may be interchanged under appropriate circumstances, so that the example
embodiments of the present disclosure described herein could be implemented in an order
other than the order illustrated or described herein. In addition, the terms "comprise/include"
and "have" as well as their any variations are intended to cover non-exclusive inclusion. For
example, a process, method, system, product or device including a series of steps or units are
not necessarily limited to the steps or units clearly listed, but may include other steps or units

not clearly listed or inherent to the process, method, system, product or device.
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To facilitate understanding of the example embodiments of the present disclosure,
technical terms involved in the example embodiments of the present disclosure are explained
as follows:

Biometric recognition: each individual has a unique physiological characteristic or
behavioral pattern that may be measured or automatically recognized and verified, that is, a
biometric characteristic (e.g. a fingerprint, facial image, iris, palm print, or the like).
Biometric recognition is the use of human physiological or behavioral characteristics to
verify personal identity.

Information disguise: real information is disguised as other information that is
irrelevant to the real information.

Designated contact: a designated contact is a contact having a particular attribute in an
address book (including, but not limited to, a phone book, an address book in instant
messaging software, etc.) of a terminal. For example, designated contacts have the following
particular attribute: specific information or all information associated with the contacts may
be displayed on a terminal where the designated contacts are located only when a certain
condition is met (for example, a biometric characteristic of a user of the terminal where the
designated contacts are located meets a preset condition). It should be noted that the
particular attribute may be a user-defined attribute.

Example embodiment 1

To prevent information of a mobile phone from being viewed by others at will, a
commonly taken approach is to lock the screen of the mobile phone. When a user triggers a
lock screen key of a mobile terminal or if a mobile terminal does not receive any new
instruction in a preset time period, the mobile terminal enters a lock screen state. The user
needs to perform an unlocking operation, such as sliding, entering a password or the like, to
use the mobile terminal that has entered the lock screen state. In addition, a locking function
of an APP may also provide similar protection for information. Such a method may indeed
protect information in a mobile terminal from being viewed at will. However, a user needs to
unlock the mobile terminal every once in a while to use it again, which is very inconvenient.

To solve the foregoing technical problem, the present disclosure provides a
corresponding solution. Description is provided below by using an example in which the
terminal is a mobile phone and the APP (Application) is an SMS or phone APP, as shown in
FIG. 1:

Step S102. A selection of a user is received, and an APP is started.
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In the step, for example, a current user clicks on an APP icon, and an APP of a
terminal may be started.

Step S104. Information input by the user is received, and it is determined whether a
designated contact needs to be added. If a phone owner wants to add the designated contact,
step S108 is performed; otherwise, step S106 is performed.

The designated contact that the phone owner adds through the above step may be a
contact that the phone owner needs to hide from others.

Optionally, the user may select a contact in an address book as the designated contact
to be added, or the user may manually input a phone number, a name, a nickname, a
WECHAT ID, a QQ number or other special identification information of the designated
contact to add the designated contact. For example, if the user adds Wang XX in a mobile
phone address book as the designated contact, APPs such as WECHAT, QQ, and ALIPAY that
match the address book all may use Wang XX as the designated contact. Even if Wang XX
has different nicknames in multiple APPs, the APPs may still identify Wang XX and use
Wang XX as the designated contact based on a matching function between the APPs.

Step S106. The APP is enabled.

The SMS or phone APP is enabled in the case where the phone owner does not add
any designated contact.

Step S108. Whether biometric recognition is enabled is determined. If the phone
owner has enabled the biometric recognition, step S112 is performed; otherwise, step S110 is
performed.

Optionally, the biometric recognition may be a facelock. The facelock is used for
determining whether to display information of the designated contact by identifying facial
feature information of the current terminal user. In the step, it is determined whether
biometric recognition is enabled when the phone owner determines to add the designated
contact.

For example, the phone owner disables the biometric recognition for a game APP and
a video entertainment APP of the mobile phone that do not have information related to the
designated contact, but enables the biometric recognition for SMS, phone and WECHAT
APPs that have or have a chance to receive the information related to the designated contact.

Step S110. A regular lock screen interface such as a gesture or digital lock interface

pops up.
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In this step, a regular unlocking interface may be enabled when the user does not
enable the biometric recognition, so that information stored in the mobile phone is protected
in the event that the user does not enable the biometric recognition.

Step S112. Whether the user is the valid user such as a phone owner is determined.

For example, the biometric recognition is a facelock. When the user enables a preset
APP in the event that the phone owner enables the facelock, the mobile phone may detect a
facial image of a current user by using a front camera and extract a feature of the facial image,
to take the acquired facial feature of the current terminal user as the biometric characteristic
of the current user. It may be determined whether the current terminal user is the phone
owner by matching the facial feature of the current terminal user with a pre-stored facial
feature of the phone owner. In this step, a judgment result at least includes either of the
following: matching and mismatching. If the facial feature of the current terminal user
matches a preset facial image, it may be determined that the current terminal user is the
phone owner, and step S116 is performed. If the facial feature of the current terminal user
does not match the preset facial image, it may be determined that the current terminal user is
not the phone owner, and step S114 is performed.

Step S114. The APP is launched or started and related information of the designated
contact is not displayed.

When the current terminal user is not the phone owner, the mobile phone hides and/or
disguises the related information of the designated contact, and launches the SMS or phone
APP, without displaying the related information of the designated contact.

Step S116. The APP is launched and the related information of the designated contact
is displayed.

When the current terminal user is the phone owner, the mobile phone does not hide
the related information of the designated contact, and undisguises the information of the
designated contact, to restore the information of the designated contact to user identifiable
information. After the user launches the SMS or phone APP, the terminal will display all
information, including the information of the designated contact.

FIG. 2 is a flowchart of an optional information display method when a judgment
result indicates a mismatch according to an example embodiment of the present disclosure.
To further describe the foregoing implementation solution, detailed description is provided
below with reference to FIG. 2 by using an example in which the terminal is a mobile phone.
In this example embodiment, when the result of the judgment on detected characteristic
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information of the current terminal user indicates a mismatch, the method includes the
following steps:

S202. Information related to a designated contact is received or sent.

The information may be an SMS message or a call record, and may also be WECHAT,
ALIPAY and other communication records, which is not for example limited here.

S204. It is determined whether the information is from the designated contact.

This step is used for determining whether an SMS message or phone call currently
received or sent is from the designated contact. The designated contact is set by the phone
owner. If the SMS message or phone call currently received or sent is related to the
designated contact, step S206 is performed; otherwise, step S208 is performed.

S206. An SMS message notification or phone interface is disguised in a custom
manner.

If the SMS message or phone call currently received or sent is related to the
designated contact, an SMS message notification or phone interface is disguised in
accordance with a preset or default form, so that the information related to the designated
contact cannot be identified by the current terminal user. In an optional example embodiment,
for example, first information of the designated contact is an SMS message from the
designated contact. In the case where the judgment result indicates a mismatch and the
current terminal user is determined not the valid user such as the phone owner. If the
terminal receives an SMS message from the designated contact, content of the SMS message
from the designated contact is disguised, so that the non-owner user cannot identify the SMS
message or phone call from the designated contact. For example, the SMS message from the
designated contact may be disguised as a phone bill reminder message or the like sent by a
communication corporation.

S208. SMS messages or call records received and sent are stored in an SMS
message/call record database.

The SMS messages or call records related to the designated contact may be put in a
first SMS message/call record database. The first SMS message or call record database is
different from a second SMS message/call record database in which information of other
contacts except the designated contact is stored.

S210. The SMS messages or call records received and sent are stored in another

database, where the another database is the second SMS message/call record database.
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Based on the forgoing solution provided in the present disclosure, for a designated
contact, a judgment on a user of a current terminal is made by using a biometric recognition
technology of the terminal, such as face recognition, fingerprint recognition or iris
recognition. Because biometric recognition is unique, accurate and fast, the terminal may
accurately determine whether the current terminal user is a preset user having a preset
biometric characteristic, and further determine whether to display related information of the
designated contact. Thus, it may be intelligently determined, through the biometric
recognition, whether to display SMS messages and phone calls of the designated contact,
meeting the needs of unaware snoop prevention and convenience. In this way, privacy of the
terminal may be guaranteed to prevent privacy information of the user from being snooped by
others, and further use convenience for the user may be improved, thereby avoiding
unnecessary repeated unlocking.

Example embodiment 2

In order to solve the technical problems of inconvenience and poor privacy protection
effects of an existing terminal caused by repeated unlocking, the present disclosure further
proposes the following solution. In the following, description is provided by using an
example in which the terminal is a mobile phone and the APP is an SMS or phone APP, as
shown in FIG. 3:

Step S302. A selection of a user is received to start an APP (Application).

In this step, for example, a current user clicks on an APP icon, and an APP of a
terminal is started.

Step S304. Information input by the user is received, and whether a designated
contact needs to be added is determined.

If a phone owner adds a designated contact through this step, the added contact is the
designated contact, which may be a contact that the phone owner needs to hide from others. If
the phone owner intends to add a designated contact, step S308 is performed; otherwise, step
S306 is performed.

Step S306. The APP is enabled.

The SMS or phone APP is enabled in the case where the phone owner does not add
any designated contact.

Step S308. Whether biometric recognition is enabled is determined. If the phone
owner has enabled the biometric recognition, step S312 is performed; otherwise, step S310 is

performed.
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Optionally, the biometric recognition may be a facelock. The facelock is used for
determining whether to display information of the designated contact by identifying facial
feature information of the current terminal user. In this step, it is determined whether
biometric recognition is enabled if the phone owner determines to add the designated contact.
For example, the phone owner disables the biometric recognition for a game APP and a video
entertainment APP of the mobile phone that do not have information related to the designated
contact, but enables the biometric recognition for SMS, phone and WECHAT APPs that have
or have a chance to receive the information related to the designated contact.

Step S310. A regular lock screen interface such as a gesture or digital lock interface
pops up.

In this step, a gesture or digital lock interface pops up if the user does not enable the
biometric recognition.

Step S312. An access permission of the user is determined.

It should be noted herein that, one or more biometric characteristics and one or more
access permissions corresponding to the one or more biometric characteristics may be input
to the terminal before an access permission of the user is determined. Therefore, after being
detected, the biometric characteristic of the current user may be matched with the pre-stored
biometric characteristics, so that an access permission corresponding to a biometric
characteristic matching the current user is assigned to the current user.

In an optional example embodiment, a mobile phone has three access permissions: A,
B and C. Access permission A allows access to all content of the mobile phone, and the
corresponding biometric characteristic is a biometric characteristic of the phone owner.
Access permission B allows access to related content of other contacts except designated
contact X, and the corresponding biometric characteristic is a biometric characteristic of a
family member of the phone owner. Access permission C allows access to related content of
other contacts except designated contacts X and Y, and the corresponding biometric
characteristic is another biometric characteristic that does not match the pre-stored biometric
characteristics.

S314. The APP is launched or started and content corresponding to the access
permission of the user is displayed.

In the foregoing example embodiment, if it is detected that the biometric
characteristic of the current terminal user matches the biometric characteristic corresponding
to access permission A, all information in the APP is displayed to the current user. If it is

10
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detected that the biometric characteristic of the current terminal user matches the biometric
characteristic corresponding to access permission B, related content of other contacts except
contact X in the APP is displayed to the current user. If it is detected that the biometric
characteristic of the current terminal user does not match any of the pre-stored biometric
characteristics, related content of other contacts except contacts X and Y is displayed to the
current user.

It should be noted herein that, during message receiving and transmission with
contacts, content related to contacts X and Y and content related to other contacts except
contacts X and Y may be stored in different databases respectively, so that corresponding
display content is invoked from a corresponding database according to an access permission
after the access permission of the current user is determined.

In the foregoing embodiments, an access permission of the current terminal user on
the terminal may be determined by using a face recognition device, a fingerprint recognition
device, an iris recognition device, or other biometric recognition devices of the terminal.
Because biometric recognition is unique, accurate and fast, the terminal may accurately
compare a biometric characteristic of the current terminal user with a pre-stored biometric
characteristic, to determine an access permission corresponding to the biometric
characteristic of the current terminal user, and then display corresponding content according
to the access permission of the current terminal user. Thus, it may be intelligently determined,
through the biometric recognition, whether to display SMS messages and phone calls of the
designated contact, meeting the needs of unaware snoop prevention and convenience. In this
way, privacy of the terminal may be guaranteed to prevent privacy information of the user
from being snooped by others, and further use convenience for the user may be improved,
thereby avoiding unnecessary repeated unlocking.

Thus, the foregoing solution solves the technical problems of inconvenience and poor
privacy protection effects of an existing terminal caused by repeated unlocking.

Example embodiment 3

According to the example embodiments of the present disclosure, an example
embodiment of a contact information display method is further provided. It should be noted
that, steps illustrated in the flowchart of the drawings may be performed in a computer
system such as a set of computer executable instructions. In addition, although a logic order
is shown in the flowchart, under some circumstances, the steps illustrated or described may
be performed in an order different from the logic order herein.

11
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The method example embodiment provided in Example embodiment 1 of the present
disclosure may be performed in a mobile terminal, a computer terminal or a similar
arithmetic device. FIG. 4 is a structural block diagram of hardware of mobile equipment
configured to implement a contact information display method. As shown in FIG. 4, the
mobile terminal 400 may include one or more (illustrated in the figure with 402a, 402b, ...,
402n) processors 402 (the processors 402 may include, but not limited to, processing units
such as a microprocessor MCU or a programmable logic device FPGA), a memory 404
configured to store data, and a transmission device 406 configured to implement a
communications function. In addition, the mobile equipment may further include: a display
(not shown in FIG. 4), an input/output interface (I/O interface) 408, a universal serial bus
(USB) port (which may be included as one of the ports in the I/O interface and is not shown
in FIG. 4), an input and output interface 410, a network interface (not shown in FIG. 4), a
power supply (not shown in FIG. 4) and/or a camera (not shown in FIG. 4). Persons of
ordinary skill in the art may understand that the structure shown in FIG. 4 is only for the
purpose of illustration, which does not pose any limitation to the structure of the electronic
device. For example, the mobile terminal 400 may also include more or fewer components
than those shown in FIG. 4, or have a configuration different from that shown in FIG. 4.

It should be noted that, the one or more processors 402 and/or other data processing
circuits may be generally referred to as a "data processing circuit" in this text. The data
processing circuit may be wholly or partially embodied as software, hardware, firmware or
any other combinations. In addition, the data processing circuit may be a single independent
processing module, or wholly or partially combined into any of other elements in the mobile
terminal. As involved in the example embodiment of the present disclosure, the data
processing circuit is used as a processor to perform a control (for example, the selection of a
variable-resistor terminal path connected to an interface).

The memory 404 may be configured to store software programs and modules of APP
software, for example, program instructions or data storage devices corresponding to the
contact information display method in the example embodiment of the present disclosure.
The processor 402 may run the software programs and modules stored in the memory 404, to
implement various functional applications and data processing, that is, implement the contact
information display method. The memory 404 may include a high-speed random access
memory, and may also include a nonvolatile memory, for example, one or more magnetic
storage devices, flash memories or other nonvolatile solid-state memories. In some instances,
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the memory 404 may further include memories remotely disposed relative to the processor
402, and these remote memories may be connected to the mobile terminal 400 via a network.
Instances of the network include, but are not limited to, the Internet, an intranet, a local area
network, a mobile communications network, or their combinations.

The memory 404 is an example of computer readable media.

Computer readable media, including both permanent and non-permanent, removable
and non-removable media, may be stored by any method or technology for storage of
information. The information can be computer readable instructions, data structures, modules
of programs, or other data. Examples of computer storage media include, but are not limited
to, phase change memory (PRAM), static random access memory (SRAM), dynamic random
access memory (DRAM), other types of random access memory (RAM), read only memory
Such as ROM, EEPROM, flash memory or other memory technology, CD-ROM, DVD, or
other optical storage, Magnetic cassettes, magnetic tape magnetic tape storage or other
magnetic storage devices, or any other non-transitory medium, may be used to store
information that may be accessed by a computing device. As defined herein, computer-
readable media do not include non-transitory transitory media such as modulated data signals
and carriers.

The transmission device 406 is configured to receive or send data via a network. The
network may for example include a wireless network provided by a communications provider
of the mobile terminal 400. In an instance, the transmission device 406 includes a Network
Interface Controller (NIC), which may connect to other network devices via a base station to
communicate with the Internet. In an instance, the transmission device 406 may be a Radio
Frequency (RF) module configured to communicate with the Internet wirelessly. The
transmission device 406 is associated with wired and/or wireless network connection 412.

The input and output interface 410 may be connected with a cursor control device 414
such as a mouse, a first keyboard 416 and a second keyboard 418.

The memory 404 may stored therein a plurality of computer readable instructions or
program instructions 420 and data storage modules 422.

The display may be, for example, a touch-screen liquid crystal display (LCD). The
LCD may enable users to interact with a user interface of the mobile equipment.

It should be noted herein that, in some optional example embodiments, the mobile
equipment shown in FIG. 4 may include hardware elements (including circuits), software
elements (including computer code stored in a computer readable medium), or a combination
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of the hardware elements and the software elements. It should be pointed out that FIG. 4 is
merely an instance of a specific example embodiment, and is intended to illustrate the types
of members that may be stored in the mobile equipment. In the foregoing running
environment, to solve the problem that it is inconvenient to use the mobile equipment as the
user needs to unlock the mobile equipment each time using it, the present disclosure provides
a contact information display method as shown in FIG. 5. FIG. 5 is a flowchart of a contact
information display method according to Example embodiment 1 of the present disclosure.
The contact information display method includes the following steps:

Step S502. A biometric characteristic of a current terminal user is detected.

For example, the biometric characteristic may be an iris characteristic, a facial
characteristic, a fingerprint characteristic or the like. The biometric characteristic of the
current terminal user may be detected by using a variety of devices on a mobile terminal. For
example, if the current terminal is a mobile phone, a device for detecting the biometric
characteristic of the current terminal user may be a camera of the mobile phone, a fingerprint
detection device of the mobile phone, or the like.

Step S504. Whether the biometric characteristic matches a preset biometric
characteristic is determined.

In this step, in consideration of an environmental influence on the detection, it may be
determined that the biometric characteristic of the current terminal user matches the preset
biometric characteristic if a degree of similarity between the biometric characteristic of the
current terminal user and the preset biometric characteristic reaches a preset threshold. This
step 1s mainly used for determining whether the current terminal user is a preset user by
matching biometric characteristics, where the preset user is a user having the highest
permission to use the current terminal.

Step S506. Based on a determined result, whether to display first information of a
designated contact in the terminal is determined.

For example, the first information of the designated contact may be an information
record or call record between a preset user and the designated contact, and may also be
information such as an image including the designated contact.

It should be noted herein that, in the foregoing solution, for a designated contact, a
judgment on a user of a current terminal is made by using a biometric recognition device of
the terminal, such as a face recognition device, a fingerprint recognition device or an iris
recognition device. Because biometric recognition is unique, accurate and fast, the terminal

14



10

15

20

25

30

WO 2018/165341 PCT/US2018/021411

may accurately determine whether the current terminal user is a preset user having a preset
biometric characteristic, and further determine whether to display related information of the
designated contact. Thus, it may be intelligently determined, through the biometric
recognition, whether to display SMS messages and phone calls of the designated contact,
meeting the needs of unaware snoop prevention and convenience. In this way, privacy of the
terminal may be guaranteed to prevent privacy information of the user from being snooped by
others, and further use convenience for the user may be improved, thereby avoiding
unnecessary repeated unlocking.

Thus, the foregoing solution solves the technical problems of inconvenience and poor
privacy protection effects of an existing terminal caused by repeated unlocking.

In the foregoing example embodiment of the present disclosure, step S506 of
determining, based on a judgment result, whether to display first information of a designated
contact in the terminal includes the following steps:

Step A. The first information of the designated contact is displayed when the
determined result indicates that the biometric characteristic matches the preset biometric
characteristic.

In this step, the first information of the designated contact is displayed if the judgment
result indicates that the biometric characteristic of the current terminal user matches the
preset biometric characteristic. In an optional example embodiment, still by taking the
terminal being a mobile phone as an example, the mobile phone may display all information
stored in the mobile phone if the judgment result indicates that the biometric characteristic
matches the preset biometric characteristic. The all information definitely includes the first
information of the designated contact in the mobile phone. In other words, in this example,
the terminal does not hide the first information of the designated contact if the judgment
result indicates that the biometric characteristic matches the preset biometric characteristic.

Step B. Second information of other contacts except the designated contact in the
terminal is displayed when the determined result indicates that the biometric characteristic
does not match the preset biometric characteristic.

In this step, the first information of the designated contact is hidden when the
biometric characteristic of the current terminal user does not match the preset biometric
characteristic. In an optional example embodiment, still by taking the terminal being a mobile
phone as an example, the mobile phone may display second information of other contacts
except the first contact when the judgment result indicates that the biometric characteristic
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does not match the preset biometric characteristic. In other words, in this example, the
terminal hides the first information of the contact if the judgment result indicates that the
biometric characteristic does not match the preset biometric characteristic.

In the foregoing example embodiment of the present disclosure, step A of displaying
the first information of the designated contact when the judgment result indicates that the
biometric characteristic matches the preset biometric characteristic includes the following
step:

The first information of the designated contact is invoked from a first database when
the judgment result indicates that the biometric characteristic matches the preset biometric
characteristic, wherein the first database is different from a second database used for storing
the second information of the other contacts.

In an optional example embodiment, the first information of the designated contact is
stored in a first database, and second information of other contacts except the designated
contact is stored in a second database. The terminal invokes the first information of the
designated contact from the first database if the judgment result indicates that the biometric
characteristic matches the preset biometric characteristic. Moreover, the terminal may also
invoke the second information from the second database.

In the foregoing example embodiment of the present disclosure, step A may be
implemented in, but not limited to, the following manner: The first information is
undisguised to obtain content identifiable to the terminal user; and the identifiable content is
displayed.

If the judgment result indicates that the biometric characteristic matches the preset
biometric characteristic, and an SMS message is received from the designated contact in the
event that the current terminal user is the phone owner, the SMS message from the designated
contact is undisguised and displayed in the form of an original SMS message that may be
read by the phone owner.

It may be known from the above that, the first information may be undisguised when
the judgment result indicates that the biometric characteristic matches the preset biometric
characteristic, so that the phone owner may identify the first information related to the
designated contact.

In the foregoing example embodiment of the present disclosure, the first information
is acquired in the following manner: receiving third information of a current contact;
determining whether the third information is related to the designated contact, and taking the
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third information as the first information of the designated contact when the third information
is related to the designated contact.

In the foregoing solution, after new information is received, the received information
is first classified based on whether the information is related to the designated contact, and
then is stored according to the classification result. If related to the designated contact, the
received information is determined as the first information and may be stored in the first
database. If not related to the designated contact, the received information is stored in the
second database.

In an optional example embodiment, the terminal being a mobile phone is still taken
as an example, and the designated contact is A. In the event that the mobile phone receives a
new SMS message, the SMS message is taken as the first information and stored in the first
database if a source number of the SMS message is the number of the contact A or content of
the SMS message includes the name of designated contact A. If irrelevant to the designated
contact A, the SMS message is taken as second information and stored in the second database.

In the foregoing example embodiment of the present disclosure, whether the third
information is related to the designated contact is determined in one of the following manners:
determining whether the third information includes identification information of the
designated contact; and determining whether the current contact is identical with the
designated contact.

For example, the identification information may be a name, a code name, or the like,
and it may be determined whether the current contact is identical with the designated contact
based on an information source (e.g., a phone number, a WECHAT ID, a QQ number, or the
like).

In the foregoing example embodiment of the present disclosure, the first information
is information displayed by an APP currently running in the terminal.

In an optional example embodiment, still by taking the terminal being a mobile phone
as an example, if APPs currently running in the terminal include WECHAT, SMS, call, and
ALIPAY, the first information is information related to the designated contact in the
WECHAT, SMS, call, and ALIPAY APPs.

Before the biometric characteristic of the current terminal user is detected, the method
further includes: starting the APP of the terminal.

Optionally, the APP may be all APPs in the terminal, and may also be a designated
APP. For example, if the user needs to protect information only about contact A in ALIPAY,
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the user makes corresponding setting in the ALIPAY APP. If the ALIPAY APP in the mobile
phone is not running when the mobile phone is triggered, detection on the biometric
characteristic of the current terminal user is not enabled. If the ALIPAY APP in the mobile
phone is running on a current interface or is running in the background, the mobile phone
starts the step of detecting the biometric characteristic of the current terminal user, to protect
the information about contact A in ALIPAY.

It should be noted that, for ease of description, the foregoing method example
embodiments are all described as a series of action combinations. However, persons skilled in
the art should understand that the present disclosure is not limited to the described sequence
of the actions, because some steps may be performed in another sequence or at the same time
according to the present disclosure. In addition, persons skilled in the art should also
understand that the example embodiments described in this specification are all example
embodiments, and the involved actions and modules are not necessarily required by the
present disclosure.

Based on the foregoing description of the implementations, persons skilled in the art
may clearly understand that the methods according to the foregoing example embodiments
may be implemented by software plus a necessary universal hardware platform, and certainly
may also be implemented by hardware, but the former is a better implementation in most
situations. Based on such understanding, the technical solution of the present disclosure
essentially, or the portion contributing to the prior art may be embodied in the form of a
software product. The computer software product may be stored in a storage medium (such as
a Read-Only Memory (ROM)/Random Access Memory (RAM), a magnetic disk, or an
optical disc), and include several instructions to enable terminal equipment (which may be a
mobile phone, a computer, a server, a network device, or the like) to execute the methods in
the example embodiments of the present disclosure.

Example embodiment 4

In the foregoing running environment, to solve the problem that it is inconvenient to
use a mobile terminal as a user needs to unlock the mobile terminal each time using it, the
present disclosure provides an information display method as shown in FIG. 6. FIG. 6 is a
flowchart of an information display method according to Example embodiment 1 of the
present disclosure. The information display method includes the following steps:

Step S602. An APP on a terminal is started.

Step S604. A biometric characteristic of a current user is detected.
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For example, the biometric characteristic may be an iris characteristic, a facial
characteristic, a fingerprint characteristic, or the like. The biometric characteristic of the
current terminal user may be detected by using a variety of devices on a mobile terminal. By
taking the current terminal being a mobile phone as an example, the device for detecting the
biometric characteristic of the current terminal user may be a camera of the mobile phone, a
fingerprint detection device of the mobile phone, or the like.

In an optional example embodiment, by taking the current terminal being a mobile
phone as an example, when the user starts the APP on the terminal, the mobile phone may
detect a facial image of the current user by using a front camera and extract a characteristic of
the facial image, to use the acquired facial characteristic of the current terminal user as the
biometric characteristic of the current user. In another optional example embodiment, still by
taking the current terminal being a mobile phone as an example, if the user unlocks the
mobile phone in a dormant state by using a fingerprint, the mobile phone may detect
fingerprint information of the current user and extract a fingerprint characteristic of the
current user as the biometric characteristic of the current user.

Step S606. An access permission corresponding to the biometric characteristic is
acquired.

Step S608. Content which is generated by the APP and corresponds to the access
permission is displayed according to the access permission.

It should be noted herein that, in the foregoing solution, for a designated contact, a
judgment on a user of a current terminal is made by using a biometric recognition device of
the terminal, such as a face recognition device, a fingerprint recognition device or an iris
recognition device. Because biometric recognition is unique, accurate and fast, the terminal
may accurately compare a biometric characteristic of the current terminal user with a pre-
stored biometric characteristic, to determine an access permission corresponding to the
biometric characteristic of the current terminal user, and then display corresponding content
according to the access permission of the current terminal user. Thus, it may be intelligently
determined, through the biometric recognition, whether to display SMS messages and phone
calls of the designated contact, meeting the needs of unaware snoop prevention and
convenience. In this way, privacy of the terminal may be guaranteed to prevent privacy
information of the user from being snooped by others, and further use convenience for the

user may be improved, thereby avoiding unnecessary repeated unlocking.
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Thus, the foregoing solution solves the technical problems of inconvenience and poor
privacy protection effects of an existing terminal caused by repeated unlocking.

It should be noted that, for ease of description, the foregoing method example
embodiments are all described as a series of action combinations. However, persons skilled in
the art should understand that the present disclosure is not limited to the described sequence
of the actions, because some steps may be performed in another sequence or at the same time
according to the present disclosure. In addition, persons skilled in the art should also
understand that the example embodiments described in this specification are all example
embodiments, and the involved actions and modules are not necessarily required by the
present disclosure.

Based on the foregoing descriptions of the implementation manners, persons skilled in
the art may clearly understand that the methods according to the foregoing example
embodiments may be implemented by software plus a necessary universal hardware platform,
and certainly may also be implemented by hardware, but the former is a better
implementation in most situations. Based on such understanding, the technical solution of the
present disclosure essentially, or the portion contributing to the prior art may be embodied in
the form of a software product. The computer software product may be stored in a storage
medium (such as a ROM/RAM, a magnetic disk, or an optical disc), and include several
instructions that enable terminal equipment (which may be a mobile phone, a computer, a
server, a network device, or the like) to execute the methods in the example embodiments of
the present disclosure.

Example embodiment 5

To solve the problem that it is inconvenient to use a mobile terminal as a user needs to
unlock the mobile terminal each time using it, the present disclosure provides a terminal as
shown in FIG. 7. FIG. 7 is a schematic structural diagram of a terminal according to an
example embodiment of the present disclosure. The terminal includes a processor 702 and a
display device 704:

The processor 702 is configured to detect a biometric characteristic of a current user
of the terminal; determine whether the biometric characteristic matches a preset biometric
characteristic; and determine, based on a judgment result, whether to display first information
of a designated contact in the terminal.

For example, the biometric characteristic may be an iris characteristic, a facial
characteristic, a fingerprint characteristic, or the like. The biometric characteristic of the
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current terminal user may be detected by using a variety of devices on a mobile terminal. By
taking the current terminal being a mobile phone as an example, a device for detecting the
biometric characteristic of the current terminal user may be a camera of the mobile phone, a
fingerprint detection device of the mobile phone, or the like. The first information of the
designated contact may be an information record or call record between a preset user and the
designated contact, and may also be information such as an image including the designated
contact.

In an optional example embodiment, still by taking the terminal being a mobile phone
as an example, when the mobile phone in a dormant state is triggered to wake up, the mobile
phone detects a facial image of the current user by using a front camera and extract a
characteristic of the facial image, to take the acquired facial characteristic of the current
terminal user as the biometric characteristic of the current user. In another optional example
embodiment, still by taking the current terminal being a mobile phone as an example, if the
user unlocks the mobile phone in a dormant state by using a fingerprint, the mobile phone
may detect fingerprint information of the current user and extract a fingerprint characteristic
of the current user as the biometric characteristic of the current user.

In the foregoing solution, in consideration of an environmental influence on the
detection, it may be determined that the biometric characteristic of the current terminal user
matches the preset biometric characteristic if a degree of similarity between the biometric
characteristic of the current terminal user and the preset biometric characteristic reaches a
preset threshold. The foregoing step is mainly used for determining whether the current
terminal user is a preset user by matching biometric characteristics. The preset user is a user
having the highest permission to use the current terminal.

The display device 704 is configured to display the first information of the designated
contact when the judgment result indicates that the biometric characteristic matches the preset
biometric characteristic, or display second information of other contacts except the
designated contact in the terminal when the judgment result indicates that the biometric
characteristic does not match the preset biometric characteristic.

In the foregoing solution, the judgment result at least includes either of the following:
matching and mismatching. If the biometric characteristic of the current terminal user
matches the preset biometric characteristic, it is determined that the current terminal user is a
preset user. In this case, the terminal displays the first information of the designated contact.
If the biometric characteristic of the current terminal user does not match the preset biometric
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characteristic, it is determined that the current terminal user is not the preset user. In this case,
the terminal hides the first information of the designated contact.

It should be noted herein that, in the foregoing solution, for a designated contact, a
judgment on a user of a current terminal is made by using a biometric recognition device of
the terminal, such as a face recognition device, a fingerprint recognition device or an iris
recognition device. Because biometric recognition is unique, accurate and fast, the terminal
may accurately determine whether the current terminal user is a preset user having a preset
biometric characteristic, and further determine whether to display related information of the
designated contact. In this way, privacy of the terminal may be guaranteed to prevent privacy
information of the user from being snooped by others, and further use convenience for the
user may be improved, thereby avoiding unnecessary repeated unlocking.

Thus, the foregoing solution solves the technical problems of inconvenience and poor
privacy protection effects of an existing terminal caused by repeated unlocking.

Example embodiment 6

This example embodiment further provides a contact information display device,
applied to terminal equipment. The device is configured to implement the method shown in
Example embodiment 1. As shown in FIG. 8, a device 800 includes one or more processor(s)
802 or data processing unit(s) and memory 804. The device 800 may further include one or
more input/output interface(s) 806 and one or more network interface(s) 808. The memory
804 is an example of computer readable media.

The memory 804 may store therein a plurality of modules or units including:

a detection module 810 configured to detect a biometric characteristic of a current
user of a terminal;

a judgment module 812 configured to determine whether the biometric characteristic
matches a preset biometric characteristic; and

a determination module 814 configured to determine, based on a judgment result,
whether to display first information of a designated contact in the terminal.

It should be noted that, the foregoing modules may be implemented by software or
hardware. The latter may be embodied in, but not limited to, the following implementation
form: the modules are located in a same processor, or the modules are combined arbitrarily

and located in different processors.
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It should be noted that, reference may be made to the related descriptions in Example
embodiments 1 and 3 for implementations of this example embodiment, and details are not
described herein again.

Example embodiment 7

This example embodiment further provides an information display device, applied to
terminal equipment. The device is configured to implement the method shown in Example
embodiment 2. As shown in FIG. 9, a device 900 includes one or more processor(s) 902 or
data processing unit(s) and memory 904. The device 900 may further include one or more
input/output interface(s) 906 and one or more network interface(s) 908. The memory 904 is
an example of computer readable media.

The memory 904 may store therein a plurality of modules or units including:

a starting module 910 configured to start an APP on a terminal;

a detection module 912 configured to detect a biometric characteristic of a current
user;

an acquisition module 914 configured to acquire an access permission corresponding
to the biometric characteristic; and

a display module 916 configured to display, according to the access permission,
content which is displayed by the APP and corresponds to the access permission.

It should be noted that, the foregoing modules may be implemented by software or
hardware. The latter may be embodied as, but not limited to, the following implementation
form: the modules are located in a same processor, or the modules are combined arbitrarily
and located in different processors.

It should be noted that, reference may be made to the related descriptions in Example
embodiments 2 and 3 for implementations of this example embodiment, and details are not
described herein again.

Example embodiment 8

The example embodiment of the present disclosure provides a mobile terminal. The
mobile terminal may be any mobile terminal equipment in a mobile terminal group.

Optionally, in this example embodiment, the computer terminal may be at least one of
multiple network devices located in a computer network.

In this example embodiment, the computer terminal may execute program code of the
following steps: detecting a biometric characteristic of a current user of the terminal;
determining whether the biometric characteristic matches a preset biometric characteristic;
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and determining, based on a judgment result, whether to display first information of a
designated contact in the terminal.

Optionally, FIG. 10 is a structural diagram of a mobile terminal according to an
example embodiment of the present disclosure. As shown in FIG. 10, a terminal 1000 may
include: one or more (only one is shown in the figure) processors 1002, a memory 1004 and a
transmission device 1006.

The memory may be configured to store software programs and modules, for example,
program instructions/modules corresponding to the method and device in the example
embodiments of the present disclosure. The processor runs the software programs and
modules stored in the memory, to implement various functional applications and data
processing, that is, implement the method for detecting an attack on a system vulnerability.
The memory may include a high-speed RAM, and may also include a nonvolatile memory,
for example, one or more magnetic storage devices, flash memories or other nonvolatile
solid-state memories. In some instances, the memory may further include memories remotely
disposed relative to the processor, and these remote memories may be connected to the
terminal 1000 via a network. Instances of the network include, but are not limited to, the
Internet, an intranet, a local area network, a mobile communications network, or their
combinations.

The processor may invoke information and APPs stored in the memory by using the
transmission device, to perform the following steps: displaying the first information of the
designated contact when the judgment result indicates that the biometric characteristic
matches the preset biometric characteristic; or displaying second information of other
contacts except the designated contact in the terminal when the judgment result indicates that
the biometric characteristic does not match the preset biometric characteristic.

Optionally, the processor may further execute program code of the following step:
invoking the first information of the designated contact from a first database when the
judgment result indicates that the biometric characteristic matches the preset biometric
characteristic, wherein the first database is different from a second database used for storing
the second information of the other contacts.

Optionally, the processor may further execute program code of the following steps:
undisguising the first information to obtain content identifiable to the terminal user; and

displaying the identifiable content.

24



10

15

20

25

30

WO 2018/165341 PCT/US2018/021411

Optionally, the processor may further execute program code of the following steps:
receiving third information of a current contact; and determining whether the third
information is related to the designated contact, and taking the third information as the first
information of the designated contact when the third information is related to the designated
contact.

Optionally, the processor may further execute program code of the following step:
determining whether the third information is related to the designated contact in one of the
following manners: determining whether the third information includes identification
information of the designated contact; and determining whether the current contact is
identical with the designated contact.

Optionally, the first information is information displayed by an APP currently running
in the terminal; and the processor may further execute program code of the following step:
starting the APP of the terminal before detecting the biometric characteristic of the current
user of the terminal.

It should be noted herein that, in the foregoing solution, for a designated contact, a
judgment on a user of a current terminal is made by using a biometric recognition device of
the terminal, such as a face recognition device, a fingerprint recognition device or an iris
recognition device. Because biometric recognition is unique, accurate and fast, the terminal
may accurately determine whether the current terminal user is a preset user having a preset
biometric characteristic, and further determine whether to display related information of the
designated contact. In this way, privacy of the terminal may be guaranteed to prevent privacy
information of the user from being snooped by others, and further use convenience for the
user may be improved, thereby avoiding unnecessary repeated unlocking.

Persons of ordinary skill in the art may understand that the structure shown in FIG. 10
is only for the purpose of illustration, and the mobile terminal may also be a terminal device
such as a smart phone (e.g., an Android phone, an i0OS phone, or the like), a tablet computer,
a handheld computer, a Mobile Internet Device (MID), or a PAD. FIG. 10 does not limit the
structure of the electronic device. For example, the terminal 1000 may also include more or
fewer components (e.g., a network interface, a display device and so on) than those shown in
FIG. 10, or have a configuration different from that shown in FIG. 10. For example, the
processors 1002 may be coupled with the transmission device 1006 via a coupler 1008 based

on various network interfaces such as an IEEE 802.11 network interface 1010, an IEEE
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802.16 network interface 1012, .., 3GPP interface 1014. The processor 1002 may conduct
input and output through a display 1016 via a user interface 1018.

Persons of ordinary skill in the art may understand that all or some of steps in the
methods of the above example embodiments may be completed by a program instructing
relevant hardware of the terminal device. The program may be stored in a computer readable
storage medium. The storage medium may include: a flash disk, a ROM, a RAM, a magnetic
disk, an optical disc or the like.

Example embodiment 9

The example embodiment of the present disclosure further provides a storage medium.
Optionally, in this example embodiment, the storage medium may be used for storing
program code executed by the contact information display method provided in Example
embodiment 1.

Optionally, in this example embodiment, the storage medium may be located in any
mobile terminal of a mobile terminal group.

Optionally, in this example embodiment, the storage medium is configured to store
program code for performing the following steps: detecting a biometric characteristic of a
current user of a terminal; determining whether the biometric characteristic matches a preset
biometric characteristic; and determining, based on a judgment result, whether to display first
information of a designated contact in the terminal.

The sequence numbers of the foregoing example embodiments of the present
disclosure are merely for the convenience of description, and do not imply the preference
among the example embodiments.

In the foregoing example embodiments of the present disclosure, the description of
each example embodiment has its own focus. For content that is not detailed in a certain
example embodiment, reference may be made to the relevant description of another example
embodiment.

In the several example embodiments provided in the present disclosure, it should be
understood that the disclosed technical content may be implemented in other manners. The
apparatus example embodiments described above are only exemplary. For example, division
of the unit is merely division based on logical functions and there may be other division
manners in the actual implementation. For example, a plurality of units or components may
be combined or integrated into another system, or some features may be ignored or not
performed. In addition, the mutual coupling or direct coupling or communication connections
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displayed or discussed may be implemented by using some interfaces, and the indirect
coupling or communication connections between the units or modules may be implemented
electrically or in another form.

The units described as separate parts may be or may not be physically separate. Parts
displayed as units may be or may not be physical units, and may be located in one position or
distributed on a plurality of network units. Some or all of the units may be selected according
to actual needs to achieve the objectives of the solutions of the example embodiments.

In addition, functional units in the example embodiments of the present disclosure
may be integrated into one processing unit, or each of the units may exist alone physically, or
two or more units may be integrated into one unit. The integrated unit may be implemented in
the form of hardware, or may be implemented in the form of a software functional unit.

When the integrated unit is implemented in the form of a software functional unit and
sold or used as an independent product, the integrated unit may be stored in a computer
readable storage medium. Based on such understanding, the technical solutions of the present
disclosure essentially, or the part that makes contributions to the prior art, or all or a part of
the technical solutions may be implemented in the form of a software product. The computer
software product is stored in a storage medium, and includes several instructions for
instructing a computer device (which may be a personal computer, a server, a network device
or the like) to perform all or a part of the steps of the methods described in the example
embodiments of the present disclosure. The foregoing storage medium includes: any medium
that may store program code, such as a USB flash drive, a ROM, a RAM, a removable hard
disk, a magnetic disk, or an optical disc.

The foregoing are only example embodiments of the present disclosure. It should be
noted by persons of ordinary skill in the art that several improvements and modifications may
be made without departing from the principle of the present disclosure, and these
improvements and modifications should also be construed as the protection scope of the
present disclosure.

The present disclosure may further be understood with clauses as follows.

Clause 1. A contact information display method comprising:

detecting a biometric characteristic of a current user of a terminal;

determining whether the biometric characteristic matches a preset biometric

characteristic; and
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determining, based on a judgment result, whether to display first information of a
designated contact in the terminal.

Clause 2. The method of clause 1, wherein the step of determining, based on a
judgment result, whether to display first information of a designated contact in the terminal
comprises:

displaying the first information of the designated contact when the judgment result
indicates that the biometric characteristic matches the preset biometric characteristic; or

displaying second information of other contacts except the designated contact in the
terminal when the judgment result indicates that the biometric characteristic does not match
the preset biometric characteristic.

Clause 3. The method of clause 2, wherein the step of displaying the first information
of the designated contact when the judgment result indicates that the biometric characteristic
matches the preset biometric characteristic comprises:

invoking the first information of the designated contact from a first database when the
judgment result indicates that the biometric characteristic matches the preset biometric
characteristic, wherein the first database is different from a second database used for storing
the second information of the other contacts.

Clause 4. The method of clause 2, wherein the step of displaying the first information
of the designated contact comprises:

undisguising the first information to obtain content identifiable to the user of the
terminal; and displaying the identifiable content.

Clause 5. The method of clause 1, wherein the method further comprises: acquiring
the first information in the following manner:

receiving third information of a current contact; and

determining whether the third information is related to the designated contact, and
taking the third information as the first information of the designated contact when the third
information is related to the designated contact.

Clause 6. The method of clause 5, wherein whether the third information is related to
the designated contact is determined in one of the following manners: determining whether
the third information comprises identification information of the designated contact, and

determining whether the current contact is identical with the designated contact.
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Clause 7. The method of any of clauses 1 to 6, wherein

the first information is information displayed by an application which is currently
running in the terminal; and

before the step of detecting a biometric characteristic of a current user of a terminal,
the method further comprises: starting the application of the terminal.

Clause 8. An information display method comprising:

starting an application on a terminal;

detecting a biometric characteristic of a current user;

acquiring an access permission corresponding to the biometric characteristic; and

displaying, based on the access permission, content which is displayed by the
application and corresponds to the access permission.

Clause 9. A terminal comprising:

a processor configured to detect a biometric characteristic of a current user of the
terminal; determine whether the biometric characteristic matches a preset biometric
characteristic; and determine, based on a judgment result, whether to display first information
of a designated contact; and

a display device configured to display the first information of the designated contact
when the judgment result indicates that the biometric characteristic matches the preset
biometric characteristic; or display second information of other contacts except the
designated contact in the terminal when the judgment result indicates that the biometric
characteristic does not match the preset biometric characteristic.

Clause 10. A contact information display device comprising;

a detection module configured to detect a biometric characteristic of a current user of
a terminal;

a judgment module configured to determine whether the biometric characteristic
matches a preset biometric characteristic; and

a determination module configured to determine, based on a judgment result, whether
to display first information of a designated contact in the terminal.

Clause 11. An information display device comprising;

a starting module configured to start an application on a terminal;

a detection module configured to detect a biometric characteristic of a current user;

an acquisition module configured to acquire an access permission corresponding to
the biometric characteristic; and
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a display module configured to display, based on the access permission, content which
is displayed by the application and corresponds to the access permission.
Clause 12. A terminal comprising;
one or more processors; and
one or more memories storing thereon computer-readable instructions that, when
executed by the one or more processors, cause the one or more processors to perform second
acts comprising:
detecting biometric characteristic of a first user of the terminal;
determining whether the biometric characteristic match a preset biometric
characteristic; and
disguising first information received from a designated contact that is
displayed at a user interface of the terminal so that the first information is not
identified as sent by the designated contact at the user interface, in response to
determining that the biometric characteristic does not match the preset biometric
characteristic.
Clause 13. The terminal of clause 12, wherein the biometric characteristic includes:
a face characteristic;
a fingerprint characteristic; or
an iris characteristic.
Clause 14. The terminal of clause 12, wherein the disguising the notification message
of first information includes not presenting the notification message of the first information.
Clause 15. The terminal of clause 12, wherein the disguising the notification message
of first information includes displaying second information of another contacts that is not the
designated contact at the user interface.
Clause 16. The terminal of clause 12, further comprising:
detecting biometric characteristic of a second user of the terminal;
determining that the biometric characteristic matches the preset biometric
characteristic;
undisguising the first information to obtain an identifiable content; and
displaying the identifiable content at the user interface.
Clause 17. A method comprising:

receiving a biometric characteristic of a current user of a terminal;
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determining whether the biometric characteristic matches a preset biometric
characteristic; and

determining to display first information of a designated contact at the terminal in
response to determining that the biometric characteristic matches the preset biometric
characteristic.

Clause 18. The method of clause 17, further comprising detecting the biometric
characteristic of the current user of the terminal.

Clause 19. The method of clause 17, wherein the biometric characteristic includes:

a face characteristic;

a fingerprint characteristic; or

an iris characteristic.

Clause 20. The method of clause 17, further comprising displaying the first
information of the designated contact at the terminal.

Clause 21. The method of clause 20, wherein the displaying the first information of
the designated contact at the terminal includes:

retrieving the first information of the designated contact from a first database.

Clause 22. The method of clause 21, wherein the first database is different from a
second database that stores second information of other contacts.

Clause 23. The method of clause 20, wherein the displaying the first information of
the designated contact includes:

undisguising the first information to obtain an identifiable content; and

displaying the identifiable content.

Clause 24. The method of clause 17, further comprising:

receiving third information of a contact; and

determining that the third information is related to the designated contact; and

the third information as the first information of the designated contact when the third
information is related to the designated contact.

Clause 25. The method of clause 24, wherein the determining that the third
information is related to the designated contact includes:

determining that the third information includes identity information of the designated
contact; and

determining that the contact is identical with the designated contact.
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Clause 26. The method of clause 12, wherein:

the first information is information displayed by an application which is currently
running in the terminal.

Clause 27. The method of clause 26, further comprising:

before the receiving the biometric characteristic of the current user of the terminal,
starting the application in the terminal.

Clause 28. One or more memories storing thereon computer-readable instructions that,
when executed by one or more processors, cause the one or more processors to perform
second acts comprising:

storing a first content related to a first contact at a first database and a second content
related to a second contact at a second database, the first database being distinct from the
second database;

detecting a biometric characteristic of a current user;

acquiring an access permission, corresponding to the biometric characteristic, that
determines a contact that the current user has access permission; and

displaying, based on the access permission, a content corresponds to the access
permission.

Clause 29. The one or more memories of clause 28, wherein the biometric
characteristic includes a face characteristic.

Clause 30. The one or more memories of clause 28, wherein the biometric
characteristic includes a fingerprint characteristic.

Clause 31. The one or more memories of clause 28, wherein the biometric

characteristic includes an iris characteristic.
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CLAIMS

What is cloimed §s5:

1. A terminal comprising:
one or more processors; and
one or more memories storing thereon computer-readable instructions that, when
executed by the one or more processors, cause the one or more processors to perform second
acts comprising:
detecting biometric characteristic of a first user of the terminal;
determining whether the detected biometric characteristic match a preset
biometric characteristic; and
disguising first information received from a designated contact that is
displayed at a user interface of the terminal, in response to determining that the

biometric characteristic does not match the preset biometric characteristic.

2. The terminal of claim 1, wherein the biometric characteristic includes:
a face characteristic;
a fingerprint characteristic; or

an iris characteristic.

3. The terminal of claim 1, wherein the disguising the notification message of first

information includes not presenting the notification message of the first information.

4. The terminal of claim 1, wherein the disguising the notification message of first
information includes displaying second information of another contacts that is not the

designated contact at the user interface.

5. The terminal of claim 1, further comprising:

detecting biometric characteristic of a second user of the terminal;

determining that the biometric characteristic matches the preset biometric
characteristic;

undisguising the first information to obtain an identifiable content; and

displaying the identifiable content at the user interface.
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6. A method comprising:

receiving a biometric characteristic of a current user of a terminal;

determining whether the biometric characteristic matches a preset biometric
characteristic; and

determining to display first information of a designated contact at the terminal in
response to determining that the biometric characteristic matches the preset biometric

characteristic.

7. The method of claim 6, further comprising detecting the biometric characteristic of

the current user of the terminal.

8. The method of claim 6, wherein the preset biometric characteristic is stored at the

terminal or a remote database.

9. The method of claim 6, further comprising displaying the first information of the

designated contact at the terminal.

10. The method of claim 9, wherein the displaying the first information of the
designated contact at the terminal includes:

retrieving the first information of the designated contact from a first database.

11. The method of claim 10, wherein the first database is different from a second

database that stores second information of other contacts.

12. The method of claim 9, wherein the displaying the first information of the
designated contact includes:
undisguising the first information to obtain an identifiable content; and

displaying the identifiable content.

13. The method of claim 6, further comprising:
receiving third information of a contact; and
determining that the third information is related to the designated contact; and
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the third information as the first information of the designated contact when the third

information is related to the designated contact.

14. The method of claim 13, wherein the determining that the third information is
related to the designated contact includes:

determining that the third information includes identity information of the designated
contact; and

determining that the contact is identical with the designated contact.

15. The method of claim 6, wherein:
the first information is information displayed by an application which is currently

running in the terminal.

16. The method of claim 15, further comprising:
before the receiving the biometric characteristic of the current user of the terminal,

starting the application in the terminal.

17. One or more memories storing thereon computer-readable instructions that, when
executed by one or more processors, cause the one or more processors to perform second acts
comprising:

detecting a biometric characteristic of a current user;

acquiring an access permission, corresponding to the biometric characteristic, that
determines a contact that the current user has access permission; and

displaying, based on the access permission, a content corresponding to the access

permission.

18. The one or more memories of claim 17, further comprising storing a first content
related to a first contact at a first database and a second content related to a second contact at

a second database, the first database being distinct from the second database;

19. The one or more memories of claim 17, wherein the displaying the content
corresponding to the access permission includes launching an application to display the
content.
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20. The one or more memories of claim 17, wherein the isplaying the content
corresponding to the access permission includes undisguising information to obtain an

1dentifiable content.

36



WO 2018/165341 PCT/US2018/021411

1/10

S102: RECEIVE SELECTION OF
USER, AND START APP

7 ~
~ ~
e .
~ ~

7 5104, RECEVE
_~“INFORMATION INPUT BY USER, - _

N
< AND DETERMINE WHETHER >———>  5106: ENABLE APP
. _DESIGNATED CONTACT NEEDS -~

“~_ TOBEADDED -~

-

~.
“ P

S$110: PopP UP REGULAR LOCK

_~S108: DETERMINE WHETHER ~_ N
- ~ SCREEN INTERFACE SUCH AS
BIOMETRIC RECOGNITION 1S e —
GESTURE OR DIGITAL LOCK
e ENABLED

- INTERFACE

T e $114: LAUNCH APP AND DO
_"S112: DETERMINE WHETHER N NOT DISPLAY RELATED
- USERIS PHONE OWNER INFORMATION OF DESIGNATED

—— CONTACT

S116: ENTER APP AND
DISPLAY RELATED
INFORMATION OF DESIGNATED
CONTACT

FIG. 1



WO 2018/165341 PCT/US2018/021411

2/10

S$202: SEND OR RECEIVE
RELATED INFORMATION OF
DESIGNATED CONTACT

_—7S204: IS INFORMATION FROM .

.. DESIGNATED CONTACT?

PHONE INTERFACE IN CUSTOM

S206: DISGUISE SMS
MESSAGE NOTIFICATION OR

MANNER

S208: STORE RECEIVED AND
SENT SMS MESSAGES OR CALL
RECORDS IN SMS MESSAGE
OR CALL RECORD DATABASE

S$210: STORE RECEIVED AND
SENT SMS MESSAGES OR CALL

RECORDS IN ANOTHER
DATABASE

FIG. 2




WO 2018/165341 PCT/US2018/021411

3/10
S302: RECEIVE SELECTION OF
USER TO START APP
5304 RECEIVE INFORMATI\O\N\\—\\
- INPUT BY USER, AND DETERMINE - $306: ENABLE APP

. WHETHER DESIGNATED CONTACT -~
“~.__ NEEDS TO BE ADDED

~ o

Y
$310: Pop uP
~_5308: DETERMINE WHETHER N REGULAR LOCK SCREEN
< BIOMETRIC RECOGNITION HAS BEEN ~ >——»  INTERFACE SUCH AS
ENABLED GESTURE OR DIGITAL
LOCK INTERFACE
Y

S$312: DETERMINE ACCESS
PERMISSION OF USER

S314: LAUNCH APP AND
DISPLAY CONTENT
CORRESPONDING TO ACCESS
PERMISSION OF USER

FIG. 3



PCT/US2018/021411

WO 2018/165341

4/10

v Ol

8TV
QYVOaAY

9TV
QYVOaAY

av
iy NOILDINNOD
DINIA NYOMILIAN
10YINOD SST1UIM
4osyun) mo\oé’omm_ M

!

JIVIHILNI ._.Dn:.DO\._.Dn_Z_

(057

90¥%
DINIQ

NOISSINSNVY |

f44%
$3INAON

35VHO01S V1v(Qg

(0147
SNOILONYLSNI

VYO0

b01%
AHOWIAW

H

H

Q0% 0oVAHALINI O/

H

NZOPY
40SS3204d

...... 4¢0vy
40SS3004d

007 TYNINYAL 190N

H

veaoy

40S553004d




WO 2018/165341 PCT/US2018/021411

5/10

DETECT BIOMETRIC CHARACTERISTIC OF CURRENT USER OF TERMINAL
5502

A 4
( )

DETERMINE WHETHER BIOMETRIC CHARACTERISTIC MATCHES PRESET BIOMETRIC
CHARACTERISTIC
5504

DETERMINE, BASED ON JUDGMENT RESULT, WHETHER TO DISPLAY FIRST
INFORMATION OF DESIGNATED CONTACT IN TERMINAL
5506

FIG. 5



WO 2018/165341 PCT/US2018/021411

6/10

START APP ON TERMINAL
Se602

DETECT BIOMETRIC CHARACTERISTIC OF CURRENT USER
5604

ACQUIRE ACCESS PERMISSION CORRESPONDING TO BIOMETRIC CHARACTERISTIC
5606

DISPLAY, BASED ON ACCESS PERMISSION, CONTENT WHICH 1S GENERATED BY APP
AND CORRESPONDS TG ACCESS PERMISSION
5608

FIG. 6



PCT/US2018/021411

WO 2018/165341

7/10

L Ol

¥0.

JOIA3A AVdSIQ

0L
¥0SSID0¥d




WO 2018/165341 PCT/US2018/021411

8/10

DEVICE
800

PROCESSOR(S)
802

INPUT/OUTPUT INTERFACE(S)
806

NETWORK INTERFACE(S)
808

MEMORY 834

DETECTION MODULE
810

JUDGMENT MODULE
812

DETERMINATION MODULE
814

FIG. 8



WO 2018/165341 PCT/US2018/021411

9/10

DEVICE
900

PROCESSOR(S)
902

INPUT/OUTPUT INTERFACE(S)
906

NETWORK INTERFACE(S)
908

MEMORY 904

STARTING MODULE

-
) 910
DETECTION MODULE
— | -
912
ACQUISITION MODULE
— ——
914
A
Y
DISPLAY MODULE
e ———
916
\ J

FIG. 9



PCT/US2018/021411

WO 2018/165341

10/10

9001

0T I3

800T
¥31dN0D

700t
AHOWIN
PTOT 3DV4YILNI
ddDE

[}

[ ]

[}
C10T 30V443LNI IDV4YILNI

NYOMLIN 001 ¥isn
97°208 333 105539044

OTOT 30V443LNI
AHJOMILIN

11°208 3341

AVdSIQ

O
!

0001
TVNIAYI]



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US18/21411

A.
IPC
CPC

CLASSIFICATION OF SUBJECT MATTER

20/40145, 20/32, 20/341, 20/40; GO7C 9/0008
63/0428, 63/083, 63/0861, 9/3231, 9/3247

- GOBF 21/60; AG1B 5/117; GO6Q 20/40; HO4L 29/06, 9/32; H04M 1/725 (2018.01)
A61B 5/117; GO6F 3/04883, 21/32, 21/60, 21/62, 3/017; GO6K 9/00013, 9/0002, 9/00087; G06Q

7, 9/00158; GO7F 7/1008; HO4W 12/06; HO4L

According to [nternational Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by ¢

See Search History document

lassification symbols)

See Search History document

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of
See Search History document

data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

document.

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2014/0366158 A1 (APPLE, INC.) 11 December 2014, abstract; figures 1-3, 7-12, 14; 1-20
paragraphs [0003], [0026}-[0035], [0048], [0056], [0060], {0070}, [0074], [0078)-[0080],
[0083]-[0085], [0093]-[0095], [0102], [0105].
A —|WO 2016/165161 A1 (YULONG COMPUTER TELECOMMUNICATION SCIENTIFIC 1-20
(SHENZHEN) CO., LTD.) 20 October 2016; see machine translation, entire document.
A ~| WO 2016/131362 A1 (ZTE CORPORATION) 24 August 2016; see machine translation, entire 1-20

D Further documents are listed in the continuation of Box C.

D See patent family annex.

* Special categories of cited documents:

“A”  document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the international
filing date

“L”  document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“0” document referring to an oral disclosure, use, exhibition or other
means

“P” document published prior to the international filing date but later than

the priority date claimed

“T" later document published after the international filing date or priority

date and not in conflict with the apﬁlic_ation but cited to understand
the principle or theory underlying the invention

document of particular relevance; the claimed.invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

D&

“Y” document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

23 April 2018 (23.04.2018)

Date of mailing of the international search report

08MAY 2018

Name and mailing address of the ISA/

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-8300

Authorized officer
Shane Thomas

PCT Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (January 2015)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - wo-search-report

