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(§7) Abstract: A pluggable architecturc allows sccurity and business logic plugins to be inscrted into a sccurity service hosted by
a server (206), and to control access to ane or more secured resources on that server, on another server within the security domain
(208), or between security domains. The scourity service (222) may act as a focal point for sceurity enforcement, and access rights
determination, and information used or determined within one login process can flow transparently and antomatically to other login
processes. Entitlements denore what a particular user (204) may or may not do with a particnlar resource (226), in a particular
context. [ntitlements reflect not only the technical aspects of the secure environment (the permit or deny concept), but can be used
to represent the business logic or functionality required by the server provider. In this way entitlements bridge the gap between a

simple security platform, and a complex business policy platform.
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Field of the Invention:

The present invention relates to a security system for allowing a client to access a
protected resource through an application container. The present invention also relates to a
method of allowing a client to access a protected resource through an application
container. The present invention also relates to a method for determining a user
entitlement to access protected resources in a secure environment. For example, the
present invention is related generally to server security mechanisms, and specifically to an

architccture for server sccurity.

Background of the Invention:

Over the years the term "security" as applied to server technology, and particularly
to e-commerce servers, has expanded to cover several aspects of a secure environment.
The original definition of the term has always envisaged a mechanism for validating a
particular user's (or client's) identity, and preventing that user from retrieving, viewing, or

otherwise accessing, information on the server which they are not allowed to access.

Figure 1 shows a typical example of a security mechanism commonly used today. Clients
102, 104 access a secured resource such as an application server 106 via a number of
protocols; including for example http (hypertext transfer protocol) 110 and IIOP (Internet

Inter-
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ORB protocol) 112. The access requests are filtered through a security
layer 108 which determines, typically based on a set of hardwired rules,
whether to allow or disallow the requested access. The security layer
may be a component of the protected resource (e.g. the application
server tself) or may operate as a separate entity (for example as part of
a firewall system or device).

[0005] With current systems little or no attempt is made to analyze
the nature of the access request, the type of client, or the type of
protected resource. As such, security is often thought of as a simple
“permit or deny” mechanism, designed in such a way as to understand
the protected resources provided by the server, and to adhere to a
predefined set of rules governing a user's or a client’s access rights to
those resources. There is little or no understanding of the manner in
which the request is made, or the environmental setting in which a
particular user may make a request to access a resource, and the
security mechanism does not lend itself to easy modification of the rules
to reflect new changes in business policy regarding security.

[0006] Attempts have been made o develop the concept of
security and particularly server security to include information that reflects
a user’s particular environment, and the manner in which a request to
access a particular secure resource is phrased. Similarly, attempts have
been made to provide security mechanisms that can be easily modified
to reflect changes in business policy, security policy, and access rights.
These methods still typically require an application programmer to be
responsible for assembling a set of business policy queries fogether and
asking the question, “is this OK ?-- is this access acceptable according fo
the security rules?” Whatis needed is a mechanism to make this process
all inclusive so that the programmer does not have to understand the
business semantics and the business policy rules in order to be able to
develop programs and applications that ask security related business

policy questions.
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[0007] Recently, a new set of requirements concerning the
securing of resources has emerged from discussions with application
server customers and system integrators. These new requirements are
expressed in terms of security from the point of view of an application
instead of infrastructure. A key differentiation within these new
requitements is the existence of business policy enforcement. The
enforcement of business policy is typically described in terms of actions
that a user is "entitied" to perform based on the role in which they are
acting and the context of the business request. Customers and system
integrators are frustrated with the fact that they are required to embed
code that enforces business policy within applications. Embedding this
type of logic creates deployment problems, in that the application mustbe
modified, tested, and re-deployed each time the business policies are
changed. Given the rate at which business policy changes, the current
requirements for modification and re-deployment are unacceptable.
[0008) Customers and system integrators would ideally like to have
these new authorization capabilities universally applied across the
different types of execution and resource containers, including for
example those for Enterprise Java Bean (EJB), Web Applications
(Servlet, JSP), as well as other types of business and resource
containers. Role-based access control (RBAC) is becoming one of the
primary form of authorization requested by customers and system
integrators. The trend in use of roles allows organizational identity to be
used as an abstract form of identity when making authorization decisions.
The use of roles provides a mechanism to reduce both the cost and
errors in the administration of application security since it simplifies the
amount of administration.

[0009] The Java 2 Enterprise Edition (J2EE) defines a declarative
form of role-based access control. However, because it is based on a
declarative scheme, the association of roles to principals is static. In
addition, the current Java 2 Enterprise Edition specification provides no
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means by which the context of a business request, such as the
parameters of the request or the identity of the target, can be taken into
account when determining the rales to be associated with a given
principal.  Consequently, application developers are required to
implement business policy rules within the application to compute
dynamic roles associations in order to support concepts like "owner”,
[0010] Customers and system integrators nowadays demand a
richer set of authorization capabilities than those provided with the
permission-based security defined by Java 2 security and the role-based
access control defined in Java 2 Enterprise Edition. The foundation of
the requirements for this richer level of authorization can be found in the
intersection of classical authorization mechanisms, such as Access
Control Lists, and business policy enforcement; and include the ability to
take the context of the business request into consideration when making
an authorization decision. The request context may include the identity
of the target object, the value of the parameter of the request, and
potentially environmental information such as the network or IP address
of the initiating client.

[0011] The lack of a single mechanism through which to integration
these new authorization capabilities, regardless of execution or resource
container type, is a point of frustration with customers and system
integrators. The Service Provider Interface (SP1) is the mechanism used
by several application servers, including the WebLogic Server product
from BEA Systems, Inc., San Jose, California, to allow integration with
external authorization providers. This SPI realm has a number of
limitations that limit it's ability to be used as a successful means to
integrate 3rd-party authorization mechanisms, or new authorization
capabilities being required by customers and system integrators.
[0012] One of the largest limitations with the current "realm” SP1 is
scope of enforcement. Currently, the enforcement scope of the realm

mechanism does not cover resources such as Enterprise Java Bean and
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Web Applications. In particular, the realm is focused on RMI style
resources such as JMS destinations, entries in JNDI, and servlets at a
course-grained level. While the realm could conceivably be updated to
hold the definition of the authorization policies required to support
protection of such resources, it is the other limitations that ultimately
make the realm an unrealistic mechanism to address all the authorization
requirements.

[0013] The second limitation of the current realm SPI is point of
enforcement. The cumrent realm mechanism does not allow the point at
which the decision is made to allow access to a protected resource to
exist within the realm itself. Instead, the point of enforcement is within the
application server itself. Because of this approach, the current realm is
defined to support only a permission-based authorization mechanism
where the realm simply acts as a database of Access Control Lists. The
complexities of providing a Java 2 Policy object that can also suppott the
Java 2 sandbox rules is unacceptable to most vendors.

[0014] Yet another limitation is the Enforcement Mechanism
Support of the current realm SPI. As with the point of enforcement, the
enforcement mechanisms allowed by the current realm SP are limited to
those based on permission-based authorization mechanisms. This is
counterto the capabilities of the leading 3rd-party authorization providers,
the integration of which is being requested by customers and systems
integrators on a daily basis.

[0015] Together, these limitations “constrain the types of
authorization providers that can be integrated with an enterprise
application serverwithout minimizing the value proposition of the provider.
There remains no current capability to obtain the context of the request
in order to provide the rich authorization requested.
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It is generally desirable to overcome, or ameliorate, one or more of the above

described difficulties, or to at least provide a useful alternative.

Summary of the Invention:

In accordance with one aspect of the present invention, there is provided a
security system for allowing a client to access a protected resource through an
application container, comprising:

an application container, which provides services for a protected resource,
wherein the application container delegates authorization decisions to a security service
by passing an access request and a callback handler to the security service when the
application container receives the access request for a protected resource from a client;

context information, wherein the context information comprises one or more
parameter values describing the access request and can be retrieved from the
application container by the security service using the callback handler;

the security service for making a decision to permit or deny the access request,
wherein the security service allows a plurality of security plug-ins to be plugged into
the security service, and wherein the plurality of security plug-ins use the callback
handler to request context information from the application container for the access
request, wherein the plurality of security plug-ins use the context information during
determination of roles for which the client is entitled to enable late binding of roles at
runtime, and wherein depending on output from each security provider the security
service determines entitlements for the client to use with the protected resource;

the security service is located at a first computer, and the protected resource is
located either at the first computer or at a second computer; and

a resource interface for communicating permitted access requests to the

pl’O[CC[Cd resource.

In accordance with another aspect of the present invention, there is provided a

method of allowing a client to access a protected resource through an application

container, the method comprising:
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receiving at an application container, which provides services to the resources it
contains, an access request from the client to access the protected resource;

receiving at an application container, which provides services to the resources it
contains, an access request from the client to access the protected resource;

communicating the access request from the application container to a security
service with the access request and a callback handler, wherein the application container
delegates authorization decisions to the security service by passing an access request and a
callback handler to the security service when the application container receives an access
request for the protected resource from a client;

making a decision at the security service to permit or deny the access request,
wherein the security service includes a plurality of security plug-ins that may be plugged
into the security service;

using the callback handler at each security provider to request context information
from the application container for the access request, wherein the context information
comprises one or more parameter values describing the access request and can be retrieved
from the application container by the security service using the callback handler;

determining entitlements for the client to use with the protected resource depending
on output from each security plug-in, wherein the plurality of security plug-ins use the
context information during determination of roles for which the client is entitled to enable
late binding of roles at runtime; and

communicating a permitted access request through a resource interface to the

protected resource.

In accordance with another aspect of the present invention, there is provided a
method for determining a user entitlement to access protected resources in a secure
environment, comprising:

receiving an access request from a user application to access a protected resource,
by invoking a security service with the access request and a callback;

determining a user entitlement to access the protected resource, wherein the

determining includes polling a plurality of security providers that may be plugged into the
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security service, and wherein the plurality of security providers use a callback handler to
request context information from an application container for the access request;
making a decision at the security service based on the user entitlement to permit or
deny the access request; and
the steps of either
(a) communicating a permitted access request to the protected resource, or

(b) denying a denied access request to the protected resource.

The invention is preferably related generally to server security mechanisms, and
specifically to an architecture that provides for server security and entitlement processing.
A pluggable architecture allows security and business logic plugins to be inserted into a
security service hosted by a server, and to control access to one or more secured resources
on that server, on another server within the security domain, or between security domains.
The sccurity service may act as a focal point for security enforcement, and access rights
determination, and information used or determined within one login process can flow
transparently and automatically to other login processes.

The invention also preferably introduces the concept of entitlements that are used
within an access context. As used in the context of this application, a "user" or a "client"
may refer to the same thing-either a physical person, a hardware device or software
application under control of the physical person, or a hardware device or software
application operating under autonomous control without user intervention. The user (or
client) is the entity which is trying to access a protected resource on the server. This
protected resource may, for example, be a software application running on the server, a
particular Web page or portion of a Web site, or a database etc.

When the user attempts to access the resource, the security service may determine
the type of access request, the destination (protected resource), and the setting in which the
request is made-hereinafter referred to as the access context or simply the context. From
this information the security service can determine an "entitlement”, or a set of
entitlements, for the user. Entitlements clearly denote what a particular user may or may
not do with a particular resource, in a particular context. Entitlements reflect not only the

technical aspects of the secure environment (the permit or deny concept), but can be used

-10-
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to represent the business logic or functionality required by the server provider. In this way
entitlements bridge the gap between a simple security platform, and a complex business
policy platform.

To illustrate the capability, consider the following business example :

The answer to the question "Can Dr. Smith update a patient's medical chart" is dependent
upon the context in which the question is asked. In a permission-based authorization
system, this context is absent since the resource is some instance of a 'medical chart'
object, the request is to 'update’, and the Subject is 'Dr. Smith'. Consequently, if the answer
rendered is 'Yes', then Dr. Smith could update any patient's medical chart. In a
capabilities-based authorization system, it is possible to add the necessary context of who's
the patient in question. Thus, the question can now be rephrased as "Can Dr. Smith update
Jon Joe's medical chart?” In determining the answer to this question, we now need to know
if Dr. Smith is Jon Joe's personal physician, or perhaps an attending physician at a medical
center. Using a simple rotation we can represent the concept as follows:

In one preferred embodiment, the invention comprises a security system for
allowing a client to access a protected resource, comprising an application interface
mechanism for receiving an access request from a client application to access a protected
resource, and communicating said access request to a security service; a security service
for making a decision to permit or deny said access request; and a resource interface for
communicating permitted access requests to said protected resource.

In another preferred embodiment the invention comprises a method of allowing a
client to access a protected resource, comprising receiving at an application interface
mechanism an access request from a client application to access a protected resource and
communicating said access request to a security service; making a decision at said security
service to permit or deny said access request; and communicating via a resource interface a

permitted access request to said protected resource.

Brief Description of the Figures:

Preferred embodiments of the present invention are hereafter described, by way of

non-limiting example only, with reference to the accompanying drawings, in which:

11-
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Figure 1 shows an illustration of a client/server architecture in accordance with the
prior art.

Figure 2 shows an illustration of a client/server architecture in accordance with a
preferred embodiment of the invention.

Figure 3 shows an illustration of a security service in accordance with a preferred
embodiment of the invention.

Figure 4 shows a flowchart of a method used by the security service in accordance
with a preferred embodiment of the invention.

Figure 5 shows an illustration of a server security deployment tool and process in
accordance with a preferred embodiment of the invention.

Figure 6 shows a flowchart of a method used by the server security deployment
tool in accordance with a preferred embodiment of the invention.

Figure 7 shows an illustration of a security service and a protected resource in
accordance with a preferred embodiment of the invention.

Figure 8 shows a flowchart of a method used by the security service to allow access
to a protected resource in accordance with a preferred embodiment of the invention.

Figure 9 shows an illustration of a security layer in accordance with a preferred
embodiment of the invention.

Figure 10 shows an illustration of an entitlement mechanism in accordance with a
preferred embodiment of the invention.

Figure 11 shows an illustration of a login across several security domain models in

accordance with a preferred embodiment of the invention.

Detailed Description of Preferred Embodiments of the Invention:

An embodiment of the invention includes a security architecture that provides for
server security and entitlement processing, that allows security and business logic plugins
to be inserted into a security service hosted by a server, and that can be used to control

access to one or more secured resources on that server, on another

-12-




WO 02/101973 PCT/USD2/16644

10

15

20

25

30

9

server within the security domain or realm, or between security realms.
The security service acts as a focal point for security enforcement and
access rights determination, and information used within one login
process can flow automatically to other login processes, allowing for
single sign or security enforcement.

[0034] Except for the new terms that are defined below, the terms
used in this document are consistent with terminology as defined in
standard texts on Java, Enterprise Java Beans, WebLogic Server, and
other generally accepted security concepis.

access control - the restriction of access to resources to prevent its
unauthorized use.

access control information (ACI) - information about the initiator of a
resource access request, used to make an access control enforcement
decision.

access controf list (ACL) - the list of entities, together with their access
rights, that are authorized to have access to a resource.

authorization - the granting of authority, which inciudes the granting of
access based on access rights.

credentials -information describing the security attributes (identity and/or
privileges) of a user or other principal. Credentials are claimed through
authentication or delegation, and used by access control.

delegation - the act whereby one user or, principal authorizes another to
use his (or hers or its) identity or privileges, perhaps with restrictions.
entitlement - a right or permission granted to a principal.

identity - a security attribute with the property of unigueness; no two
principals' identity may be identical. Principals may have several different
kinds of identities, each unique.

principal - a user or programmatic entity with the ability tc use the
resources of a system.

role - an organizational identity that defines a set of allowable actions for
an authorized user.

13-
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Role Based Access Control (RBAC) - a class of security mechanisms
that mediate access to resources though organizational identities called
roles.

security attributes - characteristics of a subject (user or principal) that
form the basis of the system's policies governing that subject.

security policy - the data that defines what protection a system's security
services must provide. There are many kinds of security policy, including
access control policy, audit policy, etc.

Service Provider Interface (SPI) - a package or set of packages that
support a concrete implementation of a subset of services.

target - the final recipient in a delegation "call chain”. The only
participant in a call-chain that is not an originator of a call.

target object - the recipient of a business request message.

trust model - a description of which components of the system and which
entities outside the system must be trusted, and what they must be
trusted for, if the system is to remain secure. .

Trusted Computing Base (TCB) - the portion of a system that must
function correctly in order for the system to remain secure. A TCB should
preferably be tamper-proof and its enforcement of policy should not be
able to be circumvented.

unauthenticated principal - a user or other principal who has not
authenticated any identity or privilege.

user - a human being using the system to issue requests to objects in

order to get them to perform functions in the system on their behalf

[0035] Embodiments of the invention described herein allow forthe
determination of entitements as used within an access context.
Typically, a user is trying to access a protected resource on the server.
This protected resource may, for example, be a software application
running on the server, a particular Web page or portion of a Web site, or
adatabase system. Other types of protected resource may be used while

-14-
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remaining within the spirit and scope of the invention. When the user attempts to access
the resource, the security service determines the type of access request, the destination (the
protected resource), and the context in which the request is made. From this information
the security service can determine an entitlement, or a set of entitlements, for the user.
Entitlements clearly denote what a particular user may do with a particular resource in a
particular context. Entitlements can be used to represent the business logic or functionality
required by the server provider, thus bridging the gap between a simple security platform,
and a complex business policy platform.
Embodiments of the invention additionally allow for the integration of third party

vendor security products to provide protection for such application types as:

¢ Enterprise Java Beans

e Web Applications (Servlets, Java Server Pages (JSP's))

¢ Resources (Remote Method Invocation (RMI), Java Messaging System (JMS))

Embodiments of the invention also allow for the integration of external public key
infrastructure to support such advanced features as:
o Certificate and key retrieval
e Certificate validation
e Revocation mechanisms (Certificate Revolution List (CRL), Online Certificate
Status Protocol (OCSP))

An important goal in developing the preferred embodiment of the invention is to
include support for the Java 2 Enterprise Edition (J2EE) specification and interoperability
therewith. These J2EE specification features include the Common Secure Interoperability
(CSI) protocol, user identity tokens, the Stateless Authentication Service (SAS) protocol,
support for propagation of security credentials across machine, cluster, and/or domain
boundaries, control of propagation of identity based on policy, enhanced support for virtual
hossites, the ability to generate a user identity scoped to domain, and host/site specific

security policies.

-15-
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Another important goal of the preferred embodiment of the invention is to include
support for features such as updated SSL capabilities, hardware accelerators, Transport
Level Security (TLS) protocol, session resumption, certificate authorities, protection of
network connections, Web server proxy, server to server communications, encryption of

session ID, and enhanced integration with directory servers.

Security Domains

As used in the context of the preferred embodiments of the invention, a security
realm or domain can span a single server, a plurality of servers, a cluster of servers, or a
management domain. The preferred embodiment of the invention allows for administrative
control of identity propagation within, across, and between security domains. The identity
of a client application or user can be propagated and scoped by the security domain. For

example:

Principal-Identity@security-domain-name

When propagation is disabled, the initiating identity can be represented as being

anonymous. For example:

<anonymous>@initiating-security-domain-name

Framework

The security architecture or framework provided by the preferred embodiment of
the invention is intended to address the requirements put forth and many other things.
Focusing exclusively on the authorization requirements, the security architecture attempts

to provide the following capabilities in

-16-
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addition to a typical permission-based authorization:

Dynamic Role Association

[0043] Dynamic Role Association is a mechanism to allow a late
binding of the association of roles to principals, that is capable of taking
the context of the request into consideration during the determination of
the roles for which the principal is entitled. Dynamic Role Association can
be thought of as the late binding of principals to roles at runtime. This
late binding occurs just prior to an authorization decision for a protected
resource regardless of whether the principal-to-role association is
statically defined or dynamically computed. Because of its placement in
the invocation sequence, the result of any principal-to-role associations
can be taken as identity as part of any authorization decision made as
part of this request.

[0044] Unlike statically defined associations, the association of
principals to roles can be computed dynamically at runtime. The
computation of a dynamic role is able to access a number of pieces of
information that make up the context of the request, including the identity
of the target (if available), the values of the request's parameters, the
values of profile attributes associated with the initiating principal, as well
as potentially other information.

[0045] The context information is typically utilized as values of
parameters in an expression that is to be evaluated by a rules or
expression evaluation engine. Depending upon the functionality provided
by the evaluation engine, it may also be possible fo express the ability to
call out to an exiernal class that performs exiernal calculations, such as
the amount of miles flown by the principal, that ‘are then used as
parameter of the expression.

[0046] In addition to computing any roles that should be
dynamically associated with the principals in the Subject, this same

functionality is also responsible for associatingl any roles that were
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statically defined either through the consumption of a J2EE defined Deployment
Descriptor or by an administrator,

The result of this capability is in one embodiment, an updated JAAS Subject that
contains any roles that the principals contained in the Subject were entitled to receive
given the context and the target. These roles are then available to any authorization
decisions on protected resources, as well as business container and application code. For
example, a personalization server, application server, or Web server, could utilize standard
methods to determine if a particular role is held by the subject as a means to personalize a
web page. This same mechanism could be used by an Enterprise Java Bean or other
application to determine whether to retrieve certain fields from a record in a database,
without having knowledge of the business policies that determine whether access should

be allowed, resulting in field-level authorization.

Parametric Authorization

Parametric Authorization is a mechanism that allows an authorization decision
about a protected resource to be determined that is potentially based on the context of the
request. Within the architecture provided by the preferred embodiment of the invention,
the scope of enforcement has been broadened to apply to all execution and resource
containers. This is accomplished by having all execution and resource containers obtain
authorization and role mapping services through an AccessController object provided by a
Security Service. The AccessController utilizes the authorization services provided
through the Service Provider Interfaces in order to provide the requested capabilities.

The Service Provider Interfaces that actually define the mechanisms used to
provide Dynamic Role Association and Parametric Authorization are based on a delegated
authorization design that results in the point of enforcement being moved to the provider of
the functionality, instead of within the application server itself.

In addition, the methods defined on the Service Provider interfaces that comprise
the authorization framework utilize an enforcement mechanism designed to support a
capabilities-based authorization mechanism that more naturally aligns with the services

provided by 3rd-party authorization vendors. The use of a capabilities based mechanism
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allows the delegated authorization approach to support both capabilities-based as well as
permission-based implementations.

Traditional security mechanisms tend to be context-less since they are based solely
on permissions granted a principal for a given resource. Therefore, the only types of
authorization decisions that can be made are whether the principal has the necessary
permissions to access the resource. These types of authorization decisions are more
complicated since they don't tend to represent business decisions. As a result, additional
security checks are often required in application code to compensate for this limitation. For
example, using traditional methods one could evaluate whether a principal is allowed to
transfer money to a specific account. However, it is not possible to take into account the
amount of the transfer, the currency of both the source and destination accounts, and the
day of the week.

In a parametric authorization based mechanism in accordance with the preferred
embodiment of the invention, the authorization decision is made using the context of the
request, therefore the authorization decision more closely represent real business decisions.
There is very little need for compensating security checks in the application itself. For
example, using the preferred embodiment of the invention in a real-world banking example
it is possible for the authorization decision to take into consideration the amount of the
transfer, the currency of both source and destination accounts, and the day of the week as
part of processing the business policy that controls whether transfers are allowed, by

whom, and under what circumstances.
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Access to Context Information

[0053] While some other systems have tried to provide capabilities
similar to the description of parametric authorization described above,
these earlier systems and methods all require the caller to have previous
knowledge of the parameters of the business policy being evaluated. The
requirement for this knowledge presents virtually the same issue as that
with making the authorization decision in application code- knowledge of
some aspect of the business policies. Any time the business policy
changes to require another piece of context information, the application
must be modified and re-deployed.

[0054] Addressing the issue of providing context information
without prior knowledge of the business policy is accomplished by using
callbacks to the containers from the authorization provider. While
changing the type or number of parameters of a request fundamentally
changes the application requires the application be re-deployed, it is
possible for the implementations of dynamic role association and
parametric authorization providers to obtain access to the context
information without requiring the application to have prior knowledge of
aspects of the business policies.

[0055] The Service Provider Interfaces defined to work with the
invention and support the authorization framework can utilize a
standardized callback mechanism similar to the one defined in the Java
Authentication and Authorization Service (JAAS). Utilizing a callback
handier that is passed from the container to the implementation of the
Service Provider Interfaces, the provider is capable of requesting specific
context information be returned. When the container's callback handler
is called, the container responds by populating the callbacks with the
appropriate values. If the container does not understand the callback
specified in the handler, it does not update the callback with a value.

Neitherthe application, nor the container is aware of changes to business
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policy since they are queried for context information that is driven by the
evaluation of specific business policy expressions. "

Functional Description
[0056]1 implementations of an entitiement processing engine
(entitlement engine) that could be used to satisfy the requirements of
parametric authorization must support the following requirements:
[0057] An implementation should be able to specify that the value
of a parameter from the business request, primary key, attribute from a
. Principal contained in the JAAS Subject that represents an authenticated
user, and any potentially other information considered part of the context
be expressed as part of a rule expression.
[0058] An implementation should be able to request parametric
information from the caller on-demand, instead of requiring any
parametric information that could be potentially used by the evaluation of
rules to be passed at the beginning of rule evaluation. The mechanism
for requesting information should be in the form of a callback similar to
that defined for JAAS. The implementation might callback for each piece
of information individually, request multiple pieces of information in a
single callback, or a combination of both.
[0059] An implementation should be able to specify the name of a
Java class that will be called as part of the evaluation of a rule. The value
returned from the Java class will be used in the evaluation of the rule
expression. This can be thought of as a macro facility where user
provided code is called to compute a value that is then taken into
consideration when evaluating the rule. For example in a travel booking
example, a rule expression could specify a call to a user-supplied class
that computes or looks up the number of miles a passenger represented
by the Subject has flown to date.
[0060] The evaluating of a set of rules should result in a boolean
value that indicates whether the rule was successfully satisfied or not.
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Preferred embodiments of the invention provide enterprise application developers
with a framework architecture within which application implementations, particularly
login, authorization, and auditing implementations, may be deployed or "plugged in" to
allow the development of readily adaptable and customizable business functions and
scenarios. These systems can serve to interpret the principal identity in the context of a
particular scenario, and to tailor business functions to meet the interpreted identity.

The framework architecture provided by the preferred embodiments of the
invention particularly allows Java developers to make use of existing Java security
features, but to greatly expand the use of these security features in a manner that is
transparent to the developer (or the user), and that can allow the security provided to be
distributed throughout the enterprise without a need for additional layering or translation of
security processes.

Embodiments of the invention are particularly useful in the field of enterprise and
server security and business workflow. Since the framework uses a pluggable architecture,
it allows third-party vendors to provide security implementation plug-ins without a need
for the core architecture to be modified. These plug-ins may include tools for digital
certificate and key retrieval, certificate validation, and revocation mechanisms (e. g. CRL
and OCSP). The pluggable framework architecture thus allows for the secure access
control of enterprise resources, such as enterprise Java beans (EIB's), applications
(including servlets and JSP's), and other networked resources (such as RMI, JNDI, and
IMS destinations).

Additionally, the framework architecture of the invention is, advantageously,
especially suited to providing a method of secure authorization and secure resource access
throughout an enterprise-wide security domain. Each server with a domain may provide a
different set of features, services and applications. The preferred embodiment of the
invention allows developers to deploy client applications which can make use of each
server's particular services through a single sign-on mechanism that determines the client's
access privileges throughout the domain or between cooperating domains.

Figure 2 shows an example of a security architecture in accordance with an
embodiment of the invention. As shown therein, clients 202, 204 (which may be either

physical hardware clients or software applications) may attempt to access a secured service
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or resource 206, such as a persistent directory server, via a transaction or application server
208. An example of such a transaction server is the Weblogic Server product from BEA
Systems Inc., San Jose, California, although the invention may be used with any other
server product or equivalent system. Internet CORBA clients will typically attempt to
make such an access through an Internet Inter-ORB Protocol (IIOP) request 212. Web
clients will typically attempt to make an access through a series of hypertext transfer
protocol (http) requests 210, either directly via a Web server 214, or via a proxy plug-in
216 (in which case the proxy may also provide additional functionality, such as, for
example, secure socket layer (SSL) encryption 218). In any case, the connection attempt is
received by the transaction server, often via an initial connection filter 220, and is passed
to the security service 222. In accordance with the preferred embodiment of the invention,
the security service 222 is the focal point for security determination, including client and
user level resource access, authorization, certification, privilege assessment and
entitlement determination. Enterprise Java Beans (EJB's) 224, Web applications
(WebApp's) 226, and other forms of applications may all use the security service through
the use of containers. The security service handles calls from these containers to the
protected resource, which in the case of Figure 2. The calls may be handled by, for
example, a plurality of managed beans (MBeans) 230, or the Java Named Directory
Interface (JNDI) 232.

Figure 3 illustrates an embodiment of the security service architecture 300 in
greater detail. The security service augments the basic security services and features
provided by the standard Java2 Enterprise Edition security set. As shown in this example,
the basic Java security set 302 includes security provider interfaces 304 for key storage,
authentication, certificate validation, and secure sockets, among others. Customer
applications 306 may be written to directly take advantage of the Java security layer and
these SPI's. The preferred embodiment of the invention, shown in Figure 3 greatly
enhances the developer's options in making use of these and other security features. In
accordance with the preferred embodiment of the invention, customer applications are
deployed in containers, for example, an EJB container 308 of a WebApp container 310.
The containers communicate directly with the security service 314 (herein the same as

security service 222), which in turn communicates with the Java security layer 302 and its
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security SPI's 304, This allows the responsibility for secure authorization decisions to be
moved from the application and placed in the security service layer.

In addition, the preferred embodiment of the invention is ideally suited to
integrating the use of preexisting Java security SPI's 304 with custom SPI's 316, 318.
Additional SPI's such as, for example, a connection filter, an access decision interface, an
audit channel, and a certificate authenticator, may be included or integrated with the
security server. The security service mediates access to the entire range of secured
enterprise resources.

Figure 4 illustrates a process by which an application may use the preferred
embodiment of the invention to access a secure resource. In step 402, a developer creates a
customer application. The application may be one used by a physical user or customer, or
may be an application interface program to allow another application to make use of the
security server. In step 404, the application is deployed within a container, the deployment
process of which is disclosed in further detail below. The application then, in step 406,
accesses the security service using this container. Optionally, in step 408, the security
service can interface directly with a set of J2EE compliant Java security features.
Alternatively, in step 410, the containers are used to allow access to a third-party or custom
Security Provider Interface. In step 412, the Security Provider Interface allows the
application to access the secure resource, provided that the security service has indicated
that the access requested should be allowed.

Figure 5 illustrates one embodiment of the deployment mechanism used to deploy
an application within a container. As shown in Figure 5, data is registered in the security
service 502 (herein the same as security service 314) for use by the application container
504. Traditionally, the container reads the information from the deployment description
506, and the actual container then does the enforcement. [f there are different kinds of
containers, one for WebApp, one for EJB, then there would need to be different
implementation engines. In addition there exists a series of resources inside of the J2EE
environment that do not have a container, and that don't have deployment descriptors. The
primary problem with this method is that various aspects of security are enforced in
different ways within a single environment. The preferred embodiment of the invention

addresses this problem by first allowing the container reading the deployment descriptor to
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inform the security service of the security constraints and policies defined within, resulting
in the population of security policies within the security service. Secondly, the container
delegates all authorization decisions to the security service when the container later makes
a request to access a protected resource, thus moving the point of enforcement from the
container to the security service. The authorization decision is made by consulting the
security constraints and policies provided through the deployment description, as well as
any defined by the administrator through an administrative tool. A deployment tool can
also be used to read the deployment descriptor and record the security information
contained within into the security service. The deployment tool can then go directly to the
security service, without reading the deployment descriptor.

Figure 6 illustrates a process by which data is entered into the security service
during application deployment. In step 602, the developer creates a deployment
description. The description is passed to the container in step 604, where the container
analyzes the information to assess what information should be passed to the security
service. Optionally, the deployment description could be given to a deployment tool, in
step 606, that passes the information to the security service.

Figure 7 illustrates an example of a client using the security server in accordance
with the preferred embodiment of the invention to access a protected resource on the
network or the server. The process starts with the client 702 making a request, which is one
instance may be a simple case of the client authenticating itself. The client makes a
connection to the container, indicated by the arrow 704. A token 706 is passed along with
the request. As a part of making the connection, the system (including the security server
710) makes a determination that the resource 708 is protected, so the client needs to
authenticate. In this example, tokens represent the authenticated users of the client that are
in turn being passed along in the invocation request to the container that the container will
then use in the later step of calling the security service. In some embodiments the token
represents the authenticated identity of the client itself. The client poses to the security
service 712 (the same security service or security service 314) the question 714,"Can the
user identified by this token get access and perform the requested capabilities on the target

resource?"
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To answer this question the security service uses an Access Controller, indicated as
AC 716 in Figure 7. The AC 716 does two things: it acts as a fan out spreading out
through a series of Access Decision (AD) plug-ins 718, 720, 722, and it also acts as an
adjudicator. When the AC calls the Access Decision it passes the token along to each
Access Decision in turn, beginning with the first one, Access Decision 718, asking, "is this

OK 7" The Access Decision returns one of three
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responses: permit, deny, or abstain. The Access Controlier then moves
on to the next one if there is a next one, and so on until all Access
Decisions have been polled. In effect the security mechanism acts like
a series of panes of glass. If X 718 says “permit” the process continues
on; if X 718 says “deny” the process stops. The AC then moves to
Access Decision Y 720 and asks the exact same question presenting the
exact same identity, and Y 720 similarly responds with a permit, deny or
abstain.

[0073] This process continues for however many of these piug-ins

the service has. An adjudication policy determines that if anyone says

' deny, then the process terminates, or simply returns an overall deny. The

architecture allows for the adjudication policies which make this decision
to be flexible enough that if X 718 is permit, and Y 720 is deny, and C 722
is abstain, then that can be considered a permit. Other implementations
can take a more hard line: if there’s any denying, it's an overall denial.
An abstain is returned whenever the AC asks the access decision a
question that the access decision doesn't exclusively understand, and
hence cannot make an explicitdecision. This is most common whenever
alegacy authorization system is included that is needed for some but not
all operations, or when X 718 is carporate policy, and Y 720 is line of
business. In this case there may be questions asked that are enforced
by corporate policy but not line of business, so the line of business
decision maker says, “| don’t understand this, | abstain”.

[0074] When all of the access decision makers are polled and no
one up to the point where the request finally gets through says deny, then
the access request may reach a point that nobody denies, some permit
and same abstain, for example, where Y 720 abstains and X 718 and C
722 both permit. The adjudication policy can be then used to control how
to determine the outcome. In one embodiment there are only two
outcomes to the container: a permit or a deny. So the access controller
looks at the adjudication policy to determine how that decision is made.
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For example in some, out of the box implementations, the system may use an adjudication
policy which says, "do I require unanimous permission?" In which case, X, Y and C all
have to permit. If any one of them does not permit, then the outcome is a deny. The other
approach is to not require unanimous consent, in which case as long as no one denies then
the access is allowed to occur. This decision is made based on the adjudication policy.

No matter what happens within the access decision process the security service
itself passes requests to the auditing subsystem 724 requesting that it audit what has just
occurred and the outcome. Only at that point will the security service then tell the
container that the final result is a permit or a deny. If it is permit, the container then allows
the requested operation to be dispatched on to the protected resource. If it says deny, the
request does not get to that point, and is immediately rejected.

The preferred embodiment of the invention also provides a method to call the
Access Decision process on the way out i.e., following a successful receipt of an access
request at the protected resource. In this scenario it can be assumed the system went
through the first checks on the request and everything was permitted, so the method was
dispatched to the resource. The resource returns data that is intended to go out back to the
client. Rather than just blindly returning this data back, the authorization check is rerun,
this time allowing the security service, particularly the Access Decisions to look at the data
to be returned to determine if its okay to return to the client. An example here is that of a
business operation where a user is trying to request documents. When the user first enters
they have a security clearance assigned to them, which means that they can look at
documents that aren't classified above their security clearance. If they only have a secret
security clearance and the documents that were to be returned have top secret, then even

though they got the method to run, the system would not want to allow the

-28-




WO 02/101973 PCT/USD2/16644

10

16

20

25

30

25

outcome to go back to the user because they would then be allowed to
see something that they are not permitted to see. The Access Decisions
are re-run again, this time reviewing the output that's going to go back to
the user and make that same kind of decision. In this example there may
be alot of abstains, for example the Y Access Decision 720 says, ‘| don’t
care what the output is going back, | only care about the input coming in”.
The developer can mix and match plug-ins to achieve different policies
based on line of business, or based on corporate policy.

[0077] Figure 8 illustrates a flowchart showing the process used
by an embodiment of the invention in providing access to a secured or
protected resource. In step 802, the client develops and deploys the
application within a container. When the application requires access to
the protected resource, a call is made and forwarded to the appropriate
container shown by step 804. The container is used to invoke the
security service in step 806. Within the security service, in step 808, a
fanout access controller determines which access decisions are to take
place in verifying or acknowledging this particular access request. In step
810 each Access Decision is selected, and processed or polled fo
determine its contribution to the access request, the output of each
access decision being a deny, permit, or abstain. An audit mechanism
tracks the outcome of each Access Decision in step 812. Based on the
outcome of the access decision and the cumulative response -~ be it
permit, deny, or abstain - in step 814 the container is given (or denied)
access to the protected resource. In step 816 data can then be passed

from the client application to the protected resource and vice versa. Ifthe

_client later requests either to the same resource or a different resource

(as determined in step 818), then the request is forwarded to the
appropriate container and another authorization decision is required
(step 820), otherwise the session terminates (step 822).

[0078] Figure 9 illustrates the security and personalization layers
in accordance with one embodiment of the invention, including the
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entitlements layer 904, and its positioning in relation to the business application layer 908,
business policies layer 906 and security authorization layer 902. It will be evident to one
skilled in the art that the illustration shown in Figure 9 is an abstract representation of how
an entitlements layer may be developed, but that many other variations on this architecture
can be used, and that such discrete layers might not (and in fact most likely would not) be
used in any particular design implementation. Figure 9 shows how entitlements 904 can be
used to transcend the boundary between the traditional security architecture (represented as
902), and the often-distinct business policy architecture (represented as 906). The
information garnished through the use of such entitlements is used to direct the operation
of a company's business applications represented as 908, including personalizing them for
individual entities based on that entity's entitlement.

Figure 10 shows how entitlements can be used to generate roles dynamically, An
entitlement process 1002 allows a security question to be asked within a context. The
preferred embodiment of the invention includes an ability to dynamically assign roles to a
particular subject 1000, for example Principal 1 1004, Principal 2 1006, through Principal
n 1008, based on that entitlement, which further allows the system to provide an
application context within the security layer, and allows authorization questions to be
phrased in terms of the application. The system can only accurately answer those questions
if they are presented in terms of the context, like the common example of a doctor and a
patient. If the question is posed "Can Dr. Smith modify a patient's chart?", then it is a
context-less question. The traditional answer is "sometimes yes and sometimes no". The
only way to properly determine the answer is to know the context in which the question is
asked, i.e., which patient are we talking about, and perhaps which chart. The system can
then make role assignments like ownership or basically dynamic assignments that allows

the system to make business decisions rather than security decisions.
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[0080] Using a simple notation we can represent the concept as
follows: '

For each subject, an active rale AR is one that the subject is currently
using:

AR (s:subject)={active role for subject =}

Each subject may be associated with one or more authorized roles RA:

RA(s:subject)={authorized roles for subject s}

Each role may be authorized to perform one or more tasks TA:

TA(r:role)={tasks authorized for role r}

Subjects may execute tasks if the predicate function exec(s,t) is true at
the current point in time with the current values:
exec (g:subject, t:task)=true iff subject s can execute

task t

[0081] In order for the above statements to evaluate correctly, a
couple of rules are required:

1. Role assignment - a subject can execute a transaction only if the
subject has been assigned a role. The identification and authentication
process are not considered part of the task, whereas all other activities
performed on the system are conducted through tasks:

Vs:subject, t:task(exec(s,t)AR(s)=%0)

2. Role authorization - a subject's active role must be authorized for
the subject. This rule ensures that users ¢an only take on roles for which

they are authorized:
Vs :subject (AR (s)cRA(s))

3. Task authorization - a subject can execute a task only if the task
is authorized for the subject's active role: ‘
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Vs:subject, t:task(exec(s,t)=teTA(AR(s)))

As another example, a developer can use the preferred embodiment of the invention
to personalize Web pages based on what a user is entitled to do. For example, a self-
registration or self-help feature can be made a part of a credit card website where, the user
is the only one that can change their credit card numbers. Vendors can read them but they
can't change them, and nobody else can see them. The system cannot figure out how to do
this unless it knows the context. Can someone modify the credit card field? Of course
someone can modify the credit card field. So, now, who can modify it? This is part of the
context. Then the system must ask which particular one, because it can't just let any
member modify any other member's credit card. So the system must know which object is
under consideration, and which profile so it can then ask, "are you the owner of that profile
7" In the past the only thing defined were static roles. What the preferred embodiment of
the invention does through the use of entitlement is allow, business analysts and business
policy makers to define dynamic roles which are computed at run time in order to define to
the object or the principal identity. These roles do not violate the security specification of
the underlying server architecture. For example, a request may be a caller enrolled for the
owner role. The system does not define the owner role, but it can have it dynamically
associated to the user and then revoked from the user, as soon as they try to do something
that they aren't the owner of anymore. Methodologies such as EJB can take advantage of
this in that should the use be allowed to do something is based on whether or not you're in
that role and you use the standard EJB to query that capability.

Another example of how the invention may be used is through the provision of a
single sign-on mechanism, which may combine elements of a traditional security
implementation with elements of a business policy implementation. As shown in Figure

11, information
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received during an initial login process at a first security realm A 1102, for
example a security realm which is provided by a third-party application
and has no knowledge of a user's profile, or of a corporation’s business
policies, can be captured by a first login module 1108, and passed
(indicated by the arrow 1114) to a second login module 1110 in a second
security realm 1104. The second securify realm B 1104 may have a
knowledge of the business policies, and can determine or calculate
entittements or entitiement profiles 1102 for a user in addition to the
original login information. The original login information, and the
entitlement information (indicated by arrows 1118 and 1120 respectively)
may be passed to a third login module 1112 in a third security realm C

1106, and so on.

Security Provider Interfaces

[0084] Security Provider Interfaces (SPI) that can be used with the

invention include interfaces for:

. Authentication — Java Authentication and Authorization Service
(JAAS) LoginMadule

. Authorization — AccessDecision

. Auditing — AuditChannel

. Principal Mapping->Role Mapping — JAAS LoginModule

. Principal->Credentials Mapping ~ JAAS LoginModule

. Key Storage — Java 2 KeyStoreSpi

. Certificate Retrieval and Revocation — CertPath

. Certificate Mapping — CertAuthenticator

. Hardware Accelerators — Java Cryptographic Extensions

. Perimeter Protection — ConnectionFilter

[0085] It will be evident to one skilled in the art that the SPI's

described herein are merely examples of the type of interface that can be
used with the invention, and are listed here for purposes of illustrating the
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flexibility of the security service architecture provided by the preferred embodiment of the
invention. Other types of interface can be used to replace or augment those described,

while remaining within the spirit and scope of the invention.

Authentication SPI

The JAAS Login Module used by the preferred embodiment of the invention is
based on the standard JAAS LoginModule, but additionally supports standard Login
Module implementations. The authentication SPI is extended to support management of
users, groups, and to provide support for multiple JAAS Login Modules. Credentials can
be shared across Login Module instances, and a separate Login Module to update with user
profile information can be provided. The responsibilities of the Authentication SP1 include
authentication of users based on security realm scope, and the population of the principal
in the JAAS Subject.

Authorization SP1

The Authorization SPI provides for Access Decision, for which there is no Java
equivalent sufficient. The Authorization SPI supports a variety of authorization models,
both declarative and rules based. A callback handler can be used to obtain access to
invocation context. The SPI also provides access to subject information, including
principal identities, group membership and role assignments, and user profile information
(optional). Multiple Access Decision providers can be configured in stack. The
responsibilities of the Authorization SPI includes making authorization decision of permit,
deny, or abstain, or access requests for protected resources scoped by application. Figure
11 illustrates an example of how the invention can be used to distribute profile information

between security realms within a domain.
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Auditing SPI

[0088] The Auditing SP! includes an Audit Channel, for which no
Java equivalent is defined. A callback handler is used to obtain access
to invocation context including access to subject information, principal
identities, group membership and role assignments, and user profile
information (optional). Again, Multiple Audit Channel providers can be
configured in .stack. The responsibilities of the auditing SPI include
determining if information should be audited, and performing the actual
audit of the data based on QoS policies.

Principal->Role Mapping SP!

[0089] The Principal->Role Mapping (JAAS LoginModule) SPI is
based on the JAAS Login Module, and is used to dynamically map roles
to the identities of the principals contained in the Subject. The roles may
have been explicitly defined by an administrator or from a deployment
descriptor, or they may be dynamically computed based on the
parameters fo the business request, the value of attributes in a principal’s

profile, as well as other conditions.

Principal->Credential Mapping SPI

[0090] The Principal->Credential Mapping (JAAS LoginModule)
SPI is based on the JAAS Login Module, and is used to map principal
identity when cross security domain palicy or technology boundaries. The
responsibilities of the Principal Mapping SP{ is based on the Subject
provided, and can be used to add public credentials with appropriate
information to subject, such as password credential for

username/password, and generic credential for token-type credentials
Key Storage SPI

[0091} The Java 2 KeyStore SPl is based on the Java 2 KeyStore
interface, and provides consistent access to keys stored in a variety of
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medias, including File-based: (PKCS #5/#8, PKCS #12), HSM-based:
(PKCS #11), Smart Card/Java Card. The Key Storage SPI provides
necessary support for code signing, and its responsibilities include
retrieval of private key from protected storage, and retrieval of secrets
from protected storage.

Certificate Refrieval SPI

[0092] The Certificate Retrieval SPI (CertPath) is based on JSR 55,
and provides consistent mechanism to retrieve, verify, and revoke digital
certificates, in addition to support for multiple certificate types. The
responsibiliies of the CertPath SPI include: CertStore: retrieval of
certificates from store via query; CertPath: retrieval of chain of certificates
utiizing CertStore;  CertPathChecker: validates a certificate; and
CertPathValidator: validate a chain of certificates.

Certificate Mapping SPI

[0093] The Certificate Mapping SPI (CertAuthenticator) for which
no Java equivalent defined, provides an extensible means to allow
mapping between digital certificates and principal identity within a security
domain. It further provides verification and revocation checks performed
prior to calling of CertAuthenticator

The responsibilities of the certificate mapping SP1 are based on a verified

client's digital certificate, map to username and realm of principal.

Hardware Accelerator SPI

[0094] The Hardware Accelerator SPI uses Java Cryptographic
Extensions, and is based on Java 2 security architecture. The
responsibilities include providing cryptographic services under control of

the security service.
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Perimeter Protection SPI

[0095] The Perimeter Protection SPI includes a Connection Filter
to provide a built-in connection filter implementation. It is focused on
ease of use, and is configurable from the console via Mbeans, allows
continued support for user-written filters, and for cascading filters, each
executed in turn. This minimizes conditions customers must handle.

Security Management SPI

[0096] The Security Management SP1 Integrate third-party vendors
consoles into the server console and allows security to redirect to serviets
from these vendors. The security management SPI provides support for
the full lifecycle of users, groups, roles, and authorization info.

Single Sign-on (SSO) SPI
[0097] The Single Sign-on SPI uses LoginModule to map from the
initiating principal’s identity to resources identity, and to provide secure

storage of resource credentials.

[0098] The foregoing description of prefetred embodiments of the
present invention has been provided for the purposes of illustration and
description. It is not intended to be exhaustive or to limit the invention to
the precise forms disclosed. Obviously, many modifications and
variations will be apparent to the practitioner skilled in the art. The
embodiments were chosen and described in order to best explain the
principles of the invention and its practical application, thereby enabling
others skilled in the art to understand the invention for various
embodiments and with various modifications that are suited to the
particular use contemplated. Itis intended that the scope of the invention

be defined by the following claims and their equivalence.
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Throughout this specification and claims which follow, unless the context requires
otherwise, the word “comprise”, and variations such as “comprises” or “comprising”, will
be understood to imply the inclusion of a stated integer or group of integers or steps but not

the exclusion of any other integer or group of integers.

The reference in this specification to any prior publication (or information derived
from it), or to any matter which is known, is not, and should not be taken as an
acknowledgment or admission or any form of suggestion that that prior publication (or
information derived from it) or known matter forms part of the common general

knowledge in the field of endeavour to which this specification relates.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

I A security system for allowing a client to access a protected resource through
an application container, comprising:

an application container, which provides services for a protected resource,
wherein the application container delegates authorization decisions to a security service
by passing an access request and a callback handler to the security service when the
application container receives the access request for a protected resource from a client;

context information, wherein the context information comprises one or more
parameter values describing the access request and can be retrieved from the
application container by the security service using the callback handler;

the security service for making a decision to permit or deny the access request,
wherein the security service allows a plurality of security plug-ins to be plugged into
the security service, and wherein the plurality of security plug-ins use the callback
handler to request context information from the application container for the access
request, wherein the plurality of security plug-ins use the context information during
determination of roles for which the client is entitled to enable late binding of roles at
runtime, and wherein depending on output from each security provider the security
service determines entitlements for the client to use with the protected resource;

the security service is located at a first computer, and the protected resource is
located either at the first computer or at a second computer; and

a resource interface for communicating permitted access requests to the

protected resource.

2. The security system of claim 1 wherein the application container of claim 1 reads

an application deployment description and registers the application deployment description

within the security service.

3. The security system of claim 2 wherein the application container is a Web

Application container.
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4. The security system of claim 1 wherein each of the plurality of security plug-ins

can determine a contributory decision to permit, deny, or abstain from the access request.

5. The security system of claim 4 wherein the security service further includes an
access controller for transferring the access request to the plurality of security plug-ins, and
for combining the contributory decisions into an overall decision by the security service to

permit or deny the access request.

6. The security system of claim 4 wherein one or more of the plurality of the security

plug-ins represent a business function related authorization policy.

7. The security system of claim 4 wherein access decisions may be added to the

security service to reflect changes in the access policy.

8. The security system of claim 4 wherein the plurality of the security plug-ins are

used to define an entitlement for the client to access the protected resource.

9. The security system of claim 4 wherein a deny or abstain by any one of the

plurality of security plug-ins causes the security service to deny the access request.

10.  The security system of claim 4 wherein an abstain by any one of the plurality of

security plug-ins does not cause the security service to deny the access request.

11, The security system of claim 4 wherein the security service further includes an

audit mechanism for auditing the determinations of the plurality of access requests.

12, The security system of claim 1 wherein the resource interface passes access

requests to or from a protected resource.

13.  The security system of claim 1 wherein each of the plurality of security plug-ins

implement a security provider interface.
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14. The security system of claim 1 wherein the security service further makes a
decision on whether to permit or deny a response to the access request from the protected

resource to the client,

15. A method of allowing a client to access a protected resource through an application
container, the method comprising:

receiving at an application container, which provides services to the resources it
contains, an access request from the client to access the protected resource;

receiving at an application container, which provides services to the resources it
contains, an access request from the client to access the protected resource;

communicating the access request from the application container to a security
service with the access request and a callback handler, wherein the application container
delegates authorization decisions to the security service by passing an access request and a
callback handler to the security service when the application container receives an access
request for the protected resource from a client;

making a decision at the security service to permit or deny the access request,
wherein the security service includes a plurality of security plug-ins that may be plugged
into the security service;

using the callback handler at each security provider to request context information
from the application container for the access request, wherein the context information
comprises one or more parameter values describing the access request and can be retrieved
from the application container by the security service using the callback handler;

determining entitlements for the client to use with the protected resource depending
on output from each security plug-in, wherein the plurality of security plug-ins use the
context information during determination of roles for which the client is entitled to enable
late binding of roles at runtime; and

communicating a permitted access request through a resource interface to the

protected resource.
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16, The method of claim 15 wherein the application container of claim 1 reads an
application deployment description and registers the application deployment description

within the security service.

17. The method of claim 16 wherein the application container is a Web Application

container.

18.  The method of claim 15 further comprising:
determining at each security plug-in a contributory decision to permit, deny, or

abstain from the access request.

19.  The method of claim 18 further comprising:
transferring via an access controller the access request to the plurality of security
plug-ins, and combining the contributory decisions into an overall decision by the security

service to permit or deny the access request.

20.  The method of claim 18 wherein one or more of the plurality of the security plug-

ins represent a business function related access policy.

21.  The method of claim 18 wherein access decisions may be added to the security

service to reflect changes in the access policy.
22. The method of claim 18 further comprising:
using the plurality of security plug-ins to define an entitlement for the client to

access the protected resource.

23.  The method of claim 18 wherein a deny or abstain by any one of the plurality of

security plug-ins causes the security service to deny the access request.

24, The method of claim 18 wherein an abstain by any one of the plurality of security

plug-ins does not cause the security service to deny the access request.
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25. The method of claim 18 further comprising:
auditing via an audit mechanism the determinations of the plurality of access

decision mechanisms.

26.  The method of claim 15 wherein the step of communicating the access request

includes passing access requests to or from a protected resource.

27.  The method of claim 15 wherein each of the plurality of security plug-ins

implement a security provider interface.

28.  The method of claim 15 further comprising:
making a decision on whether to permit or deny a response to the access request from the

protected resource to the client.

29. A method for determining a user entitlement to access protected resources in a
secure environment, comprising:

receiving an access request from a user application to access a protected resource,
by invoking a security service with the access request and a callback;

determining a user entitlement to access the protected resource, wherein the
determining includes polling a plurality of security providers that may be plugged into the
security service, and wherein the plurality of security providers use a callback handler to
request context information from an application container for the access request;

making a decision at the security service based on the user entitlement to permit or
deny the access request; and

the steps of either

(a) communicating a permitted access request to the protected resource, or

(b) denying a denied access request to the protected resource.

30.  The method of claim 29 wherein if the access request is permitted, user

entitlements determines a type of access available to a user of the protected resource.
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31. The method of claim 30 wherein the type of access includes any of view, modify,

delete, or copy, any part or all of the protected resource.

32.  The method of claim 29 wherein information about user entitlements can be

communicated from a first security realm to a second security realm.

33.  The method of claim 32 wherein additional information from a first security realm
can be used to modify the user entitlements, prior to communicating the information about

user entitlements from the first security realm to the second security realm.

34.  The security system of claim 1, wherein the late binding of roles at runtime occurs

immediately before an authorization decision for a protected resource.

35.  The security system of claim 15, wherein the late binding of roles at runtime occurs

immediately before an authorization decision for a protected resource.

36. A security system for allowing a client to access a protected resource through an
application container, substantially as hereinbefore described with reference to the

accompanying drawings.

37. A method of allowing a client to access a protected resource through an application
container, substantially as hereinbefore described with reference to the accompanying

drawings.
38. A method for determining a user entitlement to access protected resources in a

secure environment, substantially as hereinbefore described with reference to the

accompanying drawings.
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