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(57) Abstract: An example security device receives a plurality of data units carrying traffic in a message encoded in accordance with
an application layer protocol for a server. The message comprises payload. The security device analyzes the plurality of data units to
identify the application layer protocol; selects a data extraction algorithm in dependence on the identified application layer protocol;
extracts selected data from the payload, in accordance with one or more tokenizing rules; and forwards selected data to a token en-
coder, to allow the token encoder to store selected data and return at least one token used to identify the selected data. The device re -
ceives from the token encoder, at least one token and replaces the selecting data in the payload with the at least one token to form
modified payload and forming and forwards a modified message comprising the payload data, in place of the message, thereby secur -
ing the original message.



TOKENIZING NETWORK APPLIANCE AND METHOD

[0001]

TECHNICAL FIELD

[0002] This relates to data security and more particularly to computer software and

hardware used to secure network application data, by way of tokenization.

BACKGROUND

[0003] Data security has become critical in modern computing and networking.
Two known way of securing data are data encryption and tokenization.

[0004] Encryption aims to secure data in its place, and tokenization removes the
data from the system and replaces it with an alternate (token) value.

[0005] Off the shelf encryption and tokenization solutions are often not sufficient for

use by many organizations.

[0006] Implementing custom encryption or tokenization, however, often requires
significant changes to existing computer systems and software. These changes require
development, testing, planning and implementation, which can be expensive and can
introduce software bugs. As a result of this risk and cost, many organizations choose

not to implement.

[0007] Accordingly, methods, software and devices for securing computer data

are desirable.

SUMMARY
[0008] Network security devices, methods and software are disclosed.

Date recue / Date received 2021-11-01



[0009] In one embodiment, there is provided a method of operating a network
security device comprising at least one processor, said method comprising at said
security device: intercepting a plurality of protocol data units carrying traffic in a
message encoded in accordance with an application layer protocol and having a
destination address different from said security device, said message comprising
payload, analyzing using said at least one processor said plurality of protocol data
units to identify the application layer protocol in accordance with which said
message is encoded; selecting using said at least one processor a data extraction
algorithm in dependence on the identified application layer protocol in accordance
with which said message is encoded; extracting using said at least one processor
selected data from said payload, in accordance with one or more tokenizing rules;
forwarding said selected data to a token encoder, to allow said token encoder to
store said selected data and return at least one token used to identify said selected
data; receiving from said token encoder, said at least one token; replacing using
said at least one processor said selected data in said payload with said at least one
token to form modified payload; forming using said at least one processor a
modified message comprising said payload data in at least one modified data unit
said at least one modified data unit further including said destination address;
forwarding said modified message with said destination address to a downstream

network node, in place of said message.

[0009a] In another embodiment, there is provided a method of operating a
network interconnected security device interposed between a computing device and
a server, said network interconnected security device comprising at least one
processor, said method comprising, at said security device: intercepting a request
message to be exchanged between said computing device and said server, said
request message comprising request payload data, and an address of said server;
applying using said at least one processor, tokenization rules to said request
payload data to extract sensitive data from said request message and forward said
sensitive data to a token encoder, to allow said token encoder to store said sensitive
data and return at least one token used to identify said sensitive data; receiving from

Date recue / Date received 2021-11-01



said token encoder said at least one token; replacing using said at least one
processor, said sensitive data in said payload of said request message with said at
least one token to form modified payload; forming using said processor, a modified
message comprising said payload as modified, and said address of said server;
providing said modified request message to said server; receiving from said server a
response message, said response message provided by said server in response to
said modified request message, and comprising response payload data and a
network address of said computing device; applying using said at least one
processor de-tokenization rules to payload data of said response message to
identify at least one token within said response message; retrieving from said token
encoder data stored in association with said at least one token in said response
message; replacing using said at least one processor said at least one token in said
response payload data with said data as retrieved; forming using said at least one
processor a modified response message comprising said response message
payload as modified, and said network address of said computing device; providing
said modified response message to said computing device.

[0009b] In another embodiment, there is provided a non-transitory computer
readable medium storing computer executable instructions for execution by a
computing device to carry out the method disclosed herein.

[0009c] In another embodiment, there is provided a computing device comprising
computer readable memory for execution by the computing device to carry out the
method disclosed herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] In the figures which illustrate example embodiments,

[0011] FIG. 1 is a schematic block diagram of a computing environment, exemplary

of an embodiment of the present invention,;

2a
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[0012] FIG. 2 is a schematic block diagram of a portion of the computing
environment of FIG. 1, depicting message flow between an end user and a service
provider;

[0013] FIG. 3 is a block diagram of software units at a security device of FIG. 1;

[0014] FIG. 4 is a listing of pseudo code representing used in protocol

analysis/identification at a security device of FIG. 1;

2b
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[0015] FIGS. 5A-5B are pseudo code illustrating example transformation and
tokenization rules in processing a network request between devices of FIG. 1,

[0016] FIGS. 6A-6B are pseudo code illustrating example transformation and de-
tokenization rules in processing a network response between devices of FIG. 1;

[0017] FIG. 7 is a flow diagram illustrating example connections from across

computing environment;

[0018] FIG. 8 is a flow chart of the handling of a request at the security device of
FIG. 1; '

[0019] FIGS. 9A-9B are a flow chart of the handling of a response at the security
device of FIG. 1;

[0020] FIG. 10 is a flow chart illustrating tokenization at the security device of FIG.
1;

[0021] FIG. 11 is a flow chart illustrating tokenization at the security device of FIG.
1; and

[0022] FIGS. 12-14 are flow charts illustrating data vaulting operation between the
security device of FIG. 1, and a data vaulting and tokenization server of FIG. 1.

DETAILED DESCRIPTION

[0023] FIG. 1 is a schematic block diagram of a computing environment 10,
exemplary of an embodiment of the present invention. Computing environment 10
includes one or more end-user computing devices 14, one or more of servers 50, and
one or more security devices 24, exemplary of embodiments of the present invention.

Environment 10 further includes at least one data vaulting and tokenization server 36.

[0024] Computing device 14 is coupled to security device 24 by way of computer

network 4. Security device 24 is coupled to server 50 by way of computer network 6.
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Security device 24 is further coupled to data vauiting and tokenization server 36 by

way of computer network 5.

[0025] Network 4 used to connect computing device 14 to security device 24 may
or may not be the same as network 6, which may or may not be the same as network
5, which is used to connect the security device 24 to the server 50. Security device 24
and data vaulting and tokenization server 36 are coupled by way of network 5.
Network 5 may or may not be the same network as network 4 and/or network 6. Each
of networks 4, 5 and 6 may include one or more wireless and/or wired communication
systems; one or more private intranet systems and/or public internet system; and/or
one or more local area networks (LAN) and/or wide area networks (WAN). Optionally,
VPN tunnels or other secured connections may be established across networks 4, 5
and 6.

[0026] Security device 24 may be embodied in one or more devices providing one
or more network addresses that may or may not be load balanced providing scalability
and failover. Multiple such devices (not specifically illustrated) — like security device
24 — may be placed at multiple geographic locations. Security device 24, data vaulting
and tokenization server 36, computing device 14 and server 50 can all be located in a
single geographic location, all in different locations, or any combination of locations.
As will become apparent, typically, data vaulting and tokenization server 36 is
geographically removed from server 50, so that sensitive data need not be stored at

server 50.

[0027] Each of security devices 24, data vaulting and tokenization server 36,
computing device 14 and server 50 may be a conventional computing device (e.g.
personal computer, computer server; embedded device; or the like). Possibly, one or
more of these could be a cable box, satellite receiver, television, home entertainment
system, or a portable computing device - cell phone, smart phone, tablet, gaming
system, laptop, and/or a fixed computing device other home or office computing

equipment or any other device that contains a computing core).
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[0028] Each computing device includes a computing core 8, persistent computer
readable memory — including a suitable combination of random access memory, read-
only memory, and the like - and one or more network interfaces 18, 19, 26, 27, 28, 38
and 39 interconnecting devices 14, 24, 50 and data vauiting and tokenization server
36 to networks 4, 5 and 6. Each of interfaces 18, 19, 26, 27, 28, 38 and 39 includes
software and/or hardware to support one or more communication links via the
networks 4, 5 and 6 and/or directly. For example, interfaces 19 support a
communication link (wired, wireless, direct, via LAN, via the network 4, etc) between
security device 24 and server 50. As another example security device 24 interface 18
supports a plurality of communication links via the network 4 between service

consumer 14 and security device 24.

[0029] Computing device 14, may store suitable software in its memory for
execution ~ to create process 15 - and to use interface 18 to initiate a network
connection to security device 24. Computing device 14 may be a conventional end-
user computing device hosting and executing a conventional operating system and
network application, such as an internet browser. Computing device 14 may for
example, be a Windows based computing device, a Unix/Linux based computing
device, an Apple computing device, a smart phone (e.g. Android, or iIOS based), or
any other suitable computing device. Computing device 14 may further host and
execute a web browser, such as Safari, Firefox, Microsoft Explorer, or the like, and/or

other network aware software, such as a SMTP mail client, FTP client, or the like.

[0030] Security dévice 24 accepts network connections from network 4 using
interface 38. Interface 38 may listen for and accept connections on addresses and
ports that have been pre-configured, in a conventional manner. These connections

can, for example, be any internet or trahsport layer (e.g TCP).

[0031] As will be apparent, a network connection is established before the
exchange of data. Once established the connection may be used to exchange data (in
the form of protocol data units). Requests/responses are exchanged over a single or

multiple connections. For example, an HTTP transmission may request a protocol unit
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request for a GET, followed by an HTML response where the entire transmission
operates on TCP. In yet another example a syslog protocol unit is receive and
transmitted to a server using UDP, where the response is simply the

acknowledgement of the bytes leaving the security appliance interface.

[0032] As will be appreciated, binary data is typically provided to interface 38 in
protocol data units (PDUs) — that may be compliant with one or more suitable network
protocols — e.g. IP packets, over a connection. PDUs received by way of interface 38
at security device 24 are passed to processing unit 25.

[0033] Processing unit 25, in turn, may under software control decode the
PDuUs/binary data, apply any desired transformation, and execute any security
processing to remove sensitive data from the PDUs and replaced it with substitute

data or tokens, as described below.

[0034] Data vaulting and tokenization server 36, also includes a standard
computing core 8 — including processor and persistent storage memory - and runs
vault processing software 37, which provides data tokenization and data vaulting
capability. Vault processing software 37 may include a collection of interfaces to
allow the generation of data tokens, and the storage of sensitive data and additional
data. As well, vault processing software 37 may be in communication with a data
store that may, for example, take the form of a database engine, and suitable
database, to allow for storage of tokens, sensitive data and additional data. Other
suitable data stores will be known to those of ordinary skill. The data store allows for
the storage and retrieval of data provided to data vaulting and tokenization server 36.
Stored data may be encrypted. The data store may be local to tokenization server 36

or physically and/or geographically remote therefrom.

[0035] In particular, data vaulting and tokenization server 36 may receive sensitive
data and additional data (including metadata) and by way of interface 27 and store it in
association with an arbitrary token identifying the sensitive data and additional data.
The token may generated by data vaulting and tokenization server 36 and provided to

the provider of the data. Conversely, stored data may be retrieved by providing a

6
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token to data vaulting and tokenization server 36 in order to retrieve the stored data

- associated with the provided token. Vault processing software 37 provides persistent
storage of the tokens, the metadata and the secure values, so that the security device
24, as well as any other device capable and authorized to use data vaulting and

tokenization server 36 can access tokens, secure data and metadata.

[0036] For example, data vaulting and tokenization server 36 has the ability to
generate token values using a named pattern such as payment card (e.g. credit or
debit card, loyalty card, or the like), or by using a pattern or string representing the
format that the token should follow. For example, data vaulting and tokenization
server 36 may accept a request for a unique token given a format string “45##-#iH#-
###L-1234" where the returned token will be generated to start with “45”, and with
“12347, ihe “#” characters will be replaced with a numeric value, and the “L” will be a
value generated such that the new token will pass a Luhn check, and the given
returned value is unique across all stored values in data vaulting and tokenization

server 36.

[0037] Data vaulting and tokenization server 36, in addition to storing the original
secured value, has the capability to store additional data in its data store in association
with the token, and sensitive data. The additional data may include any value
including but not limited to strings, dates, numbers, and masked presentations of the
sensitive data. For example, if data vaulting and tokenization server 36 is used to
store credit card data, and generated tokens follows a payment card format, then in
addition to the original secure credit card number, a masked (or obfuscated)
representation of the original card number may be stored where all but the last 4 digits
have been replaced with an ‘X’. The additional data may be generated remotely from

data vaulting and tokenization server 36, and provided thereto.

[0038] FIG. 2 depicts the interposition of security device 24 between computing
device 14 and server 50. As illustrated, security device 24 is logically placed between
computing device 14 and server 50, so that connections with server 50>pass through
security device 24. Security device 24 may, for example, be configured to be
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transparent to both computing device 14 and server 50, or can be deployed by altering
computing device 14 to use a different address or locator for server 560. For example,
security device 24 can be configured with a DNS name that was previously assigned
to server 50, so that computing device 14 will contact security device 24 instead of the
server 50 without having been altered or reconfigured. Alternatively, security device
24 may form part of a router or proxy on network 4, used by computing device 14 to

communicate over network 4.

[0039] In any event, security device 24 operates in such a way that connections
from computing device 14 to server 50 pass transparently through security device 24
to server 50, allowing requests and responses to be modified at security device 24,
while allowing connections between computing device 14 and servér 50 to appear as

direct connections to both computing device 14 and server 50.

[0040] For example, security device 24 can be configured to “spoof” the IP address
of computing device 14 that initiated the connection, so that access logs and security
functions on server 50 will continue to function as before security device 24 was

installed.

[0041] FIG. 3 shows a functional block diagram of a processing unit 25 as provided
by the security device 24, executing exemplary software. As illustrated, processing
unit 25 executes one or more network transport layer component 120, 125 (e.g.
protocol stacks); a protocol analysis components 124; and one or more data
extraction/replacement handlers 122. Each data extraction/replacement handler 122
may further include one or more data transformation rules 121 and one or more data

tokenizing rules 123a and data de-tokenizing rules 123b.

[0042] Processing unit 25 operates on connections through security device 24.
Each connection and requests and responses carried over the connection may be
individually processed as described herein. Processing unit 256 may support any
number of concurrent connections to provide computing device 14 secured access to
one more servers — such as example server 50. For example, a connection may

provide computing device 14 access to a billing web site, where multiple servers (not

8
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specifically illustrated) - like server 50 - exist to provide this billing web site, and
security device 24 may, for this defined connection, distributing computing device 14

connections across the available service providers 50 using load balancing.

[0043] As will be described in gre'ater detail below, processing unit 25 of security
device 24 under software control analyzes data units received from computing device
24, to identify the application layer protocol used by in a connection to server 50 by an
application at computing device 24. The application layer protocol may for example,
be the HTTP(s), XML, SMTP, Telnet, FTP, POP, SPDY, WebSockets, IMAP, NNTP,
IRC Telnet, SSH, FTP, SFTP, LDAP, LDAPS, NFS, SMB, MSSQL, MYSQL or the like.

Other application layer protocols will be known to those of ordinary skill.

[0044] Security device 24 supports a plurality of transport layers through transport
layer components 120 and 125. Each transport layer component 120, 125 is a
hardware and/or software components that accepts network connections to/from other
network interconnected devices — for example from interface 38 of device 14 or
interface 19 of server 50, and may include a conventional protocol stack, or portion
thereof. For example, a connection may be a TCP/IP connection transmitting HTML
over HTTPS. Transport layer component 120 will handle the TCP/IP connection and
the HTTP commands. Another connection may be a TCP/IP connection using a SQL
Client/Server protocol, and transport layer component 120 will handle the TCP/IP
connection (data extraction handler 122 may decode SQL Client/Server protocol

details, as detailed below).

[0045] Security device 24 hosts a plurality of decoding/encoding handlers 122, with
each decoding/encoding handler 122 designed for a designated application layer
protocol, as identified by protocol analysis component 124. Each decoding/encoding
handler 122 is capable of receiving binary data and decoding the data to allow the
results can be interpreted in a meaningful way facilitating transformations,
modifications, substitutions and other processing of the data, by way of data
transformation rules 121, data tokenizing rules 123a and data de-tokenizing rules

123b. Decoding/encoding handler 122 may also be capable of encoding data into a
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binary representation so that the data can be transmitted using a transport layer

component 125, different from the transport layer component 120 on which the data

was received.

[0046] An example of a data extraction/replacement handler 122 is an HTML
extraction/replacement handler, where this HTML handler is able to read the binary
data from the transport layer component 120, interpret it as HTML and convert it into a
DOM representation of the HTML page such that individual elements may be selected
from the page, to allow conversion of the DOM representation back into a binary
format. Yet another example of a extraction/replacement handler 122 would be a SQL
decoder/encoder, where the decoder is capable of converting the binary stream into
the SQL protocol objects, and then re-encode these objects back into binary format,
where the protocol objects support selecting and modifying data such as field values,

parameters, query text and other values.

[0047] Individual data transformation rules 121 and data tokenizing/de-tokenizing
rules 123a/123b within data extraction/replacement handler 122 may further transform
decoded data and tokenize (or de-tokenize) portions of the data. Security device 24
hosts a plurality of such tokenizing/de-tokenizing rules 123a/123b and data
transformation rules 121 — that are connection and application layer protocol specific.
That is, tokenizing/de-tokenizing rules 123a/123b and data transformation rules 121
may be specific to each connection, and may be programmed by an administrator with
knowledge of the connections provided by server 50. Data tokenizing/de-tokenizing
rules 123a/123b and data transformation rules 121 may thus be specific to the very
data that is being provided from/to server 50. For example, in the case of HTTP
connections to server 50, data tokenizing/de-tokenizing rules 123a/123b and data
transformation rules 121 may be specific to each HTML or similar page provided by

server 50.

[0048] Each of data tokenizing/de-tokenizing rules 123a/123b and data
transformation rules 121 is configured with a plurality of conditions that define when

the respective rule should be applied. These conditions may use any details of the

10
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results of the decoded data, the transport layer, connection related details, or any
other programmatically defined condition capable of being evaluated at processor 25.
A transformation rule 121 will, when invoked, alter payload déta, returning altered
payload data, allowing other transformation rules 121 to be applied, as welt as allowing

the result to be passed to tokenizing/de-tokenizing rule 123a/123b.

[0049] An example of a transformation rule 121 modifies HTTP headers for a
service provider request to add information about security device 24, as well as to
remove headers from a server 50 response to, for example, improve the security of a
service by removing identifying informatipn about the service provider operating server
50. Yet another example of a transformation rule 121 is a compression algorithm,
configured to be executed if computing device 14 indicates in the request headers that
compression can be accepted. The compression algorithm may compress the
response data from the server 50 resulting in a smaller and therefore faster

transmission.

[0050] Security device 24 similarly supports a plurality of tokenizing/de-tokenizing
rules 123a/123b, where each tokenizing/de-tokenizing rule 123a/123b is capable of
processing the result returned from a data transformation rule or tokenizing rule to
make a modification to the structure and or content of payload data before it is
transmitted to server 50 or computing device 14. Again, each tokenizing/de-tokenizing
rule 123a/123b may be configured with a plurality of conditions that define when the
rule is to be applied, where these conditions may use any details of the payload data,
the transport layer, connection related details, or any other programmatically defined

condition that may be evaluated.

[0051] An example of a transformation tokenizing rule 123a is an HTML tokenizing
rule, which when invoked will locate an HTML element containing data of certain type -
such as, for example, a secured element in the form of a credit card number inside of
an HTML document - using a locator such as the 1D, and will replace the element with
a token substitute value, to form a modified document that no longer contains the

secure data.” Yet another example of a tokenizing rule 123a is a SQL tabular data

11



stream processor, which when invoked will replace a specific field in a resulting data
stream, for each row of data in the stream, altering the value from a token substitute
value back to the original secured value, where the expected value of the field is a
social insurance number, and the database has returned a result set containing a field

for social insurance number that currently contains a substitute token.

[0052] Example pseudo code depicting protocol analysis/selection 124 is
illustrated in FIG. 4. Example, pseudo code for transformation rules 121 and
tokenizing/de-tokenizing rule 123a/123b is depicted in FIGS. 5A, 5B, 6A and 6B.

[0053] Operation of security device 24 and interaction with device 14, data
vaulting and tokenization server 36 and server 50 are detailed in the sequence flow of
FIG. 7, and flow charts in FIGS. 8-14.

[0054] Computing device 14 initiates a connection request to security device 24.
The connection request and data is first verified by the transport layer component 120
to ensure that the request is valid both from contents, as well as using a configured set
of validation rules that may include other technical or business restrictions such as IP
address, or computing device 14 restrictions. For example, security device 24 can be

configured to only accept connection from a specific IP address.

[0055] Once the connection has been verified processing unit 25 may allocate
a session. The connection is now established by way of security device 24 (over
interface 38), that intercepts PDUs to be transmit over the connection. Typically
connections transport one or more requests and responses. A connection may
remain open until closed, or time-out. Context data may be stored for the duration
of the connection, and can include data and state information related to the

connection, data or state.

[0056] The request will then be processed, including request decoding,
transformation and tokenization. This may or may not include token retrieval calls to

vaulting and tokenization server 36, as detailed below. Processing of the request may
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also involve storing data (e.g. context information) in the vaulting and tokenization

device 36.

[0057] As illustrated in FIG.7, an end user computing device 14 initiates the
network connection with server 50 by providing a request which is processed at server
24 in blocks $161-5182, depicted in FIG. 8.

[0068] As illustrated, the request for a connection and associated PDUs is received
in block $162. In block $164 processor 25 executing protocol analysis/selection block

124, identifies the application layer protocol associated with the request.

[0059] In an embodiment, the application layer protocol may be identified by port
number. For example, interface 18 of security device 24 may be configured to accept
connections on all its address on an IP port — (e.g. port 443), where the port identifies
the HTTP protocol, with SSL enabled. An associated data extraction algorithm may
cause device 24 to decode and encode HTTP communications, specifically processing
HTML content. As another example interface 38 may be configured to accept TCP/IP
connections on port 3306 for the purposes of processing MySQL database

communications.

[0060] FIG. 4 depicts pseudo code 220 used to as part of protocol analysis

component 124 to identify a specific application layer protocol, where the example
code 220 identifies an HTTP connection. As will be appreciated, protocol analysis
component 124 may further include code to identify other specific application layer

protocols.

[0061] Code 220 defines the connection as using HTTP, such that all encoding and
decoding services will process using the HTTP protocol. The transport layer is defined
by specifying a plurality of listen instructions defining an address and port to allow
connections to on interface 38. Code 220 further includes a service provider
definition, where a plurality of service providers 50 are deﬁned, as well as instructions

on selection of service provider should multiple exist
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[0062] Once the application layer protocol has been identified in block $164 (FIG.
8), device 24 select one of a plurality of data extraction algorithms 122 at device 24 in

block $165 in dependence on the identified application layer protocol.

[0063] The selected data extraction algorithm 122 may then decode payload data
in the request message in block $167.

[0064] For example, if the connection transports an HTTP post message, then all of
the data may be retrieved in order to support constructing the HTML DOM model to
facilitate parameter replacement. In yet another example the connection is an upload
of a binary document, where the data will be streamed in chunks of a previously
defined size to limit memory requirements on the security device, where the binary

document does not have any configured transformations or processing.

[0065] The decoded data may then be transformed by data transformation rules
121 in blocks $166 and $168, and tokenizing rules 123a in blocks $170 and $172.

[0066] More particularly, each of the transformation rules 121 may be sequentially
applied to the payload of the message in blocks $166 and $168. The results of one
transformation rule 121 may thus be passed to the next transformation rule 121, so
that multiple transformation rules 121 have cumulative effect on the payload. For
example, if a transformation has been configured to add a specific header as well as to
rewrite a cookie value, then a modified message will be passed to the transformation
to have the header added, and a modified message with additional header will then be

passed to the cookie rewrite transformation.

[0067] The modified message resulting from transformation rules 121, will then be

further modified by tokenization rules 123a.

[0068] In particular, selected payload data may be selected in accordance with the
tokenizing rules 123a. For example, personal information (e.g. names, addresses);
payment card information; or the like may be extracted from HTTP, SMTP, or similar
messages. Once extracted, the data may be forwarded to data vaulting and
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tokenization server 36, which acts as a token encoder and stores the provided data to
security device 24 in block $172 and returns at least one token used to identify and
later retrieve the provided data, now stored at data vaulting and tokenization server 36.
Once the token has been received from token encoder 26, security processing unit 25
may replace the selected data in the payload with the at least one token, also in block
8172, to form modified payload. A modified message comprising the overhead and
the payload data may be formed at unit 25 and forwarded to a downstream network

node - such as server 50 - in place of the intercepted message, in block $178.

[0069] As part of tokenization by security device 24, sensitive data may be
removed from the payload data and replaced with substitute token values. For
example an HTML page may be configured such that if the page name contains
“accountinfo.html”, and a field “CreditCardNo” exists, that this user-supplied secure
value be removed from the data, and replaced with a substitute token value. As
detailed below, the token value may be stored along with the sensitive data it replaces

in an alternate data vaulting and tokenization server 36.

[0070] Prior to dispatching the modified message, it may be suitably encoded in
~ block $176 so that server 50 can receive the modified message and process the
request. The format of the original request may or may not match the encoding of the

request in block 8176 to be sent to server 50.

[0071] FIGS. 5A-5B depict pseudo code example transformation rules 121 and
tokenization rules 123a for requests from computing device 14. Transformation rules
121 and tokenization rules 123a define a plurality of transformations that may be
selectively invoked. For example, as depicted in the configuration example,
transformation rules 121 are configured to add a series of HTTP headers indicating the
original source of computing device 14, and to re-write any cookies in the request to

update the host to be the host of the security device 24.

[0072] In order to provide modified messages to server 50, security processing unit
25 may initiate connections using interface 19 via network 6 to interface 19 on server

50 in order to access services provided by the service 51. The available connections
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to server 50 may be configured as part of the endpoint configuration of interface 18,
such that they are a continuation of the same service. For example, if security device
24 is providing services for HT TP traffic, the connection to server 80 may (although not

necessarily) also use HTTP.

[0073] Server 50 may then receive the modified message on a network connection
from interface 18. Server 50, in turn, may perform processing by of software —
creating, for example, service 51 (e.g. web server, database server, message queue).

[0074] Service 51 from the server 50 may or may not return data in a response to
the request. The response will now be directed to security device 24. If the
connection between server 50 and security device 24 has not been closed (e.g. timed-
out) the response will also be processed by at device 24 by security processing unif 25
in accordance with data transformation rules 121 and data tokenization rules 123b to

produce a modified response.

[0075] In a configuration, any substitute token data in the response may be
replaced with either the original sensitive data or additional or alternate data and

returned to computing device 14.

[0076] Steps performed at device 24 in processing a response are further
exemplified in FIGS. 9A-9B.

[0077] As illustrated, upon receipt of the response by transport layer component
120, the response is decoded by a data extraction/replacement handler 122 for the
application layer used by the response in block $184. Optionally, the relevant
application layer protocol may be analyzed by block 124. Typically, however, the
specific data extraction/replacement handler 122 may be chosen in dependence on
the connection which was initially established by computing device 14. That is,
context data associated with the request (and stored at security device 24) may be

retrieved to be used processing the response processing.
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[0078] Payload data in response PDUs may be received and decoded in $184 as
required for transformation and de-tokenization. The payload data received may be
some or all of the data in the response. For example, if the response is an HTML
document the entire response payload data may be downloaded and processed. If,
however, for example, the response is a binary document the response data may be
only received in fragments and buffered at security device 24 as to reduce the memory

requirements on the security device 24.

[0079] Decoded data in the response may then be transformed by applicable de-
tokenizing rules 123b in blocks $186 and $188, and data transformation rules 121 in
blocks $190 and $192, and .

[0080] In particular, selected payload data may be selected in accordance with the
de-tokenizing rules 123b. For example, a token within the response payload may be
provided to data vaulting and tokenization server 36, in return for data stored at data
vaulting and tokenization server 36. The token within the response message may be
replaced with the returned data, to form a modified response message. As will
become apparent, the returned data may be sensitive data previously extracted from a

request, or addition data stored in association with the token.

[0081] A modified message comprising the overhead and the payload data may
be formed at unit 25 and forwarded toc a downstream network node - such as server 50

- in place of the intercepted message, in block $178.

[0082] FIGS. 6A-6B depict pseudo code exemplifying transformations rules 121
and de-tokenization rules 123b used in processing responses from server 50 at
security device 24. Again, each of the rules may be selectively applied, in reliance on
zero or more processing conditions applied to determine if and when it should be
invoked. As depicted in the example, a transformation rule 121 rewrites the URL on
any response data, such as HTML contents, javascript, styles, etc such that the value
“someother.net” will be replaced with the host name.
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[0083] Again, a plurality of de-tokenizing rules 123b may be applied to the
response, and more particularly the payload data of the response. Each of the rules
may rely on zero or more processing conditions applied to determine if and when it

should be invoked.

[0084] For example, as depicted in the example configuration a de~tokenizing rule
123b may cause vaulted data to be saved when a tokenize request is in progress AND
server 50 responded with a “200” OK response AND the URL does not contain the
word “error”’, AND the response HTML body does not contain an HTML DIV element
with the id “ErrorDiv”. '

[0085] Once the response message has been modified, the modified response
message may be encoded at device 24 in block 8194, and transmitted to computing
device 14 in block $196. The response will typically be encoded into the format the
format that the associated original request was received from computing device 14.
This need not be the same format as the response received from the server 50.

[0086] The encoded response may be transmitted via interface 18, to computing

device 14, where the process flow completes for the response.

[0087] As should now be appreciated, i'hterposition of processing unit 25 in the
connection between device 14 and server 50 allows payload data in communications
between computing device 14 to be secured. Sensitive data is stored at data vaulting
and tokenization server 36, and replaced in request messages with tokens. Tokens in
response data may be replaced with sensitive data retrieved from data vaulting and
tokenization server 36, or a proxy therefor (e.g. additional data). In this way, the
message exchange between device 14 and server 50 over the established connection

need not any provide any sensitive data to server 50.

[0088] For example, a credit card number being submitted from the computing
device 14, via an HTML web page over HTTPS could be rémoved and replaced with a
token substitute value ‘X', where the server 50 would receive the value ‘X’ in place of
the original data. This replacement can be reversed so that in a response received
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from server 50 the substitute token value ‘X’ can be replaced with the original value, so
that an end user at device 14 is again presented with the original credit card number,
or proxy therefore such as Y’. The process is transparent to both computing device

14 and the server 50: neither need be aware of the substitution having taken place.

[0089] Security processing unit 25 uses vault interface 26 to communicate with
data vaulting and tokenization server 36 to, as noted, i) store a plurality of sensitive
data elements and additional data and obtain a benign substitute (aka a “token”), or ii)
provide in return for a token either the original sensitive data or additional data that can
be used depending the parameters used in the call the vault interface. Tokenization,

de-tokenizing and vaulting of data are further detailed in FIGS. 10 to 14.

[0090]. Processing unit 25 may call data vaulting and tokenization server 36, by way
of an application programmer interface (APIl) passing sensitive data — e.g. a credit card
number, customer number, name, expiry date, etc — and additional data. The data
vaulting and tokenization server 36 may return a token substitute that may have
particular characteristics. For example, data vaulting and tokenization server 36 may

generate and return a token that satisfies the Luhn validation checks for a credit card.

[0091] As such, system 10 may be configured to remove credit card numbers from
user input, where the credit card is being supplied to support recurring billing, and the
original system was designed to store these credit card numbers to apply these

recurring charges.

[0092] FIG. 10 depicts steps performed in tokenizing data within an HTML
document, at security device 14. Tokenization may be performed in steps S170 and
$172 (FIG. 8). As illustrated, the HTML document is parsed and analyzed to locate
fields to be secured/tokenized in blocks $212 and $214. Each identified field may be
validated in block $218 to ensure values meet defined criteria. For example, if the |
field to be tokenized represents a credit card number, it may be validated by way of a
Luhn check, and by validating the first digit as a previously defined and allowed value.
If validation passes, as determined in block $220, the value may be passed to vaulting

and tokenization server 36 in block $1200. Vaulting and tokenization server 36 may
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return a token value, and temporarily store the passed value. If validation does not
pass an invalid data value may be generated in block $§222. The field in the HTML
document to be tokenized may be modified by device 24 in block $229, by replacing
the value contained in the original document/message with the token value returned by

vaulting and tokenization server 36 in block $1200.

[0093] Additional processing to the HTML document may be performed in block
$230. '

[0094] Upon receipt of a successful response, as determined in block $234, device
24 may signal a commit message to vaulting and tokenization server 36. Vaulting and
tokenization server 38, in turn, may commit storage of data provided from the
message at vaulting and tokenization server 36 for later retrieval, in block $1300.
Alternatively, discard message may be provided to vaulting and tokenization server 36,
signaling that vaulting and tokenization server 36 should discard temporarily stored

values in the message.

[0095] FIG. 11 depicts steps performed in de-tokenizing data within an HTML
document, at security device 14, for example in blocks $186 and $188 of FIGS. 9A-
9B. As illustrated, HTML document is loaded in block $262, and may also be parsed
to identify tokens contained within the document. Identified tokens (as identified in
blocks $264 and $266) may be uséd to retrieve associated data from vaulting and
tokenization server 36 in block $278 or $276. If a token is to be replaced by its
sensitive data, the sensitive data will be retrieved in block $278. If, on the other hand,
the token is to be replaced by additional data stored by vaulting and tokenization
server 36, then this data is retrieved in block $278. The retrieved data is used to
replace the token in the HTML document in block $279. If the response is the result of
server 50 returning an error message, as determined in block 8270, field may be

repopulated using context data stored at server 24, if available.

[0096] Data may be saved in vaulting and tokenization server 36, as illustrated in
FIG. 12. As illustrated, in block $224 device 24 requests a token in block $224, by

providing a suitable message to vaulting and tokenization server 36. Vaulting and
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tokenization server 36 may respond by providing the token in block $1204, which is
received in block $225. In block $12086, data to be stored in association with the token
may be assembled for provision to vaulting and tokenization server 36 in block S121 3.
Data to be stored may, for example, include sensitive data, additional data, and
metadata. The provided data may at vaulting and tokenization server 36 in block
$1214 and $1216, for storage in a data store at vaulting and tokenization server 36
after optional receipt of a commit messége as describe below. It may also optionally
be encrypted. In block $1218, vaulting and tokenization server 36 may provide a
completion message to device 24 that is received in block $1220.

[0097] Data commit and delete may be initiated by device 24 as illustrated in FIG.
13, respectively. As illustrated, data commit or deletion of data previously provided to
vaulting and tokenization server may be committed or deleted by server 24, by
identifying the data/token and providing an appropriate message through an API call in
block $1304 to vaulting and tokenization server 36. Vaulting and tokenization server
36, in response may commit or delete the token and associated data as identified in
block $1306. As a result of the commit, the token and associated data may be
persistently stored in a database at vaulting and tokenization server 38, for later
retrieval and use. Likewise, as a result of a delete message, the token and associated
data may be deleted from the data store at vaulting and tokenization server 36.
Commit/delete may be acknowledged to security device 24 by vaulting and
tokenization server 36. Acknowledgement may be received by security device 24 in
block $1308.

[0098] Data may be retrieved from vaulting and tokenization server 36 by security
device 24, as illustrated in FIG. 14. As illustrated, in block $1502 an identified token
may be extracted from payload data. The token in a suitable message may be
provided to vaulting and tokenization server 36 in block $1504, by way of an AP call.
Vaulting and tokenization server 36 may respond by providing the associated data in
block $1510, after optional decryption in block S1508. The data may be received at
device 24 in block §1512, where desired data may be parsed in block $1514, and

substituted for the provided token in the document.
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[0099] Conveniently, device 24 allows system administrators to remove sensitive
data from server 50, without any changes having been made to server 50, regardless
of the location of server 50. Removal and replacement of sensitive data takes' place
at the outer most edges of the existing system boundaries, as close to the users
and/or back end processes (i.e. payment card processes). Removal and further
storage of sensitive data takes place in an alternate and specifically designed and
vaulting and tokenization server 36. Configuration and subsequent install of device 24
may be simple and fast, and allows administrators to quickly and easily adhere with

regulatory and best practices for security of data with little risk or cost.

[00100] Of course, the above described embodiments are intended to be
illustrative only and in no way limiting. The described embodiments are susceptible to
many modifications of form, arrangement of parts, details and order of operation. The
invention is intended to encompass all such modification within its scope, as defined

by the claims.
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WHAT IS CLAIMED IS:

1. A method of operating a network security device comprising at least one processor,

said method comprising at said security device:

intercepting a plurality of protocol data units carrying traffic in a message
encoded in accordance with an application layer protocol and having a
destination address different from said security device, said message comprising

payload;

analyzing using said at least one processor said plurality of protocol data units to
identify the application layer protocol in accordance with which said message is

encoded;

selecting using said at least one processor a data extraction algorithm in
dependence on the identified application layer protocol in accordance with which

said message is encoded;

extracting using said at least one processor selected data from said payload, in

accordance with one or more tokenizing rules;

forwarding said selected data to a token encoder, to allow said token encoder to
store said selected data and return at least one token used to identify said

selected data;
receiving from said token encoder, said at least one token;

replacing using said at least one processor said selected data in said payload

with said at least one token to form modified payload;

forming using said at least one processor a modified message comprising said
payload data in at least one modified data unit said at least one modified data
unit further including said destination address;
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forwarding said modified message with said destination address to a downstream

network node, in place of said message.

2. A method of operating a network interconnected security device interposed between
a computing device and a server, said network interconnected security device

comprising at least one processor, said method comprising, at said security device:

intercepting a request message to be exchanged between said computing device
and said server, said request message comprising request payload data, and an
address of said server;

applying using said at least one processor, tokenization rules to said request
payload data to extract sensitive data from said request message and forward
said sensitive data to a token encoder, to allow said token encoder to store said

sensitive data and return at least one token used to identify said sensitive data;
receiving from said token encoder said at least one token;

replacing using said at least one processor, said sensitive data in said payload of

said request message with said at least one token to form modified payload,;

forming using said processor, a modified message comprising said payload as

modified, and said address of said server;
providing said modified request message to said server;

receiving from said server a response message, said response message
provided by said server in response to said modified request message, and
comprising response payload data and a network address of said computing

device;

applying using said at least one processor de-tokenization rules to payload data
of said response message to identify at least one token within said response

message,
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retrieving from said token encoder data stored in association with said at least

one token in said response message;

replacing using said at least one processor said at least one token in said

response payload data with said data as retrieved;

forming using said at least one processor a modified response message
comprising said response message payload as modified, and said network
address of said computing device;

providing said modified response message to said computing device.

3. The method of claim 2, wherein said request message and response message are
HTML messages.

4. The method of claim 2, further comprising forwarding additional data associated with

said sensitive data to said token encoder for storage.

5. The method of claim 3, wherein said additional data comprises a partially obfuscated

version of said sensitive data.

6. The method of claim 2, wherein said sensitive data comprises a credit card number.

7. The method of claim 2, wherein said at least one token is a numeric token that

satisfies Luhn formula.
8. A non-transitory computer readable medium storing computer executable
instructions for execution by a computing device to carry out the method of any one of

clams 1to7.

9. Computing device comprising computer readable memory for execution by the

computing device to carry out the method of any one of claims 1 to 7.
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10. The method of claim 1, wherein said security device comprises one of a router and

a network proxy.

11. The method of claim 2, wherein said security device comprises one of a router and

a network proxy.

12. The method of claim 2, further comprising retrieving context data associated with

the request message to process the response message.
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