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(57) Abstract: Example techniques and systems may transmit provi-
sioning information to respective computing devices for self-provi-
sioning of each of the respective computing devices. In one example,
a technique may include receiving, by a first computing device, ac-
count information for a plurality of users and sensing, with the first
computing device, a second computing device in wireless commu-
nication range of the first computing device. Responsive to sensing
the second computing device, the method may also include transmit-
ting, by the first computing device and via wireless device-to-device
communication, provisioning information from the first computing
device to the second computing device. The provisioning informa-
tion may include instructions for the second computing device to
self-provision with a user account associated with one or more of the
plurality of users.
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PROVISIONING A PLURALITY OF COMPUTING DEVICES

BACKGROUND

[0001] Computing devices may be configured to execute a variety of different
applications (e.g., software programs). Before a computing device can execute any
application, the computing device may need to install different applications. This process
may be described as provisioning the computing device. The provisioning process may
involve installing applications or otherwise preparing the computing device to a state in
which it can be handed-off to an end user for one or more specific uses or functions. For
example, an administrator may interact with the user interface of the computing device
such that the computing device receives instructions to download and/or install the
applications intended for the end user. Each computing device to be provisioned may
receive similar user input from the administrator and install the selected applications as

indicated by the user input.

SUMMARY

[0002] In one example, a method includes receiving, by a first computing device, account
information for a plurality of users, sensing, by the first computing device, a second
computing device in wireless communication range of the first computing device, and
responsive to sensing the second computing device, transmitting, by the first computing
device and via wireless device-to-device communication, provisioning information to the
second computing device, wherein the provisioning information includes instructions for
the second computing device to automatically configure itself, via a network, with one or
more applications of a user account associated with one or more of the plurality of users.
[0003] In another example, a computing device includes one or more processors
configured to receive account information for a plurality of users, sense a user computing
device in wireless communication range of the computing device, and responsive to
sensing the user computing device, transmit, via wireless device-to-device
communication, provisioning information to the user computing device, wherein the
provisioning information includes instructions for the user computing device to
automatically configure itself, via a network, with one or more applications of a user

account associated with one or more of the plurality of users.
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[0004] In an additional example, a computer-readable storage medium comprising
instructions that, when executed, configure one or more processors of a computing device
to receive account information for a plurality of users, sense a user computing device in
wireless communication range of the computing device, and responsive to sensing the
user computing device, transmit, via wireless device-to-device communication,
provisioning information to the user computing device, wherein the provisioning
information includes instructions for the user computing device to automatically
configure itself, via a network, with one or more applications of a user account associated
with one or more of the plurality of users.

[0005] In an additional example, a method includes sensing, by a first computing device,
a second computing device in wireless communication range of the first computing
device and, responsive to sensing the second computing device, transmitting, by the first
computing device and via wireless device-to-device communication, provisioning
information to the second computing device. The provisioning information may include
network credentials that allow the second computing device to access a network, one or
more setting values that limit a respective function of the second computing device, an
administrator password, and instructions for the second computing device to
automatically configure itself, via the network, with at least one application for use by a

user.

BRIEF DESCRIPTION OF DRAWINGS

[0006] FIG. 1 is a conceptual diagram illustrating an example computing device that is
configured to transmit, via wireless device-to-device communication, provisioning
information to respective user devices, in accordance with one or more aspects of the
present disclosure.

[0007] FIG. 2 is a block diagram of the example computing device of FIG. 1.

[0008] FIG. 3 is a block diagram of an example user device of FIG. 1.

[0009] FIG. 4 is a flow diagram illustrating an example process for transmitting
provisioning information to one or more user devices.

[0010] FIG. 5 is a flow diagram illustrating an example process for transmitting
provisioning information to one or more user devices using optical codes.

[0011] FIG. 6 is a flow diagram illustrating an example process for receiving, by a user

device, provisioning information to self-provisioning the user device.
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DETAILED DESCRIPTION

[0012] The disclosure describes examples of transmitting provisioning information to
respective computing devices for self-provisioning of each of the respective computing
devices. Before a computing device is ready for use by an end-user (e.g., a user of the
computing device), the computing device may need to be provisioned, or set-up, with
various software applications, values for various settings or configuration parameters, and
any other user-specific information that is required for or facilitates use of the computing
device. Typically, a person may need to manually interact with a user interface of the
computing device to provide input to the computing device such that the computing
device installs applications, sets values for various settings, or performs any other
functions in response to the user input during the provisioning process.

[0013] This manual process of provisioning the computing device may be problematic for
large entities (e.g., schools, businesses, or other organizations) for which dozens,
hundreds, or even thousands of computing devices need to be provisioned for use by
respective users (e.g., students or employees). Although each of the users can receive
their respective non-provisioned computing device and perform the manual provisioning
process themselves, this option may result in the computing device being improperly
provisioned, extensive set-up time required by each user, and the user may have control
over the computing device instead of the entity. Moreover, the user-based provisioning
process may be impractical for technologically-novice users and small children. In some
cases, an information technology (IT) professional of the entity may provision each of the
computing devices, but this manual provisioning process may be inefficient and too time
consuming for a practical solution.

[0014] As described herein, the provisioning process for user computing devices (e.g.,
mobile computing devices such as smartphones or tablet computers, notebook computers,
or desktop computers) may be at least partially automated such that an administrator
computing device transmits provisioning information (e.g., unique provisioning
information or generic provisioning information) to the respective user computing device
via device-to-device communication. For example, an administrator may physically place
the user computing device within the wireless communication range of the administrator
computing device (e.g., back-to-back for near-field communication). In response to

receiving the provisioning information, each of the user computing devices may
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automatically connect to a network, retrieve information (e.g., software applications,
values for various settings, etc.) associated with a user account indicated by the
provisioning information, and otherwise set-up the user computing device for use by one
or more users associated with the user account. In this manner, each of the user
computing devices may be provisioned for respective user accounts by passing each user
computing device in proximity with the administrator device, without a user needing to
physically touch or manually interact with the user interface of each user computing
device. In other examples, the provisioning information may be generic to each user
device such that a user account is added to each user device by the user or other later
time.

[0015] In some examples, the administrator computing device may generate the unique
provisioning information for the user accounts of each of the plurality of users. The
unique provisioning information may indicate or include a user account associated with
cach of the users. The user account may be a unique portion of the provisioning
information for each user computing device. In addition, the unique provisioning
information for many users may include some common information. For example, the
provisioning information may identify or include network credentials that allow the user
computing device to recognize and/or access a network to complete the provisioning
process.

[0016] In one example, the administrator computing device may transmit the unique
provisioning information via near-field communication (NFC). In response to sensing a
user computing device, the administrator computing device may transmit the unique
provisioning information via NFC to a user computing device. The unique provisioning
information may be a packet of data that is transmitted quickly, such as less than a minute
or only a few seconds). In response to receiving the unique provisioning information, the
user computing device may use the unique provisioning information to connect to a
wireless network and retrieve applications, setting values, or any other information
related to one or more accounts identified by the unique provisioning information. After
transmitting the unique provisioning information, the administrator computing device
may seclect the next unique provisioning information and sense for another user
computing device to which the administrator computing device will transmit the next
unique provisioning information.

[0017] In another example, the administrator computing device may transmit the unique

provisioning information via visual representations of the data (e.g., one-dimensional bar
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codes, two-dimensional bar codes such as QR codes, etc.). In response to sensing a user
computing device, the administrator computing device transmit the unique provisioning
information by presenting one or more visual representations of the unique provisioning
information at a display device of the administrator computing device. The user
computing device may use an optical sensor (¢.g., a camera) to obtain an image of the
visual representation and the unique provisioning information. In some examples, the
user computing device may, in response to obtaining the image of the visual
representation and the unique provisioning information, present a visual representation of
a confirmation that the unique provisioning information was received.

[0018] One or more aspects of the disclosure may be operable only when a user has
explicitly enabled such functionality. For example, an administrator computing device
may only obtain account information and/or transmit provisioning information in the
instance where an administrator and/or the respective users have explicitly consented to
the use of such data. In addition, account information may only be transmitted between
computing device only when the users/owner of such account has consented to such
transmission or use of the data. In this manner, each user may control any and all of data
collection and data transmission as described herein. The user may consent or revoke
consent to the collection and/or transmission of any data at any time. Furthermore,
various aspects of the disclosure may be disabled by the user.

[0019] FIG. 1 is a conceptual diagram illustrating an example computing device 12 that is
configured to transmit, via wireless device-to-device communication, unique provisioning
information to respective user devices 14. As shown in FIG. 1, system 10 includes
computing device 12, user devices 14A, 14B, and 14N (collectively “user devices 14”),
network 20, networked server 22, and repository 24. Computing device 12, in some
examples, is or is a part of a portable computing device (e.g., a mobile phone, a
smartphone, a netbook computer, a notebook computer, a tablet computing device, or a
smart watch). In other examples, computing device 12 may be at least a part of a
workstation or other non-portable computing device. Computing device 12 may be
described as an administrator computing device, as computing device 12 may used by an
administrator or other person in control of provisioning user devices 14. Each of user
devices 14 may be user computing devices intended for use by end-users such as students
or employees associated with an entity.

[0020] Computing device 12 may be configured to connect to network 20 (e.g., a wired

or wireless network). In some examples, computing device 12 may also be configured to
5
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communicate with networked server 22 via network 20 to manage one or more accounts
and/or access information stored in repository 24. Subsequent to receiving respective
provisioning information 16, as described in more detail below, user devices 14 may also
be configured to connect to network 20 and communicate with server 22. Although
network 20 may be a single network, network 20 may be representative of two or more
networks configured to provide network access to server 22 and/or repository 24.

[0021] Computing device 12 may include various components that provide respective
functionality. For example, computing device 12 may include a display device and one or
more cameras, microphones, and speakers. The display device may include one or more
input devices and/or output devices that facilitate administrator communication with
computing device 12. In one example, the display device may include a touch screen
interface (e.g., a presence-sensitive display that includes a presence-sensitive input
device). In other examples, the display device may include a display and one or more
buttons, pads, joysticks, mice, tactile device, or any other device capable of turning user
actions into electrical signals that control computing device 12. In any example, the
administrator may interact with the display device or any other input devices to provide
input prior to or during the processes described herein. Each of user devices 14 may
include similar features, such as one or more display devices, cameras, microphones, and
speakers.

[0022] In the example of FIG. 1, computing device 12 and user devices 14 are described
as a tablet computing device (e.g., a mobile computing device). However, in other
examples, computing device 12 and user devices 14 may be a personal digital assistant
(PDA), a desktop computer, a laptop computer, a tablet computer, a portable gaming
device, a portable media player, a camera, an e-book reader, a watch, or another type of
computing device. Although computing device 12 and user devices 14 may all be the
same type of device (e.g., tablet computing devices), different types of devices may still
provide device-to-device communication used during the provisioning process. For
example, computing device 12 may be a notebook computer and user devices 14 may be
tablet computing devices. In addition, user devices 14 may, or may not, all be of the
same type of computing device.

[0023] As described herein, each of user devices 14 may communicate with one or more
servers 22 to retrieve information related to accounts associated with the provisioning
information transmitted by computing device 12. Each of user devices 14 may initially

be new or previously unused devices, or one or more of user devices 14 may have been
6
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restored to factory settings or otherwise not be associated with any user-specific
information. Prior to receiving provisioning information from computing device 12, each
user device 14 may include some software or applications, such as an operating system
and/or other software that allows for minimum level of functionality of the respective
user device. However, until user devices 14 are provisioned, each user device may not
have any specific or unique information or data related to any specific user. In this
manner, user devices 14 may be generic devices with generic software pre-installed.
Computing device 12 may begin the provisioning process which includes changing
various setting values, adding additional software, and/or removing selected software to
personalize the respective user device to a selected user account associated with one or
more of a plurality of users.

[0024] In one example, computing device 12 (e.g., an administrator device configured to
begin the provisioning process) may be configured to receive account information for a
plurality of users. Computing device 12 may also be configured to sense one of user
devices 14 in wireless communication range of computing device 12. Responsive to
sensing one of user devices 14, computing device 12 may be configured to transmit, via
wireless device-to-device communication, provisioning information 16 to the user device
(e.g., provisioning information 16N to user device 14N). Provisioning information 16N
may include instructions for the user device 14 to automatically configure itself, via
network 20, with one or more applications of a user account associated with one or more
of the plurality of users.

[0025] As shown in FIG. 1, computing device 12 may transmit provisioning information
16N to user device 14N in response to sensing user device 14N within communication
range. In response to receiving provisioning information 16N, user device 14N may
configure itself by using at least a portion of provisioning information 16N to access
network 20 and retrieve additional information related to one or more accounts indicated
by provisioning information 16N. As shown in FIG. 1, computing device 12 has already
transmitted provisioning information (e.g., provisioning information similar to
provisioning information 16N) to each of user devices 14A and 14B. User devices 14A
and 14B can thus automatically retrieve additional information from server 22 via
network 20 and configure themselves with information related to respective user
accounts. In this manner, computing device 12 may transmit different provisioning
information to respective user devices (e.g., dozens or hundreds of user devices similar to

user devices 14) and let each of the user devices complete the configuration, or
7
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provisioning process, without any further input from computing device 12 or user
interaction. Computing device 12 may transmit the respective unique provisioning
information to each user device 14 as the user devices are iteratively placed within
physical proximity (e.g., within communication range) of computing device 12.

[0026] Computing device 12 may receive account information for, or associated with, a
plurality of users. The plurality of users may be end-users that will interact with
respective user devices 14. For example, the plurality of users may be students enrolled
in one or more classes, employees of a company, or any other group of users. Typically,
the plurality of users may be associated with a single entity or institution. However, the
plurality of users may be associated with different entities in other examples. The
account information may include information associated with one or more types of
accounts. For example, the account information may include information identifying
and/or describing user accounts for each of the plurality of users. In some examples, each
of the user accounts may be associated with groups of the users. Since each user account
may differ by at least the user to which it is associated, the information related to the user
accounts may make provisioning information for one of user devices 14 different than, or
unique from, provisioning information for another one of user devices 14. In some
examples, the user accounts may be stored in the form of a list of all users within a
particular group of users that will receive user devices 14.

[0027] The account information may also include information identifying and/or
describing an owner account associated with an entity or institution that owns or
otherwise manages user devices 14. The owner account may be common to all of user
devices 14. In this manner, cach of user devices 14 may be managed by the administrator
that has access to the owner account. Management of each user device 14 may be
performed remotely by an administrator via network 20 such that various tasks may be
performed without the need for user interaction. By including both owner account
information and user account information, each of user devices 14 may be provisioned
with the owner account and a unique user account.

[0028] In some examples, the owner account may only be used during self-provisioning
of user devices 14 (e.g., to set various setting values, validate user accounts, or provide
temporary administrator access). After user device 14 is configured, or provisioned, user
device 14 may delete the owner account from user device 14. In another example, the
owner account may be a single-use account that is used during the provisioning process.

This single-use account may be used by user device 14 to configure itself via network 20
8
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and server 22. However, after user device 14 is configured with one or more user
accounts, the single-use account may be inactive and/or deleted by user device 14.

[0029] In this manner, each unique provisioning information (e.g., provisioning
information 16N), may include information indicative of one or more types data. The
unique provisioning information may include information indicative of an owner account
associated with an entity to be in control of user devices 14 and a respective user account
associated with one of the plurality of users. The unique provisioning information may
also include information related to a network and/or server that allows the respective user
device 14 to connect to network 20 and retrieve applications, setting values, and any other
information related to the owner account, the user account, or otherwise provision user
device 14 for the user. In some examples, the information related to the network may
include network credentials for accessing network 20. The network credentials may
include the name of the network (e.g., a wireless network) and a password that enables
the user device to access network 20. The password may be generic to all user accounts
or user account specific (e.g., cach set of unique provisioning information may include a
different password to network 20). After receiving unique provisioning information that
includes this data, the receiving user device may initiate the self-provisioning process
(e.g., retrieving applications or any other data from server 22 to configure the user device
for use by the user of the user account).

[0030] In some examples, the provisioning information may include or indicate a device
policy that provides one or more limitations to respective functions of the user device. In
other words, the device policy may be indicated by one or more setting values to
respective features or functions that limit, block, or otherwise regulate each of user
devices 14 to the requirements of the device policy. For example, the device policy may
block certain component functions (e.g., cameras), functionalities, and/or access to
various networks and/or websites, or restrict any other features or content. As another
example, the setting values of the device policy may prevent a user from installing games
or any other unauthorized applications. In other words, the device policy may set one or
more rules for use or otherwise lockdown one or more functions of each one of user
devices 14 before a user has access to the respective user device.

[0031] The device policy may be generic to all user accounts or customized to one or
more user accounts. Each user device 14 may retrieve setting values for the device policy
from server 22 during the self-provisioning process after receiving the unique

provisioning information. Alternatively, the provisioning information transmitted by
9
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computing device 12 may include the one or more setting values for respective functions
of the device policy. In other examples, the device policy may be included in or
associated with the owner account and/or specific user account.

[0032] Before computing device 12 (e.g., an administrator computing device) transmits
provisioning information 16N to user device 14N, computing device 12 may be
configured to sense that user device 14N is within wireless communication range of
computing device 12. For example, if the wireless device-to-device communication is
near-field communication (NFC), user device 14N may be within communication range
when computing device 12 receives an NFC signal or otherwise detects the magnetic field
produced by an NFC unit of user device 14N. In another example, if the wireless device-
to-device communication includes optical sensing, user device 14N may be within
communication range when computing device 12 obtains an image, via an optical sensor,
representative of user device 14N. In alternative examples, computing device 12 may any
other communication or detection modality to sense user device 14N. Computing device
12 may use the same modality or different modalities to sense user device 14N and
transmit provisioning information 16N. In other examples, computing device 12 may not
need to sense the presence of user device 14N prior to transmitting provisioning
information 16N.

[0033] Provisioning information 16N may be unique provisioning information that is
different from the provisioning information transmitted to any other user devices 14.
Provisioning information 16N may thus include unique provisioning information specific
for each of the plurality of users associated with respective user accounts. In this manner,
computing device 12 may only transmit provisioning information 16N to user device
14N. Computing device 12 may be configured to transmit provisioning information 16N
to any user device that has not already received provisioning information or already been
provisioned. In other examples, computing device 12 may transmit provisioning
information 16N responsive to sensing that user device 14N is a type of computing device
compatible with provisioning information 16N. For example, computing device 12 may
determine that user device 14N is a certain model or type of computing device that
includes an operating system and/or components compatible with the applications to be
retrieved based on provisioning information 16N.

[0034] Prior to transmitting provisioning information 16N, computing device 12 may be
configured to generate the unique provisioning information for each of the plurality of

users, or user accounts associated with each of the plurality of users. For example,
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computing device 12 may be configured to generate, based on user specific and common
information, respective packets of unique provisioning information for subsequent
transmission to respective user devices 14. In one example, computing device 12 may
generate all of the unique provisioning information for all of the users prior to
transmitting provisioning information to any user devices 14. In this manner, computing
device 12 may select pre-generated unique provisioning information in response to
sensing one of user devices 14. In another example, computing device may generate
respective unique provisioning information in response to sensing a new user device 14.
In this manner, computing device 12 may generate provisioning information, such as
unique provisioning information 16N, on demand. The on demand technique for
generating unique provisioning information may also allow computing device 12 to tailor
the unique provisioning information to the type or model of computing device that is the
sensed user device 14.

[0035] The provisioning process illustrated in the example of FIG. 1 may not be isolated
to a single user device. Instead, the provisioning process may be used by computing
device 12 to complete rapid provisioning of some or all of user devices 14. After
computing device 12 transmits the respective unique provisioning information to user
device 14A, computing device 12 may immediately transmit another set of unique
provisioning information to user device 14B as soon as user device 14 is sensed within
communication range. In this manner, computing device 12 may transmit the next set of
unique provisioning information while user devices 14 that have already received the
respective provisioning information communicate with server 22 via network 20 continue
to self-provision themselves by retrieving applications and otherwise configuring
themselves for use by a user. Computing device 12 may initiate the user specific
provisioning process for dozens, hundreds, or even more user devices 14 in very little
time. As shown in the example of FIG. 1, computing device 12 may transmit another set
of unique provisioning information to another one of user devices 14 immediately after
computing device 12 completes the transmission of the unique provisioning information
16N to user device 14N. During this time, user device 14N may communicate with
server 22 via network 20 to configure itself based on provisioning information 16N,
similar to user devices 14A and 14B.

[0036] For example, subsequent to computing device 12 transmitting the provisioning
information 16N to user device 14N, computing device 12 may sense an additional one of

user devices 14 (not shown) in wireless communication range of computing device 12. In
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response to sensing the additional one of user devices 14, computing device 14 may select
an additional set of unique provisioning information associated with another user account
of the plurality of user accounts. The additional set of unique provisioning information
may include instructions for the additional one of user devices 14 to automatically
configure itself, via network 20, with one or more applications of the additional user
account associated with the user. In response to the selection, computing device 12 may
transmit the additional set of unique provisioning information to the additional one of
user devices 14 once the additional user device is within wireless communication range.
[0037] Computing device 12 may continue this iterative process until computing device
12 has transmitted the respective provisioning information to each of user devices 14 or
provisioning information associated with each of the user accounts has been transmitted
to a respective user device 14. In some examples, computing device 12 may select the
additional set of unique provisioning information by moving to the next user, or user
account, in a list of user accounts to be provisioned on respective user devices 14.
Computing device 12 may store an indication to each user account for which provisioning
information has been transmitted. If a user device 14 was not provisioning correctly, or
an administrator wishes to provision only one of user devices 14 separately, computing
device 12 may be configured to select a specific user account, or subset of user accounts,
based on user input. Computing device 12 may then transmit unique provisioning
information for the selected user account without requiring the provisioning of other user
devices 14. In this manner, computing device 12 may transmit provisioning information
automatically (e.g., without administrator input) to all user devices 14 or on a semi-
automatic basis in which administrator input is provided to computing device 12 to
control which unique provisioning information is transmitted to respective user devices
14.

[0038] Generally, computing device 12 may perform the provisioning process by
transmitting different sets of unique provisioning information at different, non-
overlapping, times. Since only one of user devices 14 may be in wireless communication
range of computing device at any given time, each of user devices 14 may only receive
unique provisioning information for a single user account associated with that unique
provisioning information. For example, computing device 12 may transmit provisioning
information 16B (not shown) to user device 14B during a first time period and transmit
provisioning information 16N to user device 14B during a second time period that does

not overlap with the first time period. In other words, the first and second time periods
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may be non-overlapping time periods. In alternative examples, computing device 12 may
transmit different sets of unique provisioning information to respective user devices 14 at
the same time while tracking the identification of each user device 14 such that each set
of unique provisioning information is transmitted to only one of user devices 14.

[0039] In some examples, computing device 12 may be configured to receive a
confirmation signal from a user device 14, subsequent to transmitting the respective set of
unique provisioning information, confirming that the set of provisioning information was
received by the user device. In response to receiving the confirmation signal, computing
device 12 may be configured to indicate that the user account associated with that
provisioning information has been used to provisioning a user device 14. Computing
device 12 may then begin to sense for an additional user device for transmission of the
next set of unique provisioning information. Computing device 12 may receive the
confirmation signal via the device-to-device communication through which the
provisioning information was transmitted or another communication modality.

[0040] In addition, or alternatively, computing device 12 may output a user detectable
indication confirming the provisioning information was received by the respective user
device. The user detectable indication may be an audible signal or visual signal
configured to cue the administrator to set aside the user device 14 that sent the
confirmation signal and place another user device 14 in communication range of
computing device 12. In some examples, the user device 14 may output a user detectable
indication that the unique provisioning information was received. The user device output
of the user detectable indication may be in addition to the output from computing device
12 or instead of the user detectable indication from computing device 12.

[0041] In other examples, the confirmation signal transmitted from the user device 14 and
received by computing device 12 may be an error signal indicating that there were one or
more errors in the provisioning information sent by computing device 12. The error
signal may be generated by user device 14 during a loss in communication during
transmission of the unique provisioning information, for example. In response to
receiving the error signal, computing device 12 may present an indication to the
administrator that another attempt at transmission is required and/or automatically
transmit the same unique provisioning information again. Alternatively, responsive to
receiving the error signal, computing device 12 may mark the user account associated

with the transmitted unique provisioning information as unsuccessful for a second attempt

13



WO 2014/169223 PCT/US2014/033823

at transmission once provisioning information is transmitted to the rest of user devices 14
during the provisioning session.

[0042] Although the provisioning information transmitted by computing device 12 may
be unique for each of user devices 14 in some examples, the provisioning information
may be generic for all user devices 14 in other examples. When computing device 12 is
configured to transmit generic provisioning information, each user device 14 may receive
user input identifying a specific user account to be added to the user device after the user
device has self-configured itself.

[0043] In one example, computing device 12 may sense a user device (e.g., user device
14N) in wireless communication range of computing device 12. Responsive to sensing
user device 14N, computing device 12 may be configured to transmit, via wireless
device-to-device communication, the provisioning information to user device 14N. The
provisioning information may include one, two or more, or all of the following
information: network credentials that allow user device 14N to access network 20, one or
more setting values that limit a respective function of user device 14N (e.g., device policy
information), an administrator password that allows an administrator to access user device
14N, and/or instructions for user device 14N to automatically configure itself, via
network 20, with at least one application for use by a user.

[0044] The provisioning information may include the actual data for each of these
features (e.g., the setting values) or an indication of the actual data such that user device
14 can reconstruct the actual data from the indication and/or retrieve the actual data via
network 20. For example, the provisioning information may include an indication of an
owner account and/or a device policy, and user device 14N may retrieve the administrator
password and/or setting values related to the identified owner account or device policy
from server 22. When user device 14N configures itself with at least one application for
user by a user, user device 14N may initiate one or more software applications, set-up one
or more functions for use, and/or download the applications or software related to the
applications from server 22.

[0045] In some examples, in response to connecting with network 20 and server 22 for
the first time after receiving the provisioning information, user device 12 may transmit a
unique device identification number to server 22. Server 22 may then register user device
12 to the server. This server registration may allow server 22 to prompt a user to add a
user account to user device 14N and/or be required by server 22 for a user account to be

manually added to user device 14N.
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[0046] After user device 14N is configured with the generic provisioning information, a
user (e.g., a student or employee) may interact with user device 14N to enter information
related to the user account of the user. In response to receiving this information from the
user, user device 14N may further configure itself with information related to the user
account. User account information may be separately, or manually, entered by the user in
situations in which the user account is already set-up to prevent computing device 12
from either acquiring the user’s password and/or requiring the user to select a new
password after the old user password was used to provision user device 14N via
computing device 12.

[0047] The wireless device-to-device communication used by computing device 12 to
transmit the unique provisioning information (e.g., provisioning information 16N) may be
any communication protocol or modality that facilitates the transfer of data directly
between computing device 12 and user devices 14. In one example, the wireless device-
to-device communication includes near-field communication (NFC). In this manner,
computing device 12 may include an NFC unit or module configured to transmit the
provisioning information to NFC units of the respective user devices 14.

[0048] Although NFC may occur in active or passive modes, active NFC configurations
may be used herein. In other words, each of computing device 12 and user devices 14
may include NFC hardware or circuitry configured to produce and detect magnetic fields
in accordance with the NFC protocol. Production of magnetic fields may be performed to
transmit data (e.g., provisioning information 16N) and detection of the magnetic fields
may be performed to receive data. When an NFC unit is functioning, it may periodically
transmit a magnetic field and/or sense magnetic fields in order to sense other NFC units.
Using this functionality, the NFC unit of computing device 12 may detect the NFC unit of
one of user devices 14 when the user device is in communication range.

[0049] Transmission of data via NFC may occur over relatively short distances. For
example, data may be transmitted over distances of less than one meter or less than 10
centimeters. This short-range for NFC data transfer may reduce the likelihood that
multiple user devices 14 are in communication with computing device 12 at the same
time. Additionally, a user device 14 may need to be placed within close proximity with
computing device before computing device 12 can transmit the unique provisioning
information. Although the user devices 14 may physically touch, bump, or tap computing

device 12 to receive the respective provisioning information from computing device 12,
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computing device 12 may be capable of transmitting provisioning information to user
devices 14 without physically touching the respective user devices 14.

[0050] In other examples, computing device 12 may be configured to transmit
provisioning information over a different wireless device-to-device communication
modality. For example, computing device 12 may utilize Bluetooth or other radio
frequency wireless technologies. In some examples, computing device 12 may transmit
the provisioning information using multiple communication modalities. For example,
computing device 12 may initially establish communication with a user device 14 using
NFC and then transmit the provisioning information over another communication
modality, such as a Bluetooth connection.

[0051] Alternatively, the wireless device-to-device communication may not utilize radio
frequency channels. Instead, the wireless device-to-device communication may include
the presentation and detection of visual representations of data. In other words,
computing device 12 may output for display at a display device one or more images
representing the unique provisioning information for capture by the respective user device
14. In this manner, computing device may transmit provisioning information by
presenting, via the display device of computing device 12, one or more visual
representations of the unique provisioning information for detection by an optical sensor
of one of user devices 14. For example, an administrator may physically position the
optical sensor (e.g., a camera) of the user device with respect to the display device of
computing device 12 to obtain an image of the presented visual representation(s).

[0052] Example visual representations of the unique provisioning information may
include one-dimensional bar codes, two-dimensional bar codes (e.g., quick response
codes (QR codes) or quick shot codes), or any other types of images configured to encode
information. When the provisioning information contains too much data for a single
visual representation, computing device 12 may present a set of multiple visual
representations at once or in series. In some examples, the multiple visual representations
may contain markers indication the order in which the multiple visual representations
should be interpreted.

[0053] In the example of computing device 12 and user devices 14 being mobile
computing devices (e.g., tablet computing devices or smartphone computing devices), the
placement of optical sensors within each device may provide various physical
orientations with which to present and obtain the data. If user devices 14 only include an

optical sensor on a back surface opposing a display surface of the device, the
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administrator may position the back of the user device to the display device of computing
device to allow the optical sensor to obtain an image of the visual representation
presented by computing device 12.

[0054] If both computing device 12 and a user device 14 include respective optical
sensors on the same surface, or facing the same direction, as the respective display
devices, computing device 12 may be physically oriented to face the user device 14 to
engage in a visual communication session with the user device 14. For example,
computing device 12 may present the visual representation of the unique provisioning
information on the display device of computing device 12. The user device 14 may
subsequently obtain an image of the visual representation using an optical sensor. In
response to obtaining the image, the user device 14 may present a visual representation of
a confirmation signal at the user device display to signal that the unique provisioning
information was received. Computing device 12 may then obtain the visual
representation of the confirmation signal using the optical sensor of computing device 12.
This exchange of visual representations may continue until all of the one or more visual
representations of the unique provisioning information have been transferred. Computing
device 12 and/or the user device 14 may be configured to output an audible or visual
signal indicating the transmission of provisioning information is complete, prompting the
administrator to obtain another user device 14 for provisioning.

[0055] Although wireless communication is generally described herein for transmitting
provisioning information, wired communication may be utilized in alternative examples.
For example, computing device 12 may transmit unique provisioning information via
universal serial bus (USB), wired Ethernet connection, or any other non-wireless
communication channel.

[0056] User devices 14 may generally connect to network 20 via an access point or other
device different from computing device 12. However, computing device 12 may act as a
wireless access point for one or more user devices 14 in alternative examples. For
example, computing device 12 may transmit the unique provisioning information via
NFC, and user devices 14 may wirelessly connect back to computing device 12 using
wireless networking protocols such as one of the IEEE 802.11 standards or any other
protocol to access network 20 and server 22 to perform the self-provisioning process. In
another example, computing device 12 may use the same communication protocol to

transmit the provisioning information to a user device 14 and allow the user device to
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subsequently access network 20. In any case, computing device 12 may be configured to
act as a wireless access point for network 20 in some examples.

[0057] Retrieval of data from server 22 and/or repository 24, or transmission of data to
such devices, during the provisioning process may require a connection between user
devices 14 and networked server 22 using network 20. Both user devices 14 and
networked server 22 may connect to network 20. Network 20 may be embodied as one or
more of the Internet, a wireless network, a wired network, a cellular network, or a fiber
optic network. In other words, network 20 may be any data communication protocol or
protocols that facilitate data transfer between two or more devices. Networked server 22
may also connect to repository 24 for storing account information (e.g., owner accounts,
user accounts, etc.) and/or applications or other information associated with such
accounts and that may be used when each of user devices 14 are configuring themselves
during the provisioning process.

[0058] Networked server 22 and repository 24 may each include one or more servers or
databases, respectively. In this manner, networked server 22 and repository 24 may be
embodied as any hardware necessary to provide information to each of user devices 14
during after receiving the respective unique provisioning information from computing
device 12. Networked server 22 may include one or more servers, desktop computers,
mainframes, minicomputers, or other computing devices capable of executing computer
instructions and storing data. In some examples, functions attributable to networked
server 22 herein may be attributed to respective different servers for respective functions.
Repository 24 may include one or more memories, repositories, hard disks, or any other
data storage device. In some examples, repository 24 may be included within networked
server 22.

[0059] Repository 24 may be included in, or described as, cloud storage. In other words,
account information or other information associated with owner and/or user accounts may
be stored in one or more locations in the cloud (e.g., one or more repositories 24).
Networked server 22 may access the cloud and retrieve the appropriate applications or
setting values, for example, corresponding to the owner and/or user accounts of each user
device 14. In some examples, repository 24 may include Relational Database
Management System (RDBMS) software. In one example, repository 24 may be a
relational database and accessed using a Structured Query Language (SQL) interface that
is well known in the art. Repository 24 may alternatively be stored on a separate

networked computing device and accessed by networked server 22 through a network
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interface or system bus. Repository 24 may in other examples be an Object Database
Management System (ODBMS), Online Analytical Processing (OLAP) database or other
suitable data management system.

[0060] Various aspects of the disclosure may be operable only when respective users
have explicitly enabled such functionality. For example, in the instance where the user
has consented to the use of any data, e.g., a user account for provisioning a respective
user device, the data may be used to configure the respective user device for future use by
the user. The user may consent or revoke consent to the collection and/or transmission of
any data at any time.

[0061] In addition, various aspects of the disclosure may be disabled by the user. Thus, a
user may elect to prevent an associated user device 14 from collection and/or transmitting
location information associated with the user device, obtained images, or any other
information related to the actions of the user device. In addition, the user may prevent a
user device from transmitting information identifiable of the user without confirmation.
Moreover, an administrator for an entity of the owner account associated with each user
device 14 may similarly consent to the use of any data and/or revoke consent to the use of
such data for one or more of the users. User devices 14 may present one or more
respective screens requesting that the user elect to transmit any or all information. In this
manner, the user may control what information, if any, is transmitted to a network server
or other computing device. More generally, privacy controls may be applied to all
aspects of the disclosure based on a user’s privacy preferences to honor the user’s, or
administrator’s privacy preferences related to the use of computing device 12, any user
device 14, or any other computing device or functionality described in this disclosure.
[0062] FIG. 2 is a block diagram of the example administrator computing device 12 of
FIG. 1. Computing device 12 of FIG. 2 is described below within the context of FIG. 1.
In other examples, computing device 12 can include fewer, additional, or different
components compared to those illustrated in FIG. 2. For example, although user interface
device 38 (“UID 38”) is shown in FIG. 2 as being integral with computing device 12, in
other implementations, UID 38 may be operably coupled to computing device 12, e.g., by
a wired or wireless data connection.

[0063] As shown in the example of FIG. 2, computing device 12 includes UID 38, one or
more processors 40, one or more input devices 42, one or more communication units 44,
near-field communication unit(s) (NFC units) 45, one or more output devices 46, and one

or more storage devices 48. In this example, storage devices 48 of computing device 12
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also various modules and information such as Ul module 54, provision module 56, owner
account information 58, user accounts information 60, and operating system 52.
Communication channels 50 may interconnect each of the components 40, 42, 44, 45, 46,
48, 52, 54, 56, 58, and 60 for inter-component communications (physically,
communicatively, and/or operatively). In some examples, communication channels 50
may include a system bus, a network connection, an inter-process communication data
structure, or any other method for communicating data.

[0064] One or more input devices 42 of computing device 12 may receive input.
Examples of input are tactile, audio, and video input. Input devices 42 of computing
device 12, in one example, includes a presence-sensitive display, touch-sensitive screen,
mouse, keyboard, voice responsive system, video camera, microphone or any other type
of device for detecting input from a human or machine. A presence-sensitive display may
include both a presence-sensitive input device and a display device. In addition, input
devices 42 may include one or more optical sensors, such as a digital camera. The one or
more optical sensors may obtain images of visual representations of confirmation input
from user devices, for example. A microphone may obtain audio information when
activated by computing device 12.

[0065] In one example, input devices 42 may include rear and/or front facing cameras
configured to capture images (e.g., still images and/or video) of the environment
surrounding computing device 152 such as people, landscapes, objects, or visual
representations presented by other computing devices. Each camera may include one or
more optical sensors capable of generating high-resolution images. For example, the
optical sensor may include more than one million pixels (a one megapixel sensor), more
than five million pixels (a five megapixel sensor), or even more than ten million pixels (a
ten megapixel sensor). In some examples, computing device 12 may include two or more
cameras disposed on any surface of computing device 12 or coupled to computing device
12 using a cable.

[0066] One or more output devices 46 of computing device 12 may generate output.
Examples of output are tactile, audio, and video output. Output devices 46 of computing
device 12, in one example, a display device such as a presence-sensitive display (which
may include a display device), sound card, video graphics adapter card, speaker, cathode
ray tube (CRT) monitor, liquid crystal display (LCD), or any other type of device for

generating output to a human or machine.
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[0067] One or more communication units 44 of computing device 12 may communicate
with external devices (e.g., a networked server such as networked server 22 of FIG. 1) via
one or more networks (e.g., network 20 of FIG. 1) by transmitting and/or receiving
network signals on the one or more networks. For example, computing device 12 may
use communication unit 44 to transmit and/or receive radio signals on a radio network
such as a cellular radio network. Likewise, communication units 44 may transmit and/or
receive satellite signals on a satellite network such as a GPS network. Examples of
communication unit 44 include a network interface card (e.g. such as an Ethernet card),
an optical transceiver, a radio frequency transceiver, a GPS receiver, or any other type of
device that can send and/or receive information. Other examples of communication units
44 may include Bluetooth®, GPS, 3G, 4G, and Wi-Fi® radios found in mobile devices as
well as Universal Serial Bus (USB) controllers.

[0068] NFC unit 45 may be configured to transmit and/or receive communication signals
in accordance with NFC protocols. For example, NFC unit 45 may be configured to
operate as an active NFC module that sends and receives signals and/or emulate a passive
NFC module by only transmitting signals in response to receiving a magnetic field from
an NFC unit of another device (e.g., an NFC unit of a user computing device). Although
NFC unit 45 may be different than communication units 44, communication units 44 may
include NFC unit 45 in other examples.

[0069] UID 38 of FIG. 2 may include a presence-sensitive display. Computing device 12
may use the presence-sensitive display as an input device and an output device. For
example, the presence-sensitive display of UID 38 may include a touchscreen (e.g., a
presence-sensitive input device) configured to receive tactile user input from a user of
computing device 12. The presence-sensitive display of UID 38 may also include a light
emitting diode (LED) display (e.g., a display device) capable of outputting visible
information to the user of computing device 12. UID 38 may present a user interface on
the presence-sensitive display, which may be related to functionality provided by
computing device 12 (e.g., transmitting unique provisioning information to respective
user computing devices). For example, the presence-sensitive display of UID 38 may
present various functions and applications, such as lists of user accounts, applications
related to management and control of one or more user device, or any other functions
related to the use of computing device 12 by an administrator for an entity. In another

example, the presence-sensitive display of UID 38 may present a menu of options related
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to the function and operation of computing device 12, such as screen brightness and other
configurable device settings.

[0070] In some examples, the presence-sensitive display may detect an object at and/or
near the screen of the presence-sensitive display. As one non-limiting example range, a
presence-sensitive display may detect an object, such as a finger or stylus, which is within
2 inches or less of the physical screen of the presence-sensitive display. The presence-
sensitive display may determine a location (e.g., an (X,y) coordinate) of the presence-
sensitive display at or near which the object was detected. In another non-limiting
example range, a presence-sensitive display may detect an object 6 inches or less from the
physical screen of the presence-sensitive display, and other exemplary ranges are also
possible. The presence-sensitive display may determine the location selected by the
object (e.g., user’s finger) using capacitive, inductive, and/or optical recognition
techniques. In some examples, the presence-sensitive display provides output using
tactile, audio, or video stimuli as described with respect to output device 46.

[0071] One or more storage devices 48 within computing device 12 may store
information required for use during operation of computing device 12. Storage devices
48, in some examples, have the primary purpose of being short term and not long-term
computer-readable storage mediums. Storage devices 48 on computing device 12 may be
configured for short-term storage of information as volatile memory and therefore not
retain stored contents if powered off. Examples of volatile memories include random
access memories (RAM), dynamic random access memories (DRAM), static random
access memories (SRAM), and other forms of volatile memories known in the art.
Storage devices 48 may further be configured for long-term storage of information as
non-volatile memory space and retain information after power on/off cycles. Examples of
non-volatile memories include magnetic hard discs, optical discs, floppy discs, flash
memories, or forms of electrically programmable memories (EPROM) or electrically
erasable and programmable (EEPROM) memories. Storage devices 48 may store
program instructions and/or data associated with Ul module 54, provision module 56,
owner account information 58, user accounts information 60, operating system 52, or any
other information or data related to the provisioning of user devices as described herein.
[0072] One or more processors 40 may implement functionality and/or execute
instructions within computing device 12. For example, processors 40 on computing
device 12 may read and execute instructions stored by storage devices 48 that execute the

functionality of Ul module 54 and provision module 56. These instructions executed by
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processors 40 may cause computing device 12 to store information within storage devices
48 during program execution, such as notifications, notification objects, and/or
information associated with provision module 56. Processors 40 may execute instructions
of modules 54, 56, 58, and 60 to transmit unique provisioning information to and/or
manage each of a plurality of user computing devices (e.g., user devices 14 of FIG. 1).
That is, modules 54, 56, 58, and 60 may be operable by processors 40 to perform various
actions, including generating and transmitting unique provisioning information. In other
examples, one or more processors 40 may execute instructions of any of modules 54, 56,
58, and 60 to request a networked server to at least partially perform any of the functions
attributed to modules 54, 56, 58, and 60 herein.

[0073] UI module 54 may control the graphical user interface that is presented by a
display device or other components of output devices 46. For example, Ul module 54
may output graphical information to represent the received account information, user
accounts and/or user devices that have received provisioning information, status
information regarding the transfer of provisioning information and/or the subsequent self-
provisioning of each user device, or any other information related to the features
described herein.

[0074] Provision module 56 may perform the functionality described herein with regard
to initiating the provisioning process for each user device. For example, provisioning
module 56 may manage the receipt of account information (e.g., from server 22 or some
other source of the user and/or owner account), generation of unique provisioning
information, sensing when a user device is in communication range of computing device
12, and/or transmitting the unique provisioning information to the user device in
communication range of computing device 12. Provisioning module 56 may perform
these functions, and any other functions related to the provisioning process, based on
instructions stored in storage devices 48 or obtainable via network 20. In this manner,
provisioning module 56 may control computing device through the provisioning process
of transmitting unique provisioning information to respective user devices. Provisioning
module 56 may also, in some examples, manage the collection of data and management
of the result of the self-provisioning performed by each user device.

[0075] Owner account information 58 may store an indication of one or more owner
accounts and/or copies of the one or more owner accounts. The owner account may be
the account associated with computing device 12 and the entity that may manage the

operation of each user device. Although computing device 12 may also be at least
23



WO 2014/169223 PCT/US2014/033823

partially controlled by the owner account, computing device 12 may not be associated
with the owner account in other examples. The owner account may not typically be
accessed or modified by a user associated with a user account. In this manner, each user
account may be subordinate to the owner account.

[0076] User accounts information 60 may include a plurality of accounts associated with
respective users. Typically, one user account may be associated with a single user.
However, one user account may be associated with two or more users that will share use
of the user device to be configured with the user account. User accounts information 60
may be stored as a list or in another database, and user accounts information 60 may store
indicates of each user account, various information regarding the user account (e.g., the
associated user, classes to which the user is enrolled, supervisor(s) for the user, a type of
user device to be provisioned with the user account, or any other associated information).
[0077] In some examples, storage devices 48 may also store device policy information
that sets one or more limitations on functionalities of the user devices and/or user
accounts. The device policy information may be associated or tied to the owner account
to maintain consistent settings across some or all of the user devices. In other examples,
cach of two or more device policies may be associated with respective user accounts.
Although each set of unique provisioning information may include an indication of each
of an owner account, a user account, and device policy information, other examples of
provisioning information may include more or less data.

[0078] Although the components of computing device 12 are illustrated in the example of
FIG. 2 as within a common housing, one or more components may instead be wired or
wirelessly tethered to computing device 12. For example, output device 46 (e.g., a
display device) may be physically separate from computing device 12. In other
examples, an optical sensor may not reside within a housing of computing device 12.
[0079] FIG. 3 is a block diagram of example user device 14N of FIG. 1. User device 14N
of FIG. 3 is described below within the context of FIG. 1. User device 14N is an example
of user devices 14 of FIG. 1, and other user devices 14 may include similar components
and perform similar functions. In addition, user device 14N may have similar
components to that of computing device 12 of FIGS. 1 and 2. User device 14N can
include fewer, additional, or different components compared to those illustrated in FIG. 3.
For example, although user interface device 74 (“UID 74”) is shown in FIG. 3 as being
integral with user device 14N, in other implementations, UID 74 may be operably

coupled to user device 14N, e.g., by a wired or wireless data connection.
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[0080] As shown in the example of FIG. 3, user device 14N includes UID 74, one or
more processors 70, one or more input devices 72, one or more communication units 76,
near-field communication unit(s) (NFC units) 78, one or more output devices 80, and one
or more storage devices 84. In this example, storage devices 84 of user device 14N also
various modules and information such as Ul module 88, self-provision module 90, owner
account information 92, user account information 94, and operating system 86.
Communication channels 82 may interconnect each of the components 70, 72, 76, 78, 80,
84, 86, 88, 56, 92, and 94 for inter-component communications (physically,
communicatively, and/or operatively). In some examples, communication channels 82
may include a system bus, a network connection, an inter-process communication data
structure, or any other method for communicating data.

[0081] One or more input devices 72 of computing device 12 may receive input.
Examples of input are tactile, audio, and video input. Input devices 72 of computing
device 12, in one example, includes a presence-sensitive display, touch-sensitive screen,
mouse, keyboard, voice responsive system, video camera, microphone or any other type
of device for detecting input from a human or machine. A presence-sensitive display may
include both a presence-sensitive input device and a display device. In addition, input
devices 72 may include one or more optical sensors, such as a digital camera. The one or
more optical sensors may obtain images of visual representations of unique provisioning
information 16N, for example, from administrator computing device 12. A microphone
may obtain audio information when activated by user device 14N.

[0082] In one example, input devices 72 may include rear and/or front facing cameras
configured to capture images (e.g., still images and/or video) of the environment
surrounding computing device 186 such as people, landscapes, objects, or visual
representations presented by other computing devices. Each camera may include one or
more optical sensors capable of generating high-resolution images. For example, the
optical sensor may include more than one million pixels (a one megapixel sensor), more
than five million pixels (a five megapixel sensor), or even more than ten million pixels (a
ten megapixel sensor). In some examples, user device 14N may include two or more
cameras disposed on any surface of user device 14N or coupled to user device 14N using
a cable.

[0083] One or more output devices 80 of user device 14N may generate output.
Examples of output are tactile, audio, and video output. Output devices 80 of user device

14N, in one example, a display device such as a presence-sensitive display (which may
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include a display device), sound card, video graphics adapter card, speaker, cathode ray
tube (CRT) monitor, liquid crystal display (LCD), or any other type of device for
generating output to a human or machine.

[0084] One or more communication units 76 of user device 14N may communicate with
external devices (e.g., a networked server such as networked server 22 of FIG. 1) via one
or more networks (e.g., network 20 of FIG. 1) by transmitting and/or receiving network
signals (e.g., retrieve applications and/or transmit provisioning-related information during
the self-provisioning process) on the one or more networks. For example, user device
14N may use communication unit 76 to transmit and/or receive radio signals on a radio
network such as a cellular radio network. Likewise, communication units 76 may
transmit and/or receive satellite signals on a satellite network such as a GPS network.
Examples of communication unit 76 include a network interface card (e.g. such as an
Ethernet card), an optical transceiver, a radio frequency transceiver, a GPS receiver, or
any other type of device that can send and/or receive information. Other examples of
communication units 76 may include Bluetooth®, GPS, 3G, 4G, and Wi-Fi® radios found
in mobile devices as well as Universal Serial Bus (USB) controllers.

[0085] NFC unit 78 may be configured to transmit and/or receive communication signals
in accordance with NFC protocols. For example, NFC unit 78 may be configured to
operate as an active NFC module that sends and receives signals and/or emulate a passive
NFC module. NFC unit 78 may be configured to be active upon powering up user device
14N such that user device 14N is detectable by the administrator computing device 12
and receive unique provisioning information 16N. Although NFC unit 78 may be
different than communication units 76, communication units 76 may include NFC unit 78
in other examples.

[0086] UID 74 of FIG. 3 may include a presence-sensitive display. User device 14N may
use the presence-sensitive display as an input device and an output device. For example,
the presence-sensitive display of UID 74 may include a touchscreen (e.g., a presence-
sensitive input device) configured to receive tactile user input from a user of user device
14N. The presence-sensitive display of UID 74 may also include a light emitting diode
(LED) display (e.g., a display device) capable of outputting visible information to the user
of user device 14N. UID 74 may present a user interface on the presence-sensitive
display, which may be related to functionality provided by user device 14N (e.g.,
receiving unique provisioning information from computing device 12 and/or presenting

status updates for the self-provisioning process).
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[0087] One or more storage devices 84 within user device 14N may store information
required for use during operation of user device 14N. Storage devices 84, in some
examples, have the primary purpose of being short term and not long-term computer-
readable storage mediums. Storage devices 84 on user device 14N may be configured for
short-term storage of information as volatile memory and therefore not retain stored
contents if powered off. Examples of volatile memories include random access memories
(RAM), dynamic random access memories (DRAM), static random access memories
(SRAM), and other forms of volatile memories known in the art. Storage devices 84 may
further be configured for long-term storage of information as non-volatile memory space
and retain information after power on/off cycles. Examples of non-volatile memories
include magnetic hard discs, optical discs, floppy discs, flash memories, or forms of
electrically programmable memories (EPROM) or electrically erasable and
programmable (EEPROM) memories. Storage devices 84 may store program instructions
and/or data associated with UI module 88, self-provision module 90, owner account
information 92, user accounts information 94, operating system 86, or any other
information or data related to the provisioning of user devices as described herein.

[0088] One or more processors 70 may implement functionality and/or execute
instructions within user device 14N (or other user devices to self-provision themselves).
For example, processors 70 on user device 14N may read and execute instructions stored
by storage devices 84 that execute the functionality of Ul module 88 and self-provision
module 90. These instructions executed by processors 70 may cause user device 14N to
store information within storage devices 84 during program execution, such as
notifications, notification objects, and/or information associated with self-provision
module 90. Processors 70 may execute instructions of modules 88, 56, 92, and 94 to
receive and store unique provisioning information for subsequent self-provisioning
activities such as retrieving applications and/or setting values associated with one or more
accounts of the unique provisioning information. That is, modules 88, 56, 92, and 94 may
be operable by processors 70 to perform various actions, including receiving unique
provisioning information and conducting the self-provisioning process. In other
examples, one or more processors 70 may execute instructions of any of modules 88, 56,
92, and 94 to request a networked server to at least partially perform any of the functions
attributed to modules 88, 56, 92, and 94 herein.

[0089] UI module 88 may control the graphical user interface that is presented by a

display device or other components of output devices 80. For example, Ul module 88
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may output graphical information to represent the received unique provisioning
information, network 20 access status, applications and/or setting values retrieved from
sever 22, or any other activities related to the self-provisioning functions of user device
14N. In addition, UI module 88 may control the graphical user interface according to any
other applications or instructions during use of user device 14N by the associated user.
[0090] Self-provision module 90 may perform the functionality described herein with
regard to the self-provisioning process performed in response to receiving the unique
provisioning information from computing device 12. The self-provisioning process is the
process in which self-provisioning module 90 of user device 14N performs automatic
configuration of user device 14N in accordance with the received unique provisioning
information. For example, based on the instructions of the unique provisioning
information, self-provisioning module 90 may control user device 14N to connect to
network 20 and retrieve one or more applications, setting values, or any other information
from sever 22 and/or repository 24. Self-provisioning module 90 may install any
software components, applications, or other modules based on the retrieved applications
or setting values.

[0091] When self-provisioning module 90 completes the self-provisioning process, user
device 14N may have been changed from a generic user device with generic software to a
user-specific device with user-specific software ready for use by the end-user. In other
words, prior to the self-provisioning process being performed on any device, the data
and/or software stored on user device 14N may be substantially identical to the data
and/or software stored on any other user devices 14 (e.g., user devices 14A and 14B).
After each user device 14 performs the self-provisioning process, each of user devices 14
may have different data and/or software that are personalized to the user account
indicated by the respective unique provisioning information.

[0092] Owner account information 92 may store an indication of the owner account
associated with user device 14N. In some examples, owner account information 92 may
also store one or more setting values that controls, enables, or limits various functions of
user device 14N. User account information 94 may store an indication of the user
account associated with the user of user device 14N. Although user device 14N may be
associated with only one user account in some examples, user device 14N may be
associated with two or more user accounts in other examples. User device 14N may
confine each of the multiple user accounts to separate operating environments (e.g., user

device 14N may only operate according to one user account at a time). User account
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information 94 may store one or more setting values that controls, enables, or limits,
various functions, applications, or any other services executable by user device 14N. In
response to any changes that the user makes to user account information 94, user device
14N may communicate with server 22 via network 20 to reflect user account information
stored in repository 24.

[0093] Storage devices 84 may also store device policy information that sets one or more
limitations on functionalities of user device 14N. The device policy may set various
settings to control what functions are available or blocked for the user. In this manner,
the device policy may be managed by the owner account and used to limit what
components are enabled (e.g., one or more cameras) and/or what functionalities are
available to the user. In some examples, the device policy may be associated with the
owner account such that any changes to the owner account may be reflected in the device
policy. The device policy may be transmitted to user device 14N as part of the unique
provisioning information or retrieved from server 22 during the self-provisioning process.
[0094] Although the components of user device 14N are illustrated in the example of
FIG. 3 as within a common housing, one or more components may instead be wired or
wirelessly tethered to user device 14N. For example, output devices 80 (e.g., a display
device) may be physically separate from user device 14N. In other examples, an optical
sensor may not reside within a housing of user device 14N.

[0095] FIG. 4 is a flow diagram illustrating an example process for transmitting
provisioning information to one or more user devices, in accordance with one or more
aspects of the present disclosure. An administrator computing device, such as computing
device 12 described in FIGS. 1 and 2, may perform the process of FIG. 4. In some
instances, one or more processors of a computing device, such as processors 40
(including provisioning module 56) of computing device 12 of FIGS. 1 and 2, may also
perform the process of FIG. 4. For purposes of illustration, FIG. 4 is described below
within the context of computing device 12 of FIGS. 1 and 2 and user device 14N of FIGS.
I and 3.

[0096] As shown in FIG. 4, computing device 12 may be powered on and, in some
examples, processors 40 may be executing a provisioning session application configured
to transmit unique provisioning information to user devices. Computing device 12, via
the provisioning session application, may receive various user input configuring one or
more aspects of the provisioning process (e.g., select how computing device 12 will sense

cach user device 14 and/or select the type of device-to-device communication for
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transmission of the provisioning information) or the provisioning information (e.g., the
types of information to be included in the provisioning information). Processors 40 may
receive account information for a plurality of users (100). The account information may
be received from server 22 via network 20, another computing device, or a predetermined
list of accounts. In some examples, the account information may include or indicate
respective user accounts. In addition, the account information may include an owner
account for the entity that will manage at least some of the user devices.

[0097] Processors 40 may also generate unique provisioning information for each of the
plurality of users associated with the respective user accounts (102). Generation of each
set of unique provisioning information may include creating indications of a user account,
an owner account, and, in some examples, a device policy. Although processors 40 may
generate sets of unique provisioning information prior sensing any user device, processors
40 may generate cach set of unique provisioning information in response to sensing the
respective user device.

[0098] After processors 40 initiate the provisioning process (€.g., in response to receiving
a user input from an administrator requesting initiation of the provisioning process),
processors 40 may sense a user device (e.g., user device 14N) when user device 14N is
within communication range of computing device 12 (104). Responsive to sensing user
device 14N, processors 40 may transmit, via NFC unit 45, the respective set of unique
provisioning information to the sensed user device 14N (106). In other examples,
processors 40 may transmit the set of unique provisioning information via another
communication modality. Once user device 14N receives the unique provisioning
information, user device 14N may automatically configure itself by connecting to a
network and communication with a server as identified by the instructions of the unique
provisioning information.

[0099] If processors 40 determine that there is another user with associated unique
provisioning information to be transmitted to a user device (“YES” branch of block 108),
processors 40 may select the next set of unique provisioning information (110) and sense
the next user device (104). If processors 40 determine that there are no more users and
associated sets of unique provisioning information (“NO” branch of block 108),
processors 40 may terminate the provisioning session (112). Even though processors 40
may terminate the provisioning session, one or more of user devices 14 may continue to
configure themselves during the self-provisioning process. In some examples, computing

device 12 may receive status updates related to which user devices 14 have completed the
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self-provisioning process and are associated with which user accounts, and computing
device 12 may output those status updates for display.

[0100] FIG. 5 is a flow diagram illustrating an example process for transmitting
provisioning information to one or more user devices using optical codes, in accordance
with one or more aspects of the present disclosure. The process of FIG. 5 may be similar
to the process of FIG. 4, but visual representations (e.g., optical codes) may be used to
transmit the unique provisioning information. An administrator computing device, such
as computing device 12 described in FIGS. 1 and 2, may perform the process of FIG. 5.
In some instances, one or more processors of a computing device, such as processors 40
(including provisioning module 56) of computing device 12 of FIGS. 1 and 2, may also
perform the process of FIG. 4. For purposes of illustration, FIG. 4 is described below
within the context of computing device 12 of FIGS. 1 and 2 and user device 14N of FIGS.
I and 3.

[0101] As shown in FIG. 5, computing device 12 may be powered on and, in some
examples, processors 40 may be executing a provisioning session application configured
to transmit unique provisioning information to user devices. Processors 40 may receive
account information for a plurality of users (120). The account information may be
received from server 22 via network 20, another computing device, or a predetermined
list of accounts. In some examples, the account information may include or indicate
respective user accounts. In addition, the account information may include an owner
account for the entity that will manage at least some of the user devices.

[0102] Processors 40 may also generate unique provisioning information for each of the
plurality of users associated with the respective user accounts (122). Generation of each
set of unique provisioning information may include creating indications of a user account,
an owner account, and, in some examples, a device policy. Although processors 40 may
generate sets of unique provisioning information prior sensing any user device, processors
40 may generate cach set of unique provisioning information in response to sensing the
respective user device. In addition, generation of the sets of unique provisioning
information may include generating visual representations, or optical codes (e.g., two-
dimensional QR codes), of the unique provisioning information for presentation to
respective user devices 14.

[0103] After processors 40 initiate the provisioning process (€.g., in response to receiving
a user input from an administrator requesting initiation of the provisioning process),

processors 40 may sense a user device (e.g., user device 14N) when user device 14N is
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within communication range of computing device 12 (124). Sensing of user device 14N
may include capturing an image of user device 14N by an optical sensor. Responsive to
sensing user device 14N, processors 40 may transmit the unique provisioning information
by presenting, via a display device, the respective one or more visual representations
(e.g., QR codes) for the sensed user device 14N (126). The one or more visual
representations may be representative of the data for the unique provisioning information.
[0104] Once computing device 12 presents the visual representations of the unique
provisioning information, user device 14N may obtain an image of the visual
representations by an optical sensor. User device 14N may then analyze the obtained
image and extract the unique provisioning information from the visual representations.

In response to extracting the unique provisioning information, user device 14N may
automatically configure itself by connecting to a network and communication with a
server as identified by the instructions of the unique provisioning information. User
device 14N may also generate and present a confirmation QR code (or any other visual
representation of a confirmation signal) for detection by computing device 12. Processors
40 may then capture, or sense, the confirmation QR code via an optical sensor (128).
Although the confirmation signal may indicate that computing device 12 can prepare to
transmit the next unique provisioning information to the user device 14, user device 14N
may not transmit the conformation signal in other examples.

[0105] If processors 40 determine that there is another user with associated unique
provisioning information to be transmitted to a user device (“YES” branch of block 130),
processors 40 may select the next set of unique provisioning information (132) and sense
the next user device (124). If processors 40 determine that there are no more users and
associated sets of unique provisioning information (“NO” branch of block 130),
processors 40 may terminate the provisioning session (134). Even though processors 40
may terminate the provisioning session, one or more of user devices 14 may continue to
configure themselves during the self-provisioning process. In some examples, computing
device 12 may receive status updates related to which user devices 14 have completed the
self-provisioning process and are associated with which user accounts, and computing
device 12 may output those status updates for display.

[0106] FIGS. 4 and 5 are described such that computing device 12 is configured to
generate and send provisioning information unique to each of user devices 14. In other
examples, the processes of FIGS. 4 and 5 may be performed such that computing device

12 is configured to transmit provisioning information that is generic, or not unique, to
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cach of user devices 14. For example, responsive to sensing user device 14N, computing
device 12 may be configured to transmit, via wireless device-to-device communication,
the provisioning information to user device 14N. The provisioning information may
include one, two or more, or all of the following information: network credentials that
allow user device 14N to access network 20, one or more setting values or configuration
parameters that limit a respective function of user device 14N (e.g., device policy
information), an administrator password that allows an administrator to access user device
14N, and/or instructions for user device 14N to automatically configure itself, via
network 20, with at least one application for use by a user. In this manner, computing
device 12 may be configured to iteratively sense and transmit the provisioning
information, without selecting different sets of provisioning information for each user
device 14. In response to receiving the generic provisioning information, each of user
devices 14 may connect to network 20 and configure itself, via network 20, such that a
user may use a respective one of user devices 14 and manually enter the appropriate user
account.

[0107] FIG. 6 is a flow diagram illustrating an example process for receiving, by a user
device, unique provisioning information to self-provisioning the user device, in
accordance with one or more aspects of this disclosure. The process of FIG. 6 may be
representative of the self-provisioning process user devices undertake following the
processes of FIGS. 4 or 5. A user computing device, such as user device 14N described in
FIGS. 1 and 3, may perform the process of FIG. 6. In some instances, one or more
processors of a computing device, such as processors 70 (including self-provision module
90) of user device 14N of FIGS. 1 and 3, may also perform the process of FIG. 6.

[0108] As shown in FIG. 6, processors 70 may receive a set of unique provisioning
information from computing device 12 (140). In response to receiving the set of unique
provisioning information, processors 70 may connect with a network (e.g., network 20)
based on at least a portion of the unique provisioning information (142). For example,
the unique provisioning information may include network credentials that authorize
access to network 20.

[0109] Processors 70 may then communicate with one or more servers 22 to retrieve
applications associated the owner account identified by the unique provisioning
information (144). In addition, processors may 70 may communicate with one or more
servers 22 to retrieve applications associated the user account identified by the unique

provisioning information (146). Although one or more applications associated with an
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owner account may retrieved and/or installed, these applications may not be accessible by
the user. In other examples, all of the applications and/or setting values retrieved from
server 22 may be associated with the user account. Further, processors 70 may establish
one or more user guidelines based on the received unique provisioning information (148).
The user guidelines may be set by one or more of the owner account, the user account,
and a device policy associated with one or both of the owner and user accounts.

[0110] After retrieving these applications and setting values, for example, processors 70
may initiate user device 14N for the initial user interaction with user device 14N (150).
Completion of step 150 may signal the completion of the self-provisioning process. Once
user device 14N is provisioned, processors 70 may set the user device to the home screen
or lock screen. In some examples, the user may not need to perform any more
provisioning steps to fully utilize user device 14N. In other examples, processors 70 may
present one or more questions or steps to obtain new information from the user and/or any
confirm that the provisioning process completed correctly.

[0111] The following examples illustrate example methods, devices, and systems
described herein. Examiner 1: a method comprising receiving, by a first computing
device, account information for a plurality of users, sensing, by the first computing
device, a second computing device in wireless communication range of the first
computing device, and responsive to sensing the second computing device, transmitting,
by the first computing device and via wireless device-to-device communication,
provisioning information to the second computing device, wherein the provisioning
information comprises instructions for the second computing device to automatically
configure itself, via a network, with one or more applications of a user account associated
with one or more of the plurality of users.

[0112] Example 2: the method of example 1, wherein the provisioning information
comprises unique provisioning information specific for each of the plurality of users, and
wherein the method further comprises generating, by the first computing device, the
unique provisioning information for each of the plurality of users.

[0113] Example 3: the method of any of examples 1 and 2, wherein the user account is a
first user account and the provisioning information is first provisioning information, and
wherein the method further comprises, subsequent to transmitting the first provisioning
information, sensing, by the first computing device, a third computing device in wireless
communication range of the first computing device, responsive to sensing the third

computing device, selecting second provisioning information associated with a second
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user account of the plurality of user accounts and comprising instructions for the third
computing device to automatically configure itself, via the network, with one or more
applications of the second user account associated with another one or more of the
plurality of users, and, responsive to the selection, transmitting, by the first computing
device and via wireless device-to-device communication, the second provisioning
information to the third computing device.

[0114] Example 4: the method of example 3, wherein transmitting the first provisioning
information comprises transmitting the first provisioning information during a first time
period, transmitting the second provisioning information comprises transmitting the
second provisioning information during a second time period, and the first time period
and the second time period are non-overlapping time periods.

[0115] Example 5: the method of any of examples 1 through 4, wherein the provisioning
information comprises information indicative of an owner account associated with an
entity in control of the second computing device, the user account associated with one of
the plurality of users, one or more setting values that limit a respective function of the
second computing device, and network credentials for accessing the network.

[0116] Example 6: the method of any of examples 1 through 5, further comprising,
subsequent to transmitting the provisioning information to the second computing device,
receiving, from the second computing device, a confirmation signal confirming that the
provisioning information was received by the second computing device, and, responsive
to receiving the confirmation signal, outputting, by the first computing device, a user
detectable indication confirming the provisioning information was received.

[0117] Example 7: the method of any of examples 1 through 6, wherein the wireless
device-to-device communication comprises near-field communication (NFC).

[0118] Example 8: the method of any of examples 1 through 7, wherein the wireless
device-to-device communication comprises Bluetooth communication.

[0119] Example 9: the method of any of examples 1 through 8, wherein the wireless
device-to-device communication comprises the presentation and detection of visual
representations of data, and wherein transmitting the provisioning information comprises
presenting, by a display device of the first computing device, one or more visual
representations of the provisioning information for detection by an optical sensor of the
second computing device.

[0120] Example 10: the method of any of examples 1 through 9, wherein the first

computing device and the second computing device are both mobile computing devices.
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[0121] Example 11: the method of any of examples 1 through 10, wherein the first
computing device comprises a first tablet computing device and wherein the second
computing device comprises a second tablet computing device.

[0122] Example 12: a computing device comprising one or more processors configured to
receive account information for a plurality of users, sense a user computing device in
wireless communication range of the computing device, and responsive to sensing the
user computing device, transmit, via wireless device-to-device communication,
provisioning information to the user computing device, wherein the provisioning
information comprises instructions for the user computing device to automatically
configure itself, via a network, with one or more applications of a user account associated
with one or more of the plurality of users.

[0123] Example 13: the computing device of example 12, wherein the provisioning
information comprises unique provisioning information specific for each of the plurality
of users, and wherein the one or more processors are configured to generate the unique
provisioning information for each of the plurality of users.

[0124] Example 14: the computing device of any of examples 12 or 13, wherein the user
account is a first user account, the provisioning information is first provisioning
information, the user computing device is a first user computing device, and wherein the
one or more processors are configured to, subsequent to transmitting the first provisioning
information, sense a second user computing device in wireless communication range of
the computing device, responsive to sensing the second user computing device, select
second provisioning information associated with a second user account of the plurality of
user accounts and comprising instructions for the second user computing device to
automatically configure itself, via the network, with one or more applications of the
second user account associated with another one or more of the plurality of users, and,
responsive to the selection, transmit, via wireless device-to-device communication, the
second provisioning information to the second user computing device.

[0125] Example 15: the computing device of any of examples 12 though 14, wherein the
provisioning information comprises information indicative of an owner account
associated with an entity in control of the user computing device, the user account
associated with one of the plurality of users, and network credentials for accessing the
network.

[0126] Example 16: the computing device of any of examples 12 through 15, wherein the

one or more processors are configured to, subsequent to transmitting the provisioning
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information to the user computing device, receive, from the user computing device, a
confirmation signal confirming that the provisioning information was received by the user
computing device, and, responsive to receiving the confirmation signal, output, via an
output device, a user detectable indication confirming the provisioning information was
recetved.

[0127] Example 17: the computing device of any of examples 12 through 16, wherein the
wireless device-to-device communication comprises near-field communication (NFC),
and wherein the computing device comprises a first near-field communication unit
configured to transmit the provisioning information to a second near-field
communication unit of the user computing device.

[0128] Example 18: the computing device of any of examples 12 through 17, wherein the
wireless device-to-device communication comprises the presentation and detection of
visual representations of data, and wherein the computing device comprises a display
device configured to present one or more visual representations of the provisioning
information for detection by an optical sensor of the user computing device.

[0129] Example 19: the computing device of any of examples 12 through 18, wherein the
computing device and the user computing device are both mobile computing devices.
[0130] Example 20: a computer-readable storage medium comprising instructions that,
when executed, configure one or more processors of a computing device to receive
account information for a plurality of users, sense a user computing device in wireless
communication range of the computing device, and, responsive to sensing the user
computing device, transmit, via wireless device-to-device communication, provisioning
information to the user computing device, wherein the provisioning information
comprises instructions for the user computing device to automatically configure itself, via
a network, with one or more applications of a user account associated with one or more of
the plurality of users.

[0131] Example 21: the computer-readable storage medium of example 20, wherein the
provisioning information comprises unique provisioning information specific for each of
the plurality of users, and wherein the method further comprises generating, by the first
computing device, the unique provisioning information for each of the plurality of users.
[0132] Example 22: the computer-readable storage medium of any of examples 20 and
21, wherein the provisioning information comprises information indicative of an owner

account associated with an entity in control of the second computing device, the user
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account associated with one of the plurality of users, and network credentials for
accessing the network.

[0133] Example 23: a method comprising sensing, by a first computing device, a second
computing device in wireless communication range of the first computing device, and,
responsive to sensing the second computing device, transmitting, by the first computing
device and via wireless device-to-device communication, provisioning information to the
second computing device, wherein the provisioning information comprises network
credentials that allow the second computing device to access a network, one or more
setting values that limit a respective function of the second computing device, an
administrator password, and instructions for the second computing device to
automatically configure itself, via the network, with at least one application for use by a
user.

[0134] In one or more examples, the functions described herein may be implemented in
hardware, software, firmware, or any combination thereof. If implemented in software,
the functions may be stored on or transmitted over, as one or more instructions or code, a
computer-readable medium and executed by a hardware-based processing unit.
Computer-readable media may include computer-readable storage media, which
corresponds to a tangible medium such as data storage media, or communication media
including any medium that facilitates transfer of a computer program from one place to
another, ¢.g., according to a communication protocol. In this manner, computer-readable
media generally may correspond to (1) tangible computer-readable storage media, which
is non-transitory or (2) a communication medium such as a signal or carrier wave. Data
storage media may be any available media that can be accessed by one or more computers
Or One or more processors to retrieve instructions, code and/or data structures for
implementation of the techniques described in this disclosure. A computer program
product may include a computer-readable medium.

[0135] By way of example, and not limitation, such computer-readable storage media can
comprise RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk
storage, or other magnetic storage devices, flash memory, or any other medium that can
be used to store desired program code in the form of instructions or data structures and
that can be accessed by a computer. Also, any connection is properly termed a computer-
readable medium. For example, if instructions are transmitted from a website, server, or
other remote source using a coaxial cable, fiber optic cable, twisted pair, digital

subscriber line (DSL), or wireless technologies such as infrared, radio, and microwave,
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then the coaxial cable, fiber optic cable, twisted pair, DSL, or wireless technologies such
as infrared, radio, and microwave are included in the definition of medium. It should be
understood, however, that computer-readable storage media and data storage media do
not include connections, carrier waves, signals, or other transient media, but are instead
directed to non-transient, tangible storage media or computer-readable storage devices.
Disk and disc, as used herein, includes compact disc (CD), laser disc, optical disc, digital
versatile disc (DVD), floppy disk and Blu-ray disc, where disks usually reproduce data
magnetically, while discs reproduce data optically with lasers. Combinations of the
above should also be included within the scope of computer-readable storage media.
[0136] Instructions may be executed by one or more processors, such as one or more
digital signal processors (DSPs), general purpose microprocessors, application specific
integrated circuits (ASICs), field programmable logic arrays (FPGAs), or other equivalent
integrated or discrete logic circuitry. Accordingly, the term “processor,” as used herein
may refer to any of the foregoing structure or any other structure suitable for
implementation of the techniques described herein. In addition, in some aspects, the
functionality described herein may be provided within dedicated hardware and/or
software modules. Also, the techniques could be fully implemented in one or more
circuits or logic elements.

[0137] The techniques of this disclosure may be implemented in a wide variety of devices
or apparatuses, including a wireless handset, an integrated circuit (IC) or a set of ICs (e.g.,
a chip set). Various components, modules, or units are described in this disclosure to
emphasize functional aspects of devices configured to perform the disclosed techniques,
but do not necessarily require realization by different hardware units. Rather, as
described above, various units may be combined in a hardware unit or provided by a
collection of interoperative hardware units, including one or more processors as described

above, in conjunction with suitable software and/or firmware.
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WHAT IS CLAIMED IS:

1. A method comprising:

receiving, by a first computing device, account information for a plurality of
users;

sensing, by the first computing device, a second computing device in wireless
communication range of the first computing device; and

responsive to sensing the second computing device, transmitting, by the first
computing device and via wireless device-to-device communication, provisioning
information to the second computing device, wherein the provisioning information
comprises instructions for the second computing device to automatically configure itself,
via a network, with one or more applications of a user account associated with one or

more of the plurality of users.

2. The method of claim 1, wherein the provisioning information comprises unique
provisioning information specific for each of the plurality of users, and wherein the
method further comprises generating, by the first computing device, the unique

provisioning information for each of the plurality of users.

3. The method of any of claims 1 and 2, wherein the user account is a first user
account and the provisioning information is first provisioning information, and wherein
the method further comprises:

subsequent to transmitting the first provisioning information, sensing, by the first
computing device, a third computing device in wireless communication range of the first
computing device;

responsive to sensing the third computing device, selecting second provisioning
information associated with a second user account of the plurality of user accounts and
comprising instructions for the third computing device to automatically configure itself,
via the network, with one or more applications of the second user account associated with
another one or more of the plurality of users; and

responsive to the selection, transmitting, by the first computing device and via
wireless device-to-device communication, the second provisioning information to the

third computing device.
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4, The method of claim 3, wherein:

transmitting the first provisioning information comprises transmitting the first
provisioning information during a first time period;

transmitting the second provisioning information comprises transmitting the
second provisioning information during a second time period; and

the first time period and the second time period are non-overlapping time periods.

5. The method of any of claims 1 through 4, wherein the provisioning information
comprises information indicative of an owner account associated with an entity in control
of the second computing device, the user account associated with one of the plurality of
users, one or more setting values that limit a respective function of the second computing

device, and network credentials for accessing the network.

6. The method of any of claims 1 through 5, further comprising:
subsequent to transmitting the provisioning information to the second computing
device, receiving, from the second computing device, a confirmation signal confirming
that the provisioning information was received by the second computing device; and
responsive to receiving the confirmation signal, outputting, by the first computing
device, a user detectable indication confirming the provisioning information was

received.

7. The method of any of claims 1 through 6, wherein the wireless device-to-device

communication comprises near-field communication (NFC).

8. The method of any of claims 1 through 7, wherein the wireless device-to-device

communication comprises Bluetooth communication.

9. The method of any of claims 1 through 8§, wherein the wireless device-to-device
communication comprises the presentation and detection of visual representations of data,
and wherein transmitting the provisioning information comprises presenting, by a display
device of the first computing device, one or more visual representations of the
provisioning information for detection by an optical sensor of the second computing

device.
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10.  The method of any of claims 1 through 9, wherein the first computing device and

the second computing device are both mobile computing devices.

11.  The method of any of claims 1 through 10, wherein the first computing device
comprises a first tablet computing device and wherein the second computing device

comprises a second tablet computing device.

12. A computing device comprising one or more processors configured to perform the

processes of any of claims 1 through 11.

13. A computing device comprising means for performing the processes of any of

claims 1 through 11.
14. A computer-readable storage medium comprising instructions that, when

executed, configure one or more processors of the first computing device to perform the

processes of any of claims 1 through 11.
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