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SYSTEM AND METHOD FOR MONITORING AND MEASURING
END-TO-END PERFORMANCE USING WIRELESS DEVICES

Cross-Reference to Related Applications
[0001] This application claims the benefit of Provisional Application No.
60/661,506, filed March 15, 2005.

Field of the Invention

[0002] The present invention relates to a system and method for monitoring
the performance of applications on wireless networks, and more particularly, to
initiating performance test, monitoring performance and collecting performance
data for applications running on mobile wireless devices so as to determine the

user experience.

Background of the Invention

[0003] Existing performance tools for wired and wireless networks measure
performance between two end points for a given duration or session. The
end-hosts are designated specifically for the purpose of measurement. For
example, to measure throughput, a file of given size is transferred and the amount
of time taken to complete the transfer is measured to derive the throughput.
Other metrics of interest include delay, packet loss, coverage, jitter etc. Further,
due to the nature of wireless connectivity, the device may be out of coverage
during the performance session resulting in loss of performance data. This may
lead to repeating the experiment resulting in waste of precious wireless resources
such as mobile device battery and wireless bandwidth.

[0004] Typically, performance tests are conducted between two end hosts

which are selected a priori. This is not adequate in mobile networks as
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performance of the network needs to be determined at various locations and
connectivity and coverage varies with location. Devices have to be placed at
explicit locations to collect performance data. This is an expensive proposition
and does not scale. Thus, the performance end-points need to be dynamically
determined based on location and specific network conditions by using existing
user devices already connected to the network.

[0005] Another important consideration in mobile networks is when and how
to send the results of performance data. Since, mobile device has to initiate,
measure and collect performance data, the data has to be collected and stored and
then transferred to a server when the network conditions are conducive for such a
transfer. Since storage is a premium on mobile devices, a mechanism is needed
to store the performance data in a small, fixed amount of storage and then
communicate when the network conditions are right. In many cases, only the
most recent performance data can be sent.

[0006] Thus, there is a need to conduct performance tests that dynamically
determines the end hosts and more efficiently stores the performance data and
sends the results of performance data on-demand, or at periodic intervals or based

on a threshold condition using different transport protocols.

Summary of the Invention

[0007] A system and method by which a mobile wireless device dynamically
decides the other end host to initiate a session to automatically conduct a
performance test. Results of the performance test are then transferred to a
onitoring server under appropriate conditions.

[0008] One aspect of the invention is a method by which the service
manager informs the mobile device about the tests to be conducted, the conditions

under which the test should be started (time, location, network condition) and
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when the results should be transmitted. Based on the size of the results
generated by conducting performance tests, appropriate means of transport from a
set is chosen. |

[0009] Another aspect of the invention is the methodology of conducting the
actual test from the device to a specific end host. Once the request is received,
the method involves monitoring the device conditions and network conditions to
determine the appropriate moment to start the test. Certain tests have to be
performed when the device is in certain state. For example, battery level or
available memory on the device may be the condition to start the test. In other
cases, it can be network conditions such as type of coverage or if the device is
roaming. Further, the conditions under which the test is conducted can be any
combinations of device state and network state. Based on the conditions the
appropriate tests are initiated and test data collected by the mobile device.

[0010] Another aspect of the invention is determining the appropriate
parameters to use in the performance test. The parameters depend on the
particular application and the type of the test. Once the application whose
performance is needed is chosen, the type of test will determine the parameters.
For real-time applications, the length of the session, the location of the content
server is used to generate a synthetic transaction and the performance data is
collected. Based on the network type, the appropriate destination naming
(number or IP address) is chosen. For non real-time applications, the location or
address of the end host is determined and a connection initiated to download
specific payload. The status of the test as well as the location when it was
initiated is recorded. The type of the test will determine additional parameters
that will be needed to perform the test. A latency test will involve initiating a
connection, and measuring the round trip time, where as throughput test will

involve the size of the data to be used in the transfer.
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[0011] Yet another aspect of the invention is a method to efficiently store the
results of the performance on the device and send it to the performance manager.
Since, a mobile device is resource constrained, a fixed amount of storage has to
be allocated for performance related data. The method involves using a fixed
buffer and storing the results in a compact form to accommodate the results of a
maximum number of tests as possible. The method further includes a means to
store only the most recent results if the allocated storage is exhausted before the

test results can be transferred to the service manager.

Brief Description of the Drawings

[0012] The drawing shown here in, along with the description, illustrates the
invention.

[0013] Figure 1 is a diagram showing the architecture in which concepts
underlying the described invention may be implemented.

[0014] Figure 2 is a diagram showing the test request sent by the service
manager to the device

[0015] Figure 3 is a test request record that shows the details of the test type
and parameters sent to the device

[0016] Figure 4 is a result state record that shows the details of the results
obtained after conducting the specified tests

[0017] Figure 5 is a test request response flow diagram that illustrates an

aspect of the invention

Detailed Description
[0018] An example of an architecture 100 in which concepts underlying the
described invention may be implemented is shown in Fig. 1. In architecture 100,

a plurality of wireless devices, such as device 1 102 and device 2 104, are
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communicatively connected via wireless infrastructure 106 and 108 and
telecommunicatjons network 110 to a content server 112 and to a service manager
114. For example, device 1 102 and device 2 104 may communicate with each
other via wireless infrastructure 108 and telecommunications network 110.
Likewise, device 1 102 may communicate with content server 112 and
telecommunications network 110. In addition, device 1 102 may communicate
with service manager 114 via wireless infrastructure 106.

[0019] Device 1 102 and device 2 104 may be any type of wireless device,
such as a wireless telephone, personal digital assistant (PDA), mobile email
device, etc. Likewise, content server 112 may be any type of server system that
is capable of serving content upon request. Service manager 114 is typically a
server system that is used by manage the services provided by and to wireless
(and other) devices, but may be any type of computer system capable of
performing the necessary functions.

[0020] It is to be noted that architecture 100 and the particular devices and
communications arrangements shown in Fig. 1 are merely examples. The
present invention contemplates any and all architectures and communications
arrangements.

[0021] In one embodiment, the present invention includes a monitoring
server sending commands to a wireless device, such as device 1 102, to initiate
connection from the wireless device to a specified content server, such as content
server 112, as well as from a wireless device, such as device 1 102, to another
wireless device, such as device 2 104. In the example shown in Fig. 1, the
monitoring server functionality is shown combined with service manager 114.
However, this is merely an example. The present invention contemplates the
monitoring server functionality being combined with service manager 114, the

monitoring server functionality being implemented separately from service
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manager 114, the monitoring server functionality being partially combined with
service manager 114 and partially separate from service manager 114, or any
other combination or arrangement of functionality.

[0022] An example of test measurement is shown in Fig. 2. In this example,
monitoring server 202 transmits commands 204 via wireless infrastructure 206 to
wireless device 208. The various measurement options are sent as command
parameters 210. An example of command parameters 300 is shown in Fig. 3.
Such parameters include an identifier 302 of the test request, an indicator 304 of
the type of test to be performed, an indicator 306 of whether the test is to be
performed periodically, one time only, or based on a threshold condition, an
indicator 308 of any threshold conditions, an indicator 310 of a start time of the
test, an indicator 312 of the period at which the test is to be periodically
performed (if applicable), an indicator 314 of a location of the test, an identifier
316 of an application to be used to perform the test, an indicator 318 of a
destination of the test, parameters 320 to be used by the application to be used to
perform the test, and other conditions 322 relating to the mobile device. These
parameters are merely examples of possible parameters; the present invention
contemplates these and any other parameters that may be used.

[0023] The measurement procedure involves monitoring the performance of
connections and sessions explicitly initiated for purposes of measurement. The
data collected includes performance parameters such as system availability,
latency, thIOl,lghput, spatial and temporal correlation of lost packets. The
performance test may initiated by the server by sending performance parameters
to the device, and device can explicitly monitor connection performance, session
performance or application performance and send back the results to monitoring
server. An example of a test response 400 is shown in Fig. 4. Response 400

include information such as an identifier 402 of the test request, an identifier 404
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of the test that was performed, an identifier 406 of the response to the test, an
indicator 408 of any error status resulting from the test, an indicator 410 of a start
time of the test, an indicator 412 of the transfer time for data transferred during
the test, an indicator 414 of a size of the data transferred during the test, an
indicator 416 of a state of the device that was tested, an indicator 418 of a state of
the network that was used for the test, and an indicator 420 of a type of
connection used for the test. This information is merely an example of possible
information that may included in the response; the present invention contemplates
this and any other information that may be used.

[0024] The performance conduit may be either device to server, such as
between device 1 102 and content server 112, shown in Fig. 1, or device to device,
such as between device 1 102 and device 2 104, shown in Fig 1.

[0025] The performance test may be initiated on-demand (by request from
the server), periodically at specified intervals, or based on a threshold condition.
The threshold condition can be a combination of device state and network state.
[0026] An example of a process 500 to monitor and measure connection,
session and application performance from the wireless terminal is shown in Fig. 5.
It is best viewed in conjunction with Figs. 3 and 4. Process 500 begins with
step 501, in which the device to be tested is sent a start command for performance
monitoring with parameters such as those shown in Fig. 3. For example, the
parameters may include when the test should start 310, how often to repeat
monitoring 312, when to report back results, the return transport (SMS or HTTP)
for sending the test results, and the type of test 304, such as whether the test is
device to device or device to server measurement.

[0027] In addition to the above, depending on the type of application,
additional parameters may be sent as detailed below:

[0028] For Multimedia Messaging Service (MMS) tests, additional
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parameters such as a destination number 318, a message size to generate, and a
status of the test (sent/failed/success) may be used. Upon success of the test, the
device may report back both the transfer start time, and the received/current time
in GMT back to the server (with the difference being the duration). In addition,
the current location in the from of the cell ID, the lai, and the GPS coordinates of
the wireless device may be sent.

[0029] For Wireless Access Protocol (WAP) tests, additional parameters
such as a destination URL 318, connect and download pages at the URL, and a
status of the test (success/failed) may be used. If successful, then additional data
may include a connect time and download time, (where the sum of both times
equals the total time of test), the start time 410 in GMT of the test and the end
time GMT of the test, the cell ID, the lai, GPS coordinates of the wireless device,
and the data size downloaded 414.

[0030] For HyperText Transfer Protocol (HTTP) tests, additional parameters
such as a destination URL 318, connect and download pages at the url, and a
status of the test (success/failed) may be used. If successful, then additional data
may include a connect time and download time, (where the sum of both times
equals the total time of test), the start time 410 in GMT of the test and the end
time GMT of the test, the cell ID, the lai, the GPS coordinates of the wireless
device, and the data size downloaded 414.

[0031] For VOICE tests, additional parameters such as a destination number,
how long to hold the call, and a status of test (success/failed/busy) may be used.
Additional data may include a start/end time in GMT, the cell ID, the lai, and the
GPS coordinates of the wireless device.

[0032] For VIDEO tests, additional parameters such as a destination number,
a length of the clip (size), and a status of test (success/failed/busy) may be used.
Additional data may include a start/end time in GMT, the cell ID, the lai, and the
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GPS coordinates of the wireless device.

[0033] In step 502, the device monitors its state and the state of the network
over which the test is to be conducted. The device and network states are
compared to the conditions that were established for the test to start, as
communicated by parameters in the test request. The performance test
component on the mobile device automatically conducts tests when the specified
conditions are met. The conditions can be combinations of device and network
state. In step 503, the device determines that the conditions are true, and, in
response, in step 504, the device initiates the performance tests. Upon
completion of the performance tests, the device stores the test results, and in step
506, the device transmits the test results to the destination device for the test
results. The collected results can be transferred to a service manager only whén
it is appropriate to do so. The local store and transfer of results will result in
efficient use of limited resources on the mobile device.

[0034] This invention will provide the wireless application providers with
vital information about the quality of service (QOS) for various applications
provided to wireless users, different wireless networks, technologies, and
independent operators.

[0035] Although specific embodiments of the present invention have been
described, it will be understood by those of skill in the art that there are other
embodiments that are equivalent to the described embodiments. Accordingly, it
is to be understood that the invention is not to be limited by the specific illustrated

embodiments, but only by the scope of the appended claims.
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CLAIMS

L. A method for conducting a performance test on a wireless device
comprising:

receiving information indicating how and when a performance test is to
be conducted by the wireless device;

determining whether the conditions for the performance test to be started
are met;

conducting the specified performance test; and

storing results of the performance test.
2. The method of claim 1, wherein the wireless device accepts the performance
request only after verifying a digest sent by the service manager and transmits an
acknowledgement to the service manager after the performance test is conducted.
3. The method of claim 2, where in the digest for verifying the wcredentials of the
service manager is generated by means of a shared private key stored in the

wireless device and the service manager.

4. The method of claim 1, wherein the information indicating how the
performance test is to be conducted includes information indicating a type of
application to be used to conduct the performance test and the performance test to

be conducted is determined by the type of the application.

5. The method of claim 4, wherein the application type comprises a voice
application, a data application, a video application, a multimedia application, or a
group application (application involving multiple participants such as

teleconferencing).

6. The method of claim 1, wherein the information indicating when a

-10-



WO 2006/099473 PCT/US2006/009290

performance test is to be conducted by the wireless device comprises information
indicating that the test is to be conducted periodically, information indicating that
the test is to be conducted at a specific time, or information indicating that the test

is to be conducted based on a threshold cqndition.

7. The method of claim 6, wherein the threshold condition includes the state
of the wireless device, the state of the network, or a combination of the state of

the wireless device and a state of the network.

8. The method of claim 6, wherein it is determined whether the conditions
for the performance test to be started are met by monitoring the state of the

wireless device, the state of the network or both.

9, The method of claim 6, wherein the threshold condition includes a

location of the wireless device or a location of an other end-host.

10. The method of claim 9, wherein the end-host can be a fixed host or

another wireless device.

11. The method of claim 9, wherein the location comprises a cell ID, a

network ID, or Global Positioning System coordinates.

12. The method of claim 7, wherein the wireless device state comprises at
least one of a device capability, a state of a battery of the wireless device, a state
of a memory of the wireless device, and a processing power of the wireless

device.
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13. The method of claim 7, wherein the network state comprises at least one
of a coverage area of the network, a type of coverage of the network, and a

roaming status of the wireless device.

-12-



PCT/US2006/009290

WO 2006/099473

Z 9oIne(]

lanieg oz _.%,.
cll

JusjU0)
m
.N )
laBeuepy OLL 8

S0INIeS ynsoy

>

slsjsweled ‘1so|
c0l

1435 90l

[ 31

1/5



PCT/US2006/009290

WO 2006/099473

c0¢

SNI/

Buiweos uaypp Alup

TN dVM

InoH | Aleng
SINOH $Z ‘NV 0L
1S31 dvM

¥0Z '/

N

90¢

Z 314

80¢

2/5



PCT/US2006/009290

WO 2006/099473

SUOI}PUOD 82IA8P 9|IqOIN N
siolaweled uonesiddy cet
uoljeunsa( oe
di- uoiiedijday /l gle
uoneooT ( olg
AyoIpolad Wim
swy 1els cle
suonipuo) pjoysaiy /| oLe
pjoysalyl ‘Joys suo ‘olpolad /\ 80¢
18} Jo adA | N 90¢
dj-1senbay /| 70¢
c0€

00¢e I\

¢ "314

3/5



PCT/US2006/009290

WO 2006/099473

adA} uonosuuon
N\ 0Ty
olels IoMPBN N\ -

91e1S 92I1na(d
9ZIS lajsuelt| —9ly
— Pl

awl} Jajsuel |
owny peyg | &7
sSn)e1s Joig — Oby
ql-asuodsay — 80¥
ai-isel —cor
dl-1senbay = 14%%
| N 20

0]0) % l\

¥ 31

4/5



PCT/US2006/009290

WO 2006/099473

o
()
o

AdN3S

s}|nsal 810}g

S1$8) SouUBWLIOUSd Sleniu|

anJj suoniipuo)

8]e)s }Iomjau pue aoIAe(]

SNOLLIANOD 1OHUON
pue

1S3N03Y 1831

>

B) L 3

G 31

5/5



	Abstract
	Bibliographic
	Description
	Claims
	Drawings

