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INTEGRATED ONLINE AND OFFLINE 
PURCHASE AUTHORIZATION 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a non-provisional of and claims 
priority to U.S. Provisional Patent Application No. 61/839, 
098, filed on Jun. 25, 2013, the entire contents of which are 
hereby incorporated by reference. 

TECHNICAL FIELD 

0002 This disclosure relates to systems for managing 
sales of goods or services. 

BACKGROUND 

0003. A merchant operating a brick-and-mortar store can 
service customers using a point of sale (POS) system. The 
POS system can include a physical electronic cash register or 
dedicated POS hardware. When customers purchase items 
from the store, the merchant uses the POS system to record 
and complete the transaction. The POS system can also man 
age inventory for the store, e.g., track quantities of items for 
sale. 
0004. In a conventional POS electronic credit card trans 
action, the transaction is authorized and captured over a net 
work connection. In an authorization stage, a physical credit 
card with a magnetic stripe is Swiped through a merchants 
magnetic card reader of a POS device. A payment request is 
sent electronically from the magnetic card reader to a credit 
card processor. The credit card processor routes the payment 
request to a card network, e.g., Visa or Mastercard, which in 
turn routes the payment request to the card issuer, e.g., a bank. 
Assuming the card issuer approves the transaction, the 
approval is then routed back to the merchant. In a capture 
stage, the approved transaction is again routed from the mer 
chant to the credit card processor, card network and card 
issuer, and the payment request can include the cardholder's 
signature (if appropriate). The capture stage can trigger the 
financial transaction between the card issuer and the mer 
chant, and optionally creates a receipt. There can also be other 
entities, e.g., the card acquirer, in the route of the transaction. 
Debit card transactions have a different routing, but also 
require Swiping of the card. 
0005. Occasionally, the merchant chooses to operate an 
online ecommerce store in addition to the brick-and-mortar 
store. The merchant can create an e-commerce web site and 
manually enter inventory data from the brick-and-mortar 
store. The merchant can program the web site to process 
online payment transactions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0006 FIG. 1 is a schematic illustration of an example 
payment system architecture of a point of sale system. 
0007 FIGS. 2A and 2B are schematic illustrations of 
example user interfaces for managing online and offline 
inventory. 
0008 FIG. 3 is a block diagram illustrating an example 
architecture of an inventory management system. 
0009 FIG. 4 is a flowchart of an example procedure of 
managing online and offline inventory. 
0010 FIG. 5 is a block diagram illustrating an example 
architecture of a card risk management system. 
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0011 FIG. 6 is a flowchart of an example procedure of 
authorizing online transactions using point of sale data. 
0012 FIG. 7 is block diagram illustrating an example 
architecture of a merchant advisory system. 
0013 FIG. 8 is a flowchart of an example procedure of 
providing recommendations to online stores using point of 
sale data. 
0014 FIG. 9 is a flowchart of an example procedure of 
providing recommendations to physical stores using online 
sales data. 
0015 FIG. 10 is block diagram illustrating an example 
architecture of a social network interface system. 
0016 FIG. 11 is a flowchart of an example procedure of 
inserting links into electronic messages. 
0017 FIG. 12 is a block diagram of an exemplary archi 
tecture of a computing device configured to perform the 
operations of FIGS. 1-11. 
0018 FIG. 13 is a block diagram of an exemplary system 
architecture for implementing the features and operations of 
FIGS 1-11. 
0019. Like reference numbers and designations in the 
various drawings indicate like elements. 

DETAILED DESCRIPTION 

0020. A system manages both offline and online transac 
tions and inventory in an integrated environment. An offline 
transaction is a sale at a point of sale (POS) system, e.g., at a 
typical “brick and mortar shop' physical store. An online 
transaction is a sale using an online store, e.g., an online 
shopping cart and checkout system accessed by a web 
browser or other application. An online store can be converted 
to offline store, and vice versa. An inventory management 
system can receive an input from a merchant device of mer 
chant designating an item carried by the merchant as an item 
to be sold at the physical store, at the online store, or both. The 
inventory management system can modify a record of the 
item to respond to the input. 
0021. The system can analyze sales data to provide 
dynamic intelligent setup of online Store based on offline 
product catalog, e.g., Suggesting which items should be 
online or offline. The system can determine whether a card 
used for online purchases was verified by an offline swipe for 
improved security or risk calculation. The system can auto 
matically parse Submissions to Social media sites to deter 
mine keywords indicating intent to sell and upon the deter 
mination, generate links to online store or payment systems. 
0022. An inventory management system can provide cen 
tralized inventory management between an online store and 
an offline physical store. For example, an item can be desig 
nated for sale offline only, online only, and both online and 
offline. The inventory management system can make each 
designation in response to an input received from a computer 
operated by a merchant, e.g., a merchant device located in a 
physical store. Likewise, the inventory management system 
can apply discounts provided for items sold at an online store 
to show up at a merchant device located at a physical store, if 
those items are designated to be available both offline and 
online. The inventory management system can propagate 
changes to an attribute at the physical store, e.g., changes to 
description, pricing, or quantity available, to the online store, 
and vice versa. 
0023. A card risk management system uses data of past 
transactions to expedite Subsequent transactions. The data of 
past transactions can include records of past authorization, at 
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a physical store, a purchase transaction by a buyer using a 
purchase card. The card risk management system records 
information on the purchase card and a user name, as pro 
vided by the user at the physical store, for authorizing the 
purchase transaction. A Subsequent transaction can be an 
online transaction, by an online user having an online user 
account. The card risk management system can match the 
user name and the online user account in a unified authoriza 
tion data store. If the match is successful, and upon determin 
ing that a purchase card used in the online transaction is the 
same as used in the physical store, the card risk management 
system can expedite authorization of the online purchase, 
e.g., by designating the online purchase as a low-risk trans 
action. 

0024 Likewise, the data of past transactions can include 
records of past authorization, at an online store, a purchase 
transaction by a buyer using a purchase card. A Subsequent 
transaction can be an offline purchase transaction, by cus 
tomer who visits a physical store. The card risk management 
system can expedite authorization of the offline purchase 
transaction in which the purchase card is used, using the 
records of past authorization of the online transactions. 
0025. A social media interface system mirrors an online or 
offline storefront of a merchant to an account of the merchant 
on a social media site. The system receives a copy of an 
electronic message from a user device of the merchant. The 
electric message can be a notification for changing an inven 
tory of the merchant, changing a price of an item carried by 
the merchant, or a post on the social media site by the mer 
chant. The system parses the copy of the message and deter 
mines that the message is related to the item and related to an 
online store or physical store of the merchant. The system 
then inserts a tag into the copy of the message, the tag linking 
the message to an online storefront of the online store or an 
offline storefront of the physical store. The system posts the 
copy of the message, including the tag, in the account of the 
merchant on a social media site. 
0026 Advantages may include one or more of the follow 
ing. A merchant can create an online storefront based on 
existing inventory data with a single action. The online store 
front can provide a complete checkout process for each item 
in the inventory data. The merchant can sell to online custom 
ers as well as customers in the physical store, which can create 
a new revenue stream. Inventory data can be synchronized 
across both the online storefront and the brick-and-mortar 
store. The merchant does not have to separately maintain 
inventory data for the online storefront and the brick-and 
mortar Store. 

0027 FIG. 1 is a schematic illustration of the architecture 
of an example point of sale system 100. The overall system 
100 includes a merchant device 104, e.g., a computing device 
configured to perform point of sale functions, connected to 
network 106, e.g., the Internet. The computing device can be 
a mobile computing device, e.g., a hand-held computing 
device, capable of executing a customer or a merchant appli 
cation. For example, the computing device can be a Smart 
phone, tablet, a desktop computer, a laptop computer, dedi 
cated point of sale hardware, or other data processing 
apparatus. 
0028. A payment processor operates a payment service 
system 108. The payment processor processes transactions 
conducted at the merchant device 104. The merchant device 
104 can receive card information, e.g., through a card Swipe, 
for the transaction at a card reader 103. The merchant device 
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104 communicates with the payment service system 108 
using the network 106. The payment service system 108 
includes one or more servers 112, at least some of which are 
secure servers configured to handle secure transactions, 
including process transactions with the merchant device 104. 
In general, servers 112 can store public merchant information 
such as the merchant’s address or phone number. The servers 
112 also handle secure information Such as credit card num 
bers, debit card numbers, bank accounts, user accounts, user 
identifying information or other sensitive information. 
0029. The payment service system 108 can communicate 
with a computer system 116 of a card payment network, e.g., 
Visa or MasterCard. The payment service system 108 can 
communicate with a computer system 116 over the same 
network 106 used to communicate with the merchant device 
104, or over a different network. The computer system 116 of 
the card payment network can communicate in turn with a 
computer system 118 of a card issuer, e.g., a bank. There can 
also be computer systems of other entities, e.g., the card 
acquirer, between the payment service system 108 and the 
card issuer. 

0030. To receive funds from the transaction, the merchant 
can enter financial account information into the payment 
service system sufficient to receive funds. For example, in the 
case of a bank account, the merchant can entera bank account 
number and routing number. The merchant's financial 
account can also be associated with a credit card account or 
another third party financial account. In addition, in some 
implementations, if the merchant has not entered the financial 
account information, the payment service system 108 can 
cause the received funds to be withheld until the financial 
account information is provided. 
0031. Although FIG. 1 describes communicating with a 
card payment network using a payment card, the customer 
and the merchant can conduct a transaction using another 
form of payment, e.g., automated clearing house (ACH) pay 
ments, gift cards, loyalty purchases, or other payment mecha 
nisms from a third party. 
0032. The payment service system 108 can include an 
inventory management system 120. The inventory manage 
ment system 120 can include one or more computers config 
ured to manage items for sale by the merchant, e.g., using one 
or more databases. For example, the inventory management 
system 120 can store detail descriptions for each item. The 
detail descriptions can include a title, a price, a picture, quan 
tity, a category, or a description of the item. In some imple 
mentations, the inventory management system 120 stores 
whether the item is available in store only, online only, or 
both. The inventory management system 120 can also store 
whether a single item is available for sale, or multiple items 
(in Some implementations, this indication is stored as a sepa 
rate variable from a quantity of inventory for the item). There 
fore, the payment service system 108 can not only process 
financial transactions but can also manage inventory data for 
the merchant. 
0033. Through the inventory management system 120, the 
merchant can add, remove, or modify the inventory data. The 
merchant can use merchant device 104 or another device, e.g., 
a desktop device connected to the inventory management 
system 120. For example, the merchant can execute a mer 
chant application on the merchant's device. The merchant can 
add an item to the inventory data through an interface of the 
merchant application. The merchant application can send the 
added item to the inventory management system 120, which 
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stores the added item in one or more databases. In some other 
implementations, the merchant accesses, e.g., using a desktop 
computer, a web site that is hosted by the payment service 
system 108 and the merchant manages the inventory data 
through the web site. 
0034. The payment service system 108 can include a card 
risk management system 122, a merchant advisory system 
124, and a social media interface system 126. Card risk man 
agement system 122 can implement online and offline cross 
authentication to improve credit card security. Merchant 
advisory system 124 can use online and offline sales data to 
provide marketing recommendations to a merchant. Social 
media interface system 126 can help a merchant or a non 
merchant user to promote an item over Social media, e.g., a 
Social networking site, a microblog, a message forum, or the 
like. The architecture and operations of the card risk manage 
ment system 122, merchant advisory system 124, and social 
media interface system 126 are described in additional details 
below in reference to FIGS. 3-11. 

0035. The system 100 can also include a customer device 
128. The customer device 128 can interface with the payment 
service system 108 through the network 106. The customer 
device 128 can be a mobile device, a desktop device, or other 
data processing apparatus. For example, the customer device 
128 can be used by a customer at home to make an online 
purchase using the payment service system 108. 
0036 FIG. 2A is a schematic illustration of an example 
user interface 200 for generating an online storefront. A mer 
chant can use the user interface 200 to convert an offline store 
to an online store, and Vice versa. Inventory management 
system 120 can provide user interface 200 for display in a web 
browser. Using input received through user interface 200, 
inventory management system 120 can manage online inven 
tory and offline inventory of a merchant in an integrated 
environment. The online inventory can be a group of items 
that the merchant lists for sale in an online store where people 
can by the items using online transactions. The offline inven 
tory can be a group of items that the merchant sells in a 
physical store. 
0037 Inventory management system 120 can display vir 
tual map 202 in user interface 200. Virtual map 202 can be a 
map of a geographic area in which the physical store of the 
merchant is located. Inventory management system 120 can 
determine the area based on a location of the physical store, 
which can be stored by inventory management system 120 
when the merchant registers the physical store with the inven 
tory management system 120 and enters the address of the 
physical store. Inventory management system 120 can dis 
play marker 204 in virtual map 202. Marker 204 can be placed 
at a location on virtual map 202 that corresponds to the 
address of the physical store. 
0038 Inventory management system 120 can display item 
representations 206A, 206B, 206C, and 206D in user inter 
face 200. Each of item representations 206A, 206B, 206C, 
and 206D can represent an item that the merchant lists for 
sale. Each of item representations 206A, 206B, 206C, and 
206D can include, or be associated with, an item name, an 
item picture, an item price, or any combination of the above. 
Inventory management system 120 can generate item repre 
sentations 206A, 206B, 206C, and 206D automatically, based 
on sales data Submitted by a merchant device located in a 
physical store of the merchant, based on data manually 
entered by the merchant, based on data of an online store of 
the merchant, or based on any combination of the above. 
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0039 Inventory management system 120 can display item 
selections 208 and 210 in user interface 200. Item selection 
208 can be a user interface item that, upon selection, causes 
inventory management system 120 to display both represen 
tations of items of the online inventory and representations of 
items of offline inventory of the merchant in user interface 
200. Item selection 210 can be a user interface item that, upon 
selection, causes inventory management system 120 to dis 
play representations of items of offline inventory of the mer 
chant in user interface 200, and hide representations of items 
of offline inventory of the merchant from display. Upon 
receiving a selection of one of item selection 208 or item 
selection 210, inventory management system 120 can display 
a user interface for designating an item as part of online 
inventory or offline inventory. The user interface displayed is 
described below in additional details in FIG. 2B. 
0040 FIG. 2B is a schematic illustration of an example 
user interface 220 for designating an item as part of online 
inventory or offline inventory. Inventory management system 
120 can provide user interface 220 for display in a web 
browser. User interface 220 can be an interface for managing 
online inventory and offline inventory in an integrated envi 
rOnment. 

0041 Inventory management system 120 can provide 
store name 222 for display in user interface 220. Store name 
222 can correspond to a physical store name that is registered 
with inventory management system 120. Inventory manage 
ment system 120 can provide inventory selectors 224 and 226 
for display in user interface 220. Upon receiving a selection 
input through inventory selector 224 (as indicated by the 
underline in FIG.2B), inventory management system 120 can 
display a list of items in both online inventory and offline 
inventory for display in user interface 220. Upon receiving a 
selection input through inventory selector 226, inventory 
management system 120 can display a partial list of the items 
for display. The partial list can be one of a list of items in only 
the online inventory, a list of items in only the offline inven 
tory, or a list of some items (e.g., discount items) in both the 
online inventory and the offline inventory. 
0042. Inventory management system 120 can display a 
corresponding item list 228 upon receiving an input in one of 
inventory selectors 224 or 226. Item list 228, as shown in FIG. 
2B, includes items from both the online inventory and the 
offline inventory. For example, item list 228 can include a 
representation 230 of an item. Representation 230 can include 
a merchant-Supplied icon 232 of the item and a name or 
description 233 of the item collected from a merchant device. 
0043 Inventory management system 120 can receive a 
user selection of representation 230 from the item list 228, for 
example, a click on representation 230. Upon receiving the 
selection, inventory management system 120 can provide 
details of the item represented by representation 230 for dis 
play in item edit area 234. Item edit area 234 can include 
editing interfaces for changing the items icon, name, price, 
stock keeping unit (SKU), availability status, and other 
attributes. Inventory management system 120 can pre-popu 
late the name, price, and SKU based on data received from a 
merchant device in a physical store. 
0044) Inventory management system 120 can display a 
one-click listing selection 235, e.g., a check box or radio 
button. Upon receiving an input through one-click listing 
selection 235 to show the item in a merchants online profile, 
inventory management system 120 can display the item in the 
a merchant's profile to a user viewing the profile. Upon 
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receiving an input through one-click listing selection 235 not 
to show the item in a merchant's online profile, inventory 
management system 120 can remove the item from display in 
the online profile. 
0045 Inventory management system 120 can display a 
one-click status selection 236, e.g., a checkbox or radio but 
ton, for designating the item as an online item or offline item. 
Upon receiving an input through one-click status selection 
236 to designate the item as an online item, inventory man 
agement system 120 can display the item in an online store. 
Upon receiving an input through one-click status selection 
236 to designate the item as an offline item, inventory man 
agement system 120 can remove the item from display in the 
online store. 
0046 Inventory management system 120 can provide for 
display item attribute interface 238. Based on input received 
from attribute interface 238, inventory management system 
120 can specify the manner in which an online inventory is 
managed. For example, upon receiving an input from 
attribute interface 238 specifying that the merchant has only 
one item to sell, inventory management system 120 can mark 
the item in an online Store as “sold out upon receiving an 
indication from a merchant device that the only item has been 
sold in a physical store. Upon receiving an input from 
attribute interface 238 specifying that the merchant has mul 
tiple items to sell, the inventor management system can dis 
play a field for the merchant to input a quantity of the items 
that are available for sale. The inventory management system 
120 can keep listing the item in the online store as available 
for sale. 
0047 FIG. 3 is a block diagram illustrating an example 
architecture of inventory management system 120. Inventory 
management system 120 can include hardware, software, and 
firmware components. 
0048 Inventory management system 120 can include 
offline inventory database 302. Offline inventory database 
302 is a component of inventory management system 120 
configured to receive data from merchant device 104 and 
process and store the data. The data received from merchant 
device 104 can include, for example, time, date, and location 
of a sale, a price of an item, an SKU of the item, a name or 
label of the item, a card number of a purchase card being used 
to buy the item, a name on the purchase card, a card type of the 
purchase card, an issuer name of the purchase card, and an 
expiration date of the purchase card. 
0049 Inventory management system 120 can include 
online inventory database 304. Online inventory database 304 
is a component of inventory management system 120 config 
ured to receive data from online Store and process and store 
the data. The data received from online store 306 can include, 
for example, time, date, and location of a sale, a price of an 
item, an SKU of the item, a name or label of the item, a card 
number of a purchase card being used to buy the item, a name 
on the purchase card, a card type of the purchase card, an 
issuer name of the purchase card, an expiration date of the 
purchase card, a shipping address, a shipping method, a bill 
ing address, a shipping address, and a recipient name. 
0050 Inventory management system 120 can include 
account engine 308. Account engine 308 is a component of 
inventory management system 120 configured to associate 
data in data in offline inventory database 302 and online 
inventory database 304 to generate integrated inventory data. 
Account engine 308 can store the integrated inventory data in 
merchant data store 310. Merchant data store 310 is a com 
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ponent of inventory management system 120 configured to 
store the integrated inventory data, in association with a reg 
istered merchant who operates the physical store where mer 
chant device 104 is located and who also operates online store 
306. In the integrated inventory data, a representation of an 
item can be associated with a flag indicating whether the item 
is an online item or offline item or both. 

0051 Inventory management system 120 can include user 
interface manager 312. User interface manager 312 is a com 
ponent of inventory management system 120 configured to 
generate user interfaces 200 and 220 for display, and to 
receive user input through the user interfaces. User interface 
manager 312 can interpret the user input and request account 
engine to change status of an item from an online item to an 
offline item or vice versa, for example, by toggling the flag 
associated with the item. 

0.052 Inventory management system 120 can store an 
inventory of items for sale. The inventory is a list of items. The 
inventory includes a first item that is designated for sale only 
at a physical store where a buyer can visit personally. The first 
item can be, for example, represented in the user interface by 
representation 230, as illustrated in FIG. 2B. The inventory 
includes a second item that is designated for sale only at an 
online store 306 accessible by online buyers using a buyer 
application program or a web browser. The second item can 
be, for example, a to-go item not listed in item list 228. 
0053 Inventory manage system 120 can provide a first list 
of records of items in the inventory to merchant device 104 
located at the physical store for display to a merchant at the 
physical store. The first list includes a record of the first item 
but either excludes a record of the second item or includes a 
record of the second item and an indicator that the second 
item is not for sale at the physical store. 
0054 Inventory management system 120 can provide a 
second list of records of items in the inventory to a server of 
the online store 306 for serving to the buyer application 
program or web browser. The second list includes a record of 
the second item but either excludes a record of the first item or 
includes a record of the first item and an indicator that the first 
item is not for sale at the online store 306. 

0055 Inventory management system 120 receives from 
the merchant device 104 a notification indicating that the 
merchant device 104 received an input from the merchant for 
offering the first item for view or for sale at the online store 
306. The input can be received through one-click status selec 
tion 236 of FIG.2B. In response to the notification, inventory 
management system 120 provides a new second list of 
records to the server of the online store 306. The new second 
list includes both the record of the first item and the record of 
the second item, and including an indicator that the first item 
is for view or for sale at the online store as specified in the 
notification from the merchant device. 

0056. In some implementations, the request can includean 
indicator that the input from the merchant device user speci 
fies that an in-store discount at the physical store is applicable 
to the first item to the online buyers. In response, inventory 
management system 120 can associate the record of the first 
item in the new second list with the indicator of the in-store 
discount. In some implementations, the request can include 
an indicator that the input from the merchant device user 
specifies a quantity of first items available to the online buy 
ers, e.g., an input received from attribute interface 238. In 
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response, inventory management system 120 can associate 
the record of the first item in the new second list with the 
quantity. 
0057 FIG. 4 is a flowchart of example procedure 400 of 
managing online and offline inventory. Procedure 400 can be 
performed by inventory management system 120. 
0058 Inventory management system 120 can provide 
(402) for display a group of one or more items for sale, e.g., in 
item list 228 of user interface 220. Inventory management 
system 120 can determine the group of one or more items 
based on information received by the one or more computers 
from a merchant device located at the physical store. The 
group of one or more items can be displayed in a web browser. 
The input can include a user input selecting the item in the 
web browser and a user input for designating the item as the 
online item or the offline item. 
0059 Inventory management system 120 can receive 
(404) an input for designating an item in the group as an 
online item oran offline item. The online item can be an item 
for sale through an online store. The offline item can be an 
item for sale at a physical store. 
0060. In response to the input, inventory management sys 
tem 120 can designate (406) the item as the online item or 
offline item. The designation operations can include at least 
one of removing the item from an online inventory and plac 
ing the item in an offline inventory, removing the item from 
the offline inventory and placing the item in the online inven 
tory, or adding the item that is already in the offline inventory 
to the online inventory. 
0061 Optionally, inventory management system 120 can 
record (408) from a merchant device located at the physical 
store, information on an offline transaction of purchasing the 
item at the physical store. Inventory management system 120 
can then generate (410) an online receipt based on the infor 
mation on the offline transaction. The online receipt can 
include an electronic document specifying a time, a location, 
a price, and an item name of the transaction. Inventory man 
agement system 120 can provide (412) the online receipt to a 
user upon request. 
0062. In some implementations, inventory management 
system 120 receives a second input for sharing an attribute of 
the item between the online inventory and the offline inven 
tory. In response, inventory management system 120 adds the 
attribute to a record of the item in the online inventory accord 
ing to the attribute of the item in the offline inventory or adds 
the attribute to a record of the item in the off line inventory 
according to the attribute of the item in the online inventory. 
The attribute can include a discount status, discount amount, 
product description, product image, or quantity. In some 
implementations, attributes added to the record of the item in 
the online inventory is automatically added to the record of 
the item in the off line inventory, and Vice-versa. In some 
implementations, changes to attributes in the record of an 
item in the online inventory is automatically propagated to the 
record of the item in the offline inventory, and vice-versa. 
Both the online inventory and the offline inventory are stored 
on inventory management system 120, which provides the 
online inventory to a server of the online store and provides 
the offline inventory to a merchant device located at the physi 
cal store. 
0063 FIG. 5 is a block diagram illustrating an example 
architecture of card risk management system 122. Card risk 
management system 122 can include hardware, software, and 
firmware components. 
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0064 Card risk management system 122 can include 
authentication engine 502. Authentication engine 502 is a 
component of card risk management system 122 configured 
to receive purchase card information from merchant device 
104. Merchant device 104 can provide the purchase card 
information upon receiving a card Swipe or insertion of pur 
chase card 504, e.g., through card reader 103 of FIG.1. Upon 
determining that purchase card 504 is authenticated, authen 
tication engine 502 can associate the purchase card informa 
tion and user information, and provide the purchase card 
information and user information to account engine 506. The 
user information can include information of the user Swiping 
purchase card 504 as collected by merchant device 104. 
0065 Account engine 506 is a component of card risk 
management system 122 configured to associate the purchase 
card information, the user information, an account of a user of 
the purchase card, and optionally, an account of the merchant 
operating a physical store where merchant device 104 is 
located. Account engine 506 can encrypt the associated data 
as integrated authentication data and store the integrated 
authentication data in authorization data store 508. 

0.066 Authentication engine 502 can receive purchase 
card information from online store 306 when a user uses a 
purchase in a transaction in online store 306. Purchase card 
information from online store 306 can include card informa 
tion of purchase card 510 and online user information as 
provided by the user. Authentication engine 502 can deter 
mine there is a match between purchase card 504 and pur 
chase card 510. In response, authentication engine 502 can 
authenticate purchase card 510 based at least in part on the 
integrated authentication data in authorization data store 508. 
In some implementations, the match can be a match in card 
number. In some implementations, the match can be based on 
other criteria including, for example, user name, address, or 
security code, or a factor that a same merchant operates both 
the physical store where merchant device 104 is located and 
online store 306. In some implementations, authentication 
engine 502 can authenticate purchase card 510 based at least 
in part on the integrated authentication data even when the 
physical store where merchant device 104 is located and 
online store 306 are operated by different merchants. For 
example, whether the purchase card matches a card that was 
previously physically swiped through the card reader 103. 
can be used as a factor in a risk algorithm in the card risk 
management system 122 that determines whether to approve 
the transaction, e.g., by increasing the maximum limit for a 
transaction, or otherwise serving as a weighted factor. 
0067. In some implementations, authentication engine 
502 can receive purchase card information from online store 
306 before receiving purchase card information from mer 
chant device 104. Authentication engine 502 can generate 
integrated authentication data in a similar manner. Upon 
receiving request to authenticate from merchant device 104. 
authentication engine 502 can authenticate purchase card 504 
based at least in part on the integrated authentication data. 
0068. The card risk management system 122 can receive 
offline transaction information from a merchant device 104 
located in a physical store personally visited by a buyer. The 
offline transaction information can include user information 
and purchase card information. The user information can 
associated with a store user name of the buyer stored at the 
card risk management system. The purchase card information 
can include a record R1 of purchase card 504 that the buyer 
used in a purchase transaction at the physical store. The 
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record R1 can indicate that the purchase card 504 was autho 
rized in the purchase transaction. 
0069. Subsequent to the purchase transaction, the card risk 
management system 122 can receive, from a server of an 
online store 306, a request to process an online transaction in 
which purchase card 510 is used. The request can include an 
online user name and a record R2 of the purchase card 510; 
0070 The card risk management system 122 can deter 
mining that, according to buyer information stored in a buyer 
database of the card risk management system 122, (1) the 
online user name is associated with the store user name, and 
that, (2) according to information in the first record and infor 
mation in the second record, the purchase card 510 used in the 
online transaction is same as the purchase card 504 used in the 
physical store. The buyer database can be the authorization 
database 508 or another database the is part of, or coupled to, 
the card risk management system 122. 
0071. In response to determining (1) and (2) above, the 
card risk management system 122 can authorize the online 
transaction. In some implementations, card risk management 
system 122 can authorize the online transaction based at least 
in part on an indicator that the purchase card 504/510 was 
authenticated before at the physical store, and that a transac 
tion using purchase card 504/510 was authorized. In some 
implementations, the card risk management system 122 can 
Submit information of the online transaction to a service that 
issued the purchase card 504/510 for authorization. For 
example, the card risk management system 122 can transmit, 
to the service, the information in the record R2 in association 
with an indicator that the purchase card 510 was authenticated 
before at the physical store. The card risk management sys 
tem 122 can notify the server of the online store 306 that the 
online transaction is allowed or denied. 
0072. Likewise, the authorization of a purchase using pur 
chase card 510 can occurat the online store 306 first. The card 
risk management system 122 can expedite authorization of a 
Subsequent purchase transaction at merchant device 104 
using purchase 504. 
0073 FIG. 6 is a flowchart of example procedure 600 of 
authorizing online transactions using point of sale data. A 
similar procedure can be used to authorizing point of sale 
transaction using online transaction data. Procedure 600 can 
be performed by card risk management system 122. 
0074 Card risk management system 122 can receive 
(602), from a merchant device located in a physical store 
operated by a merchant, offline transaction information. The 
offline transaction information can include store purchase 
card information and user information. The store purchase 
card can be, for example, a credit card, a debit card, a gift card, 
or a store card. The store purchase card information can 
include a first card number and a first expiration date. The user 
information can include at least one of a first user name, a first 
user address, or a first user signature. 
0075 Card risk management system 122 can receive 
(604), from an online store operated by the merchant who also 
operates the physical store, a request for authorizing an online 
purchase. The request can include online purchase card infor 
mation. The online purchase request can be associated with 
an online identity of a user. The online purchase card can be, 
for example, a credit card, a debit card, a gift card, or a store 
card. The online purchase card information includes a second 
card number and a second expiration date. The online identity 
can include at least one of a second user name, a second user 
address, or a second user signature. 
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0076 Card risk management system 122 can determine 
(606) a match between the store purchase card information 
and the online purchase card information. In some implemen 
tations, determining the match between the store purchase 
card information and the online purchase card information 
can include determining that the first card number and first 
expiration date match the second card number and second 
expiration date, respectively. In some implementations, deter 
mining the match between the store purchase card informa 
tion and the online purchase card information can include 
determining that, according to an online registry, the first card 
number and second card number are associated with a same 
user Or Same account 

0077. Upon determining the match, card risk management 
system 122 can authorize (608) the online purchase card for 
use in the online purchase based on the online identity and the 
user information. Authorizing the online purchase card can 
include authorizing the online purchase by card risk manage 
ment system 122 based on past authorization. Authorizing the 
online purchase card can include Submitting, card risk man 
agement system 122, and online transaction information to a 
card authorization service in association with an indication 
that the transaction is a low risk transaction. 
0078 Card risk management system 122 can allow or 
deny (610) the online purchase request based on a result of 
authentication. Card risk management system 122 can allow 
the online purchase upon Successful authentication. Card risk 
management system 122 can deny the online purchase upon 
failed authentication. 
0079. In some implementations, procedure 600 can be 
performed by a system including a merchant computer in a 
physical store of a merchant, an online store server, a trans 
action processing server, and an authorization server located 
remotely from one another. The merchant computer can have 
a card reader, and is programmed to generate offline transac 
tion information for an offline transaction with a customer, 
and to receive first purchase card information from the card 
reader. 

0080. The online store server can provide an online store 
for the merchant to a customer device. The transaction pro 
cessing server can receive the offline transaction information 
including the first purchase card information from the mer 
chant computer. The transaction processing server can store 
the first purchase card information. The transaction process 
ing server can receive from the online store server a request 
for authorizing an online purchase. The request can include 
online purchase card information including second purchase 
card information. The transaction processing server can 
determine a match between the first purchase card informa 
tion and the second purchase card information. 
I0081. The authorization computer of a financial institution 
that issued the card can receive from the transaction process 
ing server the online purchase card information and an indi 
cation of a match between the first purchase card information 
and the second purchase card information, and to allow or 
deny the online purchase based at least in part of the indica 
tion of the match. 
I0082 FIG. 7 is block diagram illustrating an example 
architecture of a merchant advisory system 124. Merchant 
advisory system 124 can include hardware, Software, and 
firmware components. 
I0083 Merchant advisory system 124 can include transac 
tion database 702. Transaction database 702 is a component 
of merchant advisory system 124 configured to receive and 
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store transaction data from merchant device 104 that is 
located in a physical store, and transaction data from online 
store 306. The transaction data can include time and geo 
graphical or virtual location of each purchase or return. In 
Some implementations, transaction data from multiple mer 
chants can be aggregated. 
0084 Merchant advisory system 124 can include statistics 
engine 704. Statistics engine 704 is a component of merchant 
advisory system 124 configured to analyze the transaction 
data stored in transaction database 702 and determine a time 
and location based probability on which item is more likely to 
be sold when and where, including whether the item is more 
likely to be sold online or in a physical store located at a given 
geographic location. Statistics engine 704 can generate a 
statistic model for items recorded in the transaction data. In 
Some implementations, merchant advisory system 124 can 
automatically apply the statistic model to items in an inven 
tory of merchant data store 310 (of FIG. 3) and designate an 
item to be listed online or offline based on the statistic model. 
The statistic model can include time and location based prob 
ability density of each item being purchased or returned over 
an hourly, a daily, a weekly, a monthly, a quarterly, or an 
annual period. 
0085 Merchant advisory system 124 can include report 
generator 706. Report generator 706 is a component of mer 
chant advisory system 124 configured to receive a request 
from a merchant for marketing recommendations. Based on 
the statistic model generated by statistics engine 704, report 
generator 706 can generate recommendation 708 in response 
to the request. Recommendation 708 can include a portion of 
the statistic model determined based on a time and location as 
specified in the request and formatted to a human-readable 
format. Recommendation 708 can include a Suggestion on 
whether, at a given time, an item shall be listed online or 
offline. Recommendation 708 can include a suggestion on 
whether at a given time, an advertisement, a discount, or a 
rebate on a particular item shall be published online or at a 
physical store. The recommendation can be based on statis 
tics showing, for example, on a given day of week, sales of a 
particular itemata particular physical store or online is higher 
(or lower) than other days by a threshold amount. Report 
generator 706 can provide recommendation 708 for display in 
a browser. 
I0086 FIG. 8 is a flowchart of example procedure 800 of 
providing recommendations to online stores using point of 
sale data. Procedure 800 can be performed by merchant advi 
sory system 124. 
0087 Merchant advisory system 124 can receive (802), 
from a merchant device located in a physical store, offline 
transaction information. The offline transaction information 
can include a history of purchases or returns that occurred at 
the physical store and a timestamp associated with each pur 
chase and return. 
0088 Merchant advisory system 124 can receive (804), 
from an online store, online transaction information, the 
online transaction can include a history of purchases or 
returns at the online store and a timestamp associated with 
each purchase and return. 
0089 Merchant advisory system 124 can determine (806), 
based on the online transaction information and offline trans 
action information, a purchase pattern. The purchase pattern 
can include a time and location based likelihood that an item 
or a type of items being purchased. The location can include 
at least one of a physical location corresponding to the physi 
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cal store, a link to the online store, or an estimated geographic 
location of a user purchasing an item in the online store. 
0090 Merchant advisory system 124 can determine (808), 
based on the likelihood and an online inventory of the online 
store and an offline inventory of the physical store, a preferred 
strategy of promoting the item or type of items over time and 
location for targeting online shoppers. The preferred strategy 
comprises whether to put an item for sale in the online store or 
in the physical store at a given time 
0091 Merchant advisory system 124 can provide (810) a 
recommendation to a merchant based on the preferred strat 
egy. The merchant can be an operator of the online Store and 
the physical store. 
0092 FIG. 9 is a flowchart of example procedure 900 of 
providing recommendations to physical stores using online 
sales data. Procedure 900 can be performed by merchant 
advisory system 124. 
(0093 Merchant advisory system 124 can receive (902), 
from an online store, transaction information. The transaction 
information including a history of purchases or returns that 
occurred at the online store and a timestamp associated with 
each purchase and return. 
0094 Merchant advisory system 124 can determine (904), 
based on the transaction information, a purchase pattern. The 
purchase pattern can include a time and location based like 
lihood that an item or a type of items being purchased. 
(0095 Merchant advisory system 124 can receive (906), 
from a merchant device located in a physical store, informa 
tion on inventory of the physical store. 
(0096 Merchant advisory system 124 can determine (908), 
based on the likelihood and the inventory of the physical 
store, a preferred strategy of promoting the item or type of 
items over time and location for targeting shoppers visiting 
the physical store. 
(0097 Merchant advisory system 124 can provide (910) a 
recommendation to an operator of the physical store based on 
the preferred strategy. 
0.098 FIG. 10 is block diagram illustrating an example 
architecture of social media interface system 126. Social 
media interface system 126 can include hardware, Software, 
and firmware components. 
0099 Social media interface system 126 can include mes 
sage parser 1002. Message parser 1002 is a component of 
Social media interface system 126 configured to receive a 
duplicate (e.g., copy) of a message from user system 1004 and 
determine one or more keywords in the duplicate of the mes 
sage. User system 1004 can be a user device configured to 
send the message to destination system 1006. The message 
can be a microblog entry or an electronic mail message. 
Destination system 1006 can include one or more computers 
hosting an online service, e.g., a social media site. User device 
can send a duplicate of the message to Social media interface 
system 126. 
0100. Upon receiving the duplicate of the message, mes 
sage parser 1002 can determine that the one or more key 
words include words or phrases (e.g., “for sale” or “X dol 
lars”) indicate that the message is likely to be intended for 
selling or buying an item. Upon the determination, message 
parser 1002 can request link generator 1008 to generate a link 
for facilitating a sales transaction. 
0101 Link generator 1008 is a component of social media 
interface system 126 configured to receive a request from 
message parser 1002, to determine whether an identifier of a 
sender of the duplicate of the massage matches a registered 



US 2014/0379.580 A1 

user identifier (e.g., an account name of a merchant), and in 
response to the determination, to generate link 1010 based on 
the one or more keywords and the registered user identifier. 
Link 1010 can include a uniform resource locator (URL) link 
to an online store or a payment system (e.g., a payment 
account on an online or offline payment service) associated 
with the registered user identifier. One or more components of 
the link (e.g., account name or item identifier) can be stored in 
user registry 1012 in association with the registered user 
identifier. Link generator 1008 can provide link 1010 to des 
tination system 1006, e.g., the online store operated by the 
payment service system 108. 
0102. Upon receiving link 1010, an application program 
associated with Social media interface system 126 can 
execute on destination system 1006. The application program 
can insert link 1010 into the message as a hypertext markup 
language (HTML) tag for associating with the one or more 
keywords. Accordingly, the keywords (or other part of the 
message) can be clickable, where a click on the keywords can 
lead to the online store or payment system. 
0103) In some implementations, user system 1004 can 
send a message (e.g., a Submission oran email) to destination 
system 1006. User system 1004 can send one or more instruc 
tions to destination system 1006 for publishing the message. 
User system 1004 can send the one or more instructions to 
social media interface system 126. User system 1004 can 
send the one or more instructions to Social media interface 
system 126 by copying an email message or executing an 
application program for sending the message. The application 
program can be authorized to copy the one or more instruc 
tions to social media interface system 126. In addition, user 
system 1004 can provide to social media interface system 126 
a destination page or reference to (e.g., web address for 
accessing) a destination page. The destination page can be a 
page that the message is published in a Social media by 
destination system 1006. 
0104. Upon receiving the one or more instructions and the 
destination page or reference, link generator 1008 of social 
media interface system 126 can generate link 1010, and pro 
vide link 1010 to destination system 1006. 
0105. An application executing on destination system 
1006 can parse the message to identify one or more keywords 
that indicate intent to sell or buy. Upon identifying the key 
words, destination system 1006 can associate link 1010 with 
the keywords (e.g., by inserting an HTML tag). In some 
implementations, user system 1004 can authorize social 
media interface system 126 to modify a user's destination 
page on destination system 1006. For example, the user can 
add a friend to an account on destination system 1006. The 
user can designate an account on Social media interface sys 
tem 126 as the friend. The user can give the friend the per 
mission to edit the user's destination page. Accordingly, link 
generator 1008 of social media interface system 126 can 
modify the destination page and insert link 1010. 
0106. In some implementations, user system 1004 is a 
merchant device, located in a physical store. The user system 
1004 can display an offline storefront. The offline store front 
can include user interface 220, as described in reference to 
FIG. 2B. The user device receives a change, e.g., an input 
from the merchant making a note “50% discount today' on an 
item "sandwich' listed in user interface 220. The merchant 
can have a parallel online storefront and a social media 
account where the merchant promotes items carried by the 
merchant. The note can trigger Social media interface system 
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126 to generate a message indicating the discount in an online 
storefront of the merchant, a web marketplace of the mer 
chant, or the Social media site where the merchant partici 
pates. Destination system 1006 can include an inventory man 
agement system, a server of the online store, a server of the 
web market place, or a server of the social media site. The 
Social media interface system 126 parses the note to deter 
mine link 1010 to the online storefront to be generated, inserts 
the link 1010 to a message, and posts the message on desti 
nation system 1006. 
0107. In some implementations, the social media interface 
system 126 provides an online storefront and a mirror of the 
storefront on destination system 1006, which can include a 
server of a social media site. The Social media interface sys 
tem 126 can automatically convert notes of the merchant as 
received from user system 1004 to Social media posts, e.g., 
posts about discounts. If the merchanthas an online storefront 
managed by or registered with the Social media interface 
system 126, the social media interface system 126 can mirror 
notes to the Social media site. For example, each time the 
merchant indicates that there is a discount in the physical 
store or in the online store, user device 1004 can notify the 
social media interface system 126. The social media interface 
system 126 then generates messages for posting on the Social 
media site about the discount. The posts can include link 1010 
embedded as HTML tags. 
0108. In some implementations, user system 1004 is a 
merchant device located at a physical store of a merchant or a 
server of an online store of the merchant. The merchant has a 
Social media presence at a Social media site. Destination 
system 1006 is a server of the social media site. The social 
media interface system 126 makes it easier for the merchant 
to insert links to a storefront of the physical store or the online 
store when the merchant make posts. For example, a mer 
chant operating "My Baker Shop” posts a message on Social 
media site indicating “50% discount sandwich today.” The 
social media interface system 126 identifies a keyword "dis 
count in the post. In addition, the Social media interface 
system 126 analyzes the post to see “sandwich as the item. In 
response to the identifications, the Social media interface 
system 126 determines a link 1010 to a storefront of “My 
Baker Shop” using pre-registered information of the mer 
chant. The social media interface system 126 converts the 
original message by embedding the link 1010 as a tag to the 
term "sandwich' and posts the converted message to the 
Social media site. Even when the merchant does not know 
specific URLs to the specific item “sandwich' in the store 
front, the social media interface system 126 allows the mer 
chant conduct marketing on Social media. The merchant can 
control which messages on items get converted and posted, 
for example, using one-click listing selection 235 or one-click 
listing selection 235 as described above in reference to FIG. 
2B. 

0109. In some implementations, social media interface 
system 126 receives a copy of an electronic message sent 
from user system 1004, e.g., a merchant computer of a mer 
chant, to destination system 1006, e.g., an inventory manage 
ment system for updating an inventory of items for sale at a 
physical store of the merchant or an online store of the mer 
chant. A message parser 1002 of the social media interface 
system 126 parses the copy of electronic message to deter 
mine one or more keywords in the electronic message, e.g., 
“discount” and “sandwich. The message parser 1002 can 
determine that the one or more keywords indicate that the 
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electronic message describes an item that is offered by the 
merchant to sell at the physical store or the online store. In 
making the determination, the message parser 1002 can iden 
tify one or more words or phrases, e.g., "discount’ indicating 
an offer to sell, and identify the item from the inventory 
records stored on an inventory management system coupled 
to the Social media interface system 126 using at least one of 
the one or more keywords, e.g., "sandwich.” 
0110. In response to the determining, a link generator 
1008 retrieves a link 1010 from a user registry 1012 using an 
account name of the merchant. The link 1010 is directed to the 
online store of the merchant or includes an address of the 
physical store. The link 1010 can be associated with the 
account name in the user registry 1012, and can be previously 
entered by the merchant or generated for the merchant. 
0111. The link generator 1008 inserts the link 1010 as a tag 
on the one or more keywords, e.g., on “sandwich' or "dis 
count’ or both, of the electronic message. The tag can be an 
HTML tag that causes the one or more keywords, upon 
receiving a click or touch input when being viewed in the 
browser, to direct the browser to display a web page of the 
online store, or to display a location of the physical store 
corresponding to the address. The link generator 1008 can 
post the electronic message that includes the tag on destina 
tion system 106, e.g., in an account of the merchanton a social 
media site. 

0112 In some implementations, social media interface 
System 126 receives a duplicate of an electronic message sent 
by a merchant from a user system 1004 to destination system 
1006, e.g., a server of a social network site storing messages 
of the merchant and providing the stored messages for display 
in a browser. 

0113. A message parser 1002 of the social network inter 
face system 126 parses the duplicate of the electronic mes 
sage to determine one or more keywords in the electronic 
message. The message parser 1002 can determine that the one 
or more keywords indicate that the message describes an item 
that is offered by the merchant to sell at an online store of the 
merchant. In response, a link generator 1008 can retrieve a 
link 1010 from a user registry 1012 using an account name of 
the merchant. The link 1010 is directed to the online store of 
the merchant and is associated with the account name in the 
user registry 1012. The link 1010 can be previously entered 
by the merchant or generated for the merchant. The link 
generator 1008 can provide the link 1010 to a server of the 
Social network site for posting in a message on the Social 
media site. In some implementations, providing the link 1010 
to the server includes providing the link 1010 to an applica 
tion program that executes on a server of the Social network 
site for inserting the link 1010 as a tag of the one or more 
keywords of the electronic message. In some implementa 
tions, providing the link 1010 to the server includes generat 
ing the message that includes the link 1010 as a tag and 
providing the message to the server for posting in the Social 
media site. 

0114 FIG. 11 is a flowchart of example procedure 1100 of 
inserting links into electronic messages. Procedure 1100 can 
be performed by social media interface system 126. 
0115 Social media interface system 126 can receive 
(1102) a duplicate (e.g., a copy) of an electronic message sent 
from a source to a destination. The destination can include 
one or more servers programmed to provide a social media or 
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microblogging service. The electronic message can be an 
electronic mail or a feed to the Social media or microblogging 
service 
0116 Social media interface system 126 can parse (1104) 
the duplicate of the electronic message. During the parsing, 
Social media interface system 126 can identify one or more 
keywords indicating that the electronic message is related to 
selling or buying an item. 
0117. In response, social media interface system 126 can 
determine (1106), based on identity information of the 
Source, a link to access an online store or payment system of 
the source. The identify information includes a registered 
user identifier of the source. The online store or payment 
system can be configured to facilitate the selling or buying. 
0118 Social media interface system 126 can provide 
(1108) the link to one or more servers at the destination for 
inserting into the electronic message. The link can include an 
HTML tag for associating with the one or more keywords. 
0119 FIG. 12 is a block diagram of an exemplary archi 
tecture of a computing device capable of serving as a point of 
sale. Architecture 1200 can be implemented in a computing 
device for generating the features described in reference to 
FIGS. 1-11, including but not limited to portable or desktop 
computers, Smart phones and electronic tablets, television 
systems, game consoles, kiosks and the like. Architecture 
1200 can include memory interface 1202, data processor(s), 
image processor(s) or central processing unit(s) 1204, and 
peripherals interface 1206. Memory interface 1202, proces 
sor(s) 1204 or peripherals interface 1206 can be separate 
components or can be integrated in one or more integrated 
circuits. The various components can be coupled by one or 
more communication buses or signal lines. 
I0120 Sensors, devices, and subsystems can be coupled to 
peripherals interface 1206 to facilitate multiple functional 
ities. For example, motion sensor 1210, light sensor 1212, and 
proximity sensor 1214 can be coupled to peripherals interface 
1206 to facilitate orientation, lighting, and proximity func 
tions of the device. For example, in some implementations, 
light sensor 1212 can be utilized to facilitate adjusting the 
brightness of touch Surface 1246. In some implementations, 
motion sensor 1210 (e.g., an accelerometer, gyros) can be 
utilized to detect movement and orientation of the device. 
Accordingly, display objects or media can be presented 
according to a detected orientation (e.g., portrait or land 
Scape). 
I0121. Other sensors can also be connected to peripherals 
interface 1206, such as a temperature sensor, a biometric 
sensor, or other sensing device, to facilitate related function 
alities. 
0.122 Location processor 1215 (e.g., GPS receiver) can be 
connected to peripherals interface 1206 to provide geo-posi 
tioning. Electronic magnetometer 1216 (e.g., an integrated 
circuit chip) can also be connected to peripherals interface 
1206 to provide data that can be used to determine the direc 
tion of magnetic North. Thus, electronic magnetometer 1216 
can be used as an electronic compass. 
I0123 Camera subsystem 1220 and an optical sensor 1222, 
e.g., a charged coupled device (CCD) or a complementary 
metal-oxide semiconductor (CMOS) optical sensor, can be 
utilized to facilitate camera functions, such as recording pho 
tographs and video clips. 
0.124 Communication functions can be facilitated 
through one or more communication Subsystems 1224. Com 
munication Subsystem(s) 1224 can include one or more wire 



US 2014/0379.580 A1 

less communication Subsystems. Wireless communication 
Subsystems 1224 can include radio frequency receivers and 
transmitters and/or optical (e.g., infrared) receivers and trans 
mitters. Wired communication system can include a port 
device, e.g., a Universal Serial Bus (USB) port or some other 
wired port connection that can be used to establish a wired 
connection to other computing devices, such as other com 
munication devices, network access devices, a personal com 
puter, a printer, a display screen, or other processing devices 
capable of receiving or transmitting data. The specific design 
and implementation of the communication Subsystem 1224 
can depend on the communication network(s) or medium(s) 
over which the device is intended to operate. For example, a 
device may include wireless communication Subsystems 
designed to operate over a global system for mobile commu 
nications (GSM) network, a GPRS network, an enhanced 
data GSM environment (EDGE) network, 802.x communica 
tion networks (e.g., WiFi, WiMax, or 3G networks), code 
division multiple access (CDMA) networks, and a Blue 
toothTM network. Communication subsystems 1224 may 
include hosting protocols such that the device may be con 
figured as a base station for other wireless devices. As another 
example, the communication Subsystems can allow the 
device to synchronize with a host device using one or more 
protocols, such as, for example, the TCP/IP protocol, HTTP 
protocol, UDP protocol, and any other known protocol. 
0.125 Audio subsystem 1226 can be coupled to a speaker 
1228 and one or more microphones 1230 to facilitate voice 
enabled functions, such as voice recognition, voice replica 
tion, digital recording, and telephony functions. 
0126 I/O subsystem 1240 can include touch controller 
1242 and/or other input controller(s) 1244. Touch controller 
1242 can be coupled to a touch surface 1246. Touch surface 
1246 and touch controller 1242 can, for example, detect con 
tact and movement or break thereofusing any of a number of 
touch sensitivity technologies, including but not limited to 
capacitive, resistive, infrared, and Surface acoustic wave tech 
nologies, as well as other proximity sensor arrays or other 
elements for determining one or more points of contact with 
touch Surface 1246. In one implementation, touch surface 
1246 can display virtual or soft buttons and a virtual key 
board, which can be used as an input/output device by the 
USC. 

0127. Other input controller(s) 1244 can be coupled to 
other input/control devices 1248, such as one or more buttons, 
rocker switches, thumb-wheel, infrared port, USB port, and/ 
or a pointer device Such as a stylus. The one or more buttons 
(not shown) can include an up/down button for Volume con 
trol of speaker 1228 and/or microphone 1230. 
0128. In some implementations, the computing device 
implementing architecture 1200 can present recorded audio 
and/or video files, such as MP3, AAC, and MPEG files. In 
Some implementations, the computing device can include the 
functionality of an MP3 player and may include a pin con 
nector for tethering to other devices. Other input/output and 
control devices can be used. 
0129. Memory interface 1202 can be coupled to memory 
1250. Memory 1250 can include high-speed random access 
memory or non-volatile memory, Such as one or more mag 
netic disk storage devices, one or more optical storage 
devices, or flash memory (e.g., NAND, NOR). Memory 1250 
can store operating system 552, such as Darwin, RTXC, 
LINUX, UNIX, OS X, WINDOWS, or an embedded operat 
ing system such as VxWorks. Operating system 1252 may 
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include instructions for handling basic system services and 
for performing hardware dependent tasks. In some imple 
mentations, operating system 1252 can include a kernel (e.g., 
UNIX kernel). 
0.130 Memory 1250 may also store communication 
instructions 1254 to facilitate communicating with one or 
more additional devices, one or more computers or servers. 
Communication instructions 1254 can also be used to select 
an operational mode or communication medium for use by 
the device, based on a geographic location (obtained by the 
GPS/Navigation instructions 1268) of the device. Memory 
1250 may include graphical user interface instructions 1256 
to facilitate graphic user interface processing; sensor process 
ing instructions 1258 to facilitate sensor-related processing 
and functions; phone instructions 1260 to facilitate phone 
related processes and functions; electronic messaging 
instructions 1262 to facilitate electronic-messaging related 
processes and functions; web browsing instructions 1264 to 
facilitate web browsing-related processes and functions and 
display GUIs: media processing instructions 1266 to facili 
tate media processing-related processes and functions; GPS/ 
Navigation instructions 1268 to facilitate GPS and naviga 
tion-related processes; camera instructions 1270 to facilitate 
camera-related processes and functions; and POS instruc 
tions 1272 for causing the device to perform operations of a 
POS device. The memory 1250 may also store other software 
instructions for facilitating other processes, features and 
applications, such as applications related to navigation, Social 
media, location-based services or map displays. 
I0131 Each of the above identified instructions and appli 
cations can correspond to a set of instructions for performing 
one or more functions described above. These instructions 
need not be implemented as separate Software programs, 
procedures, or modules. Memory 1250 can include additional 
instructions or fewer instructions. Furthermore, various func 
tions of the computing device may be implemented in hard 
ware and/or in Software, including in one or more signal 
processing and/or application specific integrated circuits. 
I0132 FIG. 13 is a block diagram of an exemplary system 
architecture 1300 for implementing the features and opera 
tions of FIGS. 1-11. Other architectures are possible, includ 
ing architectures with more or fewer components. In some 
implementations, architecture 1300 includes one or more 
processors 1302 (e.g., dual-core Intel(R) Xeon(R) Processors), 
one or more output devices 1304 (e.g., LCD), one or more 
network interfaces 1306, one or more input devices 1308 
(e.g., mouse, keyboard, touch-sensitive display) and one or 
more computer-readable mediums 1312 (e.g., RAM, ROM, 
SDRAM, hard disk, optical disk, flash memory, etc.). These 
components can exchange communications and data over one 
or more communication channels 1310 (e.g., buses), which 
can utilize various hardware and software for facilitating the 
transfer of data and control signals between components. 
I0133. The term “computer-readable medium” refers to a 
medium that participates in providing instructions to proces 
sor 1302 for execution, including without limitation, non 
Volatile media (e.g., optical or magnetic disks), Volatile media 
(e.g., memory) and transmission media. Transmission media 
includes, without limitation, coaxial cables, copper wire and 
fiber optics. 
0.134 Computer-readable medium 1312 can further 
include operating system 1314 (e.g., a LinuxOR operating 
system), network communication module 1316, inventory 
management module 1320, card risk management module 



US 2014/0379.580 A1 

1330, merchant advice module 1340, and social media inter 
face module 1360. Operating system 1314 can be multi-user, 
multiprocessing, multitasking, multithreading, real time, etc. 
Operating system 1314 performs basic tasks, including but 
not limited to: recognizing input from and providing output to 
devices 1306, 1308; keeping track and managing files and 
directories on computer-readable mediums 1312 (e.g., 
memory or a storage device); controlling peripheral devices; 
and managing traffic on the one or more communication 
channels 1310. Network communications module 1316 
includes various components for establishing and maintain 
ing network connections (e.g., software for implementing 
communication protocols, such as TCP/IP, HTTP, etc.). 
0135) Inventory management module 1320 can include 
computer instructions that, when executed, cause processor 
1302 to perform operations of inventory management sub 
system 120. Card risk management module 1330 can include 
computer instructions that, when executed, cause processor 
1302 to perform operations of card risk management system 
122. Merchant advice module 1340 can include computer 
instructions that, when executed, cause processor 1302 to 
perform operations of merchant advisory system 124. Social 
media interface module 1360 can include computer instruc 
tions that, when executed, cause processor 1302 to perform 
operations of Social media interface system 126. 
0.136 Architecture 1300 can be implemented in a parallel 
processing or peer-to-peer infrastructure or on a single device 
with one or more processors. Software can include multiple 
software components or can be a single body of code. 
0.137 The described features can be implemented advan 
tageously in one or more computer programs that are execut 
able on a programmable system including at least one pro 
grammable processor coupled to receive data and instructions 
from, and to transmit data and instructions to, a data storage 
system, at least one input device, and at least one output 
device. A computer program is a set of instructions that can be 
used, directly or indirectly, in a computer to perform a certain 
activity or bring about a certain result. A computer program 
can be written in any form of programming language (e.g., 
Objective-C, Java), including compiled or interpreted lan 
guages, and it can be deployed in any form, including as a 
stand-alone program or as a module, component, Subroutine, 
a browser-based web application, or other unit suitable for use 
in a computing environment. 
0138 Suitable processors for the execution of a program 
of instructions include, by way of example, both general and 
special purpose microprocessors, and the Sole processor or 
one of multiple processors or cores, of any kind of computer. 
Generally, a processor will receive instructions and data from 
a read-only memory or a random access memory or both. The 
essential elements of a computer area processor for executing 
instructions and one or more memories for storing instruc 
tions and data. Generally, a computer will also include, or be 
operatively coupled to communicate with, one or more mass 
storage devices for storing data files; Such devices include 
magnetic disks, such as internal hard disks and removable 
disks; magneto-optical disks; and optical disks. Storage 
devices Suitable for tangibly embodying computer program 
instructions and data include all forms of non-volatile 
memory, including by way of example semiconductor 
memory devices, such as EPROM, EEPROM, and flash 
memory devices; magnetic disks Such as internal hard disks 
and removable disks; magneto-optical disks; and CD-ROM 

Dec. 25, 2014 

and DVD-ROM disks. The processor and the memory can be 
Supplemented by, or incorporated in, ASICs (application 
specific integrated circuits). 
0.139. To provide for interaction with a user, the features 
can be implemented on a computer having a display device 
such as a CRT (cathode ray tube) or LCD (liquid crystal 
display) monitor or a touch sensitive display Screen for dis 
playing information to the user and a keyboard and a pointing 
device Such as a mouse or a trackball by which the user can 
provide input to the computer. 
0140. The features can be implemented in a computer 
system that includes a back-end component, such as a data 
server, or that includes a middleware component, such as an 
application server or an Internet server, or that includes a 
front-end component, such as a client computer having a 
graphical user interface or an Internet browser, or any com 
bination of them. The components of the system can be con 
nected by any form or medium of digital data communication 
Such as a communication network. Examples of communica 
tion networks include, e.g., a LAN, a WAN, a PAN, and the 
computers and networks forming the Internet. 
0.141. The computing system can include clients and Serv 
ers. A client and server are generally remote from each other 
and typically interact through a communication network. The 
relationship of client and server arises by virtue of computer 
programs running on the respective computers and having a 
client-server relationship to each other. In some embodi 
ments, a server transmits data (e.g., an HTML page) to a client 
device (e.g., for purposes of displaying data to and receiving 
user input from a user interacting with the client device). Data 
generated at the client device (e.g., a result of the user inter 
action) can be received from the client device at the server. 
0142. A system of one or more computers can be config 
ured to perform particular actions by virtue of having soft 
ware, firmware, hardware, or a combination of them installed 
on the system that in operation causes or cause the system to 
perform the actions. One or more computer programs can be 
configured to perform particular actions by virtue of includ 
ing instructions that, when executed by data processing appa 
ratus, cause the apparatus to perform the actions. 
0143. While this specification contains many specific 
implementation details, these should not be construed as limi 
tations on the scope of any inventions or of what may be 
claimed, but rather as descriptions of features specific to 
particular embodiments of particular inventions. Certain fea 
tures that are described in this specification in the context of 
separate embodiments can also be implemented in combina 
tion in a single embodiment. Conversely, various features that 
are described in the context of a single embodiment can also 
be implemented in multiple embodiments separately or in any 
suitable subcombination. Moreover, although features may 
be described above as acting in certain combinations and even 
initially claimed as Such, one or more features from a claimed 
combination can in Some cases be excised from the combi 
nation, and the claimed combination may be directed to a 
Subcombination or variation of a Subcombination. 
0144. Similarly, while operations are depicted in the draw 
ings in a particular order, this should not be understood as 
requiring that such operations be performed in the particular 
order shown or in sequential order, or that all illustrated 
operations be performed, to achieve desirable results. In cer 
tain circumstances, multitasking and parallel processing may 
be advantageous. Moreover, the separation of various system 
components in the embodiments described above should not 
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be understood as requiring such separation in all embodi 
ments, and it should be understood that the described program 
components and systems can generally be integrated together 
in a single software product or packaged into multiple soft 
ware products. 
0145 Thus, particular embodiments of the subject matter 
have been described. Other embodiments are within the scope 
of the following claims. In some cases, the actions recited in 
the claims can be performed in a different order and still 
achieve desirable results. In addition, the processes depicted 
in the accompanying figures do not necessarily require the 
particular order shown, or sequential order, to achieve desir 
able results. In certain implementations, multitasking and 
parallel processing may be advantageous. 
0146 A number of implementations of the invention have 
been described. Nevertheless, it will be understood that vari 
ous modifications can be made without departing from the 
spirit and scope of the invention. 
What is claimed is: 
1. A method comprising: 
receiving, by a card risk management system, offline trans 

action information from a merchant device located in a 
physical store personally visited by a buyer, the offline 
transaction information including user information and 
purchase card information, the user information being 
associated with a store user name of the buyer stored at 
the card risk management system, the purchase card 
information including a first record of a purchase card 
that the buyer used in a purchase transaction at the physi 
cal store, the first record indicating that the purchase 
card was authorized in the purchase transaction; 

Subsequent to the purchase transaction, receiving, by the 
card risk management system and from a server of an 
online store, a request to process an online transaction in 
which the purchase card is used, the request including an 
online user name and a second record of the purchase 
card; 

determining that, according to buyer information stored in 
a buyer database of the card risk management system, 
the online user name is associated with the store user 
name, and that, according to information in the first 
record and information in the second record, the pur 
chase card used in the online transaction is same as the 
purchase card used in the physical store; 

in response to the determining, authorizing the online 
transaction, wherein authorizing is based at least in part 
on an indicator that the purchase card was authenticated 
before at the physical store, or submitting the online 
transaction to a financial service that issued the purchase 
card for authorization, wherein Submitting includes 
transmitting the information in the second record in 
association with an indicator that the purchase card was 
authenticated before at the physical store; and 

notifying the server of the online store that the online 
transaction is allowed or denied. 

2. The method of claim 1, wherein the buyer database 
stores user account information, the user account information 
linking the store user name and the online user name. 

3. A method for authorizing online transactions using point 
of sale data, comprising: 

receiving, from a merchant device located in a physical 
store operated by a merchant, offline transaction infor 
mation, the offline transaction information comprising 
store purchase card information; 
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receiving, from an online store operated by the merchant, 
an request for authorizing an online purchase, the 
request comprising online purchase card information; 

determining a match between the store purchase card infor 
mation and the online purchase card information; 

upon determining the match, authorizing the online pur 
chase card for use in the online purchase; and 

allowing or denying the online purchase based on a result 
of authorization, 

wherein the method is performed by a card risk manage 
ment system including one or more computers. 

4. The method of claim 3, wherein: 
the store purchase card is a credit card, a debit card, a gift 

card, or a store card; 
the store purchase card information includes a first card 

number and a first expiration date; and 
the online purchase card information includes a second 

card number and a second expiration date. 
5. The method of claim 4, wherein determining the match 

between the store purchase card information and the online 
purchase card information comprises determining that the 
first card number and first expiration date match the second 
card number and second expiration date, respectively. 

6. The method of claim 4, wherein determining the match 
between the store purchase card information and the online 
purchase card information comprises determining that, 
according to an online registry, the first card number and 
second card number are associated with a same user or same 
acCOunt. 

7. The method of claim 4, wherein authorizing the online 
purchase card for use in the online purchase comprising des 
ignating the online purchase as a low risk transaction for a 
card authorization service. 

8. The method of claim 3, wherein the card risk manage 
ment system is different from, and located remotely from, the 
merchant device and a server of the online store. 

9. A system for authorizing online transactions using point 
of sale data, comprising: 

a merchant computer in a physical store of a merchant, the 
merchant computer having a card reader, the merchant 
computer having a non-transitory storage device storing 
computer instructions operable to cause one or more 
processors of the merchant computer to generate offline 
transaction information for an offline transaction with a 
customer, and to receive first purchase card information 
from the card reader; 

an online store server having a non-transitory storage 
device storing computer instructions operable to cause 
one or more processors of the online store server to 
provide an online store for the merchant to a customer 
device; 

a transaction processing server having a non-transitory 
storage device storing computer instructions operable to 
cause one or more processors of the transaction process 
ing server to receive the offline transaction information 
including the first purchase card information from the 
merchant computer, store the first purchase card infor 
mation, receive from the online Store server a request for 
authorizing an online purchase, the request including 
online purchase card information including second pur 
chase card information, and determine a match between 
the first purchase card information and the second pur 
chase card information; and 
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an authorization computer of a financial institution that 
issued the card, the authorization computer having a 
non-transitory storage device storing computer instruc 
tions operable to cause one or more processors of the 
authorization computer to receive from the transaction 
processing server the online purchase card information 
and an indication of a match between the first purchase 
card information and the second purchase card informa 
tion, and to allow or deny the online purchase based at 
least in part of the indication of the match. 

10. The system of claim 9, wherein: 
the first purchase card information includes a first card 
number and a first expiration date; and 

the second purchase card information includes a second 
card number and a second expiration date. 

11. The system of claim 10, wherein determining the match 
between the first purchase card information and the second 
purchase card information comprises determining that the 
first card number and first expiration date match the second 
card number and second expiration date, respectively. 

12. The system of claim 10, wherein determining the match 
between the first purchase card information and the second 
purchase card information comprises determining that, 
according to an online registry, the first card number and 
second card number are associated with a same user or same 
acCOunt. 

13. The system of claim 10, wherein the indication of the 
match between the first purchase card information and the 
second purchase card information is usable by the authoriza 
tion computer to designate the online purchase as a low risk 
transaction for a card authorization service. 

14. The system of claim 9, wherein the merchant device, 
the online store server, the transaction processing server, and 
the authorization computer are different from, and located 
remotely from, one another. 

15. A non-transitory storage device storing computer 
instructions operable to cause a card risk management system 
to perform operations of authorizing online transactions 
using point of sale data, the operations comprising: 

receiving, from a merchant device located in a physical 
store operated by a merchant, offline transaction infor 
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mation, the offline transaction information comprising 
store purchase card information; 

receiving, from an online store operated by a merchant, an 
request for authorizing an online purchase, the request 
comprising online purchase card information; 

determining a match between the store purchase card infor 
mation and the online purchase card information; 

upon determining the match, authorizing the online pur 
chase card for use in the online purchase; and 

allowing or denying the online purchase based on a result 
of authorization. 

16. The non-transitory storage device of claim 15, wherein: 
the store purchase card is a credit card, a debit card, a gift 

card, or a store card; 
the store purchase card information includes a first card 

number and a first expiration date; and 
the online purchase card information includes a second 

card number and a second expiration date. 
17. The non-transitory storage device of claim 16, wherein 

determining the match between the store purchase card infor 
mation and the online purchase card information comprises 
determining that the first card number and first expiration date 
match the second card number and second expiration date, 
respectively. 

18. The non-transitory storage device of claim 16, wherein 
determining the match between the store purchase card infor 
mation and the online purchase card information comprises 
determining that, according to an online registry, the first card 
number and second card number are associated with a same 
user Or Same account. 

19. The non-transitory storage device of claim 16, wherein 
authorizing the online purchase card for use in the online 
purchase comprising designating the online purchase as a low 
risk transaction for a card authorization service. 

20. The non-transitory storage device of claim 15, wherein 
the card risk management system is different from, and 
located remotely from, the merchant device and a server of 
the online store. 


