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Key Management Scheme for Secure Communication in a Cellular Mobile

Communication System

Cross-Reference To Related Application

[0001] This application makes reference to and claims the benefit of priority of the
applications for "Methods For Multicast Key Management For IEEE 802.16n HR-
Network" filed on March 3, 2011, "Mechanisms to Support Higher Reliability and Secure
Communications in IEEE 802.16 Networks" filed on September 19, 2011, and
"Mechanisms To Support HR-MS Forwarding To Network, Secure Communication, And
Local Forwarding In IEEE 802.16 Networks" filed on November 4, 2011, all with the
Intellectual Property Office of Singapore, and there duly assigned application numbers
201101532-8, 201106745-1, and 201108175-9, respectively.

Technical Field

[0002] Various embodiments generally relate to the field of key management schemes or
protocols in cellular mobile communication systems, in particular, Multicast Key
Management (MKM) protocols in networks using IEEE 802.16 communication

standards.

Background

[0003] The IEEE 802.16n System Requirements Document (SRD) specifies a
requirement for High Reliability (HR) network. One requirement is for the support of
multicast communications for mobile stations (HR-MSs) so as to enable functions and
applications such as Push-to-Talk (PTT) and Group communications, etc. The multicast
communications can take place with or without Base Station (HR-BS) in order to provide

high reliability.
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[0004] To ensure secure multicast communications such that an attacker is not able to
masquerade as a multicast member or eavesdrop in the multicast communications,
multicast key management (MKM) protocols have to be designed for the 802.16n
networks.

[0005] Although multicast is already supported in existing IEEE 802.16 standards and a
Multicast and Broadcast Rekeying Algorithm (MBRA) has already been proposed,
however, it was pointed out in existing literature that MBRA is not scalable and also does
not provide backward and forward secrecy. Without backward secrecy, a new joining
member is able to decrypt previous secure multicast communications sent before it
joined. Without forward secrecy, a leaving member is still able to decrypt future secure
multicast communications after leaving the multicast group. Further, the necessary use of
both Group Key Encryption Key (GKEK) and Group Traffic Encryption Key (GTEK) in
existing IEEE 802.16 standards increases key storage space.

[0006] Thus, there is a need to provide a key management scheme for secure
communication, in particular, in a cellular mobile communication system of the IEEE

802.16n standard, seeking to address at least the above problems.

Summary of the Invention

[0007] In a first aspect, the present invention relates to a base station of a cellular mobile
communication system, the cellular mobile communication system comprising a
communication network for providing a communication session for a plurality of
communication terminals of the communication network, the base station comprising a
determiner cohﬁgured to determine whether there is a change of the participants of the
communication session; a key provider configured to provide a key to be used for secure
communication in the communication session after the change of participants; and a
transceiver configured to send to the communication terminals participating in the
communication session after the change of the participants a message comprising the key.
[0008] According to a second aspect, the present invention relates to a method of

performing secure communication among communication terminals in a cellular mobile
2
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communication system, the cellular mobile communication system comprising a
communication network for providing a communication session for a plurality of
communication terminals of the communication network, the method comprising
determining whether there is a change of the participants of the communication session;
providing a key to be used for secure communication in the communication session after
the change of participants; and sending to the communication terminals participating in
the communication session after the change of the participants a message comprising the

key.

Brief Description of the Drawings

[0009] In the drawings, like reference characters generally refer to the same parts
throughout the different views. The drawings are not necessarily to scale, emphasis
instead generally being placed upon illustrating the principles of the invention. In the
following description, various embodiments of the invention are described with reference
to the following drawings, in which:

[0010] Figure 1 shows an exemplary overview of the multicast key management (MKM)
protocols/schemes, in accordance to various embodiments;

[0011] Figure 2 shows a schematic block diagram of a base station of a cellular mobile
communication system, in accordance to various embodiments;

[0012] Figure 3 shows an example of a multicast scenario depicting communication
terminals leaving a session in IEEE 802.16n HR network, in accordance to various
embodiments;

[0013] Figure‘4 shows a flow diagram of the scenario of Figure 3, in accordance to
various embodiments;

[0014] Figure 5 shows a flow chart of the scenario of Figure 3, in accordance to various.
embodiments;

[0015] Figure 6 shows a non-limiting illustrative example of a multicast scenario when
new nodes joins the multicast group in IEEE 802.16n HR network, in accordance to

various embodiments;
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[0016] Figure 7 shows a flow diagram of the scenario of Figure 6, in accordance to
various embodiments;

[0017] Figure 8 shows a flow chart of the scenario of Figure 6 using the PKI-based
approach, in accordance to various embodiments;

[0018] Figure 9 shows a flow chart of the scenario of Figure 6 using the pre-shared key-
based approach, in accordance to various embodiments;

[0019] Figure 10 shows a flow diagram for MulticastKey-Request, in accordance to
various embodiments;

[0020] Figure 11 shows a non-limiting illustrative example of a multicast scenario initial
group (or communication session) formation in IEEE 802.16n HR network, in accordance
to various embodiments;

[0021] Figure 12 shows a flow diagram of the scenario of Figure 11, in accordance to
various embodiments;

[0022] Figure 13 shows a flow chart of the scenario of Figure 11 using the PKI-based
approach, in accordance to various embodiments;

[0023] Figure 14 shows a flow chart of the scenario of Figure 11 using the pre-shared
key-based approach, in accordance to various embodiments;

[0024] Figure 15 shows an example of Multicast Key Update / Rekey procedure
(unicast), in accordance to various embodiments;

[0025] Figure 16 shows an example of Multicast Key Update / Rekey procedure
(multicast), in accordance to various embodiments;

[0026] Figure 17 shows an example of MAK update, in accordance to various
embodiments;

[0027] Figure' 18 shows an example of MAK group update, in accordance to various
embodiments;

[0028] Figure 19 shows a block diagram of an overall view of key management
procedure, in accordance to various embodiments;

[0029] Figure 20 shows a schematic block diagram of a method of performing secure
communication among communication terminals in a cellular mobile communication

system, in accordance to various embodiments;
4
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[0030] Figure 21 shows a flow diagram of an exemplary Join Event, in accordance to one

embodiment; and
[0031] Figure 22 shows a flow diagram of an exemplary Leave Event, in accordance to

one embodiment.

Detailed Description

[0032] The following detailed description refers to the accompanying drawings that
show, by way of illustration, specific details and embodiments in which the invention
may be practiced. These embodiments are described in sufficient detail to enable those
skilled in the art to practice the invention. Other embodiments may be utilized and
structural, and logical changes may be made without departing from the scope of the
invention. The various embodiments are not necessarily mutually exclusive, as some
embodiments can be combined with one or more other embodiments to form new
embodiments.

[0033] In order that the invention may be readily understood and put into practical effect,
particular embodiments will now be described by way of examples and not limitations,
and with reference to the figures.

[0034] Figure 1 shows an exemplary overview of the multicast key management (MKM)
protocols/schemes 100 comprising protocols/schemes for a member joining a
communication session (or group) 102, and a member leaving a communication sesssion
104, as well as for forming an initial communication session (or group) 106, updating a
key 108, and requesting for a key 110. For communication terminals, for example for
high-reliability mobile stations (HR-MSs) to perform secure communication using a key,
a high-reliability base station (HR-BS) provides the key to the communication terminals.
The secure communication among the communication terminals may be performed
without involving the HR-BS.

[0035] A protocol may interchangably be referred to as a procedure.

[0036] In a first aspect, a base station of a cellular mobile communication system is

provided as shown in Figure 2. In Figure 2, the base station 200 is a base station of the
5
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cellular mobile communication system 202. The cellular mobile communication system
202 comprises a communication network 204 for providing a communication session for
a plurality of communication terminals 206 of the communication network 204. The base
station 200 comprises a determiner 208 configured to determine whether there is a change
of the participants of the communication session; a key provider 210 configured to
provide a key to be used for secure communication in the communication session after
the change of participants; and a transceiver 212 configured to send to the communication
terminals participating in the communication session after the change of the participants a
message comprising the key.

[0037] In some embodiments, the determiner 208 and/or the key provider 210 may be
external devices or software that are linked to the base station 200 over the
communication network 204. In other words, the determiner 208 and/or the key provider
210 may not be part of the base station 200. As used herein, the term “linked” generally
refers to having a communication connection, which may be a wireless communication
connection, between the the determiner 208 and/or the key provider 210 and the base
station 200.

[0038] In the context of various embodiments, the term “base station” (BS or
interchangably referred to as HR-BS) refers to a node of a network, which communicates
directly with the communication terminal, for example, the MS or HR-MS. It may be
apparent that, in a network comprised of a plurality of network nodes including a BS, for
example, the base station 200 of Figure 2, various operations performed for
communication with an MS may be performed by the BS, or network nodes other than
the BS. The term 'BS' may interchangably be referred to as the term 'fixed station', Node
B', 'eNode B (eNB)', 'access point', 'Advanced Base Station (ABS)', ‘MS operating in BS
mode’, etc.

[0039] In various embodiments, the base station 200 may be an appointed.
communication terminal. An appointed communication terminal refers to a
communication terminal that performs the tasks typically carried out by a base station.

The appointed communication terminal may be involved in communicating with other
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communication terminals in the capacity of a base station. The appointed communication
terminal may be a MS operating in BS mode.

[0040] As used herein, the term “communication terminal” may refer to a machine that
assists data transmission, that is sending and/or receiving data information. Accordingly,
the communication terminal may also be generally referred to as a node. For example, the
communication terminal may be a communication terminal of the plurality of
communication terminals 206. A communication terminal may be, for example but not
limited to, a station, or a mobile station (MS), or a substation, or a port, or a mobile
phone, or a cellular phone.

[0041] In one embodiment, the communication terminal may comprise a MS of the
cellular mobile communication system. In other embodiments, the MS may be any of a
Personal Digital Assistant (PDA), a cellular phone, a Personal Communication Service
(PCS) phone, a Global System for Mobile (GSM) phone, a Wideband Code Division
Multiple Access (WCDMA) phone, a Mobile Broadband System (MBS) phone, etc. The
term '™MS' may interchangably be referred to as the term 'User Equipment (UE),
'Subscriber Station (SS'), 'Mobile Subscriber Station (MSS)', 'mobile terminal’, 'Advanced
Mobile Station (AMS)', etc.

[0042] The plurality of communication terminals 206 may be referred to as a plurality of
stations.

[0043] As used herein, the term “communication system” broadly refers to a system used
to communicate information. According to one embodiment, the communication system
is a cellular mobile communication system, for example the cellular mobile
communication system 202 of Figure 2, comprising transmitting and receiving elements
for communicating information.

[0044] In various embodiments, the communication system 202 may work in accordance
with a IEEE 802.16 communication standard.

[0045] In the context of various embodiments, the term “communication network”
generally refers to a wireless communication network. In various embodiments, the
communication network, for example, the communication network 204 of Figure 2, may

be a communication network according to a 802.16 communication standard. In one
7
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embodiment, the communication network 204 may be a communication network
according to the 802.16n communication standard. The term “communication network”
also includes any method or medium for transmitting (or receiving) information from one
node to another. A communication network is formed via a communication connection
among nodes. A “communication connection” may generally refer to a link to provide
information transfer between one node and another node.

[0046] In some embodiments, the terms “communication network” and “communication
system” may be interchangably used.

[0047] In the context of various embodiments, the term “determiner” may refer to a
computer-related entity, for example, hardware, a combination of hardware and software,
software, or software in execution. A determiner, for example the determiner 208 of
Figure 2 may be, but is not limited to, a process running on a processor, a processor, an
object, an executable, a thread of execution, a program, and a computer that may be
operable in the base station 200. As used herein, the term “determine” may refer but is
not limited to “compute”, “verify”, “check”, “evaluate”, “establish”, or “assess”. In some
examples, the determiner may be part of the base station. In other example, the
determiner may be an external device linked to the base station; thereby not consituting
part of the base station.

[0048] In the context of various embodiments, the term “communication session” may
generally refer to a unit of communication access between two or more communication
terminals. The term “communication session” may also more specifically refer to the
period from the start to the end of the logical connection for communication executed
between two or more communication terminals. A communication session may be
provided with a set of transmitting communication terminals and receiving
communication terminals, and the data stream(s) flowing from transmitting
communication terminals to receiving communication terminals, or, logically the linked
sending/receiving of one or more data/control streams between the transmitting
communication terminals and receiving communication terminals. A multimedia
conference may be an example of a communication session. A communication session

b2 N1

may also be referred but not limited to as a “group”, “grouping”, or “assembly”.
8
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[0049] In various embodiments, the communication session may be a multicast session,
that is, a communication session for a plurality of communication terminals, for example,
more than two communication terminals.

[0050] In the context of various embodiments, the term “key” refers to a code that may
be required for secure communication and may typically be shared among
communication terminals in the session or the fresh session. Example of a key may be a
multicast master key, a multicast authentication key, an encryption key, a traffic
encryption key, a multicast (or group) traffic encryption key (MTEK or GTEK), or a
multicast access code key. Existing 802.16 networks use an exclusive key KEK to
securely transport GTEK or MTEK. In contrast, various embodiments of the present
invention generally involve the use of unicast key shared between a base station and a
mobile station and as a result render the exclusive key KEK redundant; thereby generally
improving efficiency.

[0051] In various embodiments, the key for secure communication in the communication
session after the change of participants may be a multicast traffic encryption key for
secure communication in the communication session after the change of participants.
[0052] As used herein, the term “secure communication” refers to communication that is
encrypted using a key for example, a public or private key. A public key is a key known
to all communication terminals in the communication system 202 and a pre-shared key is
key known to a group of communication terminals in the communication system 202, for
example, communication terminals in a particular communication session. A private key
is a key known only to a particular communication terminal in the communication
system.

[0053] To “provide” a key interchangably refers to generate a key, obtain a key, retrieve
a key from a key storage space, compute a key or derive a key.

[0054] In the context of various embodiments, the term “transceiver’ refers to a.
combination transmitter/receiver. For example, a transceiver may be the transmitter and
receiver combined into a single package. In general, a transceiver comprises both

transmitting and receiving capabilities and functions.
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[0055] The term “send” may refer but is not limited to transmit. In this context, the
transceiver 212 means a node configured to send voice or data service.

[0056] As used herein, the term “message” refers to a signal or a communication signal.
In the context of various embodiments, a message may be a short information sent from
one entity (node), for example, the base station 200 of Figure 2, to at least another one
entity (node), for example, a communication terminal of the plurality of communication
terminals 206. A message may be a packet or a cluster.

[0057] For example, a message may comprise precisely formatted data that is sent and
received by nodes and may represent a request, report, or an event. The message may be
comprised in or encoded in or indicated in another message or information.

[0058] The message may comprise a message body, which is a section of a message that
contains the contents of the message, and which may be of a predetermined structure. The
message may also comprise a message header, which is an information structure in a
message that precedes and identifies the information that follows within the message, and
describes specifics about the message such as the properties of the message. The message
may also refer to a data element encapsulated in a package of flags.

[0059] In various embodiments, a message has a MaxResends and Message Timeout. For
example, when a node (e.g. HR-MS, HR-BS etc), say A does not receive the relevant
message for the other node B within the Message Timeout time, then the node A will
resend its message. If the MaxResends number is reached for that message, then it will
initiate another round of authentication or drop the direct communications.

[0060] In various embodiments, the message may be encrypted using an authentication
key or an encryption key.

[0061] As used herein, an “authentication key” refers to a key for the purpose of enabling
the base station, for example, the base station 200 of Figure 2, to confirm the identity of
the communication terminal, for example, any of the plurality of communication
terminals 206 of Figure 2, when information is exchanged between the communication
terminal and the base station. For example, an authentication key may refer but is not
limited to a public authentication key, or a private authentication key, a multicast

authentication key, a pre-shared authentication key, a message authentication code
10
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(MAC) key, or a multicast cipher-based message authentication code (MCMAC) key, or
a unicast message authentication key.

[0062] The term “encryption” in a broad context may include decryption. Accordingly,
the term “encryption key” encompasses a key necessary to encrypt and/or decrypt data.
Of course, in some contexts, the term “encryption” does not encompass decryption. For
example, an encryption key may refer but is not limited to a multicast (or group) traffic
encryption key, or a public encryption key, or a private encryption key, or a pre-shared
encryption key, or a unicast encryption key.

[0063] In the context of various embodiments, the term “change of participants” refers to
a difference between the participants in a first communication session and the participants
in a second communication session. The first communication session and second
communication session may be consecutive communication sessions. The term
“participants” refers to communication terminals, for example, the plurality of
communication terminals 206 of Figure 2.

[0064] In various embodiments, the change of the participants of the communication
session may comprise at least one of the plurality of communication terminals 206 in the
communication session leaving the communication session, or a communication terminal
not in the communication session joining the communication session with the plurality of
communication terminals 206.

[0065] As used herein, the term “leaving” refers to the at least one of the plurality of
communication terminals 206, initially communicating in a communication session no
longer forms part of this communication session and no longer communicates with other
communication terminals still in this communication session. For example, the
communication terminal leaving the session may be the member leaving a
communication session 104 of Figure 1.

[0066] The term “joining” refers to a communication terminal, initially not part of a.
communication session becomes a part of the communication session and can therefore
communicate with other communication terminals, for example, the plurality of

communication terminals 206, in the communication session. For example, the

11



WO 2012/118445 PCT/SG2012/000062

communication terminal joining the communication session may be the member joining a
communication session 102 of Figure 1.

[0067] “Leaving” and “joining” are non-permanent states of a communication terminal,
that is, a leaving communication terminal may eventually re-join the communication
session or a joining communication terminal may eventually leave the communication
session. Such states may recurring states.

[0068] “Joining” or “leaving” a communication session refers to a communication
session after the change of participants, for example, being formed with the relevant
communication terminals. The term “after” refers to a subsquent state of the
communication session. In contrast, the term “before” used with reference to a
“communication session before the change of participants” means a previous or
current/existing state of the communication session.

[0069] For example, in “joining”, the communication session after the change of
participants may be a common communication session provided for the combination of
the joining communication terminal and the communication terminals in . the
communication session before the change of participants.

[0070] In another example, in “leaving”, the communication session after the change of
participants may be a common communication session provided for the remaining
communication terminals in the communication session before the change of participants
with the except of the leaving communication terminal.

[0071] In various embodiments, a base station, for example, the base station 200 of
Figure 2, may receive information or a request that involves a MKM protocol, for
example, the (MKM) protocols/schemes 100 of Figure 1. Based on the protocol, the base
station may send a message comprising a key to communication terminals in a
communication session. More specifically, in accordance with the protocols, the base
station checks and determines whether there is a change of the participants of a.
communication session. A change of participants may occur when a communication
terminal joins a communication session or when a communication terminal in a
communication session leaves the communication session. When joining a

communication session, the joining communication terminal is provided with a key to be
12
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used for secure communication with other communication terminals in the
communication session. When leaving a communication session, the leaving
communication terminal is not provided with a key which is used for secure
communication among the remaining communication terminals in the communication
session. The protocols in accordance to various embodiments allow for backward secrecy
and forward secrecy.

[0072] In various embodiments, the transceiver 212 may be configured to include a
nonce into the message.

[0073] In various embodiments, the message comprising the key or its parameters for
secure communication in the communication session after the change of participants may
be encrypted and/or signed by a pre-shared authentication key when it has been
determined that the at least one of the plurality of communication terminals 206 in the
communication session is leaving the communication session.

[0074] The pre-shared authentication key is pre-established by some means before the
commencement of multicast key management, that is, before the base station starts to
determine whether there is a change of the participants of the communication session, to
provide a key to be used for secure communication in the communication session after
the change of participants; and to send to the communication terminals participating in
the communication session after the change of the participants a message comprising the
key.

[0075] For example, the at least one of the plurality of communication terminals 206 in
the communication session leaving the communication session may be the member
leaving a communication session 104 of Figure 1. In this context, the communication
session refers to a communication session before the change of participants.

[0076] The terms “parameters” may include MC nonce and/or counter necessary to
derive sub-keys. A sub-key is a key that sits within or comprised in another key. A
message being further signed by a key or a pre-shared authentication key is to add
integrity protection.

[0077] A non-limiting illustrative example of a multicast scenario depicting

communication terminals (nodes or HR-MSs) 302 leaving the communication session (or
13
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multicast group) in IEEE 802.16n HR network is shown in Figure 3. The leave
scheme/protocol of the public key infrastructure (PKI)-based approach is the same as that
of the pre-shared key-based approach. Generally, the PKI-based approach assumes that
each node is equipped with Public Key Certificates and Private/public key pair for
authentication during multicast key management (MKM). The pre-shared key-based
approach assumes that a key has already been pre-established by some means before the
commencement of multicast key management.
[0078] The leave protocol may be used to change the multicast key whenever a node
leaves the multicast group so as to ensure forward secrecy, i.e. the leaving member is not
able to decrypt future secure multicast communications after leaving the multicast group.
[0079] It should be noted that the number of leaving nodes can be more than 1,i.e. 1 < /
< L where L is the total number of leaving nodes from the multicast group. A leaving
node may interchangably be referred to as a communication terminal leaving the
communication session. The flow diagram for this scenario is depicted in Figure 4 and
the flow chart for this scenario is shown in Figure 5.
[0080] (Leaving) Step 500: The base station or the appointed mobile station (HR-
MSX/BS) 300 generates nonce N gr-msx/ss, and new group key GTEK’, and computes
& ur-msi = MAC(MSKi|GTEK ’|N "yr-msxnss/HR-MSX/BSAddr|HR-
MSiAddr|MulticastGrpID) for 1 <i # L < n, where n is the total number of nodes. The
HR-MSX/BS 300 then uses the shared key MSKi with the remaining HR-MS; for 1 <i #
L <n 304,306, 308, 310 to encrypt and obtain ¢’; = eusxk(GTEK’, GTEK’_lifetime, HR-
MSX/BSAddr, N’yr-msxss)- Finally, HR-MSX/BS sends the following messages 400 to
remaining HR-MSi for 1 <i =L < n 304, 306, 308, 310:

HR-MSX/BS — HR-MSi : Multicast Leave MSG_#1
where  Multicast Leave MSG #1 =  MulticastGrpID|T hr-msx/Bs|V ‘nr-msx/Bs|HR-
MSX/BSAddric | @ urousi- |
[0081] (Leaving) Step 502: Each remaining HR-MSi for 1 <i =L < n 304, 306, 308, 310
first verifies the received timestamp and nonce for freshness. If the verifications are

correct, then each remaining HR-MS;i 304, 306, 308, 310 uses its shared key MSKi to
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decrypt ¢’; and obtains the new GTEK’, and GTEK’_lifetime. Next, each remaining HR-
MSi 304, 306, 308, 310 verifies @yr.msi. If the verification is correct, then each
remaining HR-MSi 304, 306, 308, 310 can commence secure multicast.

[0082] Each remaining HR-MSi 304, 306, 308, 310 uses the new GTEK’ for the
multicast session. Since the leaving node(s) 302 does not have the new GTEK, it will not
be able to participate in the multicast session where the new GTEK’ is required.
Therefore this leave protocol advantageously provides forward secrecy in the secure
communication among the remaining HR-MSi 304, 306, 308, 310 of the multicast
session.

[0083] Table 1 shows the Multicast Leave MSG_#1 message attribute.

[0084] Table 1

Notation Meaning

Multicast GeplD Multicast Group ID

Tl’il MSI/BS Timestamp genorated by HR-MSX/BS

‘V{!R-BSI /BS Freshly generated random nmumber of 64bits by HR-MSX/BS
HR-MSX/BSAddr Address of HR-MSX /B3

o symmetric key encryption using pre-shared key AT 8K of remaining multicast

members HR-MS:

WER-HSi Key confirmation/ MAC generated by HR-MSX/BS for remaining munlticast
members HR-MSE

[0085] The GTEK is used to encrypt data packets for the multicast service and it is shared
amongst the HR-MSs that belongs to the multicast group. The GTEK is randomly
generated by the HR-MSX/BS 300 (which may be the HR-BS or an appointed HR-MS if
there is not HR-BS present). The GTEK may be encrypted with the pre-shared key MSKi
in Multicast Leave MSG #1 of both PKI-based and pre-shared key based leave
protocol.

[0086] The MSKi is a key shared between the multicast members HR-MSi 304, 306, 308,
310 and the controller HR-MSX/BS 300. It is used as an encryption key and also as a
MAC key. In the PKI-based approach, the MSKi can be randomly generated by HR-
MSX/BS 300 (which may be the HR-BS or an appointed HR-MS if there is no HR-BS

15
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present). In the pre-shared key approach, the MSKi is pre-established between HR-MSi
304, 306, 308, 310 and the controller HR-MSX/BS 300.

[0087] The MSKi may be refreshed/rekeyed periodically to maintain key freshness.
[0088] The HR-MSX/BS 300 may be the base station 200 of Figure 2. The remaining
HR-MSi 304, 306, 308, 310 may be the plurality of communication terminals 206 of
Figure 2.

[0089] In various embodiments, the base station 200 may further comprise a transceiver
configured to receive an incoming message from the communication terminal not in the
communication session. In this context, the communication session refers to the
communication session before the change of participants.

[0090] In the context of various embodiments, the transceiver may be as defined above
and may be the transceiver 212 of Figure 2. The incoming message may be defined as the
message described herein.

[0091] As used herein, the term “receive” may interchangably be referred but not limited
to as listen, or collect, or detect. For example, “receive” may further include to determine
that the received message is correctly or incorrectly obtained. When correctly obtained,
the received message is identical or at least substantially similar as the transmitted
message. Such determining of a correct or incorrect message may be performed by error
detections, for example, cyclic redundancy check (CRC). Further to this, the correctly
obtained message may also need to contain an absolute power level or a relative power
level to noise and interference above a particular threshold. The correctly obtained
message may also need to indicate a time and or frequency offset below a particular
threshold. In this context, a receiver means a node or terminal that receives voice or data
service.

[0092] The transceiver 212 may be configured to check the received incoming message
for message freshness.

[0093] As used herein, the term “message freshness” refers to a characteristic of a
message being new or current if it was not sent in the past. Message freshness may be

indicated by a nonce and/or time stamp in the message.
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[0094] In various embodiments, the message comprising the key for secure
communication in the communication session after the change of participants may be
encrypted by a pre-shared authentication key.

[0095] In other embodiments, the transceiver 212 may be configured to include a
certificate into the message. The message comprising the key for secure communication
in the communication session after the change of participants may be encrypted and/or
signed by a public key and a private key respectively shared by the communication
terminals of the communication system. A message being further signed by a private key
is to add integrity protection.

[0096] A certificate may be included into a message when the PKI-based approach is
used. As used herein, the term “certificate” refers to a document that attests to the truth of
something or the ownership of something. The term "attest" implies at least two entities
which are involved in the use of a certificate. For example, a certificate is a digital
certificate issued by a certification authority for mutual authentication and multicast key
management.

[0097] In some embodiments, the message may be encrypted and/or signed by respective
keys for secure communication in the communication session before or after the change
of participants when it has been determined based on the incoming message that the
communication terminal not in the communication session is joining the communication
session with the plurality of communication terminals 206. In this context, the
communication session refers to the communication session before the change of
participants. For example, the “respective keys” may respectively refer to prekey/subkeys
and new keying materials generated through a number used to derive the prekeys, for
example, MC_honce.

[0098] For example, the communication terminal not in the communication session
joining the communication session with the plurality of communication terminals 206.
may refer to the member joining a communication session 102 of Figure 1.

[0099] A non-limiting illustrative example of a multicast scenario when new nodes HR-
MS; 600 joins the multicast group 604, 606, 608, 610 in IEEE 802.16n HR network is

shown in Figure 6. The join (or joining) scheme/protocol may be of public key
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infrastructure (PKI)-based approach or of the pre-shared key-based approach. It should be
noted that the number of joining nodes can be more than 1, i.e. 1 <j < m where m is the
number of joining nodes. A joining node may interchangably be referred to as a
communication terminal joining the communication session.
[00100] The join protocol may be used create a new multicast key whenever there are
multicast members joining the group to provide backward secrecy, i.e. new members are
not able to decrypt previous secure multicast communications. For PKI-based approach, a
secret pairwise key may also be established between HR-MSX/BS 602 and new member
HR-MS; 600.
[00101]  As used herein, the term “pairwise” is used to refer to a type of encryption key
hierarchy pertaining to keys shared by only two entities or nodes.
[00102] For the PKI-based approach, the flow diagram for this scenario is depicted in
Figure 7 and the flow chart for this scenario is shown in Figure 8.
[00103] (Joining) Step 800: New mobile station HR-MS; 600 first generates nonce
Nur-msj. Next, HR-MS;j computes the signature opr.msj = SIGN(MulticastGrpID|Tyr.
wmsjlVur-msj HR-MSX/BSAddr|HR-MSjAddr) and sends the following message 700 to
HR-MSX/BS 602:

HR-MSj - HR-MSX/BS : Join MG_MSG_#1
where Join MG MSG_#1 = MulticastGrpID|Tir-ms;j|NVur-msjl HR-MSX/BSAddr{HR-
MSjAddr|opr.ms;j|Cert(HR-MSj).
[00104] (Joining) Step 802: HR-MSX/BS 602 first verifies the received timestamps
and nonces for freshness and the certificate Cert(HR-MS;j) and signature ourms;. If the
verifications are correct, then HR-MSX/BS 602 generates nonce N ‘yr.msxss, GTEK’ and
MSKj and computes Gur-MSX/BS = MAC(GTEK’|N 'yr-msxBs|HR-
MSX/BSAddr|MulticastGrpID) and Gir-msj = MACMSK)|GTEK N nr-msx/Bs|VHR-
msjHR-MSX/BSAddr[HR-MSjAddr). HR-MSX/BS 602 then uses HR-MS;'s 600 publicb
key to encrypt and obtain ¢; = eur-msj pk(MSKj, GTEK’, MSKj lifetime, GTEK’_lifetime,
HR-MSjAddr, HR-MSX/BSAddr). HR-MSX/BS 602 also encrypts using the existing
GTEK and obtains ¢’ = ggrex{GTEK’, GTEK’ lifetime, HR-MSX/BSAddr, N yr-Msx/Bs)-
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Finally, HR-MSX/BS 602 computes signature o’prmsj = SIGN(MulticastGrpID|T yr-
Msx/BsAddr|V ‘HrR-Msx/Bsaddr HR-MSjAddrHR-MSX/BSAddr| Nugr-msjlcj| Gir-ms;) and  sends
the following messages 702, 704 to HR-MSi 604, 606, 608, 610 for 1 < i < n and HR-
MS; 600, respectively:

HR-MSX/BS — HR-MSi : Multicast_Join MSG_#2

HR-MSX/BS — HR-MS;j : Multicast_Join MSG_#3
where Multicast_Join MSG_#2 = MulticastGrpID|T yr-msx/Bs|V ‘Hr-Msx/Bs|HR-
MSX/BSAddr|c’|Gur-msxss and Multicast Join MSG #3 = MulticastGrpID|7 'yr-
msx/Bs|V nr-msx/ss|HR-MSj Addr|HR-MSX/BSAddr|Nir-ms;jl /| Ghir-Ms;|0 HR-Ms;-
[00105] (Joining) Step 804: Each HR-MSi 604, 606, 608, 610 for 1 < i < n first
verifies the received timestamp and nonce for freshness. If the verifications are correct,
then each HR-MSi 604, 606, 608, 610 decrypts ¢’ and obtains the new GTEK’, and
GTEK'’ lifetime. Next, each HR-MSi 604, 606, 608, 610 verifies Gyr.msxms. If the
verification is correct, then HR-MSi 604, 606, 608, 610 can commence secure multicast.
[00106] (Joining) Step 806: HR-MS; 600 first verifies the received timestamp—and
nonces for freshness and the signature o’ur-msj. If the verifications are correct, then HR-
MS; 600 decrypts ¢; and obtains MSKj, GTEK’, MSKj lifetime and GTEK’_lifetime.
Next, HR-MSj 600 verifies Girms;j. If the verification is correct, then HR-MS; 600 can
commence secure multicast.
[00107] HR-MSi 604, 606, 608, 610 and HR-MS; 600 use the new GTEK’ for the
rﬁulticast session after the change of participants. Since HR-MS; 600 no longer have the
key for the previous communication session before it joined this multicast session, it will
not be able to participate in that previous communication session since the key required
for the previous communication session is not the same as the new GTEK’ for the
multicast session after the change of participants. Therefore this join protocol
advantageously provides backward secrecy in the secure communication among HR-MSi
604, 606, 608, 610 and HR-MS; 600 of the multicast session.
[00108] Table 2 shows the Join MG _MSG #1 message attribute (PKI-based
appproach).
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[00109] Table2

Notation Mesining

MulticastGrplD Multicast Group 1D

TBP.—HS]‘ Timestamp generated by [HR-MSj

NHR—KSj Freshly generated random number of Gibits by HR-MSj
HR-M3X/BSAddr Address of HR-MEX /BS

HR-MSjAddr Address of HR-MSj

OHR-¥S3 signature of message generated by HR-MS)
Cert{HR-¥Sj) digital certificate of HR-MSj

[00110] Table 3 shows the Multicast Join MSG #2 message attribute (PKI-based

appproach).
[00111] Table3

Notation Mueaning

MulticastGrplD Multicast Group D

T}’m—xs; /BS Timestamp gonerated by HR-MSX/BS

NITEE—HSX /B8 Frashly generated random number of 64bits by HR-MSX/BS

HR-MSX/BSAddr Address of HR-MSX /BS

' Avmmetric koy oncreption of new GTEK' and its Bletime using currem
CGTEK

Sy MSX/BS Key vonfirmation / MACQ generated by HR-MSX/BS

[00112] Table 4 shows the Multicast Join MSG #3 message attribute (PKI-based

appproach).

[00113] Table 4
Notation Moaning
MulticastGrpli} Multicast Greap I3
T i-[IR-HSX /83 Timestamp generatxd by HR-MSX/BS
NI"{R—HSX /BS Freshly generated random number of 64bits by HR-MSX/BS
HR-MSjAddr Address of HR-MSj
HR-M3X/BSAddr Address of HR-MSX/BS
NHR-KS} Nonce generated by HR-MS] in Join MG _MSO_#1 message
e public key encryvption using HR-MSi'x pubdic key HR-M5j_PK
Qgg_ngj Key confirmation/ MAC penerared by HR-MSX/BS for HR-MS;
”fm-xs; signature of message gonerated by HR-MME)
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[00114] As defined above, the GTEK is used to encrypt data packets for the multicast
service and it is shared amongst the HR-MSs that belongs to the multicast group. The
GTEK is randomly generated by the HR-MSX/BS 602 (which can be the HR-BS or an
appointed HR-MS if there is not HR-BS present). The GTEK may be encrypted by HR-
MSi/HR-MS/'s public key in Multicast Join MSG_#3 in the PKI-based join protocol.
The new GTEK’ may be encrypted with the existing GTEK in Multicast Join MSG_#2
of the PKI-based join protocol.
[00115] The MSKi/MSKj is a key shared between the multicast members HR-MSi 604,
606, 608, 610/HR-MS; 600 and the controller HR-MSX/BS 602. It is used as an
encryption key and also as a MAC key. In the PKI-based approach, the MSKi/MSKj may
be randomly generated by HR-MSX/BS 602 (which can be the HR-BS or an appointed
HR-MS if there is not HR-BS present). The MSKi/MSKj may be refreshed/rekeyed
periodically to maintain key freshness.
[00116] The HR-MSX/BS 602 may be the base station 200 of Figure 2. The HR-MSi
604, 606, 608, 610 may be the plurality of communication terminals 206 of Figure 2. .
[00117] In another example, for the pre-shared key-based approach, the flow diagram
for this scenario (as described in Figure 6) is similarly depicted in Figure 7 and the flow
chart for this scenario is shown in Figure 9.
[00118] (Joining) Step 900: New mobile station HR-MS;j 600 first generates nonce
NHR-MS;j- Next, HR-MSj 600 computes the  MAC GirMs; =
MAC(MSKjMulticastGrpID| Tyr-ms;j| Nur-msjj HR-MSX/BSAddr[HR-MSjAddr) and sends
the following message 700 to HR-MSX/BS 602:

‘ HR-MSj - HR-MSX/BS : Join MG_MSG_#1
where Join MG_MSG #1 = MulticastGrpID|Tyr-ms;j|Nur-msj HR-MSX/BSAddr/HR-
MSjAddr|Gur-ms;-
[00119] (Joining) Step 902: HR-MSX/BS 602 first verifies the received timestamps
and nonces for freshness and Gyrms;. If the verifications are correct, then HR-MSX/BS
602 generates nonce N 'yrmsxss, GTEK’ and computes Gyr-msxss = MAC(GTEK'|N 'yr-
msxBs| HR-MSX/BSAddr|MulticastGrpID) and Gurwms; = MACMSK)|GTEK'|N 'yr-
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msx/Bs|Vur-msj HR-MSX/BSAddr{HR-MSjAddr). HR-MSX/BS 602 then encrypt and
obtain ¢; = eusxk(GTEK’, GTEK’ lifetime, HR-MSjAddr, HR-MSX/BSAddr). HR-
MSX/BS 602 also encrypts using the existing GTEK and obtains ¢’ = &grex( GTEK,
GTEK’ lifetime, HR-MSX/BSAddr, N’ur-msxss). Finally, HR-MSX/BS 602 sends the
following messages 702, 704 to HR-MSi 604, 606, 608, 610 for 1 <i < n and HR-MSj
600, respectively:

HR-MSX/BS — HR-MSi : Multicast_Join_ MSG_#2

HR-MSX/BS — HR-MS;j : Multicast_Join MSG_#3
[00120] where  Multicast Join MSG #2 = MulticastGrpID|T ur-msx/Bs|V 'Hr-
msxss| HR-MSX/BSAddr|c | Gyr-Msx/Bs and Multicast_Join MSG_#3 =
MulticastGrpID|7T ur-msx/Bs|V nr-msx/Bs| HR-MSjAddr|HR-MSX/BS Addr|Nugr-ms;|¢;| Gir-
MS;j-
[00121] (Joining) Step 904: Each HR-MSi 604, 606, 608, 610 for 1 < i < n first
verifies the received timestamp and nonce for freshness. If the verifications are correct,
then each HR-MSi 604, 606, 608, 610 decrypts ¢’ and obtains the new GTEK ’,<and
GTEK'’ lifetime. Next, each HR-MSi 604, 606, 608, 610 verifies Guyr.msxms. If the
verification is correct, then HR-MSi 604, 606, 608, 610 can commence secure multicast.
[00122] (Joining) Step 906: HR-MS; 600 first verifies the received timestamp and
nonces for freshness. If the verifications are correct, then HR-MS; 600 uses MSKj to
decrypt ¢; and obtains GTEK '’ and GTEK’_lifetime. Next, HR-MS; 600 verifies Gyr-ms;. If
the verification is correct, then HR-MS; 600 can commence secure multicast.
[00123] Similar to the join protocol for the PKI-based approach, HR-MSi 604, 606,
608, 610 and HR-MS; 600 use the new GTEK’ for the multicast session after the change
of participants. Since HR-MS; 600 no longer have the key for the previous
communication session before it joined this multicast session, it will not be able to
participate in the previous communication session where the key required for the
previous communication session is not the same as the new GTEK’ for the multicast

session after the change of participants. Therefore this join protocol advantageously
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provides backward secrecy in the secure communication among HR-MSi 604, 606, 608,
610 and HR-MS; 600 of the multicast session.
[00124] Table 5 shows the Join MG MSG #1 message attribute (pre-shared key-

based appproach).
[00125] Table5
Notation Meaning
MulticastGrpiDd Multicast Group ID
Tyn-Ms3 Timestamp generated by HR-MS]
NHR-KSj Froshly generated random number of G4bits by HR-M5S)
HR-MSX/BShddr Address of HR-MSX/BS
HR-MSjAddr Adilress of HR-MSj
rm-Ms } MAC generated by HR-MS)

[00126] Table 6 shows the Multicast Join MSG #2 message attribute (pre-shared

key-based appproach).
[00127] Table 6

" Rotation Meaning "
MulticastGrplD) Multieast Group ID
Tl’ﬂ -MSX/BS Timestamp generated by HR-MSX/BS
NIIIR-)!SX BS Freshly generated random number of 64bits by HR-MSX/BS
HR-MSX/BSAddr Asldress of HR-MSX /138
ol Symunetric key encryption of new CGTEK™ and s lifetime using current
GTEK
SyR-MSX /BS Key confirmation/MAC generated by HR-MSX/BS

[00128] Table 7 shows the Multicast Join MSG #3 message attribute (pre-shared

key-based appproach).
[00129] Table 7
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Notatiow Meaning
MulticastGrplD Multicast Group 1D
TI’E _uSY/BS Timestamp gererated by HR-M3X/BS
__"SI{IR:BSILBS Freshly generated random number of 64bits by HR-M3X/BS
HR-M3jAddr Address of HR-MSj
HR-MSX/BSAddr Address of HR-MSX /B3
,\'Hg_gs3 Nonve generatod by HR-MSj in Join MO MSU_#1 message
€5 symmetric key encryption using pre-shared key MSKj
QHR-HSj Kev confirmation /MAC generated by HR-MSX/BS for HR-MS)

[00130] The GTEK may be encrypted with the pre-shared key MSKi/MSKj in
Multicast Join MSG_#3 in the pre-shared key-based join protocol. The new GTEK’ may
be encrypted with the existing GTEK in Multicast Join MSG_#2 of the pre-shared key-
based join protocol.

[00131] In various embodiments, the base station 200 may further comprise a
transceiver configured to receive a request for the key for secure communication in the
communication session after the change of participants from any communication terminal
in the communication session after the change of participants.

[00132] For example, a “request for the key” may be made to help a communication
terminal (or a MS) with a lost key to retrieve the key through unreliable communication.
[00133] For example, the message comprising the key for secure communication in the
communication session after the change of participants may comprise a message
comprising a parameter of the key for secure communication in the communication
session after the change of participants; and wherein the transceiver may be configured to
send the message to the requesting communication terminal in the communication session
after the change of participants.

[00134] As used herein, the term “parameter of the key” may refer, for example, to
information about the remaining lifetime of the key or a current counter for the key. The
term “parameter of the key” may interchangably be referred to as ‘keying material”.
[00135] In some embodiments, the message comprising the parameter of the key for
secure communication in the communication session after the change of participants may

be encrypted and/or signed by by respective keys for secure communication in the
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communication session before the change of participants. The term “respective keys” is
as defined above.

[00136] In the following example of multicast security for 802.16n GridMAN
standards, the keying material may be defined by a 160-bit MAK, 128-bit MCNonce and
16-b_it MTEK.

Multicast Key Derivation

[00137] The traffic encryption keys and message authentication code (MAC) keys
used in a secure multicast operation (identified by MulticastGrpID) are derived from a
hierarchy using three keying material: the 160-bit Multicast Authentication Key (MAK)
as a root, a 128-bit nonce MCNonce, and a 16-bit counter COUNTER MTEK for
rekying traffic encryption keys.

MAK

[00138] The 160-bit Multicast Authentication Key (MAK) is the pre-established
shared key that is shared among authorized devices of a multicast service. It can be
transported via Extensible Authentication Protocol (EAP) methods or other methods that

provide stronger or equivalent cryptographic strength than 160-bit.

MCMAC-MTEK Prekey Derivation

[00139] The MCMAC-MTEK Prekey is an immediate sub key derived from the MAK
using MulticastGrpID and MCNonce as follows:

MCMAC-MTEK Prekey = Dot16KDF(MAK, MulticastGrpID| MCNonce|| “MCMAC-
MTEK prekey”, 160)

Where:
. MulticastGrpID is the identifier used for the multicast service.
. MCNonce is a randomly generated number by HR-BS, for example, the base

station 200 of Figure 2, or network entity to ensure different sets of MCMAC and MTEK

keys are derived after rekeying.

. Dot16KDF is a hashing function defined in the IEEE 802.16 standard.
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[00140] The MCMAC-MTEK Prekey is used to derive Multicast Cipher-based
Message Authentication Code (MCMAC) key; and Multicast Traffic Encryption (MTEK)
Key.

MCMAC Key Derivation

[00141] The 128-bit MCMAC key is derived from MCMAC-MTEK Prekey and used
for message authentication for the multicast messages sent during secure multicast
operation.

[00142] MCMAC key is derived as follows:

MCMAC KEY D = Dotl6KDF(MCMAC-MTEK Prekey, “MCMAC_KEYS”, 128)

MTEK Derivation

[00143] The 128-bit MTEK is the multicast transport encryption key used to encrypt
data for secure multicast operations.

[00144] MTEK is derived as follows:

MTEKIi = Dotl6KDF(MCMAC-MTEK Prekey, MSAID|COUNTER_MTEK=i|“MTEK?”,
128)

MAK Context

[00145] The MAK Context is kept at all members of the multicast group, including the
HR-BS, in order to maintain the Finite State Machine of the secure multicast operation.
For example, all members of the multicast group may be the the plurality of
communication terminals 206 of Figure 2 and the HR-BS may be the base station 200 of
Figure 2. The context is as follows in Table 8:

[00146] Table 8 — The MAK context

Parameter Size (bit) | Usage

MAK 160 Shared by HR-MSs in a multicast group
MAK Lifetime 32 MAK Lifetime

MulticastGrpID 16 Identifies the Multicast Group
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MCNonce

128

A random number used to derive the MCMAC-MTEK
Prekey

MCMAC KEY D | 128

The key which is used for signing DL MAC control

messages.

MCMAC PN D |24

Used to avoid DL replay attack on the control
connection before this expires, reauthorization is
needed. The initial value of MCMAC PN_D is zero
and the value of MCMAC PN _D is reset to zero
whenever MAK COUNT is increased.

Next

counter MTEK

available | 16

The counter value to be used in next MTEK

derivation, after derivation this is increased by 1.

PKMv3 Message code for secure multicast key management

[00147] Table 9 shows the new message codes required for secure multicast key
management.

[00148] Table 9 — PKMv3 message types

Code Message Type MAC control message name

1 PKMyv3 Reauth-Request AAI-PKM-REQ

2 PKMv3 EAP-Transfer AAI-PKM-REQ/AAI-PKM-RSP
3 PKMv3 Key Agreement-MSG#1 AAI-PKM-RSP

4 PKMv3 Key Agreement-MSG#2 AAI-PKM-REQ

5 PKMv3 Key Agreement-MSG#3 AAI-PKM-RSP

6 PKMv3 TEK-Request AAI-PKM-REQ

7 PKMv3 TEK-Reply AAI-PKM-RSP

8 PKMv3 TEK-Invalid AAI-PKM-REQ/AAI-PKM-RSP
12 PKMv3 MulticastKey-Request AAI-PKM-REQ

13 PKMv3 MulticastKey-Response AAI-PKM-RSP

14 PKMyv3 MulticastKey-Update AAI-PKM-RSP
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[00149] The following describes protocols for a HR-MS to request the keying material
and for a HR-BS to update the keying material to members of the multicast group in

multicast security for 802.16n GridMAN standards.

Multicast Key Request / Response

[00150] The Multicast Key Request Procedure takes place whenever an HR-MS
wishes to derive up-to-date Multicast Keys of a secured multicast group from the serving
HR-BS. Figure 10 shows the flow diagram for MulticastKey-Request.

[00151] The Multicast Key Request Procedure is described by the following steps:
[00152] (Request) Step 1002: Mobile station HR-MS 1000 first generates
Timestamp HR-MS and Nonce HR-MS. Next, HR-MS 1000 transmits a MulticastKey-
Request message 1006 using with the nonce, timestamp, multicast group ID, the serving
HR-BSID and its MAC address to the HR-BS 1004. The message is protected by the
CMCAC_HR-MS digest tuple using the current CMAC_KEY_U.

[00153] (Request) Step 1008: HR-BS 1004 first verifies the received timestamps. and
nonce for freshness. If the verifications are incorrect, the request 1006 is silently dropped.
Otherwise, HR-BS 1004 generates Nonce HR-BS and Timestamp HR-BS. If needed, a
new set of keys are generated or obtained by generating a new parameter, for example,
MC nonce; and the MCMAC-MTEK Prekey and all sub keys are computed. HR-BS
1004 then transmits an encrypted MulticastKey-Response message 1010 to the HR-MS
1000 containing the MC_Nonce, remaining lifetime of the MAK, the current
COUNTER_MTEK, Nonce HR-BS, Timestamp HR-BS and the received Nonce HR-
MS, its own BSID and MAC address of the requesting HR-MS 1000. This message 1010
may be encrjrpted using the current (or existing) traffic encryption key (TEK) for
confidentiality and protected by a CMAC HR-MS digest tuple using the current
CMAC _KEY D. These keys refer to pre-established keys between the HR-BS 1004 and
the HR-MS 1000.

[00154] (Request) Step 1012: HR-MS 1000 first verifies the received timestamp and
nonces for freshness. The MulticastKey-Response message 1010 may be verified using

the CMAC_HR-MS digest tuple. If the verifications fail, the MulticastKey-Response
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message 1010 is silently dropped. Otherwise, the message 1010 is decrypted with the
current TEK, and the up-to-date MCMAC and MTEK keys can be derived for the
multicast operation.

[00155] For example, the HR-MS 1000 may be any of the plurality of communication
terminals 206 of Figure 2, the HR-BS 1004 may be the base station 200 of Figure 2, and
the MulticastKey-Request may be the MKM protocol 100 for requesting for a key 110 of
Figure 1.

Multicast Key Request Message format

[00156] The HR-MS 1000 transmits the PKMv3 MulticastKey-Request message as a
first step for an HR-MS initiated multicast key request. The MulticastKey-Request
message 1006 identifies the multicast group, the serving HR-BSID and MAC address of
the requesting HR-MS 1000.

[00157] The message 1006 may include a Nonce HR-MS generated by the requesting
HR-MS 1000 and a Timestamp HR-MS for freshness. The CMAC Digest attribute (i.e.,
CMAC PN _U and CMAC value) may be transmitted for CMAC verification, which is
computed from CMAC KEY U.

[00158] Code: 12

[00159] The message attributes are shown in Table 10.

[00160] Table 10 — PKMv3 MulticastKey-Request message attribute

Attribute Contents

MulticastGrpID Multicast Group ID

Timestamp HR-MS Timestamp generated by HR-MS
Nonce_HR-MS Nonce generated by HR-MS
HR-BSID HR-BSID

HR-MS MAC address 48-bit MAC address

CMAC HR-MS Message digest calculated by HR-MS

29



WO 2012/118445 PCT/SG2012/000062

[00161]) In some examples, the attributes “Timestamp HR-MS”, “Nonce_HR-MS”,
“HR-BSID” and/or “HR-MS MAC address” may be hashed. As used herein, the term
“hashed” refers to being represented in a digested form, normally reflected by a hash

value.

Multicast Key Response Message format

[00162] The HR-BS 1004 transmits the PKMv3 MulticastKey-Response message
1010 to an HR-MS 1000 for disseminating information necessary for derivation of the
multicast keys of a multicast group. The message 1010 is transmitted in response as a
second step 1008 to the HR-MS initiated multicast key request event.

[00163] The message 1010 may include a Nonce HR-MS sent by the requesting HR-
MS 1000 in the MulticastKey-Request message 1006, a Nonce HR-BS generated by the
HR-BS 1004 and a Timestamp HR-BS for freshness. The multicast group ID, MAC
address of the requesting HR-MS 1000, HR-BSID may be included in the message 1010
for verification. The MAK lifetime, MC Nonce and COUNTER_MTEK may be
included in the message 1010 for the requesting HR-MS 1000 to derive the multicast
keys.

[00164] The message 1010 may be encrypted with the current TEK for MAK
confidentiality, and contain the CMAC Digest attribute (i.e., CMAC_PN_D and CMAC
value) for CMAC verification, which is computed from CMAC_KEY _D. These keys
refer to pre-established keys between the HR-BS 1004 and the HR-MS 1000.

[00165] Code: 13

[00166] The message attributes are shown in Table 11.

[00167] Table 11 — PKMv3 MulticastKey-Response message attribute

Attribute Contents

MulticastGrpID Multicast Group ID

Timestamp HR-BS Timestamp generated by HR-BS
Nonce HR-BS Nonce generated by HR-BS
HR-MS MAC address 48-bit MAC address
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HR-BSID HR-BSID
Nonce HR-MS Nonce sent by HR-MS

The number used to derive the MCMAC-MTEK
MC Nonce

Prekey
MAK Lifetime Remaining Multicast Authentication Key Lifetime
COUNTER_MTEK The current COUNTER_MTEK in use
CMAC_HR-BS Message digest calculated using CMAC key by HR-BS

[00168] In some examples, the attributes “Timestamp HR-BS”, “Nonce HR-BS”,
“HR-MS MAC address” and/or “HR-BSID” may be hashed. As used herein, the term
“hashed” is as defined above.

[00169] In various embodiments, the transceiver 212 of Figure 2 may be configured to
broadcast group formation information to communication terminals in the communication
system; wherein the base station 200 may indicate that the group formation information is
to be used for generating the incoming message; and wherein the determiner 218 may be
configured to determine from the received incoming message whether the communication
terminals are forming a communication session.

[00170] In the context of various embodiments, the term “broadcast” refers to sending
out a message from one node, for example, the base station 200 of Figure 2, over an area,
i.e. to all or multiple communication devices (e.g. using the same radio communication
technology, e.g. according to the same communication standard, as the communication
terminal or being part of the same communication network as the communication device)
located in the area. As used herein, “multiple”communication devices may refer to a
subset of communication terminals (or MSs) in the network.

[00171] As a further example, broadcast is when a single node is transmitting a
message to all other nodes in a given address group. This broadcast can reach all hosts on
the subnet, all subnets, or all hosts on all subnets. For example, based on the given

address group, the BS, for example, the base station 200 of Figure 2, can pick any subset
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of communication terminals (or MSs) to be the receiving communication terminals (or
receiving MSs)
[00172]  As used herein, the term “indicate” includes, but not be limited by, specify,
show, imply, reveal, notify, publish, or register.
[00173] A non-limiting illustrative example of a multicast scenario for initial group (or
communication session) formation in IEEE 802.16n HR network is shown in Figure 11.
The initial group formation scheme/protocol may be of public key infrastructure (PKI)-
based approach or of the pre-shared key-based approach.
[00174] The “controller” node HR-MSX/BS 1100 refers to either an appointed HR-
MS node (HR-MSX) in the case where there is no Base Station (HR-BS) around or it can
also refer to the Base Station node (HR-BS) in the case where an HR-BS is present.
[00175] The initial group formation protocol may be used to establish a multicast key
for the multicast group when the group is initially formed. For the PKI-based approach,
secret pairwise keys may also be established between the controller HR-MSX/BS 1100
and each multicast member HR-MSi 1102, 1104, 1106, 1108, 1110 in the initial group
formation protocol.
[00176] The term “pairwise” is as defined above.
[00177] For the PKI-based approach, the flow diagram for this scenario is depicted in
Figure 12 and the flow chart for this scenario is shown in Figure 13. The number of
multicast group members is 7.
[00178] (Initial group formation) Step 1300: HR-MSX/BS 1100 sends the multicast
group information 1200 to all potential members of the multicast group comprising of
HR-MSi 1102, 1104, 1106, 1108, 1110 for 1 < i<n:

| HR-MSX/BS — HR-MSi(l < i < ) : MulticastGrpInfo
where MulticastGrpInfo = MulticastGrpID|HR-MSX/BSAddr|Cert(HR-MSX/BS).
[00179] (Initial group formation) Step 1302: Each HR-MSi 1102, 1104, 1106, 1108,
1110 for 1 < i < n first generates nonce Nyr-msi. Next, HR-MSi 1102, 1104, 1106, 1108,
1110 computes the signature oprmsi = SIGN(MulticastGrpID|Tir-msil Vur-msilHR-
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MSX/BSAddr/HR-MSiAddr) and sends the following message 1202 to HR-MSX/BS
1100:
HR-MSi —» HR-MSX/BS : Multicast MSG_#1

where Multicast MSG #1 = MulticastGrpID|Tyr-msilVur-msii HR-MSX/BSAddr{HR-
MSiAddr| oyr-msi| Cert(HR-MSi).
[00180] (Initial group formation) Step 1304: HR-MSX/BS 1100 first verifies the
received timestamps and nonces for freshness and the certificate Cert(HR-MSi) and
signature oprmsi for 1 < i < n. If the verifications are correct, then HR-MSX/BS 1100
generates nonce Nur-msxms, GTEK and MSKi for 1 < i < n and computes key
confirmation/message authentication code Gyr-msi = MAC(MSKi|GTEK|Nyr-msx/Bs|NVur-
msil HR-MSX/BSAddr|HR-MSiAddr). HR-MSX/BS 1100 then uses HR-MSi’s 1102,
1104, 1106, 1108, 1110 public key to encrypt and obtain ¢; = eyr-msi pk(MSKi, GTEK,
MSKi_lifetime, GTEK lifetime, HR-MSiAddr, HR-MSX/BSAddr). Finally, HR-MSX/BS
1100 computes signature ’grmsi = SIGN(MulticastGrpID|Tir-msx/BsAddrlVHR-
msxBsada HR-MSiAddr|HR-MSX/BSAddr|{Nur-msilci| ir-msi) and sends the folloning
message 1204 to HR-MSi 1102, 1104, 1106, 1108, 1110 for 1 < i <n:

‘ HR-MSX/BS — HR-MSi(1 < i <n) : Multicast MSG_#2
where Multicast MSG_#2 = MulticastGrpID|Thr-msx/BsAddr|VHR-Msx/Bs addr| HR -
MSiAddr[HR-MSX/BSAddr|Nyr-msi|ci| hir-msil 0 HR-Msi.
[00181] (Imitial group formation) Step 1306: Each HR-MSi 1102, 1104, 1106, 1108,
1110 for 1 £ i < n first verifies the received timestamp and nonces for freshness and the
signature o’yr.msi- If the verifications are correct, then each HR-MSi 1102, 1104, 1106,
1108, 1110 décrypts ¢; = eur-msi_pk(MSKi, GTEK, MSKi_lifetime, GTEK_lifetime, HR-
MSiAddr, HR-MSX/BSAddr) and obtains MSKi, GTEK, MSKi lifetime and
GTEK lifetime. Next, each HR-MSi 1102, 1104, 1106, 1108, 1110 verifies Gyr.msi. If the
verification is correct, then HR-MS; 1102, 1104, 1106, 1108, 1110 can commence secure

multicast.
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[00182] HR-MSi 1102, 1104, 1106, 1108, 1110 use the GTEK for the multicast
session.
[00183]) Table 12 shows the MulticastGrpInfo message attribute (PKI-based
appproach).
[00184] Table 12
Notation Meoaning
MulticastGrplD» Multicast Group 1D
HR-MSX/BSAddr Address of HR-MSX /BS
Cert(HR-¥SX/BS} Digitat certificate of HR-MSX /RS
[00185] Table 13 shows the Multicast MSG #1 message attribute (PKI-based
appproach).
[00186] Table 13
" Notation Meoaning ”
Multicast GrplD Mulvicast Croup 1D
Tyr-¥si Timestamp genorated by HR-MS{
Nup-usi Preshly generated random number of 61bits by HR-MS$(
HR-MSX/BSaddr Address of HR-MSX /RS
HR-MSiAddr Address of HR-MSi
TER-¥S1 signanire of message generated by HR-MS:
Cert{HR-¥S1) Digital certificate of HR-MSi
[00187] Table 14 shows the Multicast MSG #2 message attribute (PKI-based
appproach).
[00188] Table 14
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Notation Meaning

Multicast GrplP Multicast Group 1D

THB—HSI/BS Addr Timestamp generated by HR-MSX/BS

Nim_¥sx/BSAddr Freshly genorated ranulom number of 64bits by HR-MSX /RS

HR-MSiAddr Address of HR-MSi

HR-MSX/BSAddr Address of HR-MBX/BS

Ngr-wsi nonee generated by HR-MSE in Multicast MSG_#1 message

€ public key encryption using HR-MSi's public key BR-MSi_PK

R-MS1 Key Confirmation/ Message Authentication Codes {MACs) penerated by HR-
MSX /BS

zr;m_xﬁ signature of message for HR-MS8i generated by HR-MSN/BS

[00189] As defined above, the GTEK is used to encrypt data packets for the multicast
service and it is shared amongst the HR-MSs that belongs to the multicast group. The
GTEK is randomly generated by the a key provider of HR-MSX/BS 1100. The GTEK
may be encrypted by HR-MSi's public key in Multicast MSG _#2 in the PKI-based initial
group formation protocol.
[00190] The MSKi is a key shared between the multicast members HR-MSi 1102,
1104, 1106, 1108, 1110 and the controller HR-MSX/BS 1100. It is used as an encryption
key and also as a MAC key. In the PKlI-based approach, the MSKi/MSKj may be
randomly generated by the key provider. The MSKi may be refreshed/rekeyed
periodically to maintain key freshness.
[00191] The HR-MSX/BS 1100 may be the base station 200 of Figure 2. The HR-MSi
1102, 1104, 1106, 1108, 1110 may be the plurality of communication terminals 206 of
Figure 2.
[00192] In another example, for the pre-shared key-based approach, the flow diagram
for this scenario (as described in Figure 11) is similarly depicted in Figure 12 and the
flow chart for this scenario is shown in Figure 14.
[00193] (Initial group formation) Step 1400: HR-MSX/BS 1100 sends the multicast
group information 1200 to all potential members of the multicast group comprising of
HR-MSi 1102, 1104, 1106, 1108, 1110 for 1 < i < n:

HR-MSX/BS — HR-MSi(1 < i < n) : MulticastGrplnfo
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where MulticastGrpInfo = MulticastGrpID|HR-MSX/BSAddr.
[00194] (Initial group formation) Step 1402: Each HR-MSi 1102, 1104, 1106, 1108,
1110 for 1 £ i < n first generates nonce Nyr.msi. Next, HR-MSi 1102, 1104, 1106, 1108,
1110 computes the MAC Grmsi = MAC(MSKi|MulticastGrpID|Tyr-msi|Vur-msilHR-
MSX/BSAddrHR-MSiAddr) and sends the following message 1202 to HR-MSX/BS
1100:

HR-MSi - HR-MSX/BS : Multicast MSG_#1
where Multicast MSG _#1 = MulticastGrpID|Tygr-msi|Vur-msil HR-MSX/BSAddr{HR-
MSiAddr| Gyr-msi.
[00195] (Imitial group formation) Step 1404: HR-MSX/BS 1100 first verifies the
received timestamps and nonces for freshness and Gyrmsi for 1 < i < n. If the
verifications are correct, then HR-MSX/BS 1100 generates nonce Nyr-msx/s, GTEK and
computes 'urmsi = MAC(MSKi|GTEK|Nyr-msx/ss|VNur-msiHR-MSX/BSAddr{HR-
MSiAddr). HR-MSX/BS 1100 then encrypt and obtain ¢; = eysk GTEK, GTEK lifetime,
HR-MSiAddr, HR-MSX/BSAddr). Finally, HR-MSX/BS 1100 sends the folloWing
message 1204 to 1102, 1104, 1106, 1108, 1110 for 1 < i <n:

HR-MSX/BS — HR-MSi(1 < i <n) : Multicast MSG_#2
where  Multicast MSG #2 = MulticastGrpID|Tur-msx/BsaddrVur-msx/Bsaddar/ HR-
MSiAddr|HR-MSX/BSAddr|Nur-msilci @ Hr-Msi.
[00196]  (Initial group formation) Step 1406: Each HR-MSi 1102, 1104, 1106, 1108,
1110 for 1 < i < n first verifies the received timestamp and nonces for freshness and
decrypts ¢; using MSKi and obtains GTEK and GTEK_lifetime. Next, each HR-MSi 1102,
1104, 1106, 1108, 1110 verifies G4r.us;. If the verification is correct, then HR-M'Si 1102,
1104, 1106, 1108, 1110 can commence secure multicast.
[00197] HR-MS; 1102, 1104, 1106, 1108, 1110 use the GTEK for the multicast
session.
[00198] Table 15 shows the MulticastGrpInfo message attribute (pre-shared key-based
appproach).

[00199] Table 15
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Notation Meaning
MulticastGrplD) Multicast Group D
HR-MSX/BSAddr Adidress of HR-MSX /RS

[00200] Table 16 shows the Multicast MSG_#1 message attribute (pre-shared key-

based appproach).
[00201] Table 16
Notavion Moeaning
Multicast GrplD Multicast Greup ID
Tir-usi Timestamp generated by HR-MSi
NyR-usi Freshly generated random number of 64bits by HR-AMSi
HR-MSX/BSAddr Address of HR-MSX/BS
HR-MSiAddr Address of HR-MS:
Bun-Msi message authentivation code (MAC) generated by HR-MSi

[00202] Table 17 shows the Multicast MSG #2 message attribute (pre-shared key-

based appproach).
[00203] Table 17

Notation Meaning

Multicast GrplD Multicast Group 1D
Thuestamp generabsd by HR-MSN/BS

Freshly generated random number of 61bits by HR-MSX/BS

THR-MST/BSAddr
NiR-usK/BSaddr

HR-MSiAddr Address of HR-MS

'HR-MSX/BSAddr Address of HR-MEX/BS

Npn-¥si nonce generated by HR-MB in Multleast MSC_E 1 message
I svinmetric kev encd'piinn using pre-shared key MSKi

& key confirmation/ MAC generated by HR-MSX/BS

HR-MSi

[00204] The GTEK may be encrypted with the pre-shared key MSKi in
Multicast MSG_#2 in the pre-shared key-based initial group formation protocol.
[00205] The initial group formation protocol may be the MKM protocol 100 for

forming an initial communication session 106 of Figure 1.
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[00206] In various embodiments, the determiner 208 of Figure 2 may be configured to
determine whether at least one of the communication terminals in the communication
session after the change of participants requires to be updated with the key for secure
communication in the communication session after the change of participants.

[00207] In the context of various embodiments, the term “update” refers to inform,
bring up to date, or being kept informed.

[00208] For example, in Multicast Key Update / Rekey as shown in Figures 15 and 16,
the Multicast Key Update Procedure takes place whenever a HR-BS 1500 decides to
refresh the keying material and disseminate it via unicast to an HR-MS 1502 or multicast
to members of the multicast group 1600. This may be due to an expiration of the current
MCMAC-MTEK Prekey or current MTEK, or a multicast key update following a
location update by an idle HR-MS, or a change in the group membership, e.g. a new HR-
MS joins or leaves the multicast group.

[00209] As shown in Figure 15, for unicast to a single HR-MS member 1502 of the
multicast group, the multicast key update procedure is as follows:

[00210] (Multicast Key Update) Step 1504: Based on a new MC_Nonce 1506 or
COUNTER _MTEK, HR-BS 1500 dervies the new MTEK and/or MCMAC keys through
the key management procedure as described hereinabove. HR-BS 1500 generates
Nonce HR-BS and Timestamp HR-BS for freshness, and transmits an encrypted
MulticastKey-Update message 1508 to the HR-MS 1502 with group indicator = 0. The
message 1508 may contain the multicast group ID, MC_Nonce, COUNTER_MTEK, the
remaining MAK lifetime, Nonce HR-BS and Timestamp HR-BS, its own BSID and
MAC address of the target HR-MS. This message 1508 may be encrypted using the
current TEK for confidentiality and protected by the CMAC_HR-MS digest tuple using
the current CMAC _KEY D. These keys refer to pre-established keys between the HR-
BS 1500 and the HR-MS 1502.

[00211] (Multicast Key Update) Step 1510: HR-MS 1502 first decrypts the message
1508 using the current TEK, and verifies the CMAC_HR-MS, and the received

timestamp and nonce for freshness. If the verifications are incorrect, HR-MS 1502
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silently drops the message. Otherwise, HR-MS 1502 updates its MAK context and
derives the new MCMAC-MTEK Prekey and all sub keys.

[00212] As shown in Figure 16, for multicast key update via unicast or multicast to all
members of the group, the procedure is as follows:

[00213] (Multicast Key Update) Step 1602: Based on a new MC Nonce or
COUNTER_MTEK 1604, HR-BS 1500 derives the new MTEK and/or MCMAC keys
through the key management procedure as described hereinabove.

[00214] HR-BS 1500 generates Nonce HR-BS, and Timestamp HR-BS for freshness,
and transmits an encrypted MulticastKey-Update message 1606 to all HR-MSs 1600 of
that multicast group with group indicator = 1. In other examples, the group indicator may
not be required if the implementation in the MS is able to determine whether the message
1606 is received from a multicast or unicast channel. The message 1606 may contain the
multicast group ID, MC Nonce, COUNTER MTEK, the remaining MAK lifetime,
Nonce HR-BS and Timestamp HR-BS, its own BSID. This message 1606 may be
encrypted using the current MTEK for confidentiality and protected by . the
MCMAC _ HR-BS digest tuple using the current MCMAC_KEY. These keys refer to pre-
established keys between the HR-BS 1500 and the HR-MS 1600.

[00215] (Multicast Key Update) Step 1608: Every HR-MS 1600 first decrypts the
message 1606 using the current MTEK, and verifies the MCMAC_HR-MS, and the
received timestamp and nonce for freshness. If the verifications are incorrect, HR-MS
1600 silently drops the message. Otherwise, HR-MS 1500 updates its MAK context and
derives the new MCMAC-MTEK Prekey and all sub keys.

Multicast Key ‘Update Message Format

[00216] The HR-BS 1500 transmits unsolicited PKMv3 MulticastKey-Update message
1508, 1606 to disseminate the most up-to-date multicast security parameters of a
multicast group to one or many HR-MSs of the multicast group via unicast 1502 or
multicast 1600, respectively.

[00217] The message 1508, 1606 may include a Nonce HR-BS and Timestamp HR-

BS generated by the HR-BS for freshness. The message 1508, 1606 may include
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MC_Nonce and COUNTER_MTEK for key derivation, and the remaining MAK lifetime.
For verification, the message 1508 may include HR-BSID, and the MAC address of the
target HR-MS 1502 if the message 1508 is unicast to the target HR-MS 1502. This is
indicated by the group attribute.

[00218] If the message 1508 is unicast to a target HR-MS 1502, it may be encrypted
with the current TEK for confidentiality, and contain the CMAC Digest attribute (i.e.,
CMAC PN D and CMAC value) for CMAC verification, which is computed from
CMAC KEY D.

[00219] Otherwise the message 1606 is multicast to all HR-MSs 1600 and it may be
encrypted with the current MTEK for confidentiality, and contain the MCMAC Digest
attribute (i.e., MCMAC PN and MCMAC value) for MCMAC verification, which is
computed from MCMAC KEY.

[00220] Code: 14

[00221] The message attributes are shown in Table 18.

[00222] Table 18 — PKMv3 MulticastKey-Update message attribute

Attribute Contents
Group Indicates if it is a unicast or multicast key update
MulticastGrpID Multicast Group ID
Timestamp HR-BS Timestamp generated by HR-BS
Nonce HR-BS Nonce generated by HR-BS
. HR-BSID HR-BSID

48-bit MAC address of the target HR-MS (present if
HR-MS MAC address

unicast)

The number used to derive the MCMAC-MTEK
MC _Nonce

Prekey
COUNTER_MTEK The current COUNTER_MTEK in use
MAK Lifetime Remaining Multicast Authentication Key Lifetime
CMAC _HR-MS or

Message digest calculated by HR-BS
MCMAC_HR-BS
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[00223] In some examples, the attributes “Timestamp HR-BS”, “Nonce HR-BS”,
“HR-BSID” and/or “HR-MS MAC address” may be hashed. As used herein, the term

“hashed” is as defined above.

PKMv3 Message Code for Multicast Key Update Messages
[00224] Table 19 below shows the message code and group indicator field required for
secure multicast key update via unicast or multicast flows.

[00225] Table 19 — PKMv3 Message Codes and Group Indicator for Multicast Key

Update Messages
Code Group | Message Type MAC control message name
14 0 Unicast MulticastKey-Update AAI-PKM-RSP
14 1 Multicast MulticastKey-Update AAI-PKM-RSP

[00226] However, group indicators as described in Table 19 are not required if the
implementation in the MS is able to determine whether the PKMv3 messages are
received from a multicast or unicast channel.

[00227] The HR-BS 1500 may be, for example, the base station 200 of Figure 2. The
HR-MS 1502, 1600 may be, for example, the plurality of communication terminals 206
of Figure 2.

[00228] In various embodiments, the key for secure communication in the
communication session after the change of participants may be a multicast authentication
key for secure communication in the communication session after the change of
participants. The message comprising the key for secure communication in the
communication session after the change of participants may be encrypted and/or signed
by respective keys for secure communication in the communication session before the
change of participants. The term “respective keys” is as defined above.

[00229] For example, key dissemination from HR-BS may be through unicast and

multicast Communication as shown in Figures 17 and 18.
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[00230] In unicast key dissemination (MAK Update) as depicted in Figure 17, the
Multicast Authentication Key (MAK) Update Procedure takes place whenever a HR-BS
1700 decides to refresh the MAK and disseminate it via unicast to an HR-MS 1702, a
member of the multicast group. This may be due to an expiration of the current MAK, or
a change in the group membership, e.g. a new HR-MS joins the multicast group. The
MAK Update Procedure is as follows:

[00231] (MAK Update) Step 1704: Based on the new group authentication key
MAK’, HR-BS 1700 derives the new MCMAC’ and MTEK' keys through the key
management procedure as described hereinabove. HR-BS 1700 generates nonce Nyg.gs,
and timestamp Tugr.ps for freshness, and transmits an encrypted MAK-Update message
1706 to the HR-MS 1702 containing the multicast group ID, the MAK and its remaining
lifetime, nonce Nyr.ps and timestamp Tygr.ums, its own BSID and STID of the HR-MS
1702. This message 1706 may be encrypted using the current TEK for confidentiality and
protected by the CMACpr.ms digest tuple using the current CMAC_KEY_D. These keys
refer to pre-established keys between the HR-BS 1700 and the HR-MS 1702.

[00232] (MAK Update) Step 1708: HR-MS 1702 first decrypts the message 1706
using the current TEK, and verifies the CMACur-ms, and the received timestamp and
nonce for freshness. If the verifications are incorrect, HR-MS 1702 silently drops the
message. Otherwise, HR-MS 1702 updates its MAK and derives the new MCMAC and
MTEK keys.

[00233] The MAK-Update message is defined in Table 20.

[00234] Table 20: MAK-Update message attribute

MulticastGrpID Multicast Group ID

Thur-BS Timestamp generated by HR-BS
Nyr-Bs Nonce generated by HR-BS
HR-BSID HR-BSID

STID STID of the target HR-MS
MAK Multicast Authentication Key
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Remaining Multicast Authentication Key
MAK Lifetime o

Lifetime

The number used to derive the MCMAC-
MC _nonce

MTEK Prekey
CMACHr-Ms Message digest calculated by HR-BS
COUNTER_MTEK The current COUNTER_MTEK in use

[00235] The message 1706 may include a nonce Nprps and timestamp Tygr-gs
generated by the HR-BS for freshness. The message 1706 may include HR-BSID and
STID for further verification, the most up-to-date MAK, and the remaining lifetime.
[00236] The message 1706 may be encrypted with the current TEK for MAK
confidentiality, and contain the CMAC Digest attribute (i.e., CMAC_PN_D and CMAC
value) for CMAC verification, which is computed from CMAC_KEY _D.

[00237] In multicast key dissemination (MAK Group Update) as shown in Figure 18,
the Multicast Authentication Key (MAK) Group Update Procedure takes place whenever
a HR-BS 1700 decides to refresh the MAK and disseminate it via broadcast to all
member of a multicast group 1800. This may be due to an expiration of the current MAK,
or a change in the group membership, e.g. a new HR-MS joins the multicast group. The
MAK Group Update Procedure is as follows:

[00238] (MAK Update) Step 1802: Based on the new group authentication key
MAK’, HR-BS 1700 derives the new MCMAC' and MTEK' keys through the key
management procedure as described hereinabove and further illustrated in Figure 19. HR-
BS 1700 generates nonce Npgr.gs, and timestamp Tyr.ps for freshness, and transmits an
encrypted MAK-Group Update message 1804 to all HR-MS 1800 of that multicast
group, containing the multicast group ID, the MAK and its remaining lifetime, nonce
Nyr-s and timestamp Tyg.ps, its own BSID. This message 1804 may be encrypted using
the current MTEK for confidentiality and protected by the MCMACyy .ps digest tuple
using the current MCMAC_KEY. These keys refer to pre-established keys between the
HR-BS 1700 and the HR-MS 1800.
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[00239] (MAK Update) Step 1806: Every HR-MS 1800 first decrypts the message
1804 using the current TEK, and verifies the MCMA Cygr.ums, and the received timestamp
and nonce for freshness. If the verifications are incorrect, HR-MS 1800 silently drops the
message 1804. Otherwise, HR-MS 1800 updates its MAK and derives the new MCMAC’
and MTEK keys.

[00240] The MAK-Group Update message is defined in Table 21.

[00241] Table 21: MAK-Group_Update message attribute

Attribute Contents
MulticastGrpID Multicast Group ID
THr-BS Timestamp generated by HR-BS
Nur-Bs Nonce generated by HR-BS
HR-BSID HR-BSID
MAK Multicast Authentication Key

Remaining Multicast Master Authentication Key
MAK Lifetime o

: Lifetime

The number used to derive the MCMAC-MTEK
MC nonce

Prekey
MCMACHyr.8s Message digest calculated by HR-BS
COUNTER_MTEK The current COUNTER_MTEK in use

[00242] The message 1804 may include a nonce Nyrps and timestamp Tur-ss
generated by the HR-BS for freshness. The message 1804 may include HR-BSID for
further verification, the most up-to-date MAK, and the remaining lifetime.

[00243] The message 1804 may be encrypted with the current group MTEK for MAK
confidentiality, and contain the MCMAC Digest attribute (i.e., MCMAC PN and
MCMAC value) for MCMAC verification, which is computed from MCMAC_KEY.
[00244] The HR-BS 1700 may be, for example, the base station 200 of Figure 2. The
HR-MS 1702, 1800 may be, for example, the plurality of communication terminals 206

of Figure 2.
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[00245] The Multicast Key Update protocol or MAK update may be the MKM
protocol 100 for updating a key 108 of Figure 1.

[00246] In a second aspect, a method of performing secure communication among
communication terminals in a cellular mobile communication system is provided as
shown in Figure 20. In the method 2000, the cellular mobile communication system
comprises a communication network for providing a communication session for a
plurality of communication terminals of the communication network. The cellular mobile
communication system may be, for example, the cellular mobile communication system
202 of Figure 2; the communication network may be, for example, the communication
network 204 of Figure 2; and the plurality of communication terminals may be, for
example, the plurality of communication terminals 206 of Figure 2.

[00247] The method 2000 comprises determining whether there is a change of the
participants of the communication session 2002; providing a key to be used for secure
communication in the communication session after the change of participants 2004; and
sending to the communication terminals participating in the communication session after
the change of the participants a message comprising the key 2006.

[00248] Similar terms as used herein are as defined above. For example, the terms
“change of the participants” and “communication session” are as defined above.

[00249] As a example, the method 2000 may comprise multicast join procedure for
preserving backward secrecy for 802.16n GridMAN standards. In order to prevent newly
joined communication terminals (or stations) from decrypting and accessing multicast
traffic prior to the join event, multicast keys. may be changed whenever new members
join a multicast group. Figure 21 shows a flow diagram of the Join Event, in accordance
to one embodiment.

[00250] In Figure 21, the Join Procedure 2100 includes the following steps:

[00251] (Join Procedure) Step 2104: The HR-MS 2102 requests to obtain keying
material from the HR-BS 2106 for a multicast group as described herein above under the
Multicast Key Request Procedure.

[00252] (Join Procedure) Step 2108: The HR-BS 2106 verifies HR-MS 2102 is a

member of the multicast group. Multicast membership is usually managed at the upper
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layer of the communication standard model. If it is a new member, HR-BS 2106
generates a new MC Nonce and disseminates it through the MulticastKey-Update
procedure as described herein above under the Multicast Key Update Procedure to all
existing members of the multicast group via multicast 2110.

[00253] (Join Procedure) Step 2112: Both the existing multicast group members
2110 and new multicast group member HR-MS 2102 verifies the respective received
message, obtains the new MC_Nonce and derives the MCMAC-MTEK Prekey and all
sub keys.

[00254] (Join Procedure) Step 2116: HR-BS 2106 replies the requesting HR-MS
2102 with the new keying material in the MulticastKey-Response message 2114.

[00255] (Join Procedure) Step 2112 may be performed in parallel or after (Join
Procedure) Step 2116.

[00256] The HR-BS 2106 may be, for example, the base station 200 of Figure 2. The
HR-MS 2102, 2110 may be, for example, the plurality of communication terminals 206
of Figure 2.

[00257] The Multicast Key Update procedure may be the MKM protocol 100 for
updating a key 108 of Figure 1. The Multicast Key Request procedure may be the MKM
protocol 100 for requesting for a key 110 of Figure 1. The Joining Procedure may the
MKM protocol 100 for a member joining a communication session 102 of Figure 1.
[00258] As another example, the method 2000 may comprise multicast leave
procedure for preserving forward secrecy for 802.16n GridMAN standards. In order to
prevent communication terminals (or stations) from decrypting and accessing future
multicast traffic after leaving the multicast group, multicast keys may be changed
whenever members leave a multicast group. Figure 22 shows the flow diagram of the
Leave Event, in accordance to one embodiment.

[00259] In Figure 22, the leave procedure 2200 includes the following steps:

[00260] (Leave Procedure) Step 2202: Upon receiving the AAI-DSD-REQ from a
leaving member HR-MS 2204 and thereafter sending the AAI-DSD-RSP for leaving a
multicast group, HR-BS 2206 generates a new MC_Nonce 2208 and unsolicitedly sends

the MulticastKey-Update message 2210 (as described herein above under the Multicast
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Key Update Procedure) via unicast to each remaining HR-MS 2212 in the multicast
group. In Step 2216, all sub-keys are generated by the HR-BS 2206 so that traffic
messages may be encrypted with the new keys and/or sub-keys. It is noted that in other
examples, Step 2216 may take place after the generation of MC_nonce 2208, and may
taken before or in parallel with the MulticastKey-Update 2210.

[00261] (Leave Procedure) Step 2214: Each remaining multicast group member HR-
MS 2212 verifies their respective received messages and derives the new multicast keys
to continue secure multicast communications.

[00262] The HR-BS 2206 may be, for example, the base station 200 of Figure 2. The
HR-MS 2212, 2204 may be, for example, the plurality of communication terminals 206
of Figure 2.

[00263] The Multicast Key Update procedure may be the MKM protocol 100 for
updating a key 108 of Figure 1. The Leave Procedure may the MKM protocol 100 for a
member leaving a communication session 104 of Figure 1.

[00264] The phrase “at least substantially” may include “exactly” and a variance of +/-
5% thereof. As an example and not limitation, the phrase “A is at least substantially the
same as B” may encompass embodiments where A is exactly the same as B, or where A
may be within a variance of +/- 5%, for example of a value, of B, or vice versa.

[00265] While the invention has been particularly shown and described with reference
to specific embodiments, it should be understood by those skilled in the art that various
changes in form and detail may be made therein without departing from the spirit and
scope of the invention as defined by the appended claims. The scope of the invention is
thus indicated by the appended claims and all changes which come within the meaning

and range of equivalency of the claims are therefore intended to be embraced.
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CLAIMS

1. A base station of a cellular mobile communication system, the cellular
mobile communication system comprising a communication network for providing a
communication session for a plurality of communication terminals of the communication
network, the base station comprising:

a determiner configured to determine whether there is a change of the participants
of the communication session;

a key provider configured to provide a key to be used for secure communication
in the communication session after the change of participants; and

a transceiver configured to send to the communication terminals participating in
the communication session after the change of the participants a message comprising the

key.

2. The base station as claimed in claim 1, wherein the change of the
participants of the communication session comprises at least one of the plurality of
communication terminals in the communication session leaving the communication
session, or a communication terminal not in the communication session joining the

communication session with the plurality of communication terminals.

3. The base station as claimed in claim 1 or 2, wherein the communication

session is a multicast session.

4. The base station as claimed in any one of claims 1 to 3, wherein the.

message is encrypted using an authentication key or an encryption key.

5. The base station as claimed in any one of claims 1 to 4, wherein the base

station is an appointed communication terminal.
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6. The base station as claimed in any one of claims 1 to 5, wherein the
communication network is a communication network according to a 802.16

communication standard.

7. The base station as claimed in any one of claims 1 to 6, wherein the
communication network is a communication network according to the 802.16n

communication standard.

8. The base station as claimed in any one of claims 1 to 7, wherein the

transceiver is configured to include a nonce into the message.

9. The base station as claimed in any one of claims 1 to 8, wherein the key
for secure communication in the communication session after the change of participants
is a multicast traffic encryption key for secure communication in the communication

session after the change of participants.

10. The base station as claimed in any one of claims 2 to 9, wherein the
message comprising the key or its parameters for secure communication in the
communication session after the change of participants is encrypted and signed by a pre-
shared authentication key when it has been determined that the at least one of the
plurality of communication terminals in the communication session is leaving the

communication session.

11. The base station as claimed in any one of claims 1 to 10, further
comprising a transceiver configured to receive an incoming message from the

communication terminal not in the communication session.

12. The base station as claimed in claim 11, wherein the transceiver is

configured to check the received incoming message for message freshness.
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13.  The base station as claimed in claim 11 or 12, wherein the message
comprising the key for secure communication in the communication session after the

change of participants is encrypted by a pre-shared authentication key.

14. The base station as claimed in claim 11 or 12, wherein the transceiver is

configured to include a certificate into the message.

15. The base station as claimed in claim 14, wherein the message comprising
the key for secure communication in the communication session after the change of
participants is encrypted and signed by a public key and a private key respectively shared

by the communication terminals of the communication system.

16. The base station as claimed in claim 11 or 12, wherein the message is
encrypted and signed by respective keys for secure communication in the communication
session before or after the change of participants when it has been determined based on
the incoming message that the communication terminal not in the communication session

is joining the communication session with the plurality of communication terminals.

17. The base station as claimed in any one of claims 1 to 16, further
comprising a transceiver configured to receive a request for the key for secure
communication in the communication session after the change of participants from any

communication terminal in the communication session after the change of participants.

18. The base station as claimed in claim 17, wherein the message comprising
the key for secure communication in the communication session after the change of
participants comprises a message comprising a parameter of the key for secure
communication in the communication session after the change of participants; and
wherein the transceiver is configured to send the message to the requesting

communication terminal in the communication session after the change of participants.
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19. The base station as claimed in claim 18, wherein the message comprising
the parameter of the key for secure communication in the communication session after
the change of participants is encrypted and signed by respective keys for secure

communication in the communication session before the change of participants.

20. The base station as claimed in any one of claims 11 to 15, wherein the
transceiver is configured to broadcast group formation information to communication
terminals in the communication system; wherein the base station indicates that the group
formation information is to be used for generating the incoming message; and wherein
the determiner is configured to determine from the received incoming message whether

the communication terminals are forming a communication session.

21. The base station as claimed in any one of claims 1 to 8, wherein the
determiner is configured to determine whether at least one of the communication
terminals in the communication session after the change of participants requires to be
updated with the key for secure communication in the communication session after the

change of participants.

22. The base station as claimed in claim 21, wherein the key for secure
communication in the communication session after the change of participants is a
multicast authentication key for secure communication in the communication session

after the change of participants.

23. The base station as claimed in claim 21 or 22, wherein the message
comprising the key for secure communication in the communication session after the
change of participants is encrypted and signed by respective keys for secure

communication in the communication session before the change of participants.
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24. A method of performing secure communication among communication
terminals in a cellular mobile communication system, the cellular mobile communication
system comprising a communication network for providing a communication session for
a plurality of communication terminals of the communication network, the method
comprising:

determining whether there is a change of the participants of the communication
session;

providing a key to be used for secure communication in the communication
session after the change of participants; and

sending to the communication terminals participating in the communication

session after the change of the participants a message comprising the key.
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