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METHOD FOR CODED DATA TRANSMISSION AND APPARATUS
FOR DECODING CODED DATA

The present invention relates to a method for coded data transmission from a sender
to at least one receiver, wherein the transmission data is divided into single source
packets p;, the method comprising the steps of generating encoded packets from said
source packets p;, by applying rateless erasure codes, transmitting said encoded
packets to said at least one receiver, and decoding said encoded packets in order to
obtain said source packets p; by applying a decoding process with on-the-fly
decodability functionality, wherein already decoded source packets p, are employed
by the decoding process for decoding remaining encoded packets.

Furthermore, the invention relates to an apparatus for decoding coded data, wherein
said coded data has been created by dividing source data into single source packets
p, and by generating encoded packets from said source packets p;, by applying
rateless erasure codes, comprising reception means for receiving said encoded
packets from a sender of said encoded packets, and a decoding device with on-the-
fly decodability functionality for decoding said encoded packets in order to obtain said
source packets p,, the decoding device being configured to employ already decoded
source packets p, for decoding remaining encoded packets.

Rateless Erasure Codes, which are also known as Fountain Codes, enable a sender
to generate a potentially unlimited sequence of encoding symbols from a given set of
source symbols allowing the receiver to recover the original source symbols from any
subset of the encoding symbols of size equal or slightly larger than the number of
source symbols. Fountain Codes are beneficial since they do not require the
receivers to inform the sender about individual missing packets. If due to an
unreliable (e.g. wireless) medium, over which packets are transmitted, packets get
lost, it is not required at the sender side to resubmit the missing packet, say X,
Instead, due to the “fountain” characteristic of the code applied at the sender side,
just another random linear combination X;,, can be transmitted.

Consequently, rateless erasure codes provide an essential unidirectional
communication protocol as no acknowledgment in case of unsuccessful decoding is

- CONFIRMATION COPY
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required. Application is therefore particularly beneficial in e.g. wireless cellular
broadcasting networks which do not have a feedback channel.

However, rateless erasure codes typically do not consider malicious modification of
coded data, e.g. during transmission. Depending on the application area this can be
an important issue. Particularly in open, public, untrusted, or even hostile
environments, a secure coded data transmission is essential. Potentially, a single
malicious packet can destroy the whole data set during decoding, and, if not
recognized, the error can spread and prevent successful decoding for all receivers.
This allows even the limited adversary by inserting few malicious packets, to poison a
sufficient amount of data to let the decoding process fail. In principle, a single bogus
packet can stop the whole decoding process what is known as the so-called
poisoning attack.

State of the art solutions for the poisoning attack involve public-key primitives such
as homomorphic hash functions or homomorphic signatures. However, those
methods based on public-key cryptography have a high data overhead and a high
computational complexity and are thus not applicable in resource restricted devices,
e.g. in wireless sensor networks.

It is therefore an object of the present invention to improve and further develop a
method and an apparatus of the initially described type in such a way that, by
employing mechanisms that are readily to implement, an efficient security
enhancement is brought into Fountain Codes in an energy-efficient way.

In accordance with the invention the aforementioned object is accomplished by a
method comprising the features of claim 1. According to this claim, such a method is
characterized in that an integrity check is performed on source packets p, obtained in
the decoding process before accepting said source packets p; for being employed by
the decoding process for further decoding.

Furthermore, the aforementioned object is accomplished by an apparatus for
decoding coded data comprising the features of independent claim 23. According to
this claim, such an apparatus for decoding coded data is characterised in that the
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decoding device is configured to perform an integrity check on source packets p,
obtained in the decoding process before accepting said source packets p, for being
employed for further decoding.

According to the invention it has first been recognised that in the context of securing
coded data transmission existing mechanisms using public-key primitives are rather
complex and are thus not applicable in various scenarios. Furthermore, it has been
recognized that due to the fact that even a single malicious source packet p, included
in the decoding process can potentially prevent the whole source information to be
obtained correctly, a solution on a per packet basis is valuable.

In contrast to asymmetric approaches of employing complex public-key primitives,
the present invention rather pursues symmetric cryptographic primitives using a
decoding process with on-the-fly decodability functionality. According to the invention
an integrity check is performed on source packets obtained in the decoding process,
working on a single-packet basis. More specifically, an individual verification of
source packets by means of the integrity check is performed before accepting the
source packets for being employed for further decoding. Consequently, only verified
information is used to decode a yet unverified encoded packet. If the decoding fails,
the error can be localised to be in exactly the currently decoded packet. Poisoning
attacks are therefore effectively prevented.

A further advantage of the present invention is that the method and the apparatus are
usable in multi-hop network-coding scenarios and, due to the simple operations
being involved in the secured decoding process, can also be applied in wireless
sensor networks with weak nodes functioning as sender and receiver, respectively,
e.g. for secure code update.

In a specific embodiment the rateless erasure code employed for encoding
transmission data is a Luby-Transform (LT)-Code, which is the first class of practical
fountain codes that is a near optimal erasure correcting code. LT-Codes were first
described by Michael Luby in “LT Codes, In Foundations of Computer Science,
FOCS 2002, pages 271-282, IEEE, 2002”. LT-Codes are beneficial due a provided
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Code Design with the least possible amount of packets which can be decoded on-
the-fly, i.e. being decoded in the first cycle, without being stored in buffer A.

As regards the encoded packets, each packet may include a code symbol X,
generated as a linear combination of source packets p. The generation of linear
combinations of source packets p; enables the sender to produce a potentially
unlimited sequence of code symbols in an economic fashion.

The encoding process may comprise two steps. In a first step the code symbols X,
are generated by randomly choosing a packet degree d according to a given degree
distribution p(d). In which d is the number of source packets p, that are integrated into
an encoded packet. In a second step d is to be chosen uniformly randomly out of a
total of K source packets p, and successively XORing them. This is done for at least
N > K encoded packets X,. The efficiency and quality of LT Codes depends largely
on the degree distribution p(d) of encoded packets.

According to a preferred embodiment, the encoded packets each include a
coefficient vector C, describing the linear combination, which has been used to
compute the respective code symbol X,. More specifically, in case of the encoded
packets being generated in form of linear combinations of source packets p, the
coefficient vector C, may indicate the source packets p,, which have been employed
for calculating the respective linear combination X,. The coefficient vectors C_ can be
appended to each encoded packet transmitted from the sender to one or more
receivers. Alternatively, the coefficient vectors C, may be computed simultaneously
by sender and receiver using a pseudo-random generator with the same seed.

As regards efficient decoding with on-the-fly characteristic or nearly on-the-fly
characteristic, it may be provided that the decoding device, which analyses incoming
encoded packets, is configured as to start the decoding process with encoded
packets with a coefficient vector C, of weight D(C,)=1. Encoded packets for which
holds D(C,)=1 are actually source packets and can thus be verified in the decoding
process directly when received.
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Advantageously, the integrity check performed on source packets p, obtained in the
decoding process includes the application of a message authentication code.
According to a preferred embodiment, the message authentication code applied to
source packets p, may be based on a hash function. More specifically, the integrity
check may include the steps of computing a hash value h of a source packet p;,, and
comparing the computed hash value h(p) with a corresponding hash value h(p;),
which has been pre-calculated on the side of said sender. If both hash values are
consistent with each other, it is ensured that the respective source packet p; is no
bogus packet that might have been inserted by a malicious participant.

To allow for a facile comparison of the two hash values, according to a specific
embodiment a hash list containing the pre-calculated hash values h(p;) of all source
packets p, is generated on the side of the sender, e.g. by the sender itself, and is
transmitted to the one or more receivers. Preferably, this transmission is executed
before transmitting said source packets p..

Advantageously, source packets p, obtained in said decoding process, which have
passed said integrity check successfully, are inserted into a first buffer B. When all
source packets p, have been successfully recovered and verified by means of the
integrity check, the source packets p, can be retrieved from buffer B and can be put
together again to form the original transmission data. Contrary, source packets p;
obtained in the decoding process, which have failed to pass the integrity check
successfully, may be dropped.

According to a preferred embodiment, the decoding process employs source packets
p, from the first buffer B to decode remaining encoded packets. As only source
packets p; that have been successfully verified by means of the integrity check are
inserted into the first Buffer B, it is ensured that the remaining decoding process will
be always performed on correct source packets p, such that the correctness of the
decoding process is approved. Consequently, the poisoning problem is effectively
avoided.

With respect to an efficient continuation of the decoding process, it may be provided
that encoded packets, which failed to be decoded in the decoding process, are
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inserted into a second buffer A. According to a preferred embodiment a buffer
management is applied on the second buffer A, which aims at avoiding an overflow
of that buffer. An overflow could result from a situation in which an attacker changes
coefficient vectors of encoded packets. For instance, the introduction of coefficient
vectors G with D(C/)>D(C,) constitutes a DoS (Denial of Service) attack as these
packets will circulate several times between the second buffer A and the decoding
process before the final verification drops the packet and prevents it from being
stored in the first buffer B.

Advantageously, buffer management includes the steps of monitoring the second
buffer A, and in case monitoring yields that the second buffer A is full, dropping
randomly encoded packets from the second buffer A. Alternatively, instead of a
random dropping, a buffer management may be provided according to which the
encoded packet with the highest weight coefficient vector C, is dropped. Such
dropping is most efficient as these high weighted encoded packets would circulate
with a high probability unacceptably long between the second buffer A and the
decoding process. According to still another embodiment, the selection criterion for
packet dropping management may be an adjustment of the packets buffered in the
second buffer A to an expected weight distribution. The expected weight distribution
will typically correspond with the specific weight distribution employed as input
parameter for the rateless erasure code. In any case it proves to be advantageous
that the applied selection criterion itself, once known to an attacker, should not give
additional attack possibilities.

As regards rateless erasure codes, they provide an essentially one-way
communication protocol as no acknowledgment in case of unsuccessful decoding is
required. Thus application is beneficial in e.g. wireless cellular broadcasting networks
which do not have a feedback channel. Therefore, a wireless broadcast channel is
employed for coded data transmission from sender to at least one receiver.

In a particularly preferred embodiment the sender of the encoded data is a sensor
node of a wireless sensor network (WSN), in particular a sink node. In such a
scenario, the transmission data advantageously includes program data, which is
encoded and transmitted from the sink node to other sensor nodes of the sensor
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network that function as receivers. By applying the method according to the present
invention in such a way, a secure remote code image update mechanism for wireless
sensor networks to update code on sensor networks that are not easily accessible is
provided. The possibility of securely reprogramming the sensor nodes after the
development greatly reduces maintenance costs by offering a cheap way of updating
the program. In particular, it may be provided that in a multi-hop scenario, in which
certain sensor nodes retransmit received information to further sensor nodes of the
network, the secured decoding process (and subsequent re-encoding) is applied
several times, in order to benefit from the advantages of Fountain Codes not only at
the first hop and to efficiently avoid poisoning attacks during the entire distribution
process.

Furthermore, in case of applying LT-Codes, the process can be considered to be
extremely efficient, since the decoding is mainly based on XOR operations.
Consequently, when applying the LT decoding algorithm to the area of sensor
networks, the limiting factor on a sensor node is the necessary data overhead, and
the buffer size in the buffers A and B, and not so much the computational complexity.

There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end, it is to be referred to the
patent claims subordinate to patent claims 1 and 23 and to the following explanation
of a preferred example of an embodiment of the invention, illustrated by the figure. In
connection with the explanation of the preferred example of an embodiment of the
invention by the aid of the figure, generally preferred embodiments and further
developments of the teaching will be explained.

In the drawings:

Fig. 1 is a schematic view of a decoding process of an LT-Code with on-the-fly
characteristic,
Fig. 2 is a schematic view of a decoding process of an LT-Code with on-the-fly

characteristic, including an integrity check according to an embodiment
of the present invention,
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Fig. 3 is a schematic view of the decoding process of Fig. 2, further including
a buffer management for avoiding DoS attacks, and

Fig. 4 is a schematic view of a preferable packet structure for distributing a
hash list for performing an integrity check.

Fig. 1 illustrates — schematically — the principil decoding process of an LT-Code with
on-the-fly characteristic. LT Codes are the first full realization of the idea of rateless
erasure codes, which are also known as Fountain Codes. The basic principle of LT
Codes for data transmission over a wireless interface can be described as follows.
The data block to be transmitted is separated into K packets each of size /. An
encoded packet is computed in two steps:

1) A packet degree d is randomly chosen according to a given distribution. The
choice of the weight distribution is the key parameter with respect to the performance
and the efficiency of the coding scheme p(0).

2) The encoded packet is obtained by choosing uniformly randomly d out of the K
source packets, namely {p,;, ..., p}, and successively XORing them to compute

a
N = @ Ve
i=1

This is done for at least N > K encoded packets X. The information which packets p,
have been considered for a concrete encoded packet X; is represented in a coding
vector C; of size 1x K. This information is necessarily needed for the decoding
process. The coding vector can be appended to each packet, or computed
simultaneously by sender and receiver using a pseudo-random generator with the
same seed.
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Subsequent to the encoding process, N > K packets are sent. The packets contain
the encoded vector X and potentially information about the coefficient vector C. In
any case, the receiver extracts the pair (X, C) of size / + K from the packet.

The LT decoding process includes two buffers. More detailed, the decoding process
uses a buffer A, where not yet decoded packets are stored, and a buffer B for
decoded information. Encoded packets X, C received over the wireless are decoded
in accordance to the information in the coding vector C. The decoding device, which
analyses incoming encoded packets, is configured as to start the decoding process
with encoded packets with a coefficient vector C; of weight D(C,) = 1. Encoded
packets for which holds D(C) = 1 are actually source packets p; and are put in the
buffer B and used to decode further packets in buffer A. If the packet still has a
coefficient vector C, with weight D(C) > 1 it is saved in the buffer A of encoded
packets.

Those plaintext packets p;, which are already stored in the buffer B, and which are
relevant according to the currently processed packet (X, C), will be applied to the
actual decoding. The exact processing of the box 'Decode’ is as follows: Incoming
packets X, C, are partially decoded for all known source packets p;, i.e.

X=X, ®p,
C‘):C/ = e,',

where g, is the i-th unit vector.

The buffer B stores all the actually decoded plaintext packets p. If a new element is
added to B, all (X, C) in buffer A will again be applied to the decoding process.

Fig. 2 illustrates the LT decoding process described in Fig. 1, including an integrity
check according to an embodiment of the present invention. More precisely, the
integrity check includes the application of a message authentication code. In the
specific case shown in Fig. 2, the message authentication code is based on the
application of a hash function.
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More specifically, the security enhancements during the decoding process at the
receiver side are as follows: Before a decoded packet p, is written into the buffer B,
the relevant hash value h(p) of a previously sent hashlist is compared with the hash
value computed by hashing h(X):

h(p) = h(X),

with D(C) = 1 and (/] = 1. This ensures that no bogus packet is stored in the buffer B
ensuring that the remaining decoding process can be performed on correct packets p,
such that the correctness of the decoding process is approved.

Fig. 3 illustrates the decoding process of Fig. 2, further including a buffer
management for avoiding DoS attacks. The application of a message authentication
code, e.g. performing the comparison h(p) = h(X) as described above ensures that
no incoming bogus packet X,C; can negatively effect the decoding process of
subsequently incoming packets; however, since the initially sent hashlist contains
hash values h(p), which are purely computed on plaintext packets p; and in particular
not on C;, — which is also sent over the wireless —, the DoS attack described in the
following is still possible: a malicious participant can modify a packet X,C; to X,C; by
modifying the coefficient vector itself. To perform a DoS attack, which substantially
delays the whole decoding process, an attacker could choose a ¢, with D(C) > D(C).
Such an attack results in a situation in which X, C, will circulate several times between
buffer A and the decoding process before the final hash verification drops the packet
and prevents it from the storage in B. Even worse, if the attacker sends several of
such corrupted packets X,C, with high degrees D(C), the buffer B will not be able to
store enough correct packets with the consequence that the decoding process is
delayed or finally fails.

To overcome this situation, another decision point before storing an already partly
decoded packet X,,C, into the buffer A is introduced. A selection criterion to overwrite
a packet in case of a full buffer A ideally has to fulfill two requirements: Firstly, it
should be smart enough to skip such an encoded packet which anyhow would
circulate with a high probability unacceptable long between buffer A and the
decoding process; Secondly, the selection criterion itself, once known by an attacker,
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should not give additional attack possibilities. Possible selection criterions may be
random, maximum weight, and adjust to expected weight distribution.

To conclude, the mechanism verifying decoded packets on basis of the initially sent
hash value list ensures that only correct packets will be considered for the page
reconstruction and the remaining decoding process; packet filtering based on criteria
as mentioned above ensures that bogus packets will not interfere the on-the-fly
decoding process. An attacker aiming at a DoS attack will ideally drop packets X,C;
with D(C) = 1 during the starting phase of the transmission, whereas he will modify
packets X, C;to X,C, with D(C) = n (with n high) or at least D(C) > D(C).

Fig. 4 illustrates a preferable packet structure to distribute the hash list for performing
the integrity check on source packets p; obtained in the decoding process. For
realizing the shown packet structure, the sender first has to encode the transmission
data, wherein the full transmission data is distributed into pages, depending on the
memory availability at receiver side. It is to be noted that only one page is required if
the receiver has full power. Every page is split up into m packets depending on the
network’s payload size.

The data structure for authentication is a combination of a hash chain with h,
securing the pages and a hash tree of hash chains with h, securing the individual
packets. The root of the hash tree and the hash chain are signed with a public-key
signature scheme. The first page (P0) of the encoded data contains the signature
and the hash tree, to set up the prerequisites for the receivers to setup the enhanced
decoding algorithm. The first page can therefore not be transmitted via fountain
codes, but e.g. by standard Deluge (as described e.g. in Jonathan W. Hui and David
Culler, The dynamic behaviour of a data dissemination protocol for network
programming at scale. In Embedded networked sensor systems, SenSys '04, pages
81-94. ACM, 2004.) Actually, considering the hash tree, the transmission of the first
page follows closely Seluge (as described e.g. in An Liu, Young-Hyun Oh, and Peng
Ning, Secure and dos-resistant code dissemination in wireless sensor networks using
seluge. In Information Processing in Sensor Networks, IPSN 2008, pages 561-562.
IEEE, 2008.). This leads to the packet structure as depicted in Fig. 4. The dark
colored blocks represent a hash chain containing hashes (h,) of the full pages, while
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the hatched blocks are a hash tree of hash chains that contain hashes (h,) of the
individual packets.

As shown in Fig. 4, the first page (P0) is a hash tree of hash chains with a signed
root that facilitate the authentication of the second page and thus via the hash chain
the complete code image. Let w be the number of hash values that can fit a single
packet. The hash tree in page PO is created such that a packet at level / comprises
hash values of w packets at level i + 7, where the hash values of the packets of the
page P71 compose the packets at the last level. When the construction of the hash
tree is completed, the sender signs the root packet together with the hash of the first
data page h1(P7) and code related header information such as the version number.
Page PO is constructed in a way, that after the signature is received, every following
packet can be checked against a hash value.

As regard the encoding strategy, the sender prepares the packet structure prior to
the start of the code image transmission as described above. The protocol starts
transmitting the first page with Deluge (respectively Seluge), i.e. no fountain coding
techniques are applied yet. Once the receivers received successfully page PO, the
values for the next page's packets are set up and the transmission of the next page
starts using Fountain Codes. The sender transmits now page by page encoded.
Therefore, the sender builds randomly encoded packets according to the weight
distribution and sends N > K packets. The value a= N - K depends on the channel
quality and adversarial interference and can by adapted dynamically. If after N
transmitted packets, receivers still have not successfully decoded the actual
transmitted page, they send a NACK and the sender continuous sending another 8
encoded packets. Receivers that have already decoded stop listening.

Many modifications and other embodiments of the invention set forth herein will come
to mind the one skilled in the art to which the invention pertains having the benefit of
the teachings presented in the foregoing description and the associated drawings.
Therefore, it is to be understood that the invention is not to be limited to the specific
embodiments disclosed and that modifications and other embodiments are intended
to be included within the scope of the appended claims. Although specific terms are
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employed herein, they are used in a generic and descriptive sense only and not for
purposes of limitation.



WO 2010/020264 -14 - PCT/EP2008/006832

Claims

1. Method for coded data transmission from a sender to at least one receiver,
wherein the transmission data is divided into single source packets p, the method
comprising the steps of

generating encoded packets from said source packets p; by applying rateless
erasure codes,

transmitting said encoded packets to said at least one receiver, and

decoding said encoded packets in order to obtain said source packets p; by
applying a decoding process with on-the-fly decodability functionality, wherein
already decoded source packets p, are employed by the decoding process for
decoding remaining encoded packets,
characterized in that an integrity check is performed on source
packets p; obtained in the decoding process before accepting said source packets p;
for being employed by the decoding process for further decoding.

2. Method according to claim 1, wherein said rateless erasure code employed for
encoding said transmission data is a Luby-Transform (LT)-Code.

3. Method according to claim 1 or 2, wherein said encoded packets each include
a code symbol X, generated as a linear combination of said source packets p;.

4. Method according to claim 3, wherein said code symbols X, are generated by
randomly choosing a packet degree d according to a given degree distribution
p(d), and
choosing uniformly randomly d out of a total of K source packets p; and
successively XORing them.

5. Method according to any of claims 1 to 4, wherein said encoded packets each
have associated a coefficient vector C, describing the linear combination, which has
been used to compute respective code symbol X.

6. Method according to claim 5, wherein said coefficient vectors C, are appended
to said encoded packets transmitted from said senders to said at least one receiver.
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7. Method according to claim 5, wherein said coefficient vectors C, are computed
by said sender and by said at least one receiver using a pseudo-random generator
with the same seed.

8. Method according to any of claims 5 to 7, wherein incoming encoded packets
are analysed by said decoding process, wherein the decoding of encoded packets
starts with encoded packets with a coefficient vector C, of weight D(C,)=1.

9. Method according to any of claims 1 to 8, wherein said integrity check
performed on source packets p; obtained in said decoding process includes the
application of a message authentication code.

10. Method according to any of claims 1 to 9, wherein said integrity check
performed on source packets p, obtained in said decoding process includes the steps
of

computing a hash value h of said source packet p,, and

comparing said computed hash value h(p;) with a corresponding hash value
h(p,), which has been pre-calculated on the side of said sender.

11.  Method according to claim 10, wherein a hash list containing said pre-
calculated hash values h(p;) of all source packets p, is generated by said sender and
is transmitted to said at least one receiver, preferably before transmitting said source
packets p;.

12.  Method according to any of claims 1 to 11, wherein source packets p; obtained
in said decoding process, which have passed said integrity check successfully, are
inserted into a first buffer (B).

13.  Method according to any of claims 1 to 12, wherein source packets p; obtained
in said decoding process, which have failed to pass said integrity check successfully,
are dropped.
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14.  Method according to claim 12, wherein said decoding process employs source
packets p; from said first buffer (B) to decode remaining encoded packets.

15. Method according to any of claims 1 to 14, wherein encoded packets, which
fail to be decoded in the decoding process, are inserted into a second buffer (A).

16. Method according to claim 15, wherein a buffer management is applied on
said second buffer (A), which aims at avoiding an overflow of said second buffer A.

17.  Method according to claim 16, wherein said buffer management includes the
steps of

monitoring said second buffer (A), and

in case said monitoring yields that said second buffer (A) is full, dropping
randomly encoded packets from said second buffer (A).

18.  Method according to claim 16, wherein said buffer management includes the
steps of

monitoring said second buffer (A), and

in case said monitoring yields that said second buffer (A) is full, dropping the
encoded packet with the highest weight of said coefficient vector C.

19.  Method according to claim 16, wherein said buffer management includes the
steps of

monitoring said second buffer (A), and

in case said monitoring yields that said second buffer (A) is full, dropping
encoded packets in such a way that the packets buffered in said second buffer (A)
become adjusted to an expected weight distribution.

20. Method according to any of claims 1 to 19, wherein a wireless broadcast
channel is employed for said coded data transmission from said sender to said at
least one receiver.

21.  Method according to any of claims 1 to 20, wherein said sender is a sensor
node of a sensor network, in particular a sink node or a base station.
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22. Method according to claim 21, wherein said transmission data includes
program data, which is encoded and transmitted from said sink node to other sensor
nodes of the sensor network.

23. Apparatus for decoding coded data, wherein said coded data has been
created by dividing source data into single source packets p, and by generating
encoded packets from said source packets p, by applying rateless erasure codes,
comprising

reception means for receiving said encoded packets from a sender of said
encoded packets, and

a decoding device with on-the-fly decodability functionality for decoding said
encoded packets in order to obtain said source packets p, the decoding device being
configured to employ already decoded source packets p; for decoding remaining
encoded packets,
characterized in thatthe decoding device is configured to perform an
integrity check on source packets p;, obtained in the decoding process before
accepting said source packets p; for being employed for further decoding.

24. Apparatus according to claim 23, wherein said decoding device comprises a
Luby-Transform (LT)-Decoder.

25. Apparatus according to claim 23 or 24, wherein said decoding device is
configured to perform said integrity check on source packets p; obtained in the
decoding process by applying a message authentication code.

26. Apparatus according to any of claims 23 to 25, wherein said decoding device
is configured to perform said integrity check on source packets p; obtained in the
decoding process by

computing a hash value h of said source packet p,, and

comparing said computed hash value h(p)) with a corresponding hash value
h(p,), which has been pre-calculated on the side of said sender.
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27.  Apparatus according to any of claims 23 to 26, comprising a first buffer (B) for
buffering source packets p; obtained in said decoding process, which have passed
said integrity check successfully.

28.  Apparatus according to any of claims 23 to 27, comprising a second buffer (A)
for buffering encoded packets, which failed to be decoded in said decoding process.

29. Apparatus according to any of claims 23 to 28, the apparatus being designed
as a part of a sensor node‘s hardware.
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