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EFFICIENT BACKUP REPLICATION

BACKGROUND OF THE INVENTION

[0001] Some computing systems backup datain multiple locations in order to
increase the safety of the data. Backing up data in multiple locations can be accomplished
through the use of aprimary backup system and areplica backup system. Each time abackup
isperformed, the state of the computing system is determined, and all information in the
current state isrecorded into abackup in the primary backup system. After the backup in the
primary backup system is created, it isreplicated, e.g., copied to the replica backup system.
Some backup storage systems store both incremental backups, comprising only the changes
in state since the previous backup, and full backups, comprising the complete state of the
storage system a the time it was made. Some backup storage systems store only full backups.

[0002] Some data storage systems compress data using deduplication, e.g., by
breaking datainto chunks and only storing each chunk once regardliess of how many times it
occurs in the original data. Replicating data in a deduplicating storage system can be
accomplished by transmitting identifying information for each chunk from the primary
backup system to the replica backup system, using the identifying information to determine
which chunks are stored on the replica, and transmitting data chunks determined to not
already be stored on the replica. If the chunk is already stored it does not need to be copied to

the replica a second time.

[0003] Since afull backup captures the complete state of a computing system, itis
typicaly avery large file, and replicating afull backup requires a great deal of information to
be transmitted from the primary backup to the replica backup. In adeduplicating system,
although more efficient than transmitting an entire full backup, evenjust transmitting the
identifying information for each data chunk of afull backup can incur substantial overhead

and require too much time and bandwidth.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

[0005] Figure lisablock diagram illustrating an embodiment of anetwork system.
[0006] Figure 2 isablock diagram illustrating an embodiment of a data storage
system.

[0007] Figure 3isablock diagram illustrating an embodiment of data differencing.
[0008] Figure 4 is aflow diagram illustrating an embodiment of aprocess for

efficient backup replication.

[0009] Figure 5isaflow diagramillustrating an embodiment of a process for creating

areplica backup file.

DETAILED DESCRIPTION

[0010] The invention can be implemented in numerous ways, including as a process,
an apparatus; a system; a composition of matter; a computer program product embodied on a
computer readable storage medium; and/or aprocessor, such as aprocessor configured to
execute instructions stored on and/or provided by amemory coupled to the processor. In this
specification, these implementations, or any other form that the invention may take, may be
referred to astechniques. In general, the order of the steps of disclosed processes may be
altered within the scope of the invention. Unless stated otherwise, a component such as a
processor or amemory described as being configured to perform atask may be implemented
as ageneral component that istemporarily configured to perform the task a agiventime or a
specific component that is manufactured to perform the task. Asused herein, the term
'processor’ refers to one or more devices, circuits, and/or processing cores configured to

process data, such as computer program instructions.

[0011] A detailed description of one or more embodiments of the invention is
provided below along with accompanying figures that illustrate the principles of the
invention. Theinvention is described in connection with such embodiments, but the

invention isnot limited to any embodiment. The scope of the invention is limited only by the
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claims and the invention encompasses numerous alternatives, modifications and equivalents.
Numerous specific details are set forth in the following description in order to provide a
thorough understanding of the invention. These details are provided for the purpose of
example and the invention may be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical materia that isknown in the
technical fields related to the invention has not been described in detail so that the invention

isnot unnecessarily obscured.

[0012] Backup replication is disclosed. A system for backup replication comprises a
processor and amemory. The processor is configured to determine data present in amost
recent backup not present in aprevious backup; transmit an extent specification; and transmit
data segment fingerprints of the one or more data segments. The memory is coupled to the

processor and is configured to provide the processor with instructions.

[0013] Efficient backup replication is disclosed. A system comprises aprocessor and
amemory. The processor is configured to determine data present in amost recent backup that
isnot present in aprevious backup. The processor is further configured to segment the data.
The processor is further configured to transmit data segment identifying information. The

memory is coupled to the processor and configured to provide the processor with instructions.

[0014] In some embodiments, when replicating afull backup in a deduplicating
storage system, efficiency can be improved by taking advantage of the knowledge that the
file being replicated is abackup file, and islikely very similar to aprevious backup file. The
deduplicating system is given information indicating the most recent backup file that has
been transmitted to the replica system. Rather than breaking the entire new backup file into
segments and sending segment identifying information for each backup file segment from the
primary system to the replica system, the deduplicating system calculates the differential
between the new backup file and the most recent file previously replicated, and only
replicates information not found in the most recent file, along with information describing the

portion of the file that is unchanged.

[0015] In some embodiments, data comprising the differential between the new
backup file to bereplicated and the most recent file previously replicated (e.g., difference
data) is segmented, and segment identifying information istransmitted from the primary

system to the replica system. If one or more of the data segments is determined to be not
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present on the replica system, a data segment request isthen transmitted to the primary
system by the replica system. Each data segment not present on the replica system isthen
transmitted from the primary system to the replica system. The primary system additionally
transmits extent specifications, comprising descriptions of regions of the most recent file
previously replicated that are unchanged in the backup file being replicated. In some
embodiments, the primary system additionally transmits difference data locations. In some
embodiments, the primary system further transmits information enabling the reconstruction
of the new backup file using the extent information and list of new segments transmitted to

the replica system.

[0016] In some embodiments, upon receiving segment identifying information, any
segments not already present, and any appropriate extent specifications, the replica system is
able to recreate the backup file. A new backup file is created on the replica system, and data
stored in regions described by the extent specifications isre-referenced or copied from the
previously replicated backup file to the new backup file. Data not present in the previously
copied backup fileisfilled in by data segments from other files on the replica system as
indicated by segment identifying information and meta information (e.g., ordering
information used for reconstructing the new backup file using the new segments), or by data
segments not found on the replica system and transmitted by the primary system. In some
embodiments, the primary system transmits a checksum to the replica system, to ensure the
newly created backup file on the replica system isidentical to the new backup file on the
primary system.

[0017] Figure lisablock diagram illustrating an embodiment of anetwork system.
In the example shown, the network system comprises data storage system user 102, data
storage system 104, primary backup system 106, and replica backup system 108
communicating via network 100. In various embodiments, network 100 comprises one or
more of the following: alocal areanetwork, awide area network, awired network, awireless

network, the Internet, or any other appropriate network.

[0018] Data storage system user 102 comprises a data storage system user accessing
data storage services on data storage system 104. In some embodiments, data storage system
102 comprises auser who uses auser interface (e.g., akeyboard, atouch screen, adisplay,

etc.) to interact with data storage system 102. In various embodiments, the user interface is

associated with a desk top computer, alaptop computer, alocal terminal, or any other
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appropriate system with auser interface. In some embodiments, data storage system user 102
comprises an employee a a company utilizing a data storage system. In some embodiments,
data storage user 102 comprises an employee at a company purchasing data storage system
services. In various embodiments, there are 1, 2, 4, 13, 22, 115, or any other appropriate
number of database system users accessing data storage services on data storage system 104.
In some embodiments, each data storage system user only has access to their own data stored
on data storage system 104 and is able to utilize data storage system 104 asthough they are

the sole data storage system user.

[0019] Data storage system 104 comprises a data storage system for storage and
retrieval of information. In some embodiments, data storage system 104 comprises a
distributed data storage system, e.g., a data storage system comprising multiple computers not
necessarily in the same location. In some embodiments, data storage system 104 comprises a
system for processing information. In some embodiments, data storage system 104 comprises
a storage system optimized to efficiently store uncompressed files. In some embodiments,
data storage system 104 comprises a deduplicating storage system. Primary backup system
106 comprises abackup system for backing up data storage system 104. In some
embodiments, primary backup system 106 comprises a system for storing the state of data
storage system 104 at various points in time. In some embodiments, primary backup system
106 stores the state of data storage system 104 at regular intervals. In various embodiments,
regular intervals comprise every hour, every day, three times aweek, once aweek, once a
month, or any other appropriate interval. In some embodiments, each time primary backup
system 106 stores the state of data storage system 104, it creates afull backup (e.g., a
complete copy of the data stored in data storage system 104). In some embodiments, primary
backup system 106 creates some full backups and some incremental backups (e.g., copies of
the changes made to data storage system 104 since the last backup made). In some
embodiments, primary backup system 106 comprises a deduplicating storage system. Replica
backup system 108 comprises areplica backup system for storing areplica of primary backup
system 106. In some embodiments, each time abackup file (e.g., afull backup or an
incremental backup) ismade on primary backup system 106, it is copied to replica backup
system 108. In some embodiments, primary backup system 106 and replica backup system
108 are contained in separate computers in order to protect backup data in the event of system
failure. In some embodiments, primary backup system 106 and replica backup system 108 are

located physically remotely from one another in order to protect data in the event of a
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location specific event (e.g., loss of power, loss of network connectivity, natural disaster,
etc.).

[0020] Figure 2 isablock diagram illustrating an embodiment of a data storage
system. In some embodiments, data storage system 200 of Figure 2 comprises primary
backup system 106 of Figure 1. In some embodiments, data storage system 200 of Figure 2
comprises a system for efficient backup replication. In some embodiments, data storage
system 200 comprises a processor and amemory. The processor is configured to determine
data present in amost recent backup that is not present in aprevious backup. The processor is
further configured to segment the data. The processor is further configured to transmit data
segment identifying information. The memory is coupled to the processor and configured to
provide the processor with instructions. In some embodiments, the primary system further
transmits information enabling the reconstruction of the new backup file using the extent

information and list of new segments transmitted to the replica system.

[0021] In the example shown, data storage system 200 comprises data storage 202,
data differencer 204, data segmenter 206, data segment fmgerprinter 208, and data storage
system interface 210. In some embodiments, data storage system interface 210 comprises an
interface for communicating with anetwork (e.g., network 100 of Figure 1). Data storage 202
comprises stored files. In some embodiments, data storage 202 comprises stored backup files.
In some embodiments, data storage 202 comprises stored backups of a data storage system
(e.g., data storage system 104 of Figure 1). In some embodiments, data storage 202 comprises
some full backups and some incremental backups. In some embodiments, data storage 202
comprises entirely full backups. Data storage 202 communicates with anetwork (e.g.,
network 100 of Figure 1) via data storage system interface for receiving and delivering
backup data.

[0022] In the example shown, data storage 202 delivers anew backup file and a
previous backup file to data differencer 204, as part of a process for efficient backup
replication. In some embodiments, the new backup file isto bereplicated (e.g., copied to a
replica backup system asin replica backup system 108 of Figure 1). In some embodiments,
the new backup file comprises afull backup. In some embodiments, the previous backup file
comprises a full backup. In some embodiments, the previous backup file comprises a
synthetic full backup (e.g., afull backup created from an older full backup and more recent

incremental backups). In some embodiments, the previous backup file isthe most recent
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previous backup file. In some embodiments, the previous backup fileis an older backup file.
Data differencer 204 receives the previous backup file and the new backup file and
determines extent specifications and difference data. Extent specifications comprise
descriptions of regions of unchanged data (e.g., regions where data present in the new backup
fileis also present in the previous backup file). Difference data comprises new data (e.g., data
present in the new backup file not present in the previous backup fil€). In the example shown,
extent specifications are delivered to data storage system interface 210 and transmitted to the
replica backup system. In some embodiments, difference data locations are delivered to data
storage system interface 210 along with the extent specifications and transmitted to the
replica backup system. In some embodiments, difference data locations are included as part
of the extent specifications. In some embodiments, difference data locations are determined
by comparing the sets of data segment fingerprints that represent the previous and new
backup files and identifying the locations of those fingerprints that exist in the new backup
file but not in the previous backup file. For example, both the previous full backup and the
new full backup have aready been segmented and stored on the primary backup system. For
a system that is a deduplicating backup system, then the two backups will share most of their
segments in common, and the two sets of segment fingerprints can be examined to determine
the difference between them. Data Sender 206 provides data segment finger prints, receives
data segment requests, and replies with data segments in response to requests. Meta
information is provided to data storage system interface 210 enabling the reconstruction of
the difference data from the data segments. In some embodiments, data segment fingerprints
comprise data segment identifying information. In some embodiments, data segment
fingerprints comprise information derived from the data segment. In some embodiments, data
segment fingerprints comprise the output of a hash function. In the example shown, data
segment fingerprints are delivered to data storage system interface 210 for transmission to the
replica backup system along with the meta information to enable the reconstruction of the

difference data using the data segments.

[0023] In some embodiments, the replica backup system responds to the data segment
fingerprints with a set of data segment requests. In some embodiments, the replica backup
system uses the data segment fingerprints to determine whether it has the corresponding data
segments (e.g., the data segments used to generate the data segment fingerprints) already
stored. In some embodiments, the replica backup system requests each data segment that it
does not already have stored, from the set of data segments indicated by the set of data



WO 2013/096230 PCT/US2012/070188

segment fingerprints. Data segment requests are delivered by data storage system interface
210 to data sender 206. Data sender 206 delivers the requested data segments to data storage
system interface 210 for transmission to the replica system.

[0024] Figure 3isablock diagram illustrating an embodiment of data differencing. In
some embodiments, data differencing as shown in Figure 3 comprises data differencing
performed by data differencer 204 of Figure 2. Data differencer 300 comprises a data
differencer (e.g., adata differencer asin data differencer 204 of Figure 2). In the example
shown, data differencer 300 receives previous backup file 302 and new backup file 304. New
backup file 304 comprises original dataregion 306, original dataregion 310, and new data
region 308. Original dataregion 306 and original dataregion 310 comprise dataregions that
are identical in previous backup file 302 and new backup file 304. New dataregion 308
comprises a dataregion in new backup file that isnot present in previous backup file 302.
When data differencer 300 receives previous backup file 302 and new backup file 304, it
produces extent specifications and difference data. In the example shown, extent
specifications comprise descriptions of data regions unchanged from previous backup file
302 to new backup file 304 (e.g., original dataregion 306 and origina dataregion 310). In
some embodiments, extent specifications comprise a set of file locations. In some
embodiments, extent specifications comprise the file locations within new backup file 304
comprising data regions unchanged from previous backup file 302. In some embodiments,
extent specifications comprise the file locations within previous backup file 302 comprising
dataregions that are unchanged in new backup file 304. In some embodiments, extent
specifications comprise both the file locations within new backup file 304 comprising data
regions unchanged from previous backup file 302 and the file locations within previous
backup file 302 comprising data regions that are unchanged in new backup file 304. In the
example shown, difference data comprises data present in new backup file 304 that isnot
present in previous backup file 302 (e.g., new data 308). In some embodiments, extent
specifications additionally comprise difference data locations (e.g., locations of data present
in new backup file 304 that isnot present in previous backup file 302 within new backup file
304). In some embodiments, multiple new dataregions are identified in the extent

specifications.

[0025] In some embodiments, achecksum is calculated and maintained across every
file stored on a storage system (e.g., a deduplicating storage system, abackup system, a
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replica system). For example, files created with synthetic replication have a checksum stored
with the file. And for another example, in normal replication, partial checksums are sent
along with each segment; these checksums are added together and the final result should
equal the checksum across the whole origina file. In synthetic replication, checksums are
sent along with each difference segment, aswell aswith each extent. Again, these checksums

added together in order should equal the checksum across the whole origina file.

[0026] Figure 4 is aflow diagram illustrating an embodiment of aprocess for
efficient backup replication. In some embodiments, the process of Figure 4 is executed by
data storage system 200 of Figure 2. In some embodiments, the process of Figure 4 is
executed by aprimary backup system (e.g., primary backup system 106 of Figure 1). In some
embodiments, the process of Figure 4 isused for efficiently replicating abackup fileto a
replica system (e.g., replica backup system 108 of Figure 1). In the example shown, in 400, a
new backup fileisreceived. In some embodiments, the new backup fileisreceived from a
data storage (e.g., data storage 402 of Figure 4). In some embodiments, the new backup file
comprises a full backup. In 402 a previous backup fileisreceived. In some embodiments, the
previous backup file isreceived from a data storage (e.g., data storage 402 of Figure 4). In
some embodiments, the previous backup file comprises afull backup. In some embodiments,
the previous backup file comprises a synthetic full backup (e.g., a full backup created from an
older full backup and more recent incremental backups). In some embodiments, the previous
backup file comprises the most recent previous backup file. In some embodiments, the
previous backup file comprises an older previous backup file. In 404, the data present in the
new backup file not present in the previous backup file (e.g., difference data) is determined.
In some embodiments, the data present in the new backup file not present in the previous
backup file is determined by adata differencer (e.g., data differencer 204 of Figure 2). In
some embodiments, difference data locations are additionally determined. In 406, extent
specifications are determined. In some embodiments, extent specifications are determined by
adata differencer (e.g., data differencer 204 of Figure 2). In 408, extent specifications are
transmitted. 1n some embodiments, extent specifications are transmitted by a data storage
system interface (e.g., data storage system interface 210 of Figure 2). In some embodiments,
difference data locations are additionally transmitted. In some embodiments, data segment
fingerprints comprise data segment identifying information. In some embodiments, data
segment fingerprints comprise information derived from the data segment. In some

embodiments, data segment fingerprints comprise the output of a hash function. In 414, data
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segment fingerprints are transmitted (e.g., by data storage system interface 210 of Figure 2).
In 416, it is determined if data segment requests have been received (e.g., by data storage
system interface 210 of Figure 2). If data segment requests were received, control passes to
418. In 418, requested data segments are transmitted (e.g., by data storage system interface
210 of Figure 2). In some embodiments, the data segment request is delivered to the data
segmenter (e.g., data segmenter 206 of Figure 2), and the data segmenter returns the
requested data segments (e.g., to data storage system interface 210 of Figure 2) in response.
Control then passes to 420. If it was determined in 416 that no data segment requests were
received, control passes to 420. In 420, a checksum and meta information are transmitted. For
example, a checksum comprises a checksum for the new backup file and meta information
enables the reconstruction of the differences between the backup filesto be generated. In
some embodiments, a checksum comprises afunction computed on the new backup file that
can also be computed on the replica system for ensuring that the replication was performed
correctly. In 422, a checksum response isreceived. In some embodiments, the replica system
computes a checksum on the replicated file and compares it to the checksum transmitted in
420. In some embodiments, a checksum response comprises an indication of whether the
checksum computed on the replica system matches the checksum transmitted in 402. In some
embodiments, if the checksum response indicates that the files do not match, the process of
Figure 4 isrepeated. In some embodiments, if the checksum response indicates that the files
do not match, the replicated file is marked as bad.

[0027] Figure 5isaflow diagramillustrating an embodiment of aprocess for creating
areplica backup file. In some embodiments, the process of Figure 5is executed by areplica
backup system (e.g., replica backup system 108 of Figure 1). In some embodiments, the
process of Figure 5is executed by areplica backup system in response to aprimary backup
system (e.g., primary backup system 106 of Figure 1) executing aprocess for efficient
backup replication (e.g., the process of Figure 4). In 500, extent specifications (e.g., extent
specifications transmitted in 408 of Figure 4) are received. In some embodiments, difference
data locations are also received. In 502, anew backup fileis created. In some embodiments, a
new backup file comprises an empty file for copying backup datato. In 504 datais copied or
re-referenced from aprevious backup to the new backup. For example, in some
embodiments, references to the segments (or consecutive groups of segments) in the extents,
essentially fingerprints, are stored again, instead of duplicate copies of the segment data
comprising the extents. In some embodiments, the extent specifications indicate the regions

10
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of datato copy from the previous backup to the new backup. In 506, data segment
fingerprints (e.g., data segment fingerprints transmitted in 414 if Figure 4) arereceived. In
508 it is determined whether a data segment corresponding to areceived fingerprint is present
(e.g., on the replica system). In some embodiments, it is determined whether a data segment
corresponding to areceived fingerprint ispresent using afingerprint index. If it is determined
that a data segment corresponding to the received fingerprint isnot present, control passes to
510. In 510, the data segment isrequested (e.g., arequest for the data segment is transmitted
to the primary backup system and the data segment isreceived in response). In 512, the data
segment is copied to the new backup. Control then passesto 516. If it is determined in 508
that the data segment is present on the replica system, control passes to 514. In 514, the data
segment is copied or re-referenced to the new backup. Control then passesto 516. In 516, itis
determined whether more data segment fingerprints were received. |f more data segment
fingerprints were received, control passes to 508. If no more data segment fingerprints were
received (e.g., segments corresponding to all data segment fingerprints have been located and
copied to the new backup), control passes to 518. In 518, a checksum and meta information
arereceived. In 520, anew backup isreconstructed using the meta information and the
checksum is computed. In 522, a checksum response is computed. In some embodiments, the
checksum response comprises an indication of whether the checksum received in 518
matches the checksum computed in 520. In some embodiments, if the checksum received in
518 does not match the checksum computed in 520, the new backup file is marked as bad.

[0028] Although the foregoing embodiments have been described in some detail for
purposes of clarity of understanding, the invention isnot limited to the details provided.
There are many alternative ways of implementing the invention. The disclosed embodiments

are illustrative and not restrictive.

[0029] WHAT ISCLAIMED IS:
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CLAIMS

1 A system for backup replication, comprising:
aprocessor configured to:
determine data present in amost recent backup not present in aprevious
backup;
transmit an extent specification; and
transmit data segment fingerprints of the one or more data segments; and
amemory coupled to the processor and configured to provide the processor with

instructions.

2. A system asin claim 1, wherein the processor is further configured to receive the
most recent backup.

3. A system asin claim 1, wherein the processor is further configured to receive the

previous backup.

4, A system asin claim 1, wherein data segment fingerprints comprise a data segment
identifying information for each of the one or more data segments.

5. A system asin claim 1, wherein data segment fingerprints are calculated for each of

the one or more data segments using a hash function.

6. A system asin claim 1, wherein the processor is further configured to determine meta
information enabling reconstruction of the datausing the one or more segments.

7. A system asin claim 6, wherein the processor is further configured to transmit the

meta information.

8. A system asin claim 1, wherein the processor is further configured to receive a

request for a data segment.

9. A system asin claim 8, wherein the processor is further configured to transmit the
data segment in response to the request.

10. A systemasin claim 1, wherein the processor is further configured to determine the

extent specification.

11. A systemasin claim 10, wherein extent specifications comprise a description of

regions of unchanged data.

12. A system asin claim 11, wherein the description comprises a difference data location.

12
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13. A system asin claim 11, wherein the processor is further configured to transmit the

description.

14. A system asin claim 1, wherein the processor is further configured to transmit a

checksum.

15. A system asin claim 14, wherein the processor is further configured to receive a

checksum response.

16. A system asin claim 15, wherein the processor is further configured to retransmit data
segment fingerprints and meta information in the event that the checksum response indicates
that the checksum failed.

17. A system asin claim 1, wherein the processor is further configured to transmit meta

information.

18. A system asin claim 17, wherein the meta information comprises information for

reconstructing files using segments.

19. A method for backup replication comprising:

determining, using aprocessor, data present in amost recent backup not present in a
previous backup;

transmitting an extent specification; and

transmitting data segment fingerprints of the one or more data segments.

20. A computer program product for backup replication, the computer program product
being embedded in atangible computer readable storage medium and comprising computer
instructions for:
determining data present in amost recent backup not present in aprevious backup;
transmitting an extent specification; and

transmitting data segment fingerprints of the one or more data segments.

13
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