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S1  Acquire original network traffic
§2 Convert the original network traffic into network traffic data packets in a standard input form
T T A RIE RO AR B s S L AT AL himEr AT L 56 83 Perform vector conversion on the network traffic data packets in a standard input form by using
[21s iOLRRE. #E YR FERT | an n-gram model, to obtain a vector matrix of each network traffic data packet

S4  Perform one-dimensional convelution operation on the vector matrices of the network traffic data
packets, to obtain first hidden states of the network traffic data packets

s

L FHREIT ’“/ 85 Perform spatial-temporal feature extraction on the first hidden states of the network traffic data
B R PIEERE i I S - i 57 packets, to obtain second hidden states of the network traffic data packets
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i W B A T SE A i S6  Perform artificial feature extraction on the original network traffic by means of an artificial feature
AT AR ey — A B, |t S ! ' extractor, to obtain artificial feature representation of the original network traffic
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S7 Convert the artificial feature representation of the original network traffic into artificial feature data
packets in a standard input form

$8 Perform spatial-temporal feature extraction on the artificial feature data packets in a standard
input form, to obtain hidden states of traffic vectors

S9  Splice the second hidden states of the network traffic data packets and the hidden states of the
traffic vectors, to obtain a final third hidden state, input the third hidden state to a deep neural network
for classification and prediction of the network traffic, and determine, according to the prediction result,
whether the network traffic data is anomalous

(57) Abstract: The present application relates to a network anomaly detection method and system, a terminal and a storage medium.
Said method comprises:; performing vector conversion on network traffic by using an n-gram model, to obtain a vector matrix of the
network traffic; performing spatial-temporal feature extraction on the vector matrix of the network traffic by using a long short-term
memotry network and a bidirectional gated recurrent unit, to obtain a hidden state of the network traffic; extracting an artificial feature
of the network traffic by using an artificial feature extractor, and performing spatial-temporal feature extraction on the artificial feature,
to obtain a hidden state of the artificial feature; and splicing the hidden state of the network traffic and the hidden state of the artificial
feature, then inputting same to a deep neural network for classification and prediction of the network traffic, and determining, according
to the prediction result, whether the network traffic is anomalous. In the present application, a fused feature is used for modeling of a
model, being able to better represent network traffic, increasing the upper limit of a model prediction effect, and being able to achieve
a better classification effect.
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