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(57) Abstract: System and methods are provided for performing deep packet inspection of data packets. An example system in-
cludes a packet forwarding component and a virtual machine component. The packet forwarding component is configured to receive
data packets for transmission and to select one or more of the data packets based at least in part on a first set of rules for deep packet
inspection. The virtual machine component is configured to perform deep packet inspection on the selected data packets according to
a second set of rules to determine whether the selected data packets are allowed for transmission. The packet forwarding component
is further configured to transmit the selected data packets when the selected data packets are allowed for transmission atter the deep
packet inspection.
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Systems and Methods for Deep Packet Inspection With a Virtual Machine

CROSS-REFERENCE TO RELATED APPLICATIONS

{0001} This disclosure claims priority to and benefit from US. Provisional Patent Application
No. 61/679 361, filed on Asngust 3, 2012, the entirety of which is incorporated herein by

reference.

FIELD

{0002} The technology described in this patent document relates generally to comnwunication

systems and move particularly to deep packet inspection i conununication systems.

BACKGROUND

{0003}  Deep packet mspection {DP1) has been wnplemented in many communmcation systems
for detecting protocel non-comphiance, viruses, spam, mtrustons, or for determinmng, based on
defined criteria, whether certain data packets in network traffic may pass or if the data packets
need to be routed to a different destination, efe. Network traffic usually includes data packets of
certain intemnet protocols transmitted between different network entities. Usually, DPI not only
inspects the header portion of a data packet which often includes mformation related to the
protoced, source and destmation 1P addresses and ports, but also scans the payload portion of the
data packet which ofien includes user data to be transimitted.

[6004] Oftentimes, a DPT  system  may  wdentify  data  packets  from  differemt
applications/network entities using certain search algorithms, such as signature analyses. For
example, a signature of a particular application/network entity includes a unique pattern (e.g.,

bvtes/characters/string). A reference database may be created based on analvses of signatures of
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various applications/network entities. A classification engine of the DPI system may then
compare data packets from the network traffic against this reference database to idenuty the
exact apphcationsinetwork entities.  The reference database may be updated peniodically to keep
current with new applications/network entittes as well as new developments of protocols
assoviated with the existing applications/network entities.

{8003} Hardware implementation of DPI is often adopted to achipve good processing spesed.
For example, content addressable memories {CAM) are used in DPI systems. A CAM may
make parallel corapansons between entries stored in the CAM and certain input values of the
data packets i the network traffic and return the memory address of the matched entry. For
pxanple, a bingry CAM 15 a simple type of CAM which often stores search words including two
matching states, "1 and “0.7 A terngry CAM {TCAM) allows a third matching state of "X or
"Don't Care™ for one or more bity 1n the stored search words, thus adding flexibility 1o the search.
As an example, a ternary CAM might have a stored search word of “1XX10” which can match
any of the four words “10010,” “10110,” “11010,” or “11110.7 This added search flexability
comes at an additional cost over a binary CAM as the imternal memory cell needs to encode three

siates mstead of two.

SUMMARY
[6006] In accordance with the teachings described herein, system and methods are provided
for performing deep packet inspection of data packefs. An example system includes a packet
forwarding component and a virtual machine component. The packet forwarding component s
configured to receive data packets for wansmission and to select one or more of the data packets
based at least in part on a first set of rules for deep packet inspection. The virtual machine

component 18 configured to perform deep packet mspection on the selected data packets

s
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according to a second set of rules to determine whether the selected data packets are allowed for
transmission. The packet forwarding component 13 further configured to transmit the selected
data packets when the selected data packets are allowed for transmission after the deep packet
mspection.

80071  In one embodiment, a method for performing deep packet inspection of data packets
mclndes, receiving data packets for transmission, selecting one or more of the data packets based
at least  part on a first set of rules for deep packet inspection, performing deep packet
mspection on the selected data packets according to a second set of rules to deternune whether
the selected data packets are allowed for transmission, and fransmitting the selected data packets
when the selected data packets are allowed for transmission after the deep packet inspection.
{0008]  In another embodiment, a processing system for performing deep packet inspection of
data packets inchsles one or more data processors configured to implement a virtual machine.
The virtual machine is configured to receive one or more data packets from a switch core and
perform deep packet inspection on the received data packets according to a first set of rules to
determine whether the received data packets are allowed for transmuission.  The virtual machine
1s further configored to cause the received data packets to be fransmitted by the switch core when

the data packets are allowed for ransmission after the deep packet inspection.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009]  FIG. 1 depicts an example diagram for performing deep packet mspection on data
packets from network traffic.
{0010} FIG. 2 depicts an example diagram for performing deep packst mspection on data

packets using a virtual machine implemented m a DPI core.

(]
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{011} FIG. 3 depicts another example diagram for performing deep packet mspection on data
packets using a virtual machine wnplemented w g DPI core

{6012] FIG. 4 depiets an example flow diagram for deep packet inspection using a virtoal
maching,

DETAILED DEMCRIPTION

{0013] A hardware implementation of DPI, such as a CAM {eg., @ binary CAM or a8 TCAM),
mayv have some disadvantages under certain circumstances. For example, data packets of real-
time trausport protocol {RTP) each include a header, optional header extensions, and a payload
portion. Usually, RTP data packets from different applications/network entities vary m length
and structure, Thus, in order to discern the RTE data packets from different sources, a lot of
entries may be stored m the CAM {eg., a binary CAM or g TCAM}), which may result w
siguificantly high system cosiy.

{8014}  FIG. 1 depicis an example diagram for performing deep packet inspection on data
packets from network traffic. As shown in FIG. |, a packet forwarding component 104 {e.g.,
implemented in a switch or other gateway devices) performs preliminary inspection of data
packets 108 received from a network 112, and selects one or more data packets for deep packet
mspection by a virtoal machine 102 {e.g., implemented in one or more data processors). The
virtgal maclune 102 has the flexibility to perform deep packet wspection at any depth of the data
packets according to one or more predetermined rules.  In some embodiments, the virtoal
machine 102 corresponds 10 a virtual mplementation of one or more processor elements which
are dedicated to performing deep packet inspection. The virtual machine 102 5 “virtual”
because, to an observer, it appears to be part of the underlyving hardware and the way it is

implemented is not apparent.
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[0815]  Specifically, the packet forwarding compeonent 104 inspects the data packets 108 and
selects one or more of the data packets 108 for deep packet inspection based on g sot of rules,
For example, the packet forwarding component 104 inspects a predetermined sequence of bits at
a predetermined offset of each of the data packets 108, and identifies one or more of the data
packets 108 m need of deep packet mspection. The virtual machme 102 may be programmed to
mspect the selected data packets 106 according 10 another set of rules to determine whether the
selected data packets 106 are allowed for wangmission. For example, the virtual machine 102
may spect any predetermined sequence of bits at any particular depth for each of the selected
data packets 106.

[00616]  When the virtual machine 102 determines the selected data packets 106 are suitable for
transmission, the packet forwarding conponent 104 may be configured o transmit the selected
data packets 106 to their respective destinations, e.g., through the network 112, If the selected
data packets 106 are not allowed to be transmutted, then the packet forwarding component 104
may take proper measures, such as discarding/quarantining/rerouting these data packets.

j0017]  FIG. 2 depicts an example diagram for performing deep packet inspection on data
packets vsing a virtual machine implemented i a DPL core. As shown i FIG. 2, a virtual
machine 206 within a DPI cove 204 is used for performing deep packset mspection on data
packets forwarded from a TCAM 210 within g switch core 208,

[0018] Specifically, the TCAM 210 mspects & predetermined sequence of bis at a
predeternuned offset of each of the data packets 212 received from a network 230, For example,
an RTP data packet may usually be identified by mspecting the first 128 bits which typically
mchudes a header portion or anv optional header extensions.  The TCAM 210 may be

programuned to inspect the first 128 bus of each of the data packets 212 1o identify the RTP data

L
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packets, and to send all wdentified RTP data packets to the virtual machine 206 for deep packet
tnspection.

[001%] The DPI core 204 &5 part of a central-processing-unyt (CPU) core 202 which
mmplements one or more data processors. The virtual machine 206 may inspect data packets 214
forwarded from the TCAM 210, and deternsine whether the data packets 214 are suitable for
transnussion,  Further, the virtual maclune 206 may use a direct matching algorithm {e.g.,
wdentical string matching) or a pattern matching algonthm {(e.g., approximate string matching),
When the virtual machine 206 determines that the data packets 214 are allowed for transmission,
the data packets 214 may be assigned to a particular process queue of the switch core 208 for
Transmission.

{0020  FIG. 3 depicts another example diggraw for performing deep packet ispection on data
packets using 8 virtual machine implemented in 2 DPI core. As shown m FIG. 3, a TCAM 304
within a switch core 306 forwards one or more data packets to a virtrzal machine 308 within a
PP core 312 for deep packet mspection.

j0021]  The DPI core 312 resides in a CPU core 302, and further mnclodes a DPI control plane
310 which provides configoration mformation (e.g., the rules for deep packet inspection} {o the
virtaal machine 308, In addition, the DPI control plane 310 may receive information related to
deep-packet-inspection everts from the virtual machine 308, For example, when the virtual
machine 308 determines that the data packets 318 from the TCAM 304 is sustable for
transmission, the PP control plane 310 may receive a command from the virtual machine 308 to
perform certain actions in order to cause the switch core 306 to transmit the data packets 318.
[0022]  The CPU core 302 further includes an application processor 314 which provides

configuration information {e.g., process gueues and associated gueune numbers) to the switch core
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306 and receives mformation related to hardware events {e.g., system calls) from the switch core
306, In addmion, the application processor 314 may process data packets which are not
forwarded 1o the DPI core 312, For example, the application processor 314 may inspect the
header portion or a header extension of the received data packets.

j0023]  The virtual machine 308 may perform deep packet inspection using different methods.
For example, the virtual machine 308 may inspect the payioad of data packets to locate certam
embedded patterns {e.g., bytes/characters/strings) even though these embedded patterns may not
be located at a specific determunistic offset.  As another example. the virtual machine 308 may
look into the mumerical characteristics of data packets, such as the payload size, the number of
response packets, and offsets, to determine whether the data packets are suitable for transmisston,
In addition, the vinual machine 308 may perform behavioral and statistical (heuristic) analyses
of the data packets fo identify viruses or analyze network traffic. Further, the virtaal machine
308 may analyze a number of consecutive data packets 1o discern a certain sequance of steps or
actions related to a particular application/network entity.

{0024} FIG. 4 depicts an example How diagram for deep packet mspection vsing a8 virtual
machine. At 402, data packets are recetved for transmussion. At 404, one or more of the data
packets are selected, eg., based at least in part on a Hrst set of rules for deep packet inspection.
At 406, deep packet wspection is performed on the selected data packets, eg, by a virtual
machine, according to a second set of rules to determine whether the selected data packets are
allowed for transmission. In one mmplementation, the second set of rules i3 different from the
first set of rules. Then, at 408, the selected data packets are transmitted when the selected data

packets are allowed for transmission after the deep packet inspection.
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{00251 This written description uses examples to disclose the invention, inclade the best mode,
and alse to enable a persen skilled i the art ro make and use the invention, The patentable scope
of the nvention may inchude other examples that ocowr 1o those skilled in the art.

{0026}  For example, the sysiems and methods described herein may be implemented on many
different types of processing systems by program code comprising program instructions that are
executable by the svstem processing subsvstem.  Other implementations may also be usad,
however, such as firmware or appropriately designed hardware configured to carry out the
methods and systems described herein. For example, the systems and methods described herein
may be implemented m a stateful operation mode or a stateless operation mode. in another
gxgmple, the systems and methods described herein may be implemented for netwaork traffic
analyses using behavioral algorshms,  In vet another example, the systens and methods
described herein muay be implemented to build flexible DPY engimes fully programmable with
hardware-assist capturing engines. In vet another example, the systems and methods described
herein may be implemented in an mmdependent processing enging, as a CO-PrOCessor, Of as a
hardware accelerator. In yet another example, the systems and methods described herein may be
provided on many different types of computer-readable media including computer storage
mechanisms {e.g., CD-ROM, disketie, RAM, flash memory, computer’s hard drive, ete.) that
contain instructions {e.g., software) for use in execution by a processor o pertorm the methods’

operations and implement the svstems described herein.
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CLAIMS
What is claimed i
i A system for performing deep packet inspection of data packets, the systemn

COMPLISINg:
a packet forwarding component configured to
recerve data packets for transmission, and
select one or more of the data packets based at least in part on a first set of rules
for deep packet ingpection; and
a virtual machine component configured fo perform, according to 8 second set of rules,
deep packet mspection on the selected data packets to determine whether the selected data
packets are allowed for transmssion,
wherein the packet forwarding component is further configured to transmit the selected
data packets in response o the virtual machine component determining, based on the deep packet

mspection, that the selected data packets are allowed for transmission.

2. The system of claim |, where the packet forwarding component is configared to
select the one or more of the data packets by inspecting a predetenmined sequence of bits at a
predetermined offset of each of the data packets.

3 The system of claim 1, wherein the virtual machine component is configored to
determine whether the selected data packets are allowed for transmission by inspecting a

particalar sequence of bits of each of the selected data packets.

9
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4. The systens of claim 1, wherein the virtual machine component i3 further
confrpured to perform g divect matching slgorithm or a pattern matching algorithm for deep

packet mspection,

s, The systemn of elaim 1, wheremn the virtual niachme component is included ina
deep-packet-inspection core, and wherein the packet forwarding component is included in a

switch core.

J The system of claim 5, wherein the deep-packet-inspection core is included m a
central-processing-unit core, and wherein the central-processing-unit cove further includes an
application processor configured o (1) receive information related to hardware events from the

switch core, and (11} ostpat information related to configuration of the switch core.

The system of claim 1, wherein the deep-packet-inspection core further includes a

j~..<l

deep-packet-inspection control plane configured to (i) recetve information related to deep-
packet-inspection events from the virtual machine component, and {11) output mformation related
to configuration of the virtual machine component.

8. A method for performing deep packet inspection of data packets, the method
COMPrISING:

receiving data packets for ransmission;

selecting, based at least in part on a first set of rules, one or more of the data packets for

deep packet inspection;

16
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performing, according to a second set of rules, deep packet inspection on the selected
data packets to deternming whether the selected data packets are allowed for transnussion; and
n response to the selected packets being determined, based on the deep packet mspection,

to be allowed for ransmssion, transmitting the selected data packets.

Q. The method of claim 8, wherem selecting, based at least in part on a first set of
rules, one or more of the data packets for deep packet nspection mclades:
wspecting a predeternmned sequence of bits at a predetermuned offset of each of the data

packets.

10, The method of clai 8, wherein performing, sccording to a second set of rules,
deep packet inspection on the selected data packets t© determine whether the selected data
packets are allowed for transmission includes:

mspecting a particular sequence of bits of each of the selected data packets.

11, The method of clanm &, wheren performing, according to a second set of rules,
deep packet inspection on the selected data packets includes performing a direct matching

algorithum or a pattern matching slgorithn for deep packet inspection,

12, Themethod of claim 11, farther comprising:
receiving information related to hardware events from a switch core, the switeh core
selecting, based at least in part on the first set of rules, one or more of the data packets for deep

packet inspection; and

11
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cutputting nformation related to configuration of the switch core.

13, The method of clabm §, further coraprising:
recerving information related to deep-packet-inspection events from a virtual machine,
the virtual machme performing the deep packet inspection; and

outputting wformation related to configuration of the virtual machine,

4. A processing system for performing deep packet inspection of data packets, the
processing systein comprising:
one or more data processors configure to mmplement a virtual machme,
wherein the virtual mactune is configured o
recetve one of more data packets from a switch core, and
perform, according to a first set of rules, deep packet inspection on the recetved
data packets 1o determine whether the recetved data packets are allowed for transmission, and
wherein the virtual machine is further configured to cause the received data packets to be
transnutted by the swiich core in response to the virtnal machine core determining, based on the

deep packet inspection, that the data packets are allowed for transmission.

15, The processing system of claim 14, wherem the virtual mactune is configured to
perform the deep packet inspection on the received data packets by inspecting a particular

sequence of bits of each of the received data packets.
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16, The processing system of claim 14, wheretn the switch core is configured 1o select,
based at least in part on a second set of rules, the one or more dats packets from a data stream for

deep packet inspection,

17, The processing svstem of claim 16, where the switch core is configured to select,
based at least in part on the second set of rules, the one or more data packets by inspecting &

predetermined sequence of bits at a predetermined offset of cach of the data packets.

18 The processing system of claim 14, wherem the virmual machine is further
confipured to perform g stting matching slgorithm or a pattern matching algorithm for deep

packet inspection,

19 The processing system of claim 14, wherein the one or more data processors are
further configured to implement an application processor, and wherein the application processor
is configared to (1} receive information related to hardware events from the switch core, and (i)

output information related to configuration of the switch core.

20, The processing systeny of claim 14, wherein the one or more data processors are
further configured 1o (1) receive information related o deep-packet-inspection events from the

virteal machine, and (1) output information related to configuration of the virtual machine.
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402

Receive data packets for transmission

404

| Select one or more of the data //
 packets for deep packet inspection

406

Perform deep packet inspection ,ﬁ/
on the selected data packets

408

Transmit the selected data packets /
when the selected data packets are

allowed for fransmission

FIG. 4
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