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Method of restricted printing of documents

The present invention relates to a method of printing documents, to a printer

driver, adapted to perform said method and an associated computer program.

The present invention more specifically relates to printing documents in an environment
where a printer is located in a computer network at a place where a risk is present that
documents printed by a first person are picked up (be it by mistake or on purpose) by a
second person, or in environments where confidential documents on a computer
network can be printed by persons who are not allowed to, or who may not be aware of

the confidential character of the documents they print.

There are several ways to handle the printing of documents and at the same time

preventing unwanted access to the printed documents by other people.

For instance, it is known to send print jobs for a certain printer via a computer network to
a mailbox on a printer, instead of printing them directly. The mailbox then collects the
print jobs until it is opened on the device by a user, thereby preventing inadvertant
access by people for whom the prints are not intended. Additionally, a mailbox, or
individual document files, may be password protected, thus forcing the user to be
present at the device before a print is made. However, it may happen that users, when
submitting a print job, accidentally forget to set protection measures for their job. To
prevent this, all jobs may be automatically protected, but this is laborious and time-
consuming, since also documents with a non-confidential character are stopped at the
mailbox instead of being printed directly. It is therefore a goal of the present invention to
provide a method and device that prevents the undesired or non-allowed printing of
confidential documents without hampering normal operation for non-confidential print

jobs.

To this end, the present invention provides a method of printing documents, comprising
the steps of providing a data storage, such as a database, of preselected document text
content associated with documents of which printing is to be restricted; sending a print

command for a document to be printed to a printer driver; searching the document by
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the printer driver for the presence of document text content contained by said database;
and upon detection of such document text content, subjecting printing of the document

to at least one predetermined security-related action.

The preselected content may be selected for a variety of reasons, among which
confidentiality, appropriateness of language used, or like reasons.
The said data storage may for example be remotely located and approachable via the

internet.

The mentioned predetermined security-related action may comprise warning the user,
requesting user confirmation or even a plain denial to print the document, as will be

described below.

Checking a print job for certain content and subjecting the printing thereof to a security-
related action is well-known per se, e.g. from EP-A 1 229 724, where metadata of a print
job, such as the user name of the sender, are checked for permissions of that user, as
contained in a database. However, the present invention does not check the metadata
of a print job, but the actual text content of the document contained in the print job, that
is: text content or form content of the document. In fact, the document to be printed is
‘read” and any text content that is recognized to be the same as any of the content pre-
specified in the database acts as a trigger for the security-related action.

This check is done on another level and involves different techniques than the

mentioned prior art.

By searching a document to be printed by the printer driver, and undertaking the
predetermined action related to the printing, a user who inadvertently overlooks a
confidential character of the document is corrected before the document is submitted to
the printer. Searching at and by the printer driver is especially advantageous, since
information selected to be printed passes the printer driver before it is sent through a
computer network to a printer, and so the action can be undertaken before the
document is sent through the network. Here, a printer driver is also to be understood as
a so called pseudo printer driver, commonly used to drive faxes, generate PDF or TIFF

files, or uploading documents to an archive or workflow system.

In an embodiment of the present invention, the preselected document content in the
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data storage comprises at least one text word relating to a confidential character of the
document. Those words may comprise words like “confidential”, “draft”, “personal”,

“concept”, “curriculum vitae”, etc. or other words that are considered to indicate

confidentiality.

In addition, the content may be stored in the database as an expression or a rule. Such

*7

an expression may comprise a string like “$(space)*nnnn*”, which is interpreted as an

amount of money with 4 or more positions (i.e. $ 1000 or more).

In another embodiment, the document to be printed may be based on a template that
indicates a confidential character of the document. Such templates are generally
characterized by certain terms at certain prescribed positions. For example an invoice or

a proposal template may indicate confidentiality.

The predetermined security-related action undertaken may be of various kinds, and may
for example comprise generating a user notification stating that the document is
considered to be confidential. In this case, the user may decide to still print the
document, or to cancel printing. Another action may be to require a confirmation from a
user before the document is printed, or to force the use of a printer mailbox, also
requiring confirmation of the user at the printer. Further, the user may be requested to
enter a code such as a pincode or a password, for example. The action may even be

blocking the printing of the document.

In another embodiment, the predetermined security-related action includes, that the
document is marked, with a watermark, a username, a date, a time stamp, a unique
number or the like, so that it is visible for someone at the printer that this document is
not intended to be read or taken by anyone different from the person who printed the
document. The information the document is marked with could also serve later to trace
the person who printed the document, if necessary. Especially when a username of this

person is mentioned, or the date and time when the document was printed.

In yet another embodiment, the predetermined security-related action comprises printing
the document on special paper, for example paper from a predetermined tray; or
printing the document on a specific printer, for example at a specific location, where

supervision is present at the printer.
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Besides confidentiality, the printer driver can further check for correctness of the
document. Thereto, we propose determining the presence of hyperlinks in the
document, and verifying the hyperlinks prior to printing. This way, it is avoided that
documents are printed, referring to an url that does not exist anymore at the time of
printing. If the url appears to be non-existent, the user may for example be prompted to
provide a correct or updated url, or asked to remove the wrong url. Another option is

performing a spelling and/or grammar-check on the content of the document.

In order to be able to perform searching the document, the searching step may include

determining text content within the document, for example by performing OCR.

The present invention will now be explained referring to the following non limiting
figures, in which:
- Figure 1 shows a schematic overview of the method according to the present
invention; and
- Figure 2 shows a schematic overview of an internal structure of a printer driver

according to the present invention.

Figure 1 shows a schematic overview of the method according to the present invention.
In a workstation 100 of a user, an application 1 under control of the user sends a print
command 2 for printing a document to a printer driver 3. The printer driver 3 keeps a log
4 of the requests for printing documents it receives and any decisions it takes in relation
thereto. The log may be situated in the workstation 100 or remote, e.g. in a server (not
shown).

Further, the printer driver 3 has a configuration file 5, which includes a list of content
items associated to documents of which printing should be conditioned and a number of
predetermined actions to be undertaken before printing the document. The configuration
file 5 may be managed via a configuration manager 6, preferably located at a central
place in the network, in which the type of action may be defined for each workstation or
user, and by which for example a list of words based on which confidentiality of a
document is determined, may be generated. When the printer driver 3 decides that the
document for which a print request is received is confidential, it generates an alert to the
user in the form of a pop-up dialog window 7 on the workstation display screen. The

pop-up window 7 may comprise an explanation 8 which indicates why the document is
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considered confidential, and a field 9 for entering a password or PIN code in order to
enable printing of the document, after confirming the request to print the document by
striking or clicking the confirmation button 10. When the user confirmation is received,

the document is submitted (11) to the printer 12.

Here, the printer driver has a configuration file storing the content that should be filtered.
This configuration file may be maintained locally on the workstation wherein print jobs
are generated, but itis more efficient to install a preconfigured configuration file on a
server, and to have said file distributed automatically as a part of regular software
updates. In another embodiment, the printer driver may be configured to regualrly
connect to a server where the content that should be used for filtering is maintained
centrally, and fetch the latest version of the configuration file. Also, it is possible to have
a separate profile of content that should be filtered per printer driver, which is based on
a name, department or role of the person who is logged on to a PC on which a print job

is generated, or the network name of the PC.

Figure 2 shows a detailed view of the printer driver 3 from Figure 1. The printer driver 3
comprises a text extraction module 13 that extracts text from a print command 2 that
has been received from an application 1. Once the text has been extracted, it is passed
on to a language controller and comparator 14, which compares the extracted text with
a list of words in the configuration file 5. If a word that indicates confidentiality is found, a
pop up dialog, like the confidentiality alert window 7 in Figure 1 is generated. When a
user indicates that he still desires to print the document, the document is sent (11) to the
printer 12 with PIN code the user was forced to enter. When no words are found in the
extracted text, that indicate confidentiality of the document, the document is directly sent
to the printer.

Instead of or in addition to a pop-up dialog, various other actions are possible. For
example storing a digital copy of recognized documents that are printed, or logging the

printing of documents of which printing was restricted in a log file 4.

In another embodiment, the user may be enabled to still unrestrictedly submit the job as
non-confidential, even though the document was recognized as confidential by the
language controller and comparator 14. However, in that case a digital copy of the

document would be stored for inspection by a supervisor.
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Various alternative embodiments are possible, which are all comprised within the scope

of the present invention, that is defined in the following claims.
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CLAIMS

1. Method of restricted printing of documents,
characterized by comprising the steps of:
A. providing a data storage such as a database of preselected document text
content associated with documents of which printing is to be restricted;
B. sending a print command for a document to be printed to a printer driver;
C. searching the document by the printer driver for the presence of document text
content contained by said database; and
D. upon detection of such document text content, subjecting printing of the

document to at least one predetermined security-related action.

2. Method according to claim 1, wherein the preselected document text content in the
data storage comprises at least one text word relating to a confidential character of the

document.

3. Method according to claim 1 or 2, wherein the preselected document text content in
the database comprises at least one document template associated with a confidential

character of the document.

4. Method according to any of the preceding claims, wherein the preselected document
content in the storage comprises an expression or a rule related to document text

content.

5. Method according to any of the preceding claims, wherein step D comprises:
- generating a user notification stating that the document is considered to be

confidential.

6. Method according to any of the preceding claims, wherein step D comprises:

- requiring a user confirmation prior to printing of the document.

7. Method according to claim 6, wherein step D comprises:
- forcing the use of a printer mailbox, requiring user identification of the user at the

printer.
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8. Method according to any of the preceding claims, wherein step D comprises:
- requiring a user to enter a code, to be input at the printer prior to printing of the

document.

9. Method according to any of the preceding claims 1-5, wherein step D comprises:

- blocking printing of the document.

10. Method according to any of the preceding claims, wherein step D comprises
marking the document, with a watermark, a username, a date, a time stamp or a unique

number.

11. Method according to any of the preceding claims, wherein step D comprises:
- printing the document on paper from a predetermined paper tray of a printer; or

- printing the document on a predetermined specific printer.

12. Method according to any of the preceding claims, wherein step C further includes
determining the presence of references such as hyperlinks in the document and

validating the references prior to printing of the document.

13. Method according to claim 1, wherein step C further includes performing a spelling

and/or grammar-check on the content of the document.

14. Method according to any of the preceding claims, wherein step C further includes

determining text content of the document, by means of OCR or a like operation.

15. Printer driver, adapted for performing a method according to any of the preceding

claims.

16. Computer program comprising program code for carrying out the method of any one

of claims 1 to 14, when executed on a computer.
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