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SECURE USER ADDRESS MANAGEMENT IN NETWORK SERVICE

CLAIM OF PRIORITY

[0801] This Apphication claims the benefit of priority of U8, Application
Serial No. 15/345,808, filed November &, 2016, which is hereby incorporated

by reference in its enfirety.

TECHNMNICAL FIELD

[6602] The subject matter disclosed herein generally relates to methods,
svstems, and programs for managing user information and, more particularly,
methods, systems, and computer programs for securing users’ addrass

information.

BACKGROUND

{6003] It is common for service providers to keep user informoation in a
single table. This table may include the name of the user, login and password,
address, credit card information, social connections, etc. However, when a
malictous user breaks in through security and gains access to the user table, all
the user nformation is compromused.

[6004] The service provider faces user dissatisfaction with the service if
the users learn that their information has been stolen and has {0 take measures to
protect themselves. Therefore, it 1s important for service providers (o secure

user information and protect users from the nusappropriation of data.
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BRIEF BESCRIPTION OF THE DRAWINGS

{00605] Various ones of the appended drawings merely illusirate example
ermbodiments of the present disclosure and cannot be considered as limiting s

SCope.

[0006] Figure 1 is a block diagram illustrating a network architecture,

according to some example embodiments.

[B007] Figure 2 illustrates a network service that includes a database

holding user profile information, according to some example embodiments.

[0008] Figure 3 15 a network diagram of a svstem, according to some

example embodiments, for securing user-address information.

{00606%] Figure 4 illustrates separate data structures, according to some
example embodiments, for keeping physical location mformation and user-

address information.

{0010} Figure £ illustrates a method for adding a new user address,

according to some example embodiments.

{6011} Figure 6 is a flowchart of a method for implementing multiple
services related to user-address management, according to some example

embodiments.

{0012} Figure 7 is a flowchart of a method, according to some example

embodiments, for securing user-address information.

{6613} Figure 8 is a block diagram illustrating an example of a software
architecture that may be installed on a machine, according to some example

embodiments.

[0014] Figure 9 illustrates a diagrammatic representation of a machine in
the form of a computer system within which a set of instructions may be
executed for causing the machine to perform any one or more of the

methodologies discussed herein, according to an example embodiment.
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DETAILED DESCRIPTION

{0015} Example methods, svstems, and computer programs are directed to
securing user-address information. Examples merely typify possible variations.
Unless explicitly stated otherwise, components and functions are optional and
may be combined or subdivided, and operations may vary in sequence or be
combined or subdivided. In the following description, for purposes of
explanation, numerous specific details are set forth fo provide a thorough
understanding of example embodiments. It will be evident to one skilled i the
art, however, that the present subject maiter may be practiced without these
speci{ic detatls.

[0015] In order to protect user information, the user mformation is spread
across multiple tables, which may have different levels of security. Personal
identifiable information {PI) 1s information that may be linked 1o a particular
user or group of users. Non-PI is information that 1s not linked to a particular
user, and knowledge of non-PH alone does not compromise user confidential
mformation or user security. For example, having a record with the name of the
user and the address of the user is PII because it relays where the user lives.
However, a street address, by itself, 1s not Pl because the street address is not
linked to a particular user, unless, of course, additional information is obtained
to link the user with that address. Besides, street addresses are generally

available to anyone by simply checking on a map or a mapping computer tool.

[B017] In some example embodiments, PH is placed in a secure 7one
referred to as the user authentication zone (UAZ), and certain pieces of user
mformation {e g., addresses, email addresses, and phone numbers) are stored
separately from the user’s name. These pieces of PH, in tsolation, do not need to
be as secure because, on their own, these preces of information are not personal.
It is the hinkage of this information to the user’s name that makes these items Pl
The system maintains the PII in the secure UAZ, while other non-Plliskeptina
different zone with a less stringent level of security.

[0018] Further, service applications, also referred (0 as service modules or
simply services, do not interact directly with the database storing the P
Instead, the services communicate with a designated service in the UAZ. The

3=
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esignated service (referred 10 as an address management service (AMS) in one
example embodiument) has access to the PII and provides the information to other
services when the services are authorized to obtain that information. In addition,
i some example embodiments, a firewall controls the access to the UAZ, which

includes controlling access by users and other services to the user information.

[0019] One general aspect includes a method including an operation for
configuring, by one or more processors, a first memory according to a first table,
each entry in the first table including a physical location identifier and
mformation about a physical location. The method also includes an operation
for configuring, by the one or more processors, a second memory according 10 a
second table, each entry in the second table including the phvsical location
identifier and an account identifier of a user for accessing a network service, the
first table and the second table being configured io separate profile information
of the user from address information of the user. Further, the method includes
an operation for configuring, by the one or more processors, a firewall to control
access to the second memory, the firewall defining an authentication zone that
mcludes the second memory and does not include the first memory, the firewall
being configured to allow access to the second memory by one or more internal
services of the network service and to deny direct access by the user {o the

second memory.

[0028] One general aspect includes a system including a memory including
mstructions, and one or more computer processors. The instruclions, when
executed by the one or more computer processors, cause the one or more
computer processors to perform operations including configuring a first memory
according to a first table, each entrv in the first table including a physical
location wdentifier and information about a physical location. The operations
further include configuning a second memory according to a second table, each
entry in the second table including the physical location identifier and an account
tdentifier of a user for accessing a network service, the first table and the second
table being configured to separate profile information of the user from address
mformation of the user. The operations also include configuring a firewall to

control access to the second memory, the firewall defining an authentication

e
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zone that includes the second memory and does not include the first memory, the
firewall being configured {o allow access to the second memory by one or more
mternal services of the network service and to deny direct access by the user to

the second memory.

{0021} One general aspect includes a non-transitory machine-readable
storage medium inchuding instroctions that, when executed by a machine, cause
the machine to perform operations including configuring, by one or more
processors, a first memory according to a first table, each entry in the first table
mcluding a physical location identifier and information about a physical
location. The operations further include configuring, by the one or more
processors, a second memory according to a second table, sach entry in the
second table including the physical focation identifier and an account identifier
of a user for accessing a neiwork service, the first table and the second table
being configured to separate profile information of the user from address
mformation of the user. The operations also include configuring, by the one or
more processors, a firewall 1o control access to the second memory, the firewall
defining an authentication zone that includes the second memory and does not
mclude the first memory, the firewall being configured to allow access to the
second memory by one or more mternal services of the network service and to

deny direct access by the user {o the second memory.

[0022] Figure 1 is a block diagram illustrating a network architecture 100,
according to some example embodiments. Figure 1 15 an example embodiment
of a high-level network architecture 100 of an electronic commerce system 114
The electronic commerce system 114 provides server-side functionality via a
network 104 {e.g., the Internet or a wide area network (WAN)) to a client device
102, A web browser 110, a chient application 112, and an operating svstem 128
are hosted and executed on the client device 102, The electronic commerce
system 114 includes one or more application servers 120, which host multiple
systems, including a publication system 142, a payment system 144, and an e-

conmunerce system 150,

{0023} The client application 112 also provides a number of interfaces

described herein, which present output of an electronic commerce application for

P
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a user 122 of the client device 102, The client device 102 enables the user 122
io access and interact with the electronic commerce systemn 114, For instance,
the user 122 provides input {e.g., touch screen input or alphanumeric input} to
the client device 102, and the input is communicated to the electronic commerce
system 114 via the network 104, In this instance, the electronic commerce
system 114, in response to receiving the mput from the user 122, cormmunicates
mformation back to the client device 102 via the network 104 10 be presented to

the user 122

186624} An Application Programming Interface (API) server 116 and a web
server T18 are coupled to, and provide progranumatic and web inter{aces
respectivelv to, the application server 120. The applhication server 120 hosts the
e-comumerce system 150, which includes components or applications. The
application server 120 1s, in turn, shown to be coupled to a database server 124
that facilitates access to informaltion storage reposiiories {e.g., dalabases 126},

in an example embodiment, the databases 126 include storage devices that store

mformation accessed and generated by the electronic commerce system 114

{0025} Additionally, a third-party application 108, execuling on a third-
party server(s) 106, is shown as having programmatic access to the electronic
commerce systern 114 via the prograromatic interface provided by the API
server 116, For example, the third-party application 108, using information
retrieved from the electronic commerce system 114, may support one or more

features or functions on a website hosted by a third party.

{0026} Turming now specifically to the applications hosted by the chient
evice 102, the web browser 110 may access the various systems (e.g.,
electronic commerce system 114} via the web interface supporied by the web
server 18, Sumularly, the client application 112 (e.g.. an “app”) accesses the
various services and functions provided by the electronic conunerce system 114
via the programmatic interface provided by the API server 116, The client
application 112 may be, for example, an “app” executing on the client device
102, such as an 108 or an Android O8 application, 1o enable the user 122 to

access and input data on the electronic commerce system 114 in an offline

G-



WO 2018/089425 PCT/US2017/060539

manner, and to perform batch-mode communications between the client

application 112 and the electronic commerce system 114,

{60627} Further, while the network architecture 100 shown in Figure 1
eraploys a chient-server architecture, the present subject matter is of course not
fimited to such an architecture, and could equally well find application in a
distributed, or pesr-to-peer, architecture system, for example. Further, the
electronic cornmerce system 114 could also be implemented as a standalone

software program, which does not necessarily have networking capabilities.

[0028] Figure 2 illustrates a network service that includes a database
holding user profile information, according to some example embodiments. An
electronic comumerce system 214 mcludes a user service 202 that roanages access
by the user 122, via the chient device 102, to the service offered by the electronic

commerce system 214.

[0029] The user sarvice 202, aiso referred 1o as the orchestrator service,
controls access (o a user database 204 that holds a user profile table 206, The
user profile table 206 is a table that includes information about the user or
pointers to information about the user in other tables. In one example
embodiment, the user profile table 206 includes one or more of the following: a
user identifier (ID), the name of the user, a sireet address, a city, a country,
communication information {e.g., email address, phone number, social network
i3}, a seller dashboard, a login password, information about one or more credit
cards, a billing address, a shopping address, social connections of the user in the
electronic commerce system 214, shopping hustory, selling history, job title,

emplover identification, information about family members, etc.

{00630} Having a single user profile table 206 means that if a malicious user
attacks the electronic commerce systern 214 and the information on the user
profile table 206 is comproraised, all the confidential information for the user is

compromised.

{0031} In addition, there mayv be a lot of duplicaiion of data within the user
profile table 206. For example, several family members may be users of the

service and they may all have the same residence address. Tn addition, many

27
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coworkers may use the same delivery address for packages if thev use their work
address, which will result in many repetitions of the same address in the user

profile table 206.

[0032] Figure 3 1s a network diagram of a system, according to some
example embodiments, for securing user-address information. An electronic
commerce system 314 includes a plurality of services to manage user
mformation. ftis to be noted that some of the embodiments presented herein for
protecting user information are described with reference to protecting address
information, but the same principles may be applied for other tvpes of
mformation, such as credit card information, bank information, company
mformation, etc. The embodiments illustrated i Figure 3 should therefore not

be interpreted to be exclusive or limiting, but rather itlustrative.

j30333] The electronic commerce system 314 includes several tables in
order to separate PH from non-PH. In particular, the electronic commerce
system 314 includes functionality for separating mail addresses from user
identifiers, and adding links between the tables to maich the users to their
addresses. Actual address information {(e.g., street number, street, citv) is stored
separately from the other user information, and a mapping is created between the
user and the address information. Besides keeping user information safe, a

beneficial side effect is that there are no duplicate addresses in the database.

3034] if a new user is created and the address for that user is already in
the address table, then a new reference {o the existing address 1s added for the
new user. This way, if many users utilize the same shipping address {(e.g., work
address} to receive packages, then the same address will not be repeated for each

user.

18035] The electronic commerce system 314 includes several services,
mcluding an address book service {ABS) 304, an address management service
{AMS) 316, alocation persistence service (LPS) 308, and an address validation
service (AVS) 310. The electronic commerce system 314 further includes a
physical location database 312, an account address database 318, and a firewall
306, In addition, in some example embodiments, a second-party address storage

302 may be used to store user addresses.

8-
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{0036} The ABS 304 exposes end poinis to be accessible {0 services inside
the electronic commerce system 314, and presents mterfaces to the users 122 to

store and manage their addresses and their address preferences.

{6037} The LPS 308 manages access to the physical location database 312,
which stores a physical location table 324, The physical location table 324
stores information about phyvsical focations, which are real mail addresses. Fach
entry in the physical location table 324 includes a physical location identifier,
which s a reference number to the particular eniry in the physical location table
24, and information about the physical location, such as street number, street
name, city, ZIP code, etc. More information about the physical location table

324 1s provided below with reference to Figure 4.

{6038} When the LPS 308 receives a physical location, the LPS 308
checks if the physical location already exists in the physical focation table 324,
if the phvsical location i3 not in the physical location table 324, the LPS 308
creates a new entry in the physical location table 324 with a new physical
location identifier. If the physical location s already present in the physical
focation tablie 324, the LP5 308 retums the physical location identifier associated

with the phyvsical tocation.

[6039] The AVS 310 validates and normalizes addresses. In some
exampie embodiments, the AVS 310 calls third-party services such as
AddressDoctor and Pitnev Bowes, to normalize and validate the addresses. In
some example embodiments, when the ABS 304 receives an address from a user,
the ABS 304 invokes the AVS 310 to check if the address 15 a correct existing

address, and, if so, normalize the address for use by the LPS 308,

{0040} The AMS 316 manages the relationship between physical locations
{e.g.. physical location identifiers) and user accounts. In addition, the AMS 316
also manages the searchable attributes for an address in the account address
database 318. In one example embodiment, the AMS 316 13 configured to
access the account address database 318, and the other services have to interface

with the AMS 316 to obtain information from the account address database 318.

-0
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{0041} The account address database 318 stores an account address table
320, which includes information mapping a user account to a physical location
identifier. In one example embodiment, the account address table 320 includes
an account address identifier, an account identifier associated with the user of
the network service, a physical location ID (which points to the corresponding
eniry in the physical location table 324), an address tvpe (e.g., residence,
shipping, or billing), a contact name, etc. More details for the account address

table 320 are provided below with reference to Figure 4.

{0042} When the ABS 304 gets from a user the actual phvsical address,
also referred to herein as the physical location, the ABS 304 communicates with
the LPS 308 to store the physical location in the physical location database 312
The LPS 308 retumns a physical location identifier, also referred to herein as a
reference identifier, and the ABS 304 mterfaces with the AMS 316 to storg, in
the account address database 318, the mapping of the physical location identifier

to the account address of the user.

[6043] A secure area, called a user authentication zone (AUZ) 322, is
defined within the electronic commerce system 314 to protect user information.
The AUZ 322 includes the AMS 316, the account address database 318, and the
firewall 306. The firewall 306 15 at the edge of the AUZ 322 and controls
communications from and to the AMS 316, In one example embodiment, it is
not possible to access the AMS 316 and the account address database 318 from

outside the AUZ 322 without going through the firewall 306,

[0044] In one example embodiment. the firewall 306 includes a filtering
rule that allows communications to the AMS 316 from the ABS 304, Therefore,
other services that want information from the account address table 320 interface
with the ABS 304 {¢ obtamn this mformation. In another example embodiment,
the firewall 306 includes another rule to bimit data requests to the AMS 316 1o be
of a maximum predefined threshold size in order to avoid downloads of large
portions of the account address table 320.

[B045] In one example embodiment, service requests lo the AMS 316 are
encrypted and utilize security certificates to validate the sender and the receiver
in the communications exchange.

-10-
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{0046] It is to be noted that the embodiments illusirated in Figure 3 are
examples and do not describe every possible embodiment. Each of the services
may be implemented 1n one server, or distributed across a plurality of servers. In
addition, more than one service may be hosted in the same server. Further, the
connections between the different services may be network connections or
maybe logical connections between services hosted i the same server. The
firewall 306 may be a network firewall that controls the network traffic to the
AMS 316. In other example embodiments, the firewall 306 is implemented
within a computing device when the AMS is co-hosted with one or more

services within the same server.

6047} In another example embodiment, the fitewall 30615 placed ina
network and all communications to the AMS 316 go through the firewall 306,
even if other services are co-hosted within the same server as the AMS 316, The
physical location database 312 and the account address database 318 may reside
n any tvpe of computer memory, such as a dedicated database, an external disk
drive, or anv other tvpe of permanent memory. The embodiments illusirated in
Figure 3 should therefore not be interpreted to be exclusive or limiting, but

rather tllustrative.

{6048] Figure 4 illustrates separate data structures for keeping physical
focation information and user-address information. according to some example
embodiments. In one example embodiment, the physical location table 324

mcludes one or more of the following fields:

[0049] — a physical location identifier, which is a unigue 113 associated
with the eniry in the physical location table 324, This physical location
identifier 1s stored in the account address table 320 to identify the corresponding

address for the user;

[0050] — a first line of a street address;
{0051 — a second line of the street address;
[0052] — acity;

{6053 - a county;

[0054] — a state or provinee for the address;

=}1=
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[0055] —a ZIP code;

{6056} - a country;

18657} — a latitude and longitude {or the address;

{0058 — a type of address;

[6059] — aregion;

{0060} — an Internet Protocol (IP) address associated with the physical
location;

0061} - a flag indicating if the physical location has been validated;
[8062] — an identifier of the entity that validated the physical location;
[0063] — a time when the physical location was validated, if available;
[0064] ~ ete.

[B8065] The account address table 320 is used to store information about a

particular user and includes a pointer to the physical location table 324 to match
the user to an address. In some example embodiments, there may be several
pointers to the physical location table 324 if the user 1s associated with several

addresses, such as residence, work, delivery, billing, or any other address.

3066} in one example embodiment, the account address table 404

mnciudes one or more of the following fields:

[8067] — an account address 1dentifier, which uniguely identifies the entry

within the account address table 320;

[0068] - an account identifier, which uniquelv identifies the user of the
network service. In some example embodiments, the account identifier is linked
io other databases, such as a user profile table 406 that holds profile iformation

for the user;
[0069] — an address purpose {e.g., shopping, billing, credit card);

0070} — an address status (e.g., active or inactive};

=} 2=
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{0671} - a physical location identifier that 15 used to link the user to the

entry that holds the physical location information in the physical location table

324,

{6072} — a physical location owner;

[G073] - a contact name,;

{6074 — 4 Company name;

[O075] — a contact phone number;

[8076] —a flag mdicating if the address is the primary address for the
account;

{0077} —instructions for delivery;

[0078] - & date when the address was added;

[0079] - & date and time when the address was last modified;

{0086} - a flag indicating if the address has been verified;

106081} — a time indicating when the verification took place (f avatlable};
[0082] — ete,

[0083] The user profile table 406 holds information about the user and

mncludes, at least, an account identifier, a name of the user or entity, etc.

[0084] It is to be noted that the embodiments illustrated in Figure 4 are
examples and do not describe every possible embodiment. Gther embodiments
may utilize different fields, include additional fields or fewer fields, include
other tables, etc. The embodiments illustrated in Figure 4 should therefore not

be interpreted to be exclusive or miting, but rather illustrative.

{0085} By using the physical location table 324 and the account address
iable 320, the PH 13 separated from the non-PII; that is, the user information is

separated from the address information.

{0086} Additionally, by creating a physical location identifier for each
address, it is possible to detect users that have the same address. This
mformation may be helpful in determining, for example, if the address 1s a home

address or a business address. In addition, it would be easy to add additional
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information associated with the address, which does not have to be repeated

muliiple times.

16687} Further vet, because the address information is kept outside the
firewall 300, the address information does not have to travel through the firewall

306, reducing the amount of data transferred through the firewall 306.

j3088] In summary, there are at least three different benefits resulting from
keeping the tables separate. First, the amount of storage required is reduced
because of the elimination of duplicate address information. Second, 1t is easier
to secure the link between the user and the address information. Third, the

amount of data that travels through the firewall is reduced.

[0089%] Figure § illustrates a method for adding a new user address,
according to some example embodiments. To add a new address, the user 122
enters the address via the client device 102, and a request to add the address for
the corresponding user 1D is sent 501 to the ABS 304, In one example
embodiment, the user 122 is authenticated and the request is validated with the

user credential.

[0090] The ABS 304 sends 502 the address to the AV S 310 to check that
the address is a valid address. I necessary, the AVS 310 also normalizes the
address to place the address in a standard format i order to avoid duplicate

addresses in the database with slight variations {(e.g., “D1.” vs “Dirive”).

10091} The AVS 310 sends 503 an acknowledgement to the ABS 304
stating whether the address is correct and imformation about the corresponding

normalized address, if necessary.

{6092} After the address has been validaled, the ABS sends 504 the
address to the LPS 30% to request a physical location identifier for the address.
The LPS 308 checks if the address already exists in the physical location table
324. H the address already exists, the LPS 308 retums 505 the physical location
identifier of the address to the ABS 304, If the address does not already exist in
the physical location table 324, the LPS 308 adds a new entrv for the new
address and sends the physical location identifier of the new entry 1o the ABS

304,

~id-
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{00693} Afier the ABS 304 receives the physical location identifier, the
ABS 304 sends S06 the physical location identifier and the user ID to the AMS
316 (through the firewall 306). The AMS 316 then adds anew entry i the
account address table 320 (assuming that the entry does not already exisi), where
the new entry includes the account identifier of the user 122 that sent the request

and the received physical location identifier.

[0094] For editing the address of the user, a sinilar procedure is
performed, except that instead of adding a new entry to the account address table
20, the existing entry s modified with the new physical location identifier for

the new address.

[0095] Figure 6 15 a flowchart of a method 600 for implementing multiple
services related to user-address muanagement, according to some example
embodiments. While the various operations in this flowchart are presented and
described sequentially, one of ordinary skill will appreciate that some or all of
the operations may be executed in a different order, be combined or onutted, or

be executed in paraliel.

{0096] At operation 602, the ABS is executed in a computing device. The
ABS provides access to users of the social network to allow the users to manage
their address information. The ABS also provides interfaces to other services to

manage user-address information.

{06097] From operation 602, the method 600 flows to operation 604, where
the LPS is executed in a computing device. The LPS manages a database that
maps physical location identifiers to real addresses. From operation 604, the
method 600 flows to operation 606, where the AMS 1s executed in a computing
device. The AMS manages an account address database that maps physical

location wdentifiers 1o account identifiers.

106093} At operation 608, a firewall (e.g., firewall 306 in Figure 3) is
configured to enable communications between the ABS and the AMS, while
disabling direct access to the AMS by users and other services. Therefore, in
one example embodiment, the ABS is the only service configured to send

requests through the firewall.
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{0099] At operation 610, the ABS is configured to access the LPS
regarding mappings of physical location identifiers to real addresses. From
operation 610, the method 600 flows to operation 612, where the ABS is
configurad to access the AMS regarding the mappings of physical location

identifiers 1o account identifiers.

[00100] Figure 7 is a flowchart of a method 700, according to some
exarnple embodiments, for securing user-address information. While the various
operations in this flowchart are presented and described sequentially, one of
ordinary skill will appreciate that some or all of the operations may be executed

in a different order, be combined or omitied, or be execuled m parallel.

100101] Operation 702 15 for configuring, by one or more processors, a first
memaory according to a first table (e.g., physical location table 324 i Figure 3).
Fach entry in the first table includes a physical location identifier and

mformation about a physical location.

[0102] From operation 702, the method 700 flows to operation 704, where
a second memory s configured by the one or more processors according to a
second table (e.g., account address table 320 in Figure 3). Each entry in the
second table includes the phyvsical focation identifier and an account identifier of
a user for accessing a network service. Further, the first table and the second
table are configured to separate profile information of the user from address
information of the user.

{08103} From operation 704, the method 700 flows to operation 706 for
configuring, by the one or more processors, a firewall to control access to the
second memory. The firewall defines an authentication zone (e.g., AUZ 322 1n
Figure 3) that includes the second memory and does not include the first
memory. Additionally, the firewall is configured to allow aceess to the second
memaory by one or more internal services of the network service and the firewall

15 also configured to deny direct access by the user to the second memory.

[00104] implementations may include one or more of the following
features. The method 700 as recited where an address management service

{(AMS) module 1nside the authentication zone 15 connected fo the firewall and to
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the second memory, where the AMS manages requests to access or modify the

second table.

180105] The method 700 as recited where an address book service {ABS)
module outside the authentication zone is connected to the firewall, the ABS
managing user requests that require access to the first table or the second table.
in one example embodiment, a location persistence service (LP5) outside the
authentication zone manages requests to access or modify the first table, where
the ABS is configured to send a request to the LPS to map a given physical
location to a corresponding physical location identifier, and the ABS is
configured to provide the physical location identifier to the AMS to map the

physical location wdentifier to the user.

[00106] The method 700 as recited where the firewall is configured to allow
access from the ABS to the AMS. In another example embodiment, an address
validation service (AVS) module outside the authentication zone validates
addresses entered by users of the network service. In vet another example
embodiment, the information about a physical location in the first table includes
one or more of a street address, a city, a state or province, a 7ip code, a country,
alatitude, and a longitude. In one example embodiment, the second table further
mcludes one or more of an account address 1dentifier, an address purpose, an
address status, a contact name, a contact phone mumber, and delivery

mnstructions.

[B0107] The method 700 as recited where the first table does not include
user information. In another example embodiment, the method 700 further
mcludes an operation for configuring, by the one or more processors, a third
memory according to a third table, each entry in the third table inclhuding the

account identifier and user profile information.

{60108} Figure 8 is a block diagram 800 illustrating a representative
software architecture %02, which may be used in conjunction with various
hardware architectures herein described. Figure 8 is merely a non-limiting
example of a software architecture 802 and 11 will be appreciated that many other
architectures may be implemented to facilitate the fumctionality described herein.

The software architecture 802 may be executing on hardware such as a machine

=7
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900 of Figare 2 that includes, among other things, processors 904,
memory/storage 906, and input/ouiput (I/0) components 918, A representative
hardware layer 850 is illustrated and can represent, for exarnple, the machine
OG0 of Figure 9. The representative hardware layer 850 comprises one or more
processing units 852 having associated executable mnstructions 854, The
executable instructions 854 represent the executable instractions of the software
architecture 802, including vmplermentation of the methods, modules, and so
forth of Figures 1-7. The hardware layer 850 also includes memory and/or
storage modules 856, which also have the executable instructions 854, The
hardware layer 850 may also comprise other hardware 858 which represents any
other hardware of the hardware layer 850, such as the other hardware illustrated

as part of the machine 900

[00109] in the example architecture of Figure 8, the sofiware architecture
302 may be conceptualized as a stack of layers where each layer provides
particular functionality. For exaruple, the software architecture 802 may include
layers such as an operating system 820, libraries $16, frameworks/middieware
814, applications 812, and a presentation layer 810, Operationally, the
applications 812 and/or other components within the layers may invoke APT
calls 804 through the software stack and receive a response, retumned values, and
so forth tlustrated as messages 808 in response to the AP calls 804, The lavers
Hlustrated are representative in nature and not all software architectures have all
fayers. For example, some mobile or special purpose operating systems may not
provide a frameworks/middleware laver 814, while others mayv provide such a

fayer. Other software architectures may inchude additional or different layers.

1806110} The operating system 820 may manage hardware resources and
provide commmon services. The operating system 820 may include, for example,
a kernel 818, services 822, and drivers 824, The kemel 818 may act as an
abstraction layer between the hardware and the other software layers. For
exarmple, the kernel 818 may be responsible for memory management, processor
management {e.g., scheduling), component management, networking, security
settings, and so on. The services 822 may provide other common services for

the other sofiware layers. The drivers 824 may be responsible for controlling or
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interfacing with the underlying hardware. For insiance, the drivers 824 may
mclude display drivers, camera drivers, Bluetooth® drivers, flash memory
drivers, serial communication drivers (e.g., Universal Serial Bus (USB) drivers),
Wi-Fi® drivers, audio drivers, power management drivers, and so forth

depending on the hardware configuration.

[00111] The libraries 816 may provide a common infrastructure that may be
utilized by the applications 812 and/or other components and/or layvers. The
libraries 816 typically provide functionality that allows other software modules
to perform tasks in an easier fashion than to interface directly with the
underlying operating system 820 functionality {e.g., kemel 818, services 822,
and/or drivers 824). The hibraries 816 may include system libraries 842 (e.g, C
standard library) that may provide functions such as memory allocation
functions, string manipulation functions, mathematic functions, and the like. In
addition, the libraries 816 may include API libraries 844 such as media hibraries
(e.g., libraries to support presentation and manipulation of various media formats
such as MPEG4, H.264, MP3, AAC, AMR, JPG, PNG), graphics libraries (e.g.,
an OpenGL framework that may be used to render two-dimensional and three-
dimensional graphic content on a display), database libraries {e.g., SQLite that
may provide various relational database functions), web libraries (e.g., WebKit
that may provide web browsing functionality), and the like. The libraries 816
may also include a wide varniety of other libraries 846 to provide many other

APls to the applications 812 and other software components/modules.

{00112} The frameworks 814 (also sometimas referred to as middieware)
may provide a higher-level common infrastructure that may be utilized by the
applications 812 and/or other software components/modides. For example, the
frameworks 814 may provide various graphic user interface (GUI) functions,
high-level resource management, high-level location services, and so forth. The
frameworks 814 may provide a broad spectrum of other APIs that may be
utilized by the applications 812 and/or other software components/modules,

some of which may be specific to a particular operating system or platform.

{00113} The applications 812 include built-in applications 36 and/or third-

party applications 838. Examples of representative built-in applications 836
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may include, but are not limited to, a contacts application, a browser application,
a book reader application, a tocation application, a media application, a
messaging application, and/or a game application. The third-party applications
838 may include any of the built-in applications 836 as well as a broad
assortment of other applications. In a specific example, the third-party
application 838 (e.g., an application developed using the Android™ or 1O8™
software development kit (SDK) by an entity other than the vendor of the
particular platform) may be mobile software running on a mobile operating
system such as 138™, Android™, Windows® Phone, or other mobiie operating
systems. In this example, the third-party apphication 838 may invoke the API
calls 804 provided by the mobile operating system such as the operating system

820 to facilitate functionality described herein.

{00114} The applications 812 may utilize built-in operating system
functions (e.g.. kemel 818, services 822, and/or drivers 824), libraries {e.g.,
system libraries 842, API libraries 844, and other libranies 846), or
frameworks/middleware 814 {o create user interfaces to interact with users of the
systern. Alternatively, or additionally, in some systems, inferactions with a user
may occur through a presentation laver, such as the presentation layer 810 In
these systems, the application/module “logic” can be separated from the aspects

of the application/module that interact with a user.

j60115] Some software architectures utihize virtual machines. In the
example of Figure §, this is illustrated by a virtual machine 806, A virtual
machine creates a software environment where applications/modules can execute
as if thev were executing on a hardware machine (such as the machine 900 of
Figure 9, for example). The virtual machine 806 is hosted by a host operating
systern {e.g., operating svstem 820 in Figure 8) and tvpically, although not
always, has a virtual machine monittor 860, which manages the operation of the
virtual machine 806 as well as the mterface with the host operating system (e.g.,
operating system 820}, A sofiware architecture executes within the virtual
machine 806 such as an operating system 834, hibraries 832,
frameworks/middleware 830, applications 828, and/or a presentation layer 826,

These layers of software architecture executing within the virtual machine 866
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can be the same as corresponding lavers previously described or may be

different.

{00116} Figure ¢ 15 a block diagram illustrating components of a machine
900, according to sorne example embodiments, able to read mstructions from a
machine-readable medium (g.g., a machine-readable storage medium} and
perform anv one or more of the methodologies discussed herein. Specifically,
Figure 9 shows a diagranunatic representation of the machine 900 in the
example form of a computer system, within which instructions 210 {e.g.,
software, a program, an application, an applet, an app, or other executable code)
for causing the machine 900 (o perform any one or more of the methodologies
discussed herein may be executed. For example, the instructions 910 may cause
the machine 900 to execute the flow diagrams of Figures 6-7  Additionally, or
alternatively, the instructions 910 may implement the ABS 304, LPS 308, AVS
310, and AMS 316 of Figures 3 and 5, and so forth. The instructions 910
transform the general, non-programmed machine 900 into a particular machine
900 progranuned to carry out the described and iHustrated functions in the

manner described,

[0606117] In alternative embodiments, the machine 900 operates as a
standalone device or may be coupled (e.g., networked) to other machines. Ina
networked deployment, the machine 900 may operate in the capacity of a server
machine or a client machine in a server-client network environment, or as a peer
machine in a peer-to-peer (or distributed) network environment. The machine
900 may comprise, but not be limited to, a switch, a controller, a server
computer, a client computer, a personal computer (P(), a tablet computer, a
faptop compuier, a netbook, a sel~top box (STB}, a personal digital assistant
{(PDA), an entertaimment media svstem, a cellular telephone, a smart phone, a
mobile device, a wearable device {e.g., a smart watch), a smart home device
(e.g., a smart appliance), other smart devices, a web appliance, a network router,
anetwork switch, a network bridge, or any machine capable of executing the
mstructions 910, sequentially or otherwise, that specify actions 1o be taken by
the machine 200. Further, while only a single machine 900 is illustrated, the

term “machine’ shall also be taken to include a coliection of machines 900 that
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mdividually or jointly execute the mstructions 210 to perform any one or more

of the methodologies discussed herein.

{00118} The machine 900 may include processors 904, memory/storage
906, and 1/0 components 918, which may be configured to commurnicate with
gach other such as via a bus 902. In an example embodiment, the processors 904
{e.g., a Central Processing Unit (CPU), a Reduced Instruction Set Computing
(RISC) processor, a Complex fnstruction Set Computing (CISC) processor, a
Graphics Processing Unit (GPU), a Digital Signal Processor (DSP), an
Application Specific Integrated Circuit {ASIC), a Radio-Frequency Integrated
Circuit (RFIC}, another processor, or any suitable combination thereof) may
mclude, for exaruple, a processor 908 and a processor 912 that mav execute the
mstructions 910. The term “processor” 15 intended to include multi-core
processors that may comprise two or more independent processors (sometimes
referred to as “cores™) that may execute insiractions contemporaneously.
Although Figure 9 shows multiple processors 904, the machine 900 may nclude
a single processor with a single core, a single processor with multiple cores (e.g.,
a multi-core processor), multiple processors with a single core, multiple

processors with multiples cores, or any combination thereof

[00119] The memory/storage 906 may include a memory 914, such as a
main memory, or other memory storage, and a storage unit 916, both accessible
to the processors 904 such as via the bus 902, The storage unit 916 and memory
914 store the instructions 910 embodying any one or more of the methodologies
or functions described herein. The instructions 910 may also reside, completely
or partially, within the memory 914, within the storage unit 916, within at least
one of the processors 904 {e.g., within the processor’s cache memory), or any
suttable combination thereof, during execution thereof by the machine 900,
Accordingly, the memory 914, the storage unit 216, and the memory of the
processors 904 are examples of machine-readable media.

[00120] As used herein, “machine-readable medium” means a device able
to store instructions and data temporarily or permanently and may include, but is
not limited 1o, random-access memory (RAM), read-only memory (ROM},

buffer memory, flash memory, optical media, magnetic media, cache memory,
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other types of siorage {(e.g., Erasable Programmable Read-Only Memory
(EEPROM)), and/or any suitable combination thereof. The term “maching-
readable medium” should be taken to include g single medium or multiple media
{e.g., acentralized or distributed database, or associated caches and servers) able
to store the mstructions 910. The term “machine-readable mediom” shall also be
taken to include any medium, or combination of multiple media, that is capable
of storing mstructions {e.g., instructions 910) for execution by a machine (e.g.,
machine 900), such that the instructions, when executed by one or more
processors of the machine (e.g., processors 904), cause the machine to perform
anv one or more of the methodologies described herein. Accordingly, a
“maching-readable medium™ refers to a single storage apparatus or device, as
well as “cloud-based” storage systems or storage networks that include multiple
storage apparatus or devices. The term “machine-readable medium” excludes

signals per se.

[080121] The /O components 918 may include a wide vanety of components
to receive input, provide output, produce output, fransmit information, exchange
mformation, capture measurements, and so on. The specific VO components
918 that are included in a particular machine will depend on the type of machine.
For example, portable machines such as mobile phones will likely include a
touch mput device or other such input mechanisms, while a headiess server
machine will likely not include such a touch mput device. It will be appreciated
that the /O components 918 may include many other components that are not
shown in Figure @ The I/O components 918 are grouped according to
functionality merely for simplifying the following discussion, and the grouping
is th no way himiting. In various example embodiments, the VO components 918
may include output components 926 and input components 928, The output
components 926 may include visual components (e.g.. adisplayvsuch as a
plasma display panel (PDP), a light emitting diode (LED) display, a liqud
crystal display (LCD), a projector, or a cathode ray tube (CRT)), acoustic
components {e.g., speakers}), haptic componenis (e.g., a vibratory motor,
resistance mechanisms), other signal generators, and so forth. The input
components 928 may include alphanumeric imput components {e.g., a kevboard,
a touch screen configured 1o receive alphanumeric input, a photo-optical
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kevboard, or other alphanumeric input componenis), point based input
components {e.g.. a mouse, a touchpad, a trackball, ajoystick, a motion sensor,
or other pointing instruments), tactile input components {e.g., a physical button,
a touch screen that provides location and/or force of touches or touch gestures,
or other tactile input components), audio input components {e.g., a microphone),
and the like.

[00122] In further example embodiments, the VO components 918 may
imclude biometric components 930, motion components 934, environmental
components 936, or position components 938 among a wide array of other
components. For example, the biometric components 930 may include
components to detect expressions (e.g., hand expressions, facial expressions,
vocal expressions, body gestures, or eye tracking). measure biosignals (e g .
blood pressure, heart rate, body iemperature, perspiration, or brain waves),
wdentify a person {e.g., voice identification, retinal identification, facial
wdentification, fingerprint wWentification, or electroencephalogram based
identification), and the like. The motion components 934 may include
acceleration sensor components {e.g., accelerometer), gravitalion sensor
components, rolation sensor componenis {(e.g., gyroscope), and so forth. The
environmental components 936 may include, for example, tllumination sensor
components (e.g., photometer), temperature sensor components (e.g., ong or
more thermometers that detect ambient temperature), hunndity sensor
components, pressure sensor components (e.g., barometer), acoustic sensor
components {e.g., one or more microphones that detaect background noise),
proximity sensor components {e.¢., infrared sensors that detect nearby objects),
gas sensors {e.g., gas detection sensors to detect concentrations of hazardous
gases for safety or to measure pollutanis in the atmosphere), or other
components that may provide indications, measuremends, or signals
corresponding to a surrounding physical environment. The position components
938 may include location sensor components {(e.g., a Global Position System
(GPR) receiver component), altitude sensor components (e.g., altimeters or
barometers that detect air pressure from which altitude may be derived),

orientation sensor components (e.g., magnetometers), and the hike.
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{00123} Communication may be implemented using a wide varnety of
technologies. The VO components 918 may inchude communication components
940 operable to couple the machine 900 to a network 932 or devices 920 viaa
coupling 924 and a coupling 922, respectively. For example, the communication
components 940 may include a network interface component or other suitable
device to interface with the network 932, In further examples, the
conrnunication components 940 may include wired communication
components, wireless communication components, cellular communication
components, Near Field Communication (NFC) components, Bluetooth®
components {e.g., Bluetooth® Low Energy}, Wi-Fi® components, and other
communication components to provide communication via other modalities.

The devices 920 may be another machine or any of a wide variety of peripheral

devices {e.g., a peripheral device coupled via a USB).

[80124] Moreover, the communication components 940 may detect
identifiers or include coraponents operable to detect identifiers. For example,
the communication components 940 may include Radio Frequency Identification
{(RFID) tag reader components, NFC smart tag detection components, optical
reader components {e.g., an optical sensor to detect one-dimensional bar codes
such as Universal Product Code (UPC) bar code, multi-dimensional bar codes
such as Juick Response {QR) code, Aztec code, Data Mainx, Dataglyph,
MaxiCode, PDF417, Ultra Code, UCC RSS-2D bar code, and other optical
codes), or acoustic detection components {(e.g., mucrophones to identify tagged
audio signals}. In addition, a variety of information may be derived via the
communication components 940, such as location via Iniernet Protocol (IP) geo-
focation, location via Wi-Fi® signal triangulation, location via detecting an NFC

beacon signal that may mdicate a particular location, and so forth.

[00125] In various example embodiments, one or more portions of the
network 932 may be an ad hoc network, an infranet, an extranet, a virtual privaie
network (VPN), a local area network (LAN), a wireless LAN (WLAN), a WAN,
a wireless WAN (WW AN), a metropolitan area network (MAN), the Intemet, a
portion of the Internet, a portion of the Public Switched Telephone Network

{PSTN), a plain old telephone service {POTS) network, a cellular ielephone
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network, a wireless network, a Wi-Fi® network, another type of network, or a
combination of two or more such networks. For example, the network 932 ora
portion of the network 932 may include a wireless or cellular network and the
coupling 924 may be a Code Division Multiple Access {CDMA) connection, a
Global System for Mobile communications {(GSM) connection, or another type
of celhular or wireless coupling. In this example, the coupling 924 may
implement any of a variety of types of data transfer technology, such as Single
Carrier Radio Transmission Technology (IxRTT), Evolution-Data Optimized
{EVDUO) technology, General Packet Radio Service (GPRS) technology,
Enhanced Data rates for GSM Evohution {(EDGE) technology, third Generation
Partnership Project (3GPP) including 3G, fourth generation wireless (4G)
networks, Universal Mobile Telecommunications System (UMTS), High Speed
Packet Access (HSPA), Worldwide Interoperability for Microwave Access
(WiMAX), Long Term Evolution (LTF) standard, others detined by varnious
standard-setting organizations, other long range protocols, or other data transfer

technology.

180126} The instructions 910 may be {ransmitted or received over the
network 932 using a transmission medium via a network interface device (e.g., a
network interface component included in the communication components 940)
and wtilizing any one of a number of well-known transfer protocols {e.g.,
hvpertext transfer protocol (HTTP)). Similarly, the instructions 910 may be
transmitied or received using a transmission medium via the coupling 922 (e.g..
a peer-to~-peer coupling} to the devices 920. The term “transmission medinm”
shall be taken to include any intangible medium that is capable of storning,
encoding, or carrying the mstructions 910 for execution by the machine 900, and
mcludes digital or analog coromunications signals or other intangible media to

facilitate communication of such sofiware.

[00127] Throughout this specification, plural instances may implement
components, operations, or structures described as a single nstance.  Although
mdividual operations of one or more methods are illustrated and described as
separate operations, one or more of the individual operations may be performed

concurrently, and nothing requires that the operations be performed in the order
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ilfustrated. Structures and functionality presented as separate components in
example configurations may be implemented as a combined siructiure or
component. Similarly, structures and functionality presented as a single
component may be implemenied as separate components. These and other
variations, modifications, additions, and improvements falf within the scope of

the subject matter herein.

[60128] The embodiments illustrated herein are descrbed in sufficient
detail to enable those skilled in the art to practice the teachings disclosed. Other
embodiments may be used and derived therefrom, such that structural and
fogical substitutions and changes may be made without departing from the scope
of this disclosure. The Detailed Description, therefore, isnotto betaken in a
fimiting sense, and the scope of vartous embodiments is defined only by the
appended claims, along with the foll range of equivalents to which such claims

are enfitied.

[00129] As used herein, the term “or” may be construed i either an
mclusive or exclusive sense. Moreover, plural instances may be provided for
resources, operations, or structures described herein as a single instance.
Additionally, boundaries between various resources, operations, modules,
engines, and data stores are somewhat arbitrary, and particular operations are
tlustrated inn a context of specific illustrative configurations. Other allocations
of functionality are envisioned and may fali within a scope of various
embodiments of the present disclosure. In general, siructures and functionality
presented as separate resources in the example configurations may be
implemented as a combined structure or resource. Similarly, structures and
functionality presented as a single resource may be implemented as separate
resources. These and other vanations, modifications, additions, and
improvements fall within a scope of embodiments of the present disclosure as
represented by the appended claims. The specification and drawings are,

accordingly, {0 be regarded in an iHustrative rather than a restrictive sense.
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CLAIMS
What is claimed is:

1. A method comprising;

configuring, by one or more processors, a first mermory according to a
first table, each entry in the first table comprising a physical location identifier
and mformation about a physical location;

configuring, by the one or more processors, a second merory according
to a second table, each entry n the second table comprising the physical location
identifier and an account identifier of a user for accessing a network service, the
first table and the second table being configured 1o separate profile information
of the user from address information of the user; and

configuring, by the one or more processors, a firewall to control access to
the second mermory, the firewall defining an authentication zone that includes
the second memory and does not include the first memory, the firewall being
configured to allow access o the second memory by one or more mtemnal
services of the network service and to deny direct access by the user to the

second memory.

2. The method as recited in claim 1, wherein an address management
servige {AMS} module inside the authentication zone is connected to the firewall
and to the second memory, wherein the AMS manages requests to access or

modify the second table.

3. The method as recited in claim 2, wherein an address book service (ABS)

module outside the authentication zone 1s connected to the firewall, the ABS
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managing user requests that require access to the first table or the second table.

4, The method as recited in claim 3, wherein a location persisience service
(LPS) outside the authentication 7one manages requests to access or modify the
first table, wherein the ABS is configured to send a request to the LPS to map a
given physical location to a corresponding physical location identifier, wherein
the ABS is configured to provide the corresponding physical location identifier

to the AMS to map the physical location identifier to the user.

5. The method as reciied in claim 3, wherein the firewall is configured to

allow access from the ABS to the AMS.

6. The method as recited in claim 1, wherein an address validation service
{AVS) module outside the authentication zone validates addresses eniered by

users of the network service.

7. The method as recited in claim |, wherein the information about a
physical location i the first table comprises one or more of a street address, a

city, a state or province, a 71p code, a couniry, a latitude, and a longitude.

8. The method as recited in claim 1, wherein the second table further
comprises one or more of an account address 1dentifier, an address purpose, an
address status, a contact name, a contact phone number, and delivery

mnstructions.
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9, The method as recited in claim . wherein the first table does not include

user information.

10. The method as recited in claim 1, further comprising:
configuring, by the one or more processors, a third memory according to
a third table, each entry in the third table comprising the account identifier and

user profile information.

11 A system comprising:
a memory comprising insiructions; and
one or more computer processors, whergin the instructions, when
executed by the one or more computer processors, cause the one or more
computer processors to perform operations comprising;
configuring a first memory according to a first table, each entry in
the first table comprising a physical location identifier and information
about a physical location;
configuring a second memory according to a second table, each
entry in the second table corprising the phyvsical location identifier and
an account identifier of a user for accessing a network service, the first
table and the second table being configured to separate profile
information of the user from address information of the user; and
contiguring a firewall to control access to the second memory, the
firewall defining an authentication zone that includes the second merory
and does not include the first memory, the firewall being configured to
allow access to the second memory by one or more internal services of
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the network service and to deny direct access by the user to the second

memory.

12, The system as recited in claim 11, wherein an address management
service { AMS) module inside the authentication zone is connected to the firewall
and to the second memory, wherein the AMS manages requesis to access or
modify the second table, wherein an address book service {ABS) module outside
the authentication zone is connected to the firewall, the ABS managing user

requests that require access to the first iable or the second table.

13.  The system as recited in claim 12, wherein a location persistence service
(LPS) outside the authentication 7one manages requests to access or modify the
first table, wherein the ABS 15 configured to send a request to the LPS tomap a
given physical location to a corresponding physical location identifier, wherein
the ABS 1s configured to provide the corresponding physical location identifier

to the AMS to map the physical location identifier {0 the user.

14, The system as recited in claim 12, wherein the firewall 1s configured to

allow access {rom the ABS to the AMS.

15, The svstem as recited in claim 11, wherein the second table further
comprises one or more of an account address identifier, an address purpose, an
address status, a contact name, a contact phone number, and delivery

mnstructions.
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16. A data store including instructions that, when executed by a machine,
cause the machine to perform operations comprising:

configuring, by one or more processors, a first memory according to a
first table, each entry in the first table comprising a physical location identifier
and information about a physical location;

configuring, by the one or more processors, a second memory according
to a second table, each entry in the second table comprising the physical location
identifier and an account identifier of a user for accessing a network service, the
first table and the second table being configured to separate profile information
of the user from address information of the user; and

configuring, by the one or more processors, a firewall to control access {o
the second memory, the firewall defining an authentication zone that includes
the second memory and does not include the first memory, the firewall being
configured to aliow access to the second memory by one or more internal
services of the network service and {o deny direct access by the user to the

second memory.

17 The data store of claim 16, wherein an address management service
{AMS)Y module inside the authentication zone 1s cormected to the {irewall and to
the second memory, wherein the AMS manages requests to access or modify the
second table, wherein an address book service {ABS) module outside the
authentication zone is connected to the firewall, the ABS managing user requesis

that require access to the first table or the second table.

18. The data store of claim 17, wheremn a location persistence service (LPS)

=37



WO 2018/089425 PCT/US2017/060539

outside the authentication zone manages reqguests 1o access or modify the first
table, wherein the ABS is configured to send a request to the LPS to map a given
physical location to a corresponding phyvsical location identifier, wherein the
ABS is configured to provide the corresponding physical location identifier to

the AMS to map the physical location identifier to the user.

19. The data store claim 16, whersin an address validation service (AVS)
module outside the authentication zone validates addresses entered by users of

the network service.

20. The data store of claim 16, wherein the information about a physical
location in the first table comprises one or more of a street address, a city, a siate
or provingce, a zip code, a country, a latitude, and a longitude, wherein the second
table further comprises one or more of an account address identifier, an address
purpose, an address status, a contact name, a contact phone number, and delivery

mstructions.
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