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(54) KERAFR: A HNFHIE S ARIIRE SR YE AR A7l T AT A

BERED RBRSERE TR TAREHNTD, |
R sk A ¢ 1@ 13 [eogp o= i = =
PRk A5 4E 29 6 R L 4%i8 iE R B AR R AR AR L 302 First blockchain node receives encrypted transaction
i corresponding to smart contract, code of smart contract
" e - 3 B T comprising field marked by exposed identifier
B BT SETEPATIOG N 7 B L LI PAT R e Tk I~ 304A 304A First blockchain node decrypts transaction in trusted
et By, FENIGE R execution environment, and executes acquired code of
| smart contract to cbtain receipt data
304B First blockchain node determines corresponding
exposed field according to transaction type of transaction
FoRRET EREPTES W R G AR, M R GREFE (TN 304B 306 First blockchain node stores receipt data, and when
T transaction initiator belongs to preset user type, causes
*4 exposed field in receipt data marked by exposed identifier
N N and satisfying preset condition to be stored as plaintext,
Fr— R S SATEMAR 3R, B HRAF B THRM AL and remaining receipt fields to be stored as ciphertext
RN, BT SAS T e AT R R AR L R TR Y TN 306
BET A L XA L ABIET Bl B W X 4%

B3

(57) Abstract: A conditional receipt storage method and node which combine code labelling and type dimension, said method com-
prising; a first blockchain node receives an encrypted transaction corresponding to a smart contract, the code of the smart contract
comprising a field marked by an exposed identifier (302); the first blockchain node decrypts the transaction in a trusted execution
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a corresponding exposed field according to a transaction type of the transaction (304B); the first blockchain node stores the receipt
data, and when a transaction initiator belongs to a preset user type, causes the exposed field in the receipt data marked by the exposed
identifier and satisfying a preset condition to be stored as plaintext, and remaining receipt fields to be stored as ciphertext (306).
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Kt (304A) 5 3 — XEREEW GARIE TR A 5 (A2 7 287, W A 1) B 5 7 BL (304B) 5 2 — Xk
B R AR TR AR B, A8 5 RO T B T SRR, A P Wi de EE P e i R R R RS AR
W ELI /e PO AR B e 7 B AW OB AUl . Rl 7 B L OB (3060
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R RN 55 RBITIE L KB B B ) WIB AT A R
PR,

[01] ARHLEA H — A K % AN 23650 R BB H AR, AL H A —AH F0H 0945 6K
ARiE L KA AR A T R AR R

FREREAR

[02] Rk B AR B AP (Fldo b3t B M%) X b, HH & 6 F & EF A
4 XSRS AR IRIE S BAEE, JERA A KW B3R 5 ok A Ao A7 4095

[03] B AT 4k 2R G X 3kt F & HA LR KA AP AL A S 7Y, (212X A AP,
IRAER) BT AR, R % MR AR AR R M AR IR IE A, A R RF A d it
e, FILAGRR R TEAL N AL GG A BHAR, H= ) 2542 % (Homomorphic encryption)Fe & 42 12 E

B (Zero-knowledge proof) ¥ 8 & & &, @AM £, M HLTAF RS E9HERL.

[04] 5T 1% #4731 3% ( Trusted Execution Environment, TEE ) 52 7% —FF ff & [&F4 5 #6497 K.
TEE = PAAL BB &) RAAME A, 2 TEE F $ATH RAFRAB RN R R EATLIZMAL
RARA T TR AL 430 A fest L ATHRE. EMEFT &, iT TEE ¢92ARE,
A TEE ¥ #ATE F 692 0 L, MmARAR SmE T I REMFER, HHIEK
BEAME, Fts TEE A0 VAEM R R 69 TR TAR KA L3R R 3k
fga it fara Aok, BAT LR+ X2 TEE 6975 %K, JUFHR LRGSR F3
HARA B T4 TEE Mk, @485 @49 TPM ( Trusted Platform Module, =13 #
F 4 A3 ) VLRAEF @49 Intel SGX (Software Guard Extensions, #AFRIFY &) .
ARM Trustzone ( 154£ X ) /2= AMD PSP ( Platform Security Processor, -+ & %243 % ).

R A%

[05]4 4T b, AGLHAB—ARE AN FARPRBE—AA FHGE KRBT EERBLE
WA B A T A AT A

[06] 4 EIL L& B &, KRB —ANRE AN EARGRB/BAT E T

[071H3B RGLE B — AR S NP FE—F @, BE T —FHEHGELRAFES
KA BB IE G R, LiE:
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[08] 5 — R A% AP Z A W93 B T A GRS 909X 5, PTEFRE LRI F @
R R FAT AR 69 F B

[09] 5 — K 34k B A TAZPATIRBL F 1R 55 P iR K G HHATRAF G P2 55 58829 69 KA,
(APt &/

[10] % — R34 EAREATE L H MR HRAE, #AHRAREGREFTK;

[1115% — R340 S G EIEHIE, B HEARFETHEMF XN, 1E7EIK
Y50 AE o T i R EATIRA AR L R TR A 0 B R 3 AR U X A, A
F AR LT XA

(12135 RGLE B — AR SN FEHBIFE —F @, BE T —FHEHGEoRAFES
KA Y IR AR B, B3

(13|30 E T, B ZEIETE TRHEES DR S, EAFREGHHRAT il

R AT IRAF AR 49 F B

[14] #2270, ETEPITIRS T REEL Y, TR PTEE 46469 KAD;
[15]#ATHEA, FEPTETAEPATIREL T PAT T LA 48629 09 KAy, 1T 2| IS0

[16] % £, RWATER HH R, HZAEGREFTE;

(17 G20, BMPTRIESE, SR HAMRT BTIRM P XA, AR IEH
P F by AT if B AT AT B R TR A e R EF A LI X A4k HaEF R
VAR XY XAk

[181ARIE AT B —ANRE N ERBIE Z @, BT —HeFEE, @
[19] 4L 22 2%

[20) J7 F A5 fil 4 38 35T PAT 16 404 48 25

\

2113 %, Prid a3 B8 LB AT A TTPATIE AL Ao —F @ TR M 7 ik,
[22]4R3B ABLEA B — AR S A FZHBIGE W5 &, &b T —A ATk a0 n, £

L GAEA T BG4S, A T BRATI e — 5 @ B ik ey R,

g R
[23]1 7 1 & — Tl EaG R IR FREH0TER,
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[24]1 8 2 & — B ZHPI ALY —FF AR F a8~ E B,

(251 B 3 & — 7 ) F a0 FAL GG —F0H Sk 69 45 S RADAFIE B KR 4 5 09038 B4k 7
E AR,

[26] B 4 & —T )k R AGIRAR G —FP /2 R St 7 & L RIEAR G E R,

2718 5 & —F Pk E B R EG —AP 1B T R RS L A XA 5L IL IR Sl W 2504 7 fe 3%
ey rER.

(28] B 6 & — T ) FAE|FAL GG —F0 A Sk g 45 S RADFFIE B KA 45 0 IIE A48
SHAER .

FAR KT X

[29]3X 245 3% tm b3t 7 B SRR AT B, RO AT AME T, T @egieiE s 2
Baf, BAEFH AT, FEWE YRR KT A TR A EE. AT R~ EE
Bl P g 6 52567 ROF RARE S KLY F— AR S A L b —B e PTA £565 X,
R, CAMLA L 4o T AK R B F ik ag. KL B — RS A Fap 0 — 7
A — MG R B ey R BT

[30]% Z3Lo 692 2 pb 364 F FF R — T 4 B ARBLE 5 7 ik At iR 6900 5 R hATAE
R TR, E— B 560, R P 3569 T IR LA RBLEE B PTG L 44 B
SREY, I, KU B P ATRE G EA TR, ERAERS Y T AR A S A
BRATHG L, AP B AT 60 2 AN IR, AR ) P AT REARS R A AN
Bt AT4

L
e

[31] X 3 ik — AR X 4 =AY KA. ~F 48 (Public Blockchain) , #4% 4% ( Private
Blockchain ) #=Bx 8 4% ( Consortium Blockchain ) . #b#h, A A £ A 644548, tododa
H IR AR IR A M F AR AATHAN., EF LA P OIBERGO AN, »
HAEEAET . AKRIFARE, mANH G LS Z T AR EegdEindk. A5R
G ARSEFH RSk ILIRRF. M, &554 (B &) T 4 dmA &R E M4,
FRHATAD X B, AR HENARS, % W 409 B ARl AR KA At 4], B8k
BURIRZ LT, MR, RAETUH AT SR %, 55T 8B4 AR
B E Y, AP KA G X ek B8O T4 R A A LR . BRELAE N AT N SEVL B AL
FEEZ ey R3sk, TRI ok d o | BB P EANT EBFH 5HZAR A4
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TARBM R F LR, AL F BRI A LR F| AT R TEA, LR 4 ip Rkbhis

2~

1T.

[32] Rt AN 4. A R IR AR, AT RRBA RS L6, Kkt Logdae
B8 R RSB 2 LT AR G RRAFATO 6 2. JF 68629 T A i AR 69 T X E 3L,

[33]1VAVA K35 A6, XFFA P AEA R T R ZFRM — % Ra98 48, XA2ZUAKRYF
R AT oo T R 3k s H ARG R ARIIK . A RIFVE A —A7T S AL R bk 94508 0L K35 8
WA (EVM) , BAAKG T AT VBT EVM. EVM 2 —ANE R 246 R AL, X
BRATABLE FNEI T L ZH, AP EARSG T LA FRRAE G HHAL
EVM LiEA7eg, %L, BN AEEAT R DA (RIF G, TRk “F
WAL ) . FEE KRR E R T AR T N AT X

[34] %14l 1 i, Bob Hr— AN 4RRFREAHRELNRIGLERIARG NLE, T
B 169 EVM T ABATEAN R G £ Rt L aga- 29561, B ¥ 1 49 “0x6f8ac93...” X,
AT EAGH YA, L5 data FERANGTURAFHIH, hHeh o FEAE., T
B PEAAE R —BUE, BANEGHRAAE, FETULE S SR FHEA, &
HelE, Rt LRI N5 AT AP, A — A4 2 egbit,
S HRBIERAEEZEHRE F . YT AH BEHNRBIES). a)EHR, Faed
BT R34k b A QS REF K P A% (Storage) &9 MUK P .

(35148 2 P, ABVAVARIE A4, Bob H—AH -THEMAE A 4969 X 5 KEB|A R
M), F—T 54 EVM TTAPATEAN LG £ AT L6962 561, BF 2 F 58
from FEA R HEAF (B Bob) 9K F ¢43bik, (o FEF Y “0x6f8ac93...” KRAT
AR 5 Ge A2 b3l value T KRG T AU KT E, e data FESE
WA 5 R 8 T sk A A, AR P AL 8 KA [ Sk R 44 F AN Bk S84
PAT, PR PATIERASIBEARA AR it £, IAE RS ARG, Rkt LsbthFT
TR ReEFRN YR,

[36] X $e bk W 44 F 44 EAEIAT Bob KA 55, &4 AR &9 IFE (receipt ) 2435,
A TR RIZ X G X GPABIZ & AARIT A B, 7 5JAT S P o9 B 2035 T A
R LR

[37]Result F &, &7 GHeGIMATLER;

[38]Gas used FH&, R TR IH424 gas 18;
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[39]Logs F ¥, A =X &40 &E, BETA#—F @35 From F&. To FF. Topic
F B A= Log data F 5, ¥ From FE & TR 69 LA F P ’oik, To FEEATK
WA Z (e id2y) K7 ik, Topic FE&ATH & EHM. Log data FEAET
B S48

[40]Output F &, KT a9k .

[41]—AK4Y, K HIATIE & ARG VAR SR A ) T K BAT 4, AEATAART A B 4B
BARPTAH LR AN FRAANE, RBRARPHRERES). MAE—KKkits
TEE A4 &- 09 A 7 ¥, A T EILIEARI, MABSIR 69 230 A B3 B 4EF 2 1a it
PRI BB Ak X Skt b PRk k4, RAGHHET SRS A 4 2 3B B4 8 M AR
WIBAE A, PTRSIB A, W05 FTiA, B3R BAKT AR, Bl e JAF AR

FIR L, KABSAE T TR A AN R ARG, MALT AR R, RE AT
Rty N R HATRRAMRY . BN BT oANTT, £ EE— BT TRE R RS A EE
FeAr R VA IR S AR K ARAR 4G A6, AR A4TRTIXER 4 M R R AR TEAMR Y F Al R A 69 52

OB

[42] A T 468 3 PT st sl A i — A At ey s - RabATiz by 2L 2 e MH8 A5 o ik
49 52 3t 4 Lt AR

[43] 3k 302, % — X34t BB eyt B THEOHH TS, AR Y
AR T 0,358 T R EAF RS ARG F R

mﬂﬁ*i%m¢,mﬁﬁ%?ﬂ A2y ARALET, T AR R A B B AR AR
Bl —AREANFE, N EZA G e Kb de 8 LR TR A st T R EAFREAR
BR 8GR, A R S P AR L 69 0KHE A AR R B S KAk, R A BT L 49
WA R SRR T XA, SR, REETIHRBEARAATAFI 69 5 BR A B U X,
Bohit, BH RS TR I HER . LHEATF R P ER TR M FAXE L,
sbAbH RARE

[45]4e E LTk, ERTARFREGHYIH T, data FERRAGT AR EZR S5
FRH, FUAE—EEGFRER, F—FVTARR—ANRME, R TFIFLRE, T
BHFZTEER, TAETAFRAERET N, AARFE-THRETHERR
HRE, HBRIETHEBEHFREHRG, ZEHFREBFRAERT VL, LmIZFTH
AR E B Rkt b, VA K A FHREZTIRE, 4o Solidity. Serpent. LLL &%

>
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T .
[46] A Solidity &5 A %, F1 %5 69645 @ e st £ %4238 2 F 69K (Class ) 1&AB4L,
F—NEAHFTABRZIHARIN, LHERELE. S, SBEHRE. FHF. T
vA Solidity % Z % 5 49 — A~ £ 897 48 & 29 b9 RAD = 4] 1:
Contract Example{

int price;

event currentPrice(int price);

function get_price( ) returns(int){

emit currentPrice(price);

return price;

}
[47) £ T Solidity &2 % 5§94 466 29 69K ¥, T LE i R EAR R RATH — A
ZAFH, A REGE Sy A R 3 A TR AR T BRI ) A B U
KA (BRB—PROM P EE . KRB AT RERAELEFRT KNS
S ), A AR R A X XAk, R, 3T Serpent. LLL &%
FRE N RESHGRDTY, RIAT AR EREIFRA T —AREAFE, ARY
KA.
(48] & FEAFIAS T VA F R T AR E 20 LA B F B, #e T vARA K48 T plain
REARZFREATIRIE . A, 3T TR LAR T XG0 FE, T OAEAD 8 F AT
Jm plain ( 3 #, 4T AR H Al X 5 A0 R 69 F B AT K BE ), bode B PTA 49 Result
F . Gasused FH. Logs . Output FHK %, H# Logs FE T #t—F @449 From
FH. To F¥,. Topic FH. Log data FHIF. Hlde, T LR egKATH 1 RS
T ik ey RAD A 2
plain Contract Example{
int price;
event currentPrice(int price);

function get_price( ) returns(int){



10

15

20

25

30

WO 2020/233642 PCT/CN2020/091426

emit currentPrice(price);

return price;

}
[49) /£ L ik g R AL 745 2 7, B IL LA A8 A 2 0 RAD AT 7 R An B E AT plain, 124F
RS R IATE, ERGEAT B TREA P £RGHALT, FTRFEREY
T 8 X 5y 6 X 5 KA st i 6 B S F R, AR A MR SR xR T i R R TR L R
A AR A B LB LY X AT A

[50] % A&, AEFAAMEES T, LT AEKRENE P LAMG TR, tde, BTREAT
1245 4F From FREATARIELN, T Z From FRBATHE: R G LT ET
XA P ER H From FERAZFREHTEL UG RAMT EORETE, LK
B2 M RADRPATIE , 7 A 6B 2B F 89 From F BE # R TRIR K449 15 DL T w4
B LA RAT 4%, T8 4] AR iR From F R EH4E8 R RME, e TT A% L —
JKFP TR A R B %, MR T From FREIATEHAET R, WA E T X Ak,

[51]F &4 692 £ LR GRAFH 2 ALK EHRA T, HEEFIRF “plain” AT
AR F R (PR TR From FH) ASHRTE, 255 — KRN A AMIE
B, WRIH LT BTHREA P A BLZOHBFEAREFE, MAF—R%
HET B R IR SR b AT B T A 4 R T BB RLTRR A 69 P AT IR A L B L
KA. LR, AFREHHNRET L ZANFHE, SGHRFETUER THRE
A BT 4, AR AL From FERAH): SR HEALTH BT HRA P £8 . From FH&
HEHBRFEABRR G KRB E G REFTEN, T EANEMAG 7 LS g2 E 0
Logs F#, #— Logs T4 49 From FE ¥ 2R A LT X#AT A4, f AT 4
T —F 0 A R A R EATIRAF,

[S2]FR T B F RN, FRBEAFRAATHEFERTALITE: s THESH T 2
EVAEHGER BT, BIFH R LGSR, WRR LT
BTGRP AN AEFMHRFTRET LR F R EFTR, T AF T R IE ¥
SR FiZEY —ANFH B E, ¥R EF T LAFHRAFRGIEAR
5 TR A HAT AR, Ao it R BUR Ak 69 0K38 M s B U Xoffi, L3R, &
Bt ab EANEMHN, TUANNEY —oEHEE LR EFRFR, 5
o FAERT B A AR A R Y x BT E R T B LR TR A 0 B A W LT XAk
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7 X IR FAF X B A A B AR B AR T RD L A N B A I X
B, A From FECA B, T oA L R T 4] 1 F%A TR T4 3
Contract Example{
int price;
event currentPrice(“from”,int price);
function get_price( ) returns(int){
emit currentPrice(price);

return price;

}
(531 LA g R AL w4 3 F, @i £ F M currentPrice X A 49 F4F & H “event
currentPrice(int price)” ¥ 44 From F B A 69 F 4F from, F HiZ F 4 from Af KA 698
FATIASF B A T T2 49 plain, @ RBIL5] 5 ZFH from #ATEAE, NARETH 3+
0951548 5 T AT R a9 R FEARIRS, A From FHECE A FHATE, 45 From F B
T AHFHATE, Bfmd X HRAF BT HEM P LR H From FEET 54 £
FLA R EFEAT, X EHAT A A 69 Logs FH P, From 3 BUE # R TR &R 0 35 0
o L X AT A4, R T LR EHE currentPrice X458, 4R 46629 69 RADIE .45 —
FH, AL LEE “from” RRFr0IZH — B % H —F AT APRIE A B E L
7 X BAT B4k
[54) 2 — 366 F, “TOAK LR egRAL T ) 3 PB4 T iR e =14 4
Contract Example{
int price:
plain event curren(Price(int price);
function get_price( ) returns(int)]{

emit currentPrice(price);

return price;
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[55) L& ¥ R4 R 4] 4 F, @it £ FH currentPrice & 49 F 4 H 4 “event
currentPrice(int price)” Z AT #An X AL F “plain” , 1E4F F R F F& €L451% F M currentPrice
st AL 4G B & Logs P89 FT A F 35, Z4w#Ti£ 49 From F K. To F#. Topic F . Log Data
FREF, BRHRAT B THRMA P £, TOURBEL SRR AR B R EFEF R
ETH, AR REFRETORAM AT, Wdmd B AT A RET R
LB S KA. F, 4R ik 4 From FHE. To FH. Topic FH. Log Data F¥&
0% R IR A, A8 S THEM currentPrice /= 4 49 AT A BB 1 239 A B W X A

¥ %

NG

[56] £ — 60, HF—RX3bd W 58008 3t 6% 4p b 4
DB R Y, RETUARFTHANXNEREY.
BHERAAGN, F— R Sl it Esin g

&
=
NG
po

A RTF AT RGFRE Y, DETREIATHRSL T HAT, @3 H — K hid i S H80089
BTG AT R A A F AT, R RGN, BF AT XNFRELHTHE P %l
= o

S HIFRG ERIETHE NERAOHRTHZFNIRD, RESEIETHENEEAOSY

o

O
=
%
4_\_\
i
|
Il
x*
F‘rw

BN SBT3 AT REY), TUAAR P EF RN & L

ARG ESY ., SR P RRHBRIETHEFE LRGFREHN, FRkET 58

B BIFRFZGBRIEZTHE TR EFAFT IR XAGFREY, &, AFd
RS —Ri T A EABR BRI F P Y GH kY.

g

[58]%F T % — X3k 1 B LG A T G o2y, TAA A P EZE P 5% LA RG%

oy, Hlde, APREM TR, EEPHERZLYE, BILZEP #HFEIHRZ
EH R F A, AB 4 H6), F-RREFTEFAERH/FHED, ZEOTEHR
F s, AFRE PR AG S R T SRR i . Hade b CRIE, B P T RA
R BBEZTERF LB ERESY, REehE P mBdmFET L SRIEZTOFR
A AT E, REMEYF VA XNTREY. SR, ZPaTABEESRES
BEFREHRZEF RN &, FS - Ry @R F R FAT T

g

T RBIR R4,

[59]%F F 5 — R34k 7 EHAG 2T G 4882, TTAAR P s#Bid s —Rest
SRR G PR Y, ZERAHBTAF ALK, SR, ZERSYGHLTI
HEBIET BB HERLSY, NE & AL X%

_}}“\r
m
&
e
=
:‘“‘
W
@
q_
%
%
%g-
B
N
%
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[60] E— ¥, LA EEHNRAT LIERERFAGN, HRETHEATREY
5 F AT XA 4604 LA B A AB R 69 B EAT IR . T AATURIR A B 4 2R G2
FHAT AR RE T 505 S W REIRIRAE, e H 853 %5 E e 40X+
QAT —AF IR FPAE XA ROLHHRA T O4F —4rins, NF A8 5%
SRR G A R, HRY HBETRFAFTIRE, RAHMBREARIRSY

[61]1F 3K 304A, F — R 34 & TAEPATIRSE M358 P ik ) S HAT AT PR % 48
LKA, AFEDIIE SR,

[62] F—F b, ik R BT vhid it st ARdn 8 Frik 6y 7 X AT, T 04K R 2Bt
AR ik 0 7 XBATAn 8, b kA 8 K 64 m 58 B3k, 40402 DES %%, 3DES fi%, TDEA
F-7%, Blowfish # 7%, RC5 fi%, IDEA k3. dExF 4R % F ik, #]4= % RSA. Elgamal.
# €5 %. Rabin. D-H. ECC (#E W& mE Hik) F.

[63] 2— 3601, Lk T L@ id s AR An 58 Bk 45 - AE 5 M 58 Bk 04 7 Xt A7 m
. B P HB LR GRLEF —RRET EAH), B 38T oL R xR 5 Fook pa
FR G M, BRI AT AR A E ik 0 B A ) M, SR AEsT AR A B Bk Am B 3 AR
I iE Bk P SRR B 5 4R, BEdo KR AE ST ARAR B B id 0 AR B x T AR A E Bk P KR 6
£, BT, H-RRET SR EImEN LGS, T oA R BT g ik e Fai dt
ATREE, 1R\ A Mhe g Fik a5 4R, i R AT e B Fk BB EFRI S AR, )
Yo, B R GHA T RIS, KGN AT A LIEEARNE G446 RME; B
G R TRRE RSN, A ET A LIENORAR 697 829090k P sbik . AN
RC Ll &

22

B
%

[64] % XM TRAM A aeE-290F, TToAR S ERELEMEGIPM . Flde, LHEBAAE
e 1, MIZAAREY | IREAR THREY 2, BFEREL 2 PIRBIEE TH
Rty 3690 tskat, BAFR G R EMBEIAN T A 3H9RAG, WA 3 F
BRAGTT VA L3518 i B BAT IR AR 0 TR, BHF, AU THESD 1 a4 TR
FARPAARP O F ., BARENTAES LR SRR, ERFERE

[65] 4 AT BTk, 8 — R e bt T BRI K 5, Bl 4o T oA B A2 Ao/ R 2 862989 2 G
Pade B A K35, F — R34 SBILE| B P i L R A/ B0 F e e,



10

15

20

25

30

WO 2020/233642 PCT/CN2020/091426
11

TUERHREER K. RXATEH, BIELHHELZTEEF,

[66] =LKL, VAR EGTH AR FFTIRAG T R, B, F— Kk B4E
K F IR T BT A EARRPATITE R F . 4o R0 IRB0G  5 F 69— N E RS
S nik gt Ae e B, MARCHILIRY S, B — R B R RS S STk
WAEPRH, FHARARKRT & HK, wRE-RRET SR EREF TR T
AP EARE, WARRRKT E, @LTHETRAAITKT A,

(67147 #6629 EANT @ )5t A2 P 09 2, TR 45 R R L IZ A 4629 49829 401,
EMTF A mE O Z. PATS F A TRREFREHRBYERE, AEEHK
P, FEKRPEZRFEHESY, ARG T, HREHIKP it 2 b L £ 6xkat (3o
B 12 F4g “OxfSe...” ) A=K HHAMEL (nonce) ¥ A%, Bithn i FikE My,
Yol 1-2 ¥ HAH Mk “Ox6f8ae93...” PP oy K ik A 693t “OxfSe...” F=R 5 F 44 nonce
22 iR Bk AR,

[68] —Ax &Y, KA TAEF LB ( Proof of Work, POW )4 B JEAIER ( Proof of Stake, POS ).
FAER A EH (Delegated Proof of Stake, DPOS) 4 3hii H ik o9 I FA aeo 2909 X s bk
P gd, F5elRae) T B AT AR R 00 B S AN B HITHIER S .
F LI T B P TR — ARG LR IR P R, R IBIKT &L 92
IRF ETARZ ARSNGB L E X G —AIT @ H £ AT 9 K3k, 4 4E R ed
O R R A B e B HATRR,

[69]%F F 5K A 52 A % & J2 54% (Practical Byzantine Fault Tolerance, PBFT ) 4 #u#|ag
HERE OO RN %, BARIEBE T EERILIKAT R AT, Ak, %—
RkpET EEME| LR R 55, RO TARLGTKRT &, WTORELHLEE
W & AT AT & (TR S — R &) . EHZHIT LA RH
Rk egid A2 A 207, REFZR I EH LT K —AL3T QI £ R Rskagdf2 b R4
ZAT, TAPATIE LS. PRk SR 5T e (REasLeH—RiTQ) i

ARG RRJE, ARG Rk R Rk L% £ LT BT 4%,

[70] 4= L AT, KA POW AUl 6 XIFA 48629 69 R3REEM % F , 3% KA POS. DPOS.

PBFT AU 89 £ 4862909 KA M &, A4t a9inik T AT A Z L H T it 4
ARATEG R, AR AR RE Rk R 2 2 H B L3738, wRATH 248
IR g R 3 )5 IR0 9, TR ZA G R ke mB| RA W RRERE, AT
BATIKIEAR, KRR EXHM TR EEY, NWERTHREHERKMENL L
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BEE, EXHA T RRAFERESY, NTRT FREHGANFIAT, LEH S8BT

TR B R AGHT 8 RSk R Rk kb9 i8A2F, LT APATHIERRF 4IRS,

[71) Pk PrATiEAR, — AT LB R BMAT. AA KT A ), LHRA P A KM%
P A A/ R — s F A6, B0 KI5 R AT A R SR AR 69 R K BLIR. A
KA A — AT A2 R 3R 69458 R A K35 R AL EVM , Ethereum Virtual Machine ),
FAVARG T EFTT AEAT EVM, EVM & —/NE X 40 L, ZFoRAT Al
C RIS I RGEH, AP EARG TR A AR G8E 32 EVM LiE4T69,

[72] R34, 5 — X bk 7 & 7T vA £ 7] 12 #4735 ( Trusted Execution Environment,
TEE) ¥+ #ATME G 490K, Bl 4 i, HF—RKRED STAXISHFH
PATTEE (B FT AM) #2 TEE, ZP R RN H (e EXPFE, XHTAHFEL
MR, BAEAR PR G A BIRATHR ) B RENFAPATIRZELF 6 “ T/
i n” SATIRR, DAL IEE K oG 5T G o APATIR S, F AT 22
(RETUARB L GLATORAPF LB, LHER. XHENRAFFIRANAT AL
et BER) , MFGEGBLEERGTHEEE TEE ¥ H#HATAIE, TEE 5 F A
PATHFAN LG H . XHAERN TEE LWL TmERS, ETEPITIRIE A WA %
AL M, A EARIAR L2 AR T, 52 L) L5 M 2 48% £ TEE
TR G IE, A TEE ¥ A R L 4GB 245 .

[73]TEE Z & F CPU #fttgccy k, HEIIITLME GTEIATIRE. TEE K7
& W Global Platform 42 £ ¢9#t4s, B TR ABFHXE L RGELRE, FATHRER
YA KL AR AT 12 2 A M HATERSE. ARM 49 Trust Zone HARR-F LI T EEHF
8 TEE #AR. HHMA LKW SHRLE, €20FE KARMS, TMURTHBIHEE,
Z3nik G, HAEF ARt TEE /% T L5 49F K. TEE ¢S T Fik 9L ke
¥ A&. WAEPHLE TEE #ar 5 RAR H A 2R )y Lé TEE. #lde, RE%
SR TE Intel, AMD ARG E T A H44 8069 TEE 545 7 TEE 69L& Fadd 14,
BT RIFET 209N . JAEHRALH) TEE 8% £ % 45X £ A8 -4 80 49 TEE $K.
AR FH %, ZwmiyEERRAZFE, %l P a-6 7T, HikiEA TEE
49 5% — P sk &N TEE ¢ A 2715, B SbILAS TEE HAAR| AT & AZIEH ],
WA B(EERA CPU J &) HHF @83 FELHARHRA P4 TEE KRETEIE,
Bl B AR A 20 TR e B A ik i Ry 2 K, d—F 3B Ry LR E .
¢.3% Intel SGX, AMD SEV £ A #% A| TEE AR T N A FHAK, TR
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F e CPU W36, BN GFOHIEHRELG LB ER P RATHIR. Hlde, F4FRE
BARPY & (SGX) & TEE HAMRSH T RAPAT. BAEY ., 220 E. KIFNE
BAAAB FTHATREB G TAE54A%, £ TEE YEATHE ARG LB 2Ry, LT
T HEARF =7 1.
[74]¢4 Intel SGX HEAAF], SGX BT E B (enclave, L4484 kM) , FPAAFF—A
BT IEPATR IR, & CPU R HIFE TR G, AHE— R4t 5 RA LH SGX
9 CPU A ), FI A #134 69 2L 32 B 454, £ N A F 7T A5 Fe—3 4 K 3% EPC( Enclave Page
Cache, HE A @EH R AGLEA) , @i CPU A &M% 35 %E MEE (Memory
Encryption Engine ) #F L ¥ 6984884740 % . EPC ¥ mEBEHARRAHN CPU B4 4
WA ZE B, Bk, £ SGX ¥, AP TUREERMEZ L. VMM ( Virtual Machine
Monitor, & #4545 2% ). H£ £ BIOS ( Basic Input Output System, kA4 A R4 ),
REZIFE CPU LA IR ASIE RAM T, TIRE A b, T oA A48 b 5515 VA
FELT KR E BB, PR RARER T AL NE B, A5, £ CPU #)
InERY FARBBIATER, EROUFEIHREAT, IMEXT, BT LR E X
Wit , XA iBSHIE R,

Uﬂﬁikﬁﬁﬁﬂkﬁ*$%i%m%@ga%éﬁﬁ %R
#hy, H—RREEH ST AL TEE ¥4 L5 3T SR 2| LA & s & 4909 R0,
#HdmE TEE #HATZRA. S ERGEBALEERGRIGA TRARE R4, &
—R3r4EF ST AL TEE ¥ HAT IR (BB GF RS HREMmERS, WNEZR
S 2 TEE ¥4 460 H#ATHRE, AFRAEGRA) . BiRe, H—-RKRuT 45
TAFIR CPU F#3E RERIE4L, ARG T 5 E—H 4 KK EPC, #iL CPU A
A% 51 % MEE x4 L& 6980 SUARAGHEAT A0 25 A NPT EPC F. EPC 4025 09 1 RdEN
CPU EHMERB L. £ CPU ¥, sTifi L RABMATIE F, TRPATIEAR. Hlo, £
SGX #AF, PATH S YA KA, T EVM ekt BB Y. FR2irs e
¥, EAT EIRS BT vA B R EVM R G hash 18, 15 5 —RR4EF & F ik ed
EVM X454 49 hash /B pust, Pt s REAVE A8 iR AR IR 4G — N0 B 50, B TR
35— RIRET & SGX B BB gAY EE, 24 F, E#HE EVM T2AE SGX
AT LA AT G8A 29 69 KD

[76] F 3 304B, % — R34t EMRBITAZ HH R HER, HEAMFTHEEFE,

(77— %38 F, HTALELHER FE (4o TransType FHK) , ZXHEAF
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B BAER TARRAR L6 L5 A, Hib, @R E R H X FRGTUE, T
A E B X RA, Wde FERE . T 748 (Wihik) KA. G4 EE . &4
P ER L KGLEE B R s AT IR 4]

(781 £ —%36b %, RRAEBGR LTSRN GET LOREFE. REFEAIIEHK
BB —AREANFER, ERABERIET 2B AR BAGTTRT, TLs
A REAR RPN F RS REF RN T AE L. TR0 AL, A
T AE 3 Sy R ATy B T TR P R AL BT, B M s R AR AR B L L TR A 64
T F BT AN HE A A LT R BATH48, T AR TEFRA R R B, AR
V& B AR B LY XAk 0 IR ) R SR A A R SRR

(791 E— %36l ¥, TATAENGE -~ HRUEREFT RGN X Z, FHizmk
WX FZIRRTRREY, BAFE —RRaT ST ARPOZTUE LegAE X 2, Jfit—F
RAE LA R G R GHEA TR X R, HTRBERIEFHREFTR, e, FiEEE
St R84 R B F BT VA L35 i From FHEZIMNYFTAH FH, K EHBEAS G RESF
BTAG4E Lid e To TR, SAHQNRRAFGHPM LR HOREFETALEL
# From FHEZIMGTA FH, st TR ERGHL, WA TRAE——FFE,

[8013L %, LikagmitX 2 BARTILRTAREGHA Y. BT UK ZBRHA X RZLETR
RAEP R T, BB X RILR T AAEA T, BT84 Tmmax 24
AT RHI K, TR R TR T A BA X A2 AR R 5 R B AT R, 5 LAt B
89 £ F AT R, AL AR

[81]FFK 306, % — X 3r4eF S GAEPTRMABLAE, B X H AT B THEM P LA,
A% P SR A 238 b BT iR B AT AR IR L R TR AR 44 B 5 BOA B U XG4
HAMAE F A B L X Atk

(82 /2 — 4640 %, A P A IR Shbk b A AExE R 49SMERIE P, R TR sh R P A AR G
RERIMBNE., AL, IHEARFTHBYA P EE, FPZINERIK P T EG A P XA,
B, %— Kb & T 0AshF ATk S K ALT RSN 30K P, it B R skst b
LAY PRI IRIR P At B AR P EA, AR h PR R B K AT BT R R P AR,

[83]E— 36 F, SN3RIK P Tl L35tk F Rkst oy P AR FHE (4o UserType
FE) , ZAFEEFERGBRENE TR P LR, de, HAF KB FERGBIES 00
B, APRAANLER P, AP XEFROGES 01 87, AP RAAZEAF, %
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AP RBFEBAEA 11 8, APEAALHERAFE. B, H—REgEH a7
i IR AR GG NE R P oG R P R A B, BPET AT BB A T AR A A R PR,

[84] 2 — A6t ¥, [l BRGS0 P By, A P KBS AR B A KB EiZ 930K
P ARR P REL SR P Z A g KB R ABOILR T Kskbd, doid it B P XA B 5}
AR AR P bR S F A RIRK R, ARATINRIR P QMR LM R T B R, B
SRR P AE A LRy R PR F R, Bk, H-RKeagP Tl R K ket b
ERGRBEKX R, FFAT XD LR E IR P, # IR P 2 0 £ TRk
AR REE,

[85] e —FAeblF, T —ZZ&MTFAIIKP 090 F KR BATE R, Hlde, THEA
P AT oA BB R, 455 — Rk D ST AR S A P A A BEGER, Bk
HINERIR P 2F LG R P R AL, B IR P T ARt T P TR E 69 AR AR 4G Sh
HIRF, AR P T ey @A P HEA P FHAER K, el Eid
RPEERAZHBRP . BHAR P LHALEA P,

3{:
%
I
W
=
{4 P
1)
X
m
%
1—%}
X
Ay
=
%
W
)
{4 P
&
‘_\.

=
X
3
i~
<>
4
R
=
(=
&
&
e
And
P
b3
=

ES N RS Lisv S REE B PY S R E T e NS
xR 64 TR BT A R B R A 6 R UL, A Mk R R B L K AT A
e F I, AR T REARRGHATHE, N ETE A P RAAE e,
WL RE R RGP E —F S . SRA £ TR0, R LG4k
FREATHAP X, Y XA FTERAA, TRATIIESIE 6 A7 AT B
T ERER, 489 R IEAMRI Fadh fbd &,

o

(8717, AsLoP@dE—EARE ERERIEANS, ToAM T EIX DAPP £ 7 3# 49
R R A ey . FH, AL BBt 0H BREAFRAFANTER. HE
BT R R FEF . LY EAT TR PR F0lK A A 53 TR AR 0% R F 0L, =T
AR AR TR T LA TR, BPR R B REARVAARN . C‘BRRTRIE
R o SR RFUXEN FER, AmERE LAY RERGREN, #AREXHS
R P IR AT B AR AP

[88] FATL A6 M A T VA BLIEL T 2V 2 —: A EIKIE N A 4TI A 2. 48569
WA 7Y 2584 BRARL B, T TR BB X ) 4,
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[BO1 TR A 5T vA a6 FBZ M — AR S A K478, pbdeiZ X 4219 7T A 45T LR
ARE. UL FMHIHL. RFLHPITERGE LT, BFHBEARLSEA X
HERELRZ. FHBBRIGPATERFE LN, T AL A BB TR L
.

[90] FAX A 27T vA L% FURAA. P TRIRAAT A A HAE, AT HREEFHIK
{E5RATHEL, AMAERERFWIUERTHAST; BbdeiZ FURAET A A SE. F
. HHRFTFMROFHE, ZFABTELISLRFTGR ik, ) AR 69K
FPyeik. B&ZADFHATIE, ARA R R Y R HAAT . RN B Ay HFE
R EEAE, ATRABRAFHAE A, BEZFHEHE K0, EHEHSH
EATT R P BT TR A P RE H To FERETREFERGFILT, THEM P A4
IR P dhib L ALK S B To F MR BAR AR BT, 9% B &+ 49 To FERA ¥ LI
XA, ey From F 8 MR A %X X A4, BEEFEEH,

[91] FREHAE X 1] =T vA R A8 XA F R A TE AR RAF L, i db kg5, M
PEAL I A) FT A A BABE . AR, & REMRGG SAL X 8], 45 BP AR TT AR KR 5
BARHRST ER P RRAEE, 12T AR T 8 3h#k A4 DAPP & F 35 6948 X 34k,
Mt JE R AR 37 5 AR 4 b 2 18] BT — P-4

(920 £ — R3] %, TR AT oA LB 2B T 09 PTA IHE 5 Bt B o8 R &t Br
FRBEATIRAFATFY b9 F BT L 6 I8 A 4L T IIE 238 b e R T IR, ¥R T
B AR HRATIVEL. Hlde, STREM S “OATURXAA” o, TR REFEFA
FE AR 6 F BRI R BB R 5 B i TR A A P A0y AR 1A AT PLAR, A 2k 040i%
KA GPIBE A, A B R LR TR AFAIBEN S, £, SRERSRPGF
BRI B 6 A 58 T R — R F AT, IR TR T A L A e A R, Xk
NI A ) A 5 Y K AT A4

[93] 2 — £ 365) % , FUX AT A QL35 IAB S35 F 495 — I8 F B RIxT R 69 % A 44F,
BP B SAE F 49 & AN MAE B A A AT B 69 TR A i, F BARIE R AR AR 49 F
BT e L 6B P P L A B R, B A L A9 TRIR A A SRR P A R R B R
st TRR A AR B Ak S, BT 4648 F], AT AER]. #lde, From F AT 64TR
REMTAA “REOAATURAE , LiZHuk M AT ATk a9k 7 sit, K9 iz
TP sk & AT A L B, Topic FRATFEAFUREM TN BT & THERBIARE” ,
7 Topic FHE ¥ TALRKM X FMA | RS R FIUL, B4t IRy T T T oh 5K
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R RS RERE, AVHKEHALA THRIARNE; Ra: H4REAFREAT
BF) 4 2F 2 PT X RL 6 JE A AR BT 48 T From 5 ¥ f= Topic F AT, 4 F From FE ¥ 691K
EHFERTHRRAEMF AT ESTURAR” HATHE. & F Topic FE T 49ILE A
TR T HETREMF “RERHTHRPUELR R HATHGER,

[94] o1 T R FEATIAAG A K 46629 89 A28 3 T AT UM & B ATIR, B dm A AR RS
H¥ BEANRFZAFRAG, EAMSBOZRFEAF LA AR F . @A P RE N IRA T
RHEAT . HHREZEZTRX, FRE LG LA BRI B —%& 486290, HiidE
BB BT X (FLRAL) T RALERE . AP T ARIE 5 R Lk LA R F
KA, PRHEREREZIEST AKX, BN, FUREHFR—E EREARREITL
AR A T AT HAZIET R, RAaididd REA P SRS HITAR, ERE
BT R 69 TR A4, =T VABRL R AT IR A9 TR 4], A F 0 LR E LA 6B A 5.
(2B CE

(95— ALY, TUREMHTAET ST (REXS A0 FREH\RET, T
PASERHE R B a2 g Tk A AR ), RAF R R R 5 IR B — & e o ¢y 4 i
T, PIRRASTEERHOTAGEER, ABRIRRAR L@ ERES A,
KRR R AT oA RAAGR G Tk otk TR AR RR T A RILA : Tk &m0 m A,
TR A E A QB F B AT R 22 6 i R TR S AT P BT e L BT P g £ )
— AN ESE,

[96] £ — B Y, FUREMTOMLT XL AMGFREL T, RFHTABLHR
Frif R 6975 6e6-2), AR R TR A TREAM; R, FREN T T L 5RAMA 6%
R AFTRRNG S —FHHEH B b, MIFAIREFESY A FTARNGERSY,
oo 4629 B AR HLA2 C, BPST AT TR A (B H -S4 B 7L
BFRR A BIAFREY C FRALHTREM) . oY TH I HL 2T g F 4
WAEZ A P BRI, SR, wRFMESHGAEAE R FN, A2z AN
PR AT A B8 BT LA X BRI Re Y, i AR ST L LEE: KGR A
T TR G L% R EAT TR TRLEL &S IMEMt.

Y

(971 £ — R 366, FREMHTAE T RAASHRERE T, RIFZTREAHHEAT
K ekt b oAl X5 e aBimt, @R Lkt X5 RA b T a0 Tuk &4, 12
TR R S R WA AT B2 R LA TR AL T, Tk T A% 48R4k
R Y S TR A, A R EAT AR 44 5 BPT AT L 49 R AR T oA B ST X,
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Ak

(98] F Za5 692 X RF RS YT, HHRBRARLEHPTEHTRER
AR AT FE T oA A QA RE 4 TR, Il TR & E A 6918
FEARE; K&, SME O TRAFZRA AN BRI, TABIAAMHIE R LK
BT A0 TR, REMSE R AR R A RSP TR &M, ZBRET
TR S 85T 4,

[99]38 i £2 1 B X & BEAUSR R FAPL ) 138 4T R e 4 6942 5 ARAG( VAT ) AR A 44K ),
LA R AT B A ke W % F 0 R kb ¥ &, thdo Bl 095 — R 55,
WETZ, H—Rhthey S8 AT LR GMARD, ARIAF G EHE, Bk, T
AV R bt Mg ar, ¥hREARE. AP AR, R B F TR S48 K 6 1B 2L
AL B NGRS Y, AN RS T 53T v R IR SR A 4 A5
— R TF EAY, ZERERVUT. AP EE. YRR FTR A4 K 6B 2B
BAETEAR T L L4E: xR P RAAG IR AT, af 3 R A 6GR AT B A TR A 6 o
FAEH . AT R EAR AT IIE N AT A 603 4

[100] *F /A P KA 497 R E 40 T 7 5% — R H 5 AR KGR AT A P £A,
Podo: R T TR ALK 5 P AR X Mg £BEE L, A A%
S P TARFA R PR FRGBRIEE R p RAZ A 65t X & BARTAAS EXL
FIRA A PR egAE X ABE, i RBAE,

[101] M EHERGIRANTHA TITE KD L BT HEARFTHEARGE
SegRA . thde: RER G SNERFEGBE, BT IZXHIT Y HER . B4R
TALRE EX PR RS ER AR EFE R, A RAEHR,

[102] PR A0 69 20 L Z 4R T 487 5 — Kk & FRIRAFATAF AR 09 2F £
BT st B 6 A 1 B PTRE R 6 TR At . b FRIRGE R T ATA ME F 698 A A4, X
FRIBGE ) T B EAT PRI ATY 693 ZATXT L GG M A 509 PR F 58 5 R 405 Bk
TASHE EIF B 640 KL, i REFAE,

[103] A FREAF R TIIE N ZHATEA 0 EH A T 7 FH — KR & 43T
FARAAFARR . REIRF AR G FEF, 0 AR AT 7 XA A8 L 6 43 M 2
bodo: EEZFAHE LA P RE . KHRE . RAGTORFM AL 6 K EF R H L
T de R GRALT BT BN P RE, W BREAFPAAR L TR F e RET
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BRA AL NHATHAl, B REARRAFAFRRRHETE L RET R, 9 REF
PR EREF R, RO REAFRATY 69 F BRI RA & L XBATH44.

[104] SR, 2RO S & AT A B X, ALFF R AR 52 I8 S8 09 45
G EREWAK. T RETRGIEA, AT ZIFERMDG ey &, Wl 5w,
TUARM RS 2 b a0y X s A T RILRE st ML e R ahsh a8, @
EATIHAR T Gy BT AR R RS NEIL. B LENFREHMmEEME, 2
Gty LAE B F BT Kb RA, F—RRET ST LB ET 2 %6 46K (1
Yo, AREUE AT Ak “0x53298... 7 RIEIIZ A RS TR ), FEIATERA
A REANL. AR, F— R ST AR A LS LK, %R R 0RAF
EXT BREAFRE. AP EEf L HEAMX IR IIRAHES, KRB, Rk
W BT APAT 2 A0, Nk T 5 EmmR4. AP ER. LR FHk
AR K O MAR SR A4, EATE R B RALT BT AT A P AR, AT
PERAE T oy BT ik R SEATR IR AR B R TR S 0 BB F B LT X A4k L lds
F A LI XAk

[105] RAIF L&A P AHERREOFESY, RASGAHRLEENS AdLH.
B — X b BRI R AT A QIR E T XS4t M4 69 0l 13k ¥ 9 TR E £ 4b
, IR, BOREMG T GEER (B LK EEM P ) Tl BA et & b 204 237
WK, AdAtstide LA MTRE A4S HHRATEN, N ERS —RRpT E4IeY A%
S HET N QIEARL G BTG 7564, YR, EHBEAREGHTUAGETHENATE £
G FEH—R EHEIFE, RE, EHEAAGHTIUAHETE NS RE 2 RS EHk
ZREREZFHEHRE], e TERZAAEGHEHNFINAAEY 1. TREEY 1 24K
Bl|A%AH 2. SMARSYH 2 EFIFINARAEN 3, ZAREGA 1. RA6H 2. AHibd
HIXT A EH G Z A, 25— KD L@ FRAURFMAN ZARSHH E,
Podnf —RIREF ERUNZREH 3 THRBA A, MIFRAAEH I REREH2 T8
GVZR

[106] MRT AT OLNTRE R 40N, THERALTUALEGERENLA 2%
B8y, UABATSTPIAR G Z A AT EH. EX, B R B RERFH X,
F R 0 KA A AT R — AR A TRE], DABIR X St R 4409 2 e T A AL B SR 12
Ve, It BB R 3T PR s S sb B0 K

[107] % — X34 288 BAN 2V —Fo e A AT M B, ridmE, TR
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BT AR %, ST A RBIEXT A, 4o R H — R s T &R AR E 7 X, B A xR
Hn 58 B AT AR B AR AR A e R, MR P % (REAMHA B4R £ ) TR izt
a5 ik 69 AR B AT A 55 5 6 IR A R BATIR B

[108] 5 — K 3R4ES &R 3 #RkAn 8 J ik 0 2 AR A T 1 R AT An 0, % AR
ATHEFSETABAZE —RETE, AL, OTFRAZP# (ERE S AR F 35
L OEFIRP AR P ) Fah— RIRpET EFEZTRER, EFIZE P #ae%
F 55 AR BL G A 5 S BME A B, BERTUX R P B Nk T A A S W IR W) A AT IR

23

[109] 4w, BFmAEGS KT SRR, BF&TARASHRME Tk
ks EAAXT K G N EHATIE, AIFENZ R S, AR, H KRN T ad R AT
A EAR, AR T ABR AR A R RATIE . Bde, i BT AR R P 3%
5% R TR HFE, REHEATHERSELZERF g — R d
B REBEFHEEES RN 5, SR EHAHEF A EEH KT &
BF, B 3T v L dE st AR Bk 09 AR IR s AR AT R B, BB b Ands
BAAK AR F — KT b, W H— RpE T S8 i dE A Mohe 2 Fik e R dAst i m B 5
W Ands BAARATIRG , FE WS EY, B LT R FEHME, L KRB,

[110] % — R34 5T 0l R Lk 64046 B4R A At AT, RE X4 £ A
B AR AT AARR), 1RAFE — B P TR MG PR R 5 3 R R Gk BAARATINE, K
F B K G KA 64404 BT ATE], tode B P 3% 7T vA4Hsd B — 3 ) AU iR — 4146 5%
4, AR,

[111] % — X3R4 2T ARIEMS FA 5 F 0B FARITEES, FETEITER
ARSI N AT A R . A bl T AL SRR ks B AR BAT AR, AT A AR AL AU,
M RIS HE L, B B TARACEIE 6 2 o R¥P . Ha BT T oA B X HAa X, #ilde,
Hoh B F T IR GBAEGIE AL, thdo i — K346 BT MM B4 L o
AABAET 1645 (RAT 3245, & 1645, /& 3245, & Hfbin) SATHHE, i3t
W S BATAA B, Ad A RATA 4,

[112] % —R34EH BT R A AT AR g 7 X, BF R AExF #ohe 58 Bk 69 N 4A 2l
R EAE, WAL R, B P 5T AR BT dEA#Rn 8 Bk 69 A6 40 08 58 L ik A 38 )5 60K
WA A., EHAR B BRI EA, Bl T AR B R P 5H A R—3T N AFAA, SR 4R
TR K LR H— Rk B, i 5 — K3t BT AR A 2R 3% N4 e 5
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[113] 5F— R34t 2B LEATH T ERNE - e ey R, AKIiZhae. FAt, 3t
FE& %4 TEE ¥ £ H48, RIS ZIATA XK, @3T8 TEE + HAT09K48,
& B 454 TEE 6940 £ AT AB R AR M, 3t T A XA T A T L IE — 2 4k K8,
F &S TEE ML AEREHNIATRAEE, MG AEIT LXGFLZ, mELK
GHEEHHEIAET FAERKE (bug) , FrA3) eI EffE Tk

[114] Rk, F—RX3eskH 570083 TEE ZIMAT 455 864K, HF TEE ¥ & &
PRI (L35 % Z U LA 69 ) LT NGB A 5, ARE 28 A6 B I X
GPRABE N ) Gk E TEE ZSMYINERAAE ], ARAT 2G5k 2h HeARAS =T VA Al K 4R
PR T RIS KA. RE 4 4A TEE WA R EHHATRBRE, BT
A s IRAE SR R 0G4, TMUTUAER T s, TRBEGEM E, &Y
A £ ARG I K F, o BT AR Y TEE #4948 % XA do 4% TCB (Trusted Computing
Base, 123t 5 4), %13 TEE H AR5 Rk H R AT 0hidf2 b, s muy s
et F T 450 Bl .

[115] E—F#pd, %—RXk4E% T AL TEE AHSTE L5 H i8R, ¥ Lk
B NMIEHIE 4 N TEE N9 B E 4, tdeiZ BE G TS B T4l 2 Frmty “B457 .
—ag, FRET SR BT GIEANTEISTIRL S, LG EIE A48
wiRl, A, BEEDERST ALK X A4T TEE ¥, =TvA AH4E TEE ¥ 34T
T X A E AR, R, BEAARRBT AR LT X A444T TEE 5,
Pt 4T LR GO GAE R (e 2 Braed “ITE+A4M7 . AP AT AT

— R EETEPATIRILZ SN L HHATITO IR ), TUAKZEITH AN EL
& ie ik N TEE. & TEE ¥ 3EAT/ % A P SURA, AT 8 SR,

[116] B4 RIGEEKIET NIPIAAET AT, 4 T 85 RATINE G4 F 1 04 <o
&7 mARAEEY Gk AUkl Bdm, TR buffer FI LR BEE, ER, BEH
7T VAR cache & EI, ABLAF IR it ATk, IR L, BT TEE #8565
BB, mIPAMEE LT TEE X595, #IFRERMABEZ GG, TUAEEMN
A HATIE B NI GAE W], Ad iRy TEE 5 IhEp A4 s 10 20 6 B RS, &
FEARE AR, BB, TEE ERBHATEAR Segd2 Y, TaE RO ARy
¥, WwREAANGBERT LT EEEY, TALBERNEEA T ERIZHE, IHF—F
B AR BB A E R Z R M R B, B —7 & Kk T IS A 18] Bk IR AR
QR E A2, MR E TEE ¥ 695038 L 3 0%,
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[117] SR, T BL 425 T TEE 246, thdef —RX 34t % 5T TEE 29
PATE B G heKAG, AmPF LR IE3ERIE SN TEE M54 5+, F#—F5 K5
B P O SIE G BRG]

[118] VAT4EH 6 NEARVH P —FH e oRiRrE S R A 4 F o938 55

BB A, 035

[119] BT 61, BKZHIF TG FHEODNTLY, FRE ISR
b,4518 1t B EAR IR 0 B

[120] MEET 62, ETREHATIHRSL Y BETER S, 2 PFEA e 269K,
[121]  HATET 63, EATETAZPATIRL F PATHT R AT 46629 69 R, 13 B ILIE 4%
[122] FEET 64, RFHAL R HEE, #ATARR G REFT

[123] A8 65, AAPTid ddBsdE, S AARF B TIEM F LA, 7R
WAE AR F by BT i B AR AR B R TR A 09 BB F BOA B X R A4 Ak
W F BB LT XA

[124] “Tik4d, HAKET 61 A G2 LG aeo 2y, s

[125] BJHAREBEZTHBHFREY; X,

[126] F ¥ AT X694 fed 2.

[127] “Tikéy, HEBIET 61 B X GAT L GHEEA A HRIET HEHHELSY
B, Pk &i% 6,45

[128] k#7066, @itk AL GRE T HE OB O HITHE, ARFT
B KRR, PP T HATIRIL b YT

[129] T #d, HEBAE T 61 Bl I *F L 6957 A6 29 0 5 70 BT X 7 4o & 290,

Pk 5 i X FREHBE P Rl mF R S RiES HEOHREAHRATH T

[130] “Ti44y, FFAZHRIETHENERASHEAF A XGE iS4 EA4F

BT R 8 B EATIRAT .
[131] *Tikdy, BAKET 61 B Rt i e %5 de -4y, L35

[132] AP EF— Rk & LA R REY; X,
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[133] M P ERF 3% LA RGFREY; X,
[134] PR Pt F Rk S L RSP HERLSY,
[135] “Tidy, iR R EARRS AR FROIE: S HBRFE; G480 65 BARA T

[136] EXHEAATBTHRA P R LFESHBRFTRETREFERN, FArRlL
PSR P 3 BT P iR - 29 SR T B L RTRR A T 6 P KR 9 A B LT X A Ak

[137] T4y, FFARBEAFIHAFA N FEAIE: STETHEAERLSAFELHE )
—NFHGEHRFR, AR 65 BARA T

[138] EXHEAARGBTHRA P RD LA EHRFTRETRAEFTRN, #HEdA7
AR SR P2 R T AT iR £ — AN B IR A A, RIS 0 IR R A 3 R TR
R B R AL R TR AR 6430 o 0A B L X Ak

[139] “Tik4y, PTG aEX HEARFER, TR HREAFRGIBIER T4700 48 &2
R GEA,

[140] T8y, TER SR HERA a4 FiERE. BB EY. 40 L7,
S YRR KR

[141] T4y, RS T HFHMAREIANRHEA S REFERZ NGB LR, I
Btk AR THEITAER SR G LR e REF K,

[142] “Tidy, H—RXeuH 2B TRFXALITELHEARFFTEGH F LA
[143] A ATk L) K AT *F B 49930k 7

[144] &34 K St EIUR e PTESPERMK P 2 B 690 P KB, VAR A PPk 3 ) R AR 77 PR
AR P RE.

[145] ¥Tikhy, PTRSLEIR P O35ie R TR FOR P AR T, FFEARF AR F
B BAES BT PTiR R P AL,

[146]  *Tikby, EAVEPTARINIRK P 0T, PR R 7 KR AR E B o R BEE PTIRIM3RIK P,
EATR R PR G PP Sh3RIK P Z ) 6 R B X A AT R T Rk,

[147] “Tikdy, &%
[148] FRET 67, RIEE R P RAY BEOFR, P RPTRINERMK P 3t 264 H 7 £

A,
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[149] T4y, FTAFREMHOFBATEYZ—: AEGIIENE T LA4TRA 2.
HE L G4 TR Y BB BRAE B, T TR B X 9],

[150] *Titéy,

[151] Pk TR A L35 AT iR MIB 3035 F 09 P A 3B o ot 2 6938 A &1, 3K,
[152] PRk TR A M 6L35 P iR MIE 2035 ¥ 695 — 3B F o AT B 69 5 401,
[153] *Tikéy,

[154] FFRFEEHFETHRELS P, X,

[155] PRt HURAMHE T AT X ot a9 & i o 20, ATt R o 604 Ko 49
PR 5 AR A,

[156] PR EH LT AAEAHRERAF,
[157] T4y, AT 65 BARA T

[158] IR ALKE AR, FTERREGHNRET ZLT 5 RERAF. AP LR,
R 5y KA FaTRIK AP AR K 09 WA 2L A 1E 4

[159] HATATE R G A 290K, VAEPTRR G RAT BT AR m p L&A, F
I MR S48 o oy AT i R B AR AT I L R TR A 09 R B F BB L XAHik . £
FMARE F B 3 LT K A48

[160] *Tikdy, PId RAGEH R LWRTARRFTHYMEALEY, AETEZR
Goa-txt R EATIE RAEH).

[161] *Tik#y, AAEET 65 BAKm T

[162]  AEFTE TS AT IRBLZ SN PAT G4 2 48 ARAD ,  vAN BT iR A 238 75k P ik =T
AEHATIRIEZ S B o130 -4k = 1A)

[163]  *Tik#d, PTiE X5 M TR /R M PTARA 64,

(164]  TTEbth, 55— Hbh ™ S AT T i NI 5 Bl AT 6 40 s Mt 8 ok
84 F AR R AR 3T AR A 5 F ik 0 5E 4R

[165] *Tikhy, Fridsd#fiin 8 H ik 6g B4 Qs PR B P oh R0 s 55 4R; R, Frik
St A 5 Bk 0 B4R LIS P iR A AR 5 %R B F AR ARG AT R B 4R

[166]  “Tikey, PTi& 34 Pridanss BEAAAT NG, ELPT iR A4 5 4R 3 #fdm 2 B
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RO AR AT, BB 62 BARA T

[167] A Pk dF s #RAn 5 Sk 09 FL4A MR B AT B T A ndb 40, JF A Pk Ands 5 40 3T Py

AR G BATIREAT B PR A 46 2969 R0,

[168] “Tik#y, FTEmib BAERE P AR, R, HTEMB TR BTAETHEREFEL

EEPTRE P,
[169] Tikty, A HaRFHATHME.
[170] “Ti&4y, PFA e BE-FadE: Pk 509 eFm 8645 £4L,

[171] /2 20 #42 90 4R, *FF — A A BOL T AR B30 K o2 AR A b 69 2t (4]
Yo, ST RE . TR F RN ) LAY Lyl (TR AR
BEt) . A, MAEBRGER, LS50S 7R RARIEE R AMLA R & 55 4%
ey AR, BT AR LT AR I B 04 7 i AR SR AR B AR A 34 b R AT B A AL 64
RRAT R IA LA, Bk, RASTL— AN i AR 69 B A R AT AR AT SRRk R SR I, 5],
< YpA2i% 8 334+ (Programmable Logic Device, PLD) ( #]4=3L3% T %42171% %] ( Field
Programmable Gate Array, FPGA) ) sLAZXAME—At &R w3, HEH et d A P B4
AR AE, MR AR AATRERE—ANHTF AR “RR” £—HK PLD £, mAFE
Fig G R R BRI A EE M EREIEE H ., M, b, BT nbl L
ARUEIEE R, XA RAEA S R “EH%IFS (logic compiler) ” RAREI, ©H
A2 5T A AR S BT BT R 6 HF SiF B KA, T B i 0T 64 R A RAR AT R 45 E 69 A2
B E REE, AR AR 4BiLEF (Hardware Description Language, HDL) , % HDL
B AAH —AF, W AA H %, 4= ABEL ( Advanced Boolean Expression Language ) -
AHDL ( Altera Hardware Description Language ) . Confluence. CUPL ( Cornell University
Programming Language ) - HDCal. JHDL ( Java Hardware Description Language ) . Lava.
Lola. MyHDL. PALASM. RHDL (Ruby Hardware Description Language ) %F, E A7
&6 1% i 49 & VHDL( Very-High-Speed Integrated Circuit Hardware Description Language )
5 Verilog, AAUBRBEAAR L ZFE, REZRFEALR LR AR ARAE S
AL A2 AR B BRI F , BT ARE 5 178 I 405 ik RAZ GG AR 3%,
[172] =% BT ABAEATIE L6977 XN EI, Flde, 354] 85T ORI de i ib 22 28 AL
BREBGMT 0% (k) LI BPAT T FAT AR AR (Bl 2B ) 4941
FATEAS . EHT. X, TR EREH (Application Specific Integrated Circuit,
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ASIC) « T A2 E M 4x 5] BANSATF] B 09T X, 324 B 090 T QIR R T A T4
F##H) % ARC 625D. Atmel AT91SAM. Microchip PIC18F26K20 ¥A% Silicone Labs
C8051F320, Ak 5424 B8 7T AR K ILA FAk B 95 R0 —3 4. KU AA
RAfail, BT Athit FAT A2 5 Ry X ER A4 Boash, e T id¥i ik
RUATE F AL RBIFER BAZHT. X, TAEREHE. THAELEE 4 B ik
ANARIE B BF O X R E AR 4. B XA s 4) BT ABIA A & —FP AR 300, @
st A Q450 R T Z IS RO K BT AN ARG A e, L E, T
T 5k ILAAY 2 fe 6 3 B ALK BT VAR I T7 ik 09 SR AR SR SURT A RAL B0 A 69
g,

[173] LEEHGIAAGLEL. RE. BRRET, EARToAdH SR RERE
I, R dEAEA G Tk EI., —APEA 6 ZIRE AT FA. Bkey, T H
Bl 4aeT A A AAGH BN, e LR AL, ¥ E waE. fAbuhaE. Badid. MART
ENFE. HARIEARE . FARE. BFEEE. BRI S, PRI, TFREE
A X BB TR LA,

[174] 5 THEG TR, HAA LE BRSNS HEH LRI, SR, AF
o KT BT T A Je B B 40 T A Bl — AN B A A/ AR S

[175] AARBAGGFEARAAR LG, KLY EARGTREA T E. 25, 3T HMN
B o, Bk, KEPTRA DM LS. TR EEY RSBt
@ EARGGTH N, M, KELATRALE-ANREAN LY @8R 1 FHAT ARFR
G HAUT AR (LI R R TR A 255, CD-ROM. R AME%) E&
it EWAL A = e X,

[176] AKBAARBARIBEARL R EESLG T E. & (2%) . FitEWARE F 5
AARE S / RFAEE KR4GS, BT dit FAS 545 R IARE F / X5 EE F
WE—AA A/ RFIE. ABRARR A/ RFIEE F e i7AE A/ RG ARG A, THRAE
F st FAAL 3 A BB R AL F R AL SN KA AR AT A2 e A 3R
R B £ —AIE, AR T FAAUR T A2 3048 4L 3208 & 09 40 22 253k
TG4 F AR T ERNEABRE —NARERE NAER / G IEB—ANFEXZAF
AEP IR TR EE.

(1771 ABLY T oA by i FAHAT 83+ HALT AT A8 — LT b 43k, fil o
TR AL . — ROk, BRI QAT AR 5 R S I R 3 R BB £ R e AR AL
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R M. BIBEMFF. LT UAESH KT BRI FRAY B, XA K
RSP, Bl 842 WA AR R IR AR L RS R PUTIES. oA it F R
W, AR AR ML T 3G AR AR N 0 R K AR IR AR T A AR F

[178] X sbit HWAZ 5 35545 GAR AR RS 5| F 3T FUR B o] 242 2038 4L 3210 & A 4%
EH XN IAE T EAT i A R, RIS AEZ T BT G B g4 74 0%
HALBNSIED, BHSEEENEAREB —ANRER S A RAF/ S ER A%

HER S AT AR T 482G hk.

[179] it FAHAR A 38 44T KR I AR IAOT A2 B2 i & b, RITE
i BEARIAT A2 IR & L HAT— R IR T IROA ™ A FALE I 23, IAd it S
MR IALT ARG L PAT AR TEINAERARE —NAERZ ANAREFR /R
FHAEE =N FIERS AFAEF ARG TR, AN EBGREY, T FIEE—
AREANLIE (CPU). M A/irdiEn . MBEafn i,

[180] A&7 &8 L4511+ HAUT AR T e dE R G462, MALGIRGH E (RAM)
FalRAE B RN HEFHX, wRiEHFME (ROM) KA H(flash RAM). A6 2T FH
TR T

[181]  #F HAUT SR L 3E R A Fa dE AR A0 T # 3w 3 =T #5 S EAR T L B AE AT o
B RBEAREZIE EAM. A5 T AR AT k484, SR M . 25 B3R R A 1b
HBAB. AR BN G BT 035, (2R TAAEA S (PRAM). # SALEIRGA
% (SRAM). FHAEMIEGI A (DRAM). EiuE R ¢ G IRAGH#E (RAM). R
E AR (ROM). © TR A4 R 444 % (EEPROM). B AT ICAR R 4 A5
R AR EM#E (CD-ROM). £F % haehf (DVD) RAtbAF A6, E
KA . BEAM. T EME. KT8 205N R XA GRS RATTH
P AEAE ST AT, ST R T AT AMO FR &7 P98 & BRSSP 9, wHEMNT
AR QLIEH A IE T 484K (transitory media), 4o %) 4934815 5 A= 30K.

[182] EEFEZHPME, RiF “G#7 . 087 RF LTI TIRELRLEH
Motk 64, AmARIF I — A 52X iR, ik AR RFRETROETLEE,
T HLAE Q5 A AT d e g, R REQIEH IR, Fik. AERERE
R GEE, A D SRAEGELT, GiEd “Gf—/....7 RENHEE, FX
HREQIET R B E 342, ik, AR ARETEHALERIMIMREEE.
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[183]  LiXf AHLEA P45 FAPI VAT T #6ik . 8 FAHEPTHAFER B 4958 B
Mo AT, ERFER S VRS RGHT AR B AE T 55646 F 695
RPATH AR KT A LRI R, Hob, AWEFHEHGIER 2R T 64
T RAE LT TR F IR R, ERE TG N, SESEAIATRE
AT VARG B A T AL AR A4

[184] AV B —ANRE A 2R 69 KBRS TR R4 55640065 B 49,
mAE B IR B AT B — AR B A K] ERBLY H—A RS A 556450 F= B A £
RAF IR LLTY Kty —F7 . BTE” Am 7 LEEGESEHX, KL
TRXAFRMETHAASL. T HEF, KPR GRIE F/ R ZABF LR
% AAR R BEG 5 i SR B A9 EAT RTA T AR A

[185] M L%%fE, REERULAF-ARENERGTRERARESE—. £, F=
5 R REIR BAPAE G, AR AT B R R PR T R GE, R KB RSB — R A 6915
WL R T, Blde, ERBLE AV P —AREANEAEGLEGHELT, F—1286E7T
AR A % 12 &, R, H AT LT UAMMA F —13 &, BORTIER, wELpr
TR 49393 SR TOARMBBERA S 87 R G R R TR .
[186]  vA LFF AL A ARG H — AR 2 AN EAAGI AR LA M &, R ATRELA
B —ARE AL, AR B — BB A LB FR R Z A, FE
AT B F R Ml 5, M G ALY B —A KB A ZAGIRY GTEEZA.
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BAFERF
1. —HA St a5 o RabATiE S R A L e WIE S %, 645
H—RkAEN BB R E 3T B FRARESHG S, AR ReAHRET &
1518 i R E AR AT 69 F L
— R34 B A TAERATIREL F #455 P ik ) FFHATRIF 09 P2 465 29 09K,
Hy, 1FE RIS
— Rk EARIEITAE L G LG RA, AN RE T
— RSREET ST R IR SR, B R G RAT BT IERA P RAN, AR
B 245 ¥ B Pk R B AR AR B TR A 00 R F A S XA ShAlds
F A LI XAk
2. ARERAIER 1 PTiLeg 7k, H—RED 2B R aed sy, &
i%:
BRIET BB REY; X,
F ARG RS,
3. ARIBERAIER 2 ke ik, S5 —RRET LB L Ree A
BBIET HE N REAN, PTiES ET adE:
— RN B L iF BT TR HRIB T HRE T RS UMATR T, ERT T
TR H a2, VAEPTETTAZPATIRSL F AT
4. RIBEBAZR 2 Prided ik, HFH —RRED LB K ae24 %
F RN XGRS, AT IR XA e HHE P nildmF Rt sRkiEs
BB RS /TR TR, TEZBRIETRENTRSCAHDA P EERF % L
WEFFE,
5. RERFIZR 2 rRe Tk, TAZRETHENFROAHEMAFHARX
8957 786 29 B AT AR F) R AL 49 2R AT AT
6. RIBEAA|ZR 1 TR 67k, H—RBRET SIBRG DA Z RS, &
i%:
PSRN & EA RO REY; X,
PR 5 EA R AL XK,
PPk & P omi@ il 5 Rk S A RO T e aee 4.
7. ARBRAIER 1 PTiEeg Tk, PR REAFAFARR G FROE: SHRTE
— KR4 F S GARPT RIS, a4
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F—RRHET EAERHEAT BT HRA P RR A RSHBTRETREFE
B, F AT AR AR b AT T PR A 49 R 5 R B RTRR AR 69 P AT IR A) 5 nh ) S
XAk,

8. ARIFEAAZR | Frikeyrrik, MTEREMPFRANNGTEREE: L THAER
AT LG E S —ANEMHGEMHRF R, F—RRET ST R MIESIE, .45

BRSNS ERHAAT BTHRAPF XV LR EHATFRETEEFTKR
B, S PRI P A B TR £ —ANEAR IR A A, SRR I A
B KR TP R E ARG B L R TRIR A 0930 50 B U X A

9. RBRAIER | Fridegrik, AL HOBIHRYVFHR, MELHREFTHR
A9 IRAE A FARIIAR L6 R S R AL,

10. ARABRAIEZR 1 Frided 7k, MIER SR HER 05 FiekE . F 8%
A, SR EEE. SHIAALA.

11, ARIBAAEZR 1 Tid ey 7k, R AHA TR HER ERETRZ
Bl AGBA X A, PTEBA X AR TAZATE L SR HEAS ZeREFE.

12. AR\BARFIER 1L F &, F—R@gF i@ T FAALEL LA
7 B ey R P RA

o — RSREET ST TR K G KA xF B A IHERIK P

B—R3k4s T 5B Rkt LT PTIR ISR P 5T R 6 ) P KA, A A BTiR 3
Py R ATy BT B 6y A P KA,

13. AR\AFER 12 Bridbg ik, PTESNRIKP @350k TR Loy m P £A
FH, PR P AR FRGBAEA EF AR m PR,

14, ARIERAZR 12 FTEG Tk, EREPTEIEKP H, Prdm P RAHWEE
K RIEEFTIRIPITE P, ALPTIR ) P KRB 5 Bk SR 30K P 2 10] 69 K BR K A AT T Rk
HEP

15. RIBAAER 14 Frik ey ik, L a15:

5 — R RAE Y SARIEE IR P A A BEGER, BRPTIRINERIK P At R e A P KA,

16. ARIBBAIZR | ik ek, PTRATEREMHOIEATE Y Z—: AR IKIEN
P OAATER A B AR AR R S A AR R T FURSE X 9],

17. ARFAFEZR 1 Pk a7k,

BT i TR A 61,45 P AR 245 o 69 P AT H8 5 o 2 64938 ) 451 2K,

B iR TR A €45 AT i 0B 2038 b 69 8 — I8 5 B AT B 64 & R 44,
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18. HRFARAIZR 1 P& ey ik,

T TR AL TR LS F; &,

B A TR AR AL T AT R R G2t G 4862, KA I »d 5L 0975 e 624 P R
05 —HEREH T, K,

BT iR TR AL T 2 A8 A RAEERA F .

19. ARIBRA)ZR | Frikeg ik, H—RBRET SAMATENIBERIE, 04

— R R R A RS R, TR RGE R LT B R EARLAF.
P RAL R 5y KA TR A AR K 0 M S8 At 38 4
—RSREET EPATATE R RS 2909 KM, DIEPTR R 5 K ALT & T PR TuR A P
KA, BT RPAERAE F by BT iR B AR AR L R TRIR S 69 R K F A L
KAt F o 5 Bk 2 U XAk
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