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(57) Abstract: The present invention comprises a management computer
which exchanges information with storage apparatuses and host computers of
primary sites and a secondary site via a management network and which man-
ages a data processing performance and a data processing status of each of
the sites, wherein, when any of the primary sites is subject to disaster, the
management computer selects a normal primary site for which a data transfer
time of a restoration target application is within a recovery time objective as a
restoration site which possesses processing performance for restoring the ap-
plication, and remote-copies restoration copy data, which exists at the sec-
ondary site, to the storage apparatus of the primary site selected as the restor-
ation site, via a data network.
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Description
Title of Invention: STORAGE SYSTEM AND DATA

PROCESSING METHOD
Technical Field

The present invention relates to a storage system and a data processing method which
connect a plurality of sites comprising a host computer and a storage apparatus via a

network, and manages data which is used at each site using a management computer.

Background Art

In a storage system, as the amount of data used on each site increases, the importance
of the data also rises rapidly. Hence, in order to protect the data, a high level of re-
liability is required. Therefore, in order to protect data from a logical fault (system
fault) and a physical disaster, a disaster recovery configuration is applied to the storage
system.

In a storage system to which a disaster recovery configuration is applied, for
example, the management computer manages, among the plurality of sites, sites other
than a backup site as primary sites and a backup site as a secondary site and, during
normal operation, remote-copies data which is stored in the storage apparatus of each
primary site to a storage apparatus of the secondary site via a data network, manages
the remote-copied data as copy data and, when any primary site is subject to disaster,
restores tasks by using copy data which exists on the secondary site. Here, using virtu-
alization technology enables restoration resources to be shared on each site and the
resources of each primary site to be collected on the secondary site.

As a system which adopts this type of technology, for example, PTL1, PTL2, and
PTL3 may be cited. PTL1 discloses a technology according to which, if the
management server receives a restore request from outside, the management server
calculates the restore time required when executing the required restore processing on
the basis of information which is collected from the storage apparatus, determines,
from the calculation result, a restore method with the shortest restore time, and notifies
the task server of the determined restore method, and the task server executes restore
processing by means of the restore method notified by the management server.

PTL?2 discloses a technology according to which remote copying is performed
between a plurality of sites, and if a fault occurs with the remote copy configuration, a
new copy path is detected and remote copying is restarted using the detected copy
path.

PTL3 discloses a technology according to which a management server stores the

current resource amount of each data center, and if a resource amount required by a
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user system is input, it is determined whether, in response to the generation of a fault in
an area to which a data center belongs, it is possible to secure, as a backup resource, a
resource amount which would enable a user system to be disposed at a data center
belonging to an area unaffected by the fault, and if it is determined that such a resource
amount can be secured, information specifying a primary resource amount which is to
be assigned to the user system, at the data center which is the usual location for the
user system, is output.

Citation List

Patent Literature

PTL 1: Japanese Published Patent Application No. 2011-248668
PTL 2: Japanese Published Patent Application No. 2008-299481
PTL 3: Japanese Published Patent Application No. 2012-27656

Summary of Invention

Technical Problem

PTL1 discloses the fact that both volumes and files can be restored rapidly but does
not disclose technology for selecting a recovery destination primary site. Further,
PTL2 discloses a technology according to which, if a fault occurs in a remote copy
configuration, a new path is selected by using time for copying data when another path
is selected, but does not disclose using the time for copying data when a restoration
destination site is selected. Further, PTL3 discloses a technology which determines the
secondary volume location by considering the delay with respect to a request from the
client and the effect on normal tasks but does not disclose a technology for selecting a
restoration site by considering an increase in the RTO (Recovery Time Objective) due
to data copying.

However, if a disaster recovery configuration is applied to the storage system,
typically, it is necessary to prepare, at the secondary site, the minimum resources
required to restore resources present at a primary site subject to disaster in order to
enable disaster restoration at the secondary site. Hence, even if there are a multiplicity
of primary sites comprising large-scale resources, based on the premise that disaster
restoration is performed at the secondary site, resources must be disposed at the
secondary site according to the amount of resources present in each primary site. In
this case, costs increase according to the amount of resources present at each primary
site in order to also build, at the secondary site, the minimum resources required for
disaster restoration. That is, even when the technologies disclosed in each of PTLI to
PTL3 are used, a site for keeping the restoration resources of the secondary site to a
minimum cannot be selected when the primary site is subject to disaster.

The present invention was conceived in view of the problems of the prior art above
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and an object of the present invention is to provide a storage system and a data
processing method with which, if any primary site of a plurality of primary sites is
subject to disaster, the data which has been used at the primary site subject to disaster
is restored using a primary site other than the primary site subject to disaster and the
restoration resources of the secondary site can be kept to a minimum.
Solution to Problem

In order to achieve the foregoing object, the present invention comprises a
management computer which exchanges information with storage apparatuses and host
computers of a plurality of primary sites and a secondary site via a management
network and which manages a data processing performance and a data processing
status of each of the sites, wherein, when any of the primary sites is subject to disaster,
the management computer selects at least a normal primary site for which a data
transfer time of a restoration target application is within a recovery time objective as a
restoration site which possesses processing performance for restoring the application,
and remote-copies restoration copy data, which exists at the secondary site, to the
storage apparatus of the primary site selected as the restoration site, via a data network.
Advantageous Effects of Invention

According to the present invention, the data which is used at a primary site subject to
disaster can be restored using a normal primary site other than the primary site subject
to disaster and restoration resources of a secondary site can be kept to a minimum.
Brief Description of Drawings
[fig.1]Fig. 1 is a configuration diagram of a storage system according to a First
Example.
[fig.2]Fig. 2 is a configuration diagram of a storage apparatus.

[fig.3]Fig. 3 is a configuration diagram of a host computer.

|
[fig.4]Fig. 4 is a configuration diagram of a management computer.
[fig.5]Fig. 5 is a configuration diagram of a volume management table.
[fig.6]Fig. 6 is a configuration diagram of a storage management table.
[fig.7]Fig. 7 is a configuration diagram of a DC management table.
[fig.8]Fig. 8 is a configuration diagram of a host management table.

[fig.9]Fig. 9 is a configuration diagram of an inter-DC connection management table.
[fig.10]Fig. 10 is a configuration diagram of an AP management table.

[fig.11]Fig. 11 is a configuration diagram of remote copy management table.
[fig.12]Fig. 12 is a configuration diagram of a disaster operating policy management
table.

[fig.13]Fig. 13 is a flowchart serving to illustrate processing of a disaster restoration

program.
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[fig.14]Fig. 14 is a flowchart serving to illustrate plan creation processing.

[fig.15]Fig. 15 is a flowchart serving to illustrate restoration processing.

[fig.16]Fig. 16 is a flowchart serving to illustrate processing of a site restoration
program.

[fig.17]Fig. 17 is a flowchart serving to illustrate processing of an operating status
monitoring program.

[fig.18]Fig. 18 is a configuration diagram of a management computer according to a
Second Example.

[fig.19]Fig. 19 is a configuration diagram of an inter-DC distance management table.
[fig.20]Fig. 20 is a configuration diagram of a disaster operating policy management
table.

[fig.21]Fig. 21 is a flowchart serving to illustrate plan creation processing according to
the Second Example.

[fig.22]Fig. 22 is a configuration diagram of a management computer according to a
Third Example.

[fig.23]Fig. 23 is a configuration diagram of an AP integration management table.
[fig.24]Fig. 24 is a flowchart serving to illustrate plan creation processing according to
the Third Example.

Description of Embodiments

(First Example)

This Example is aimed at preparing resources (resources such as cores and memory)
with excess performance in order to be able to cope with a sudden increase in the task
load among a plurality of primary sites and, if any of the plurality of primary sites is
subject to disaster, a normal primary site with a data transfer time which is in the RTO
range is selected as a restoration site and copy data, which had been used at the
primary site subject to disaster and which is remote-copied to the secondary site, is
remote-copied from the secondary site to the normal primary site to restore a task at
the normal primary site.

Fig. 1 is a configuration diagram of a storage system which shows a First Example of
the present invention. In Fig. 1, a plurality of sites 100, 200, 300 which comprise the
data center are disposed in distributed fashion. A host computer 101, a storage
apparatus 102, and a data network 103 are arranged at the site 100, a host computer
201, a storage apparatus 202, and a data network 203 are arranged at the site 200, and a
host computer 301, a storage apparatus 302, and a data network 303 are arranged at the
site 300.

The host computer 101 is connected to the storage apparatus 102 via the data

network 103, and the host computer 101 and the storage apparatus 102 are connected
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to a management network 402. The host computer 201 is connected to the storage
apparatus 202 via the data network 203, and the host computer 201 and the storage
apparatus 202 are connected to the management network 402. The host computer 301
is connected to the storage apparatus 302 via the data network 303 and the host
computer 301 and the storage apparatus 302 are connected to the management network
402. The management network 402 are connected to the management computer 401 in
order to manage the whole storage system. The storage apparatuses 102, 202, and 302
are each connected via a data network 403. A plurality of user terminals (none are
shown) are connected to each of the host computers 101, 201, and 301 via a network
comprising a router or the like. A personal computer, for example, is used for each user
terminal.

The host computers 101, 201, and 301 issue a command requesting data 1/0
processing to the storage apparatuses 102, 202, and 302. The storage apparatuses 102,
202, and 302 each comprise a plurality of storage devices (not shown) and one or more
logical volumes are built in each of the storage devices. For example, the logical
volume 104 is built in a storage device of the storage apparatus 102, the logical volume
204 is built in a storage device of the storage apparatus 202, and the logical volumes
304 and 305 are built in a storage device of the storage apparatus 302. Here, the logical
volume 104 is provided as an access-target logical volume to the host computer 101
and the logical volume 204 is provided as an access-target volume to the host computer
201. Further, the logical volumes 304, 305 are provided as an access target volume to
the host computer 301.

When a disaster discovery (DR) configuration is applied to a storage system, during
normal operation, the management computer 401 manages the sites 100 and 200 as
primary sites which are different from the backup site and manages the site 300 as a
backup secondary site. Further, during normal operation, the management computer
401 manages the logical volume 104 as a copy-source primary volume and manages
the logical volume 304 as a copy-destination secondary volume, and remote-copies
data which is stored in the logical volume 104 (task data, for example) to the logical
volume 304 via the data network 403 and manages the remote-copied data as complex
data. In addition, during normal operation, the management computer 401 manages the
logical volume 204 as a copy-source primary volume and manages the logical volume
305 as a copy-destination secondary volume, remote-copies data stored in the logical
volume 204 (task data, for example) to the logical volume 305 via the data network
403 and manages the remote-copied data as complex data.

Meanwhile, if either one of the sites 100 and 200 is subject to disaster, for example if
the site 100 which is a primary site is subject to disaster, restoration complex data

which exists on the site 300 which is a secondary site and which is complex data
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obtained from data (task data) used on the site 100 subject to disaster is remote-copied
to the storage apparatus 202 of the site 200, for example, among the other normal
primary sites via the data network 403 within the range permitted by an increase in the
RTO, and performs data restoration processing on the site 200. Note that, in this
Example, it is assumed that a plurality of sites exist as primary sites other than the sites
100 and 200.

Fig. 2 is a configuration diagram of the storage apparatus. In Fig. 2, the storage
apparatus 102 is configured from the disk controller 110 and a plurality of storage
devices 112. Note that the storage apparatuses 202 and 302 have the same con-
figuration as the storage apparatus 102 and hence the configuration of the storage
apparatus 102 will be described hereinbelow.

The disk controller 110 is configured from a data interface 114, a management
interface 116, a CPU (Central Processing Unit) 118, a disk interface 120, and a
memory 124.

The data interface 114 is connected to the data network 103 or the data network 403
and is configured as an interface which exchanges data with the host computer 101 or
with the other storage apparatuses 202, 302.

The management interface 116 is connected to the management computer 401 via the
management network 402 and is configured as an interface which exchanges in-
formation with the management computer 401.

The CPU 118 is a processor which performs integrated control of the whole storage
apparatus 102 and which executes data I/O processing to and from each storage device
112 on the basis of the management information 126 and control program 128 which
are stored in the memory 120.

The disk interface 120 is configured as an interface which exchanges data with each
storage device 112 via an internal bus 130.

The memory 124 stores management information 128 for managing remote copy
configuration information and RAID (Redundant Array of Inexpensive Disks) group
configuration information, and stores a control program 128 for controlling data 1/0
processing and remote copying.

Each storage device 112 is configured from a HDD (Hard Disk Drive), for example.
Examples of storage devices 112 include semiconductor memory devices, optical disk
devices, magneto-optical disk devices, magnetic tape devices, and flexible disk devices
and so on. Further, if a hard disk device is used as a storage device 112, SCSI (Small
Computer System Interface) disks, SATA (Serial AT) disks, ATA (AT Attachment)
disks, or SAS (Serial Attached SCSI) disks and the like can be used, for example.

Further, RAID groups, for example a RAID 4, a RAID 5, and a RAID 6, or the like,

are configured from each of the storage devices 112 and the storage devices can each
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be distributed between a plurality of RAID groups 132, 134. Here, a plurality of logic
units (hereinafter sometimes called LU (Logical Unit)) and a plurality of logical
volumes 104 can also be formed on physical storage areas of each of the storage
devices 112.

Fig. 3 is a configuration diagram of a host computer. In Fig. 3, the host computer 101
is configured from an input device 150, a CPU 152, a display device 154, a memory
156, a data interface 158, and a management interface 160, and each part is connected
via a bus 162. Note that the host computers 201 and 301 have the same configuration
as the host computer 101 and therefore the configuration of the host computer 101 will
be described hereinbelow.

The input device 150 is configured from a mouse and a keyboard and the like. The
CPU 152 is a processor which performs integrated control of the whole of the host
computer 101 and issues a command to request data I/O processing to the storage
apparatus 102.

The display device 154 is configured from a liquid-crystal display device or the like
which displays data or the like which is input from the input device 50.

The memory 156 stores a program for processing by the CPU 152 and stores a
plurality of data I/O processing applications (or virtual machines) 164 which are ap-
plications to be executed by the CPU 152.

The data interface 158 is connected to a data network 103 and is configured as an
interface which exchanges data with the storage apparatus 102 via the data network
103. The management interface 160 is connected to the management computer 401 via
the network 402 and is configured as an interface which exchanges information with
the management computer 401.

Fig. 4 is a configuration diagram of the management computer. In Fig. 4, the
management computer 401 is configured from an I/0 device 410, a CPU 412, a display
device 414, a management interface 416, and a memory 418, and each part is
connected via an internal bus 420.

The 1/0 device 410 is configured from a keyboard and a mouse or the like. The CPU
412 is a processor which performs integrated control of the whole of the management
computer 401, exchanges information with the host computers 101, 202, and 302, and
with the storage apparatuses 102, 202, and 302 via the management network 402, for
example manages the data processing performance and the data processing status of
each of the sites 100, 200, and 300, manages the existence of a disaster at each of the
sites 100, 200, and 300, and manages remote-copying between each of the sites.

The display device 414 is configured from a liquid-crystal display device which
displays data and information and the like which are input from the input device 410,

and the like. The management interface 416 is connected to the management network
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402, and is configured as an interface which exchanges data with the host computer
101, 201, 302, or with the storage apparatus 102, 202, 302.

The memory 418 stores a volume management table 430 for managing volumes
disposed on each of the sites 100, 200, and 300, a storage management table 432 for
managing the storage apparatuses 102, 202, and 302, a DC (data center) management
table 434 for managing sites 100, 200, and 300, a host management table 436 for
managing host computers 101, 201, and 301, an inter-DC connection management
table 438 for managing the connection status between each of the sites, an AP
management table 440 for managing an application 164 which is contained in each of
the host computers 101, 201, and 301, a remote copy management table 442 for
performing remote-copying which is carried out between each of the sites, and a
disaster operating policy management table 444 for managing the disaster operating
policy when the site 100 or site 200 is subject to disaster. Furthermore, the memory
418 stores a disaster restoration program 446, a site restoration program 448, and an
operating status monitoring program 450 as programs which are executed by the CPU
412.

Fig. 5 is a configuration diagram of a volume management table. In Fig. 5, the
volume management table 430 is a table for managing volumes which are disposed in
the storage apparatuses 102, 202, and 302 of each of the sites 100, 200, and 300 and is
configured from a volume ID field 430A, a data center ID field 430B, a storage 1D
field 430C, an LDEV ID field 430D, a capacity field 430E, and an assignment status
field 430F.

The volume ID is an identifier for uniquely identifying a volume in the whole storage
system. As entries in the volume ID field 430A, "VOLO1", "VOLO02", and "VOL03"
are stored, for example.

The data center ID is an identifier for uniquely identifying a data center in the whole
storage system, that is, a site. As entries in the data center ID field 430B, identifiers for
identifying the sites 100, 200, and 300 are stored. For example, if the site 100 is a #01
data center, "DCO01" is stored as an entry for the data center ID 430B.

The storage ID is an identifier for uniquely identifying a storage apparatus in the
whole storage system. If the storage apparatus 102 is a #01 storage apparatus, "ST01"
is stored as an entry of the storage ID field 430C.

The LDEV ID is an identifier for uniquely identifying a logical volume (LDEV) in
each of the storage apparatuses. In a case where the #01 logical volume 104 is
identified among the plurality of logical volumes 104, "LDEVO1" is stored as an entry
of the LDEV ID field 430B, and if a #02 logical volume 104 is identified, "LDEV 02"
is stored as an entry of the LDEV ID field 430B.

The capacity is the storage capacity which is assigned to the logical volume 104, for
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example. If the storage capacity of the #01 logical volume 404 is "10G", "10G" is
stored in the capacity field 430E.

The assignment status is information indicating whether a volume is in use or not in
use. If a volume is assigned to a host computer or if a volume is assigned as a
secondary volume during remote copying, "complete" is stored as an entry of the as-
signment status field 430F, and if a volume has not been used, the information "in-
complete"” is stored as an entry of the assignment status field 430F.

Fig. 6 is a configuration diagram of a storage management table. In Fig. 6, the
storage management table 432 is a table for managing each of the storage apparatuses
102, 202, and 302, and is configured from a data center ID field 432A, a storage ID
field 432B, and an IP address field 432C.

A data center ID is an identifier for identifying the sites 100, 200, and 300 which are
data centers. A storage ID is an identifier for identifying the storage apparatuses 102,
202, and 302.

IP address is an IP address which is assigned to the management interface 116 of the
storage apparatuses 102, 202, and 302. This IP address is used when the host
computers 101, 201, and 301 access the storage apparatuses 102, 202, and 302, for
example.

Fig. 7 is a configuration diagram of a DC management table. In Fig. 7, the DC (data
center) management table 434 is a table for managing the sites 100, 200, and 300 and
is configured from a data center ID field 434A, a normal CPU threshold field 434B, a
normal memory threshold field 434C, a normal volume threshold field 434D, and a
disaster status field 434E.

The data center ID is an identifier serving to uniquely identify the sites 100, 200, and
300 in the whole storage system.

The normal CPU threshold is a threshold for monitoring the load of the CPU which
is used in each of the sites 100, 200, and 300 (the number of cores assigned to the ap-
plication 164 among the plurality of cores which the CPU comprises) during normal
usage.

The normal memory threshold is a threshold for monitoring the memory capacity of
the memory which is used in each site during normal usage.

The normal volume threshold is a threshold for monitoring the volume capacity of
the volumes used by each site during normal usage. Each of the thresholds is set by the
system administrator and, if the CPU load, memory capacity, or volume capacity
exceeds the threshold respectively, an alert is displayed on the display device 414 of
the management computer 401.

The disaster status is information indicating whether the sites 100, 200, and 300 are

subject to disaster or operating normally. If a site is operating normally, "normal" in-
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formation is stored as an entry of the disaster status field 434E, and if a site is subject
to disaster, "disaster" information is stored.

Fig. 8 is a configuration diagram of a host management table. In Fig. 8, the host
management table 436 is a table for managing the host computers 101, 201, and 301
and is configured from a host ID field 436A, a data center ID field 436B, a core count
field 436C, a core usage count field 436D, a memory capacity field 436E, and a
memory usage capacity field 436F.

The host ID is an identifier for uniquely identifying a host computer in the whole
storage system. If the host computer 101 is the #01 computer, "Host01" is stored as an
entry of the host ID field 436A.

The data center ID is an identifier for uniquely identifying the sites 100, 200, and 300
in the whole storage system.

The core count is information indicating the number of cores in the CPU 152 which
is contained in each of the host computers 101, 201, and 301. If the CPU 152 of the
host computer 101 is configured from eight cores, "8" is stored as an entry of the core
count field 436C.

The core usage count is information indicating the number of cores assigned to the
application (AP) 164 among the cores which the CPU 152 comprises. If four cores
have been assigned to the application 164, "4" is stored as an entry of the core usage
count field 436D.

The memory capacity is the capacity of the memory used by the host computer 101,
201, 301, and if a 16G memory capacity is used for the memory 156 of the host
computer 101, "16G" is stored as an entry of the memory capacity field 436E.

The memory usage capacity is the memory capacity which has been assigned to the
application 164. For example, if an "8GB" capacity has been assigned to the ap-
plication 164 in the capacity of the memory 156, "8GB" is stored as an entry of the
memory usage capacity 436F. Note that the information recorded in the host
management table 436 is managed as information which indicates the data processing
performance and data processing status of the host computers 101, 201, and 301.

Fig. 9 is a configuration diagram of an inter-DC connection management table. In
Fig. 9, the inter-DC connection management table 438 is a table for managing inter-
connected relationships between each of the sites and is configured from a primary
data center ID field 438A, a secondary data center ID field 438B, a bandwidth field
438C, a usage bandwidth field 438D, and a normal bandwidth threshold field 438E.

The primary data center ID is an identifier for identifying the data center which the
primary site comprises. If the site 100 is a #01 primary site, "DCO1" is stored as an
entry of the data center ID field 438A.

The secondary data center ID is an identifier for identifying the data center which the
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secondary site comprises. If the site 300 is a #11 data center which is the data center
that the secondary site comprises, "DC11" is stored as an entry of the secondary data
center ID field 438B.

The bandwidth indicates a remote copying data transfer bandwidth which is used for
remote copying in the data network 403 linking the primary site to the secondary site.
"100 MB/s", for example, is stored as an entry of the bandwidth field 438C.

The usage bandwidth is a remote copying data transfer bandwidth which is used for
remote copying in the data network 403 linking the primary site to the secondary site
and is the bandwidth that is actually used.

The normal bandwidth threshold is a threshold for monitoring the bandwidth which
is used between the primary site and the secondary site during normal operation. This
threshold is configured by the system administrator and if the usage bandwidth exceeds
the bandwidth threshold, an alert is displayed on the display device 414.

Fig. 10 is a configuration diagram of an AP management table. In Fig. 10, an AP
(application) management table 440 is a table for managing an application 164 which
is installed on the host computers 101, 201, and 301, and is configured from an ap-
plication ID field 440A, a normal data center ID field 440B, a current operation data
center ID field 440C, a used core count field 440D, a usage memory capacity field
440E, and a used volume ID field 440F.

The application ID is an identifier for uniquely identifying an application 164 in the
whole storage system. If a #01 application is specified among the applications 164
installed on the host computer 101, "APO1" is stored as an entry in the application ID
field 440A.

The normal data center ID is an identifier for identifying the site (data center) where
the application 164 is running during normal operation.

The current operation data center ID is an identifier for identifying the site (data
center) where the application 164 is currently running.

The used core count is the number of cores (core count) which is assigned to the ap-
plication 164 which is running. The usage memory capacity is the memory capacity
which has been assigned to the running application 164.

The used volume ID is an identifier serving to identify a volume which is assigned to
the application 164 which is running.

Fig. 11 is a configuration diagram of a remote copy management table. In Fig. 11,
the remote copy management table 442 is a table for managing volumes which are
used in remote copying and is configured from a primary volume ID field 442A, a
secondary volume ID field 442B, and a used bandwidth field 442C.

The primary volume ID is an identifier for identifying a primary volume which is to

serve as the copy source during remote copying.
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The secondary volume ID is an identifier for identifying a secondary volume which
is to serve as the copy destination during remote copying.

The usage bandwidth is information indicating the bandwidth which is actually used
of the data transfer bandwidth connecting the primary volume and secondary volume
during remote copying.

Fig. 12 is a configuration diagram of a disaster operating policy management table.
In Fig. 12, the disaster operating policy management table 444 is a table for managing
operation policies at the time of a disaster when primary sites are subject to disaster
and is configured from an application ID field 440A, an RTO field 444B, and a post-
site recovery recovery field 444C.

The application ID is an identifier for uniquely identifying an application 164 in the
whole storage system.

The RTO (recovery time objective) is the time which it desirably takes until data is
restored from the moment a disaster occurs when a disaster takes place and which is
configured by the system administrator.

The post-site recovery recovery is information indicating, if a site subject to disaster
is restored, whether an application 164 must be restored to the original site where the
application 164 was running. If a site subject to disaster is restored and if the ap-
plication 164 running on the site subject to disaster must be restored to the original site,
"Yes" is stored as an entry in the post-site recovery recovery field 444C, and if the ap-
plication 164 need not be restored to the original site, "No" is stored as an entry of the
post-site recovery recovery field 444C.

Fig. 13 is a flowchart serving to illustrate processing of the disaster restoration
program. This processing is started as a result of the CPU 412 starting the disaster
restoration program 446 in response to an instruction from the system administrator
when a primary site is subject to disaster. Note that the processing can also be started
in response to an instruction from a disaster detection system (a detection system with
a health check function or the like).

First, the CPU 412 exchanges information with the host computers 101, 201, and 301
via the management network 402 and, if the site 100 is subject to disaster, for example,
the CPU 412 records the disaster status of the site 100 (S11), updates the information
of the data center management table 434 on the basis of the recorded disaster status
and then executes plan creation processing for creating a restoration plan on the basis
of the recorded disaster status (S12), and subsequently executes processing to restore
data on the basis of the created restoration plan (S13), and ends the processing of this
routine.

Fig. 14 is a flowchart serving to illustrate plan creation processing. This processing is
executed by the CPU 412 which is specific content of step S12. The CPU 412
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references the AP management table 440 and lists the applications 164 running on the
site 100 subject to disaster (S21).

Upon rescuing the applications 164 of the site 100 subject to disaster, the CPU 412
then determines whether restoration processing is sufficient via the functions of the
secondary site (site 300) (S22). In this case, the CPU 412 references the host
management table 436 and the AP management table 440 and determines whether
adequate cores exist on the site 300 as cores for executing the applications 164, for
example, as an adequate performance for rescuing the applications 164 running on the
site 100.

If an affirmative determination result is obtained in step S22, restoration processing
is possible on the site 300, and hence the CPU 412 ends the processing of this routine,
and if a negative determination result is obtained in step S22, the CPU 412 sorts the
applications 164 listed in step S22 in order of the largest volume capacity (S23).

The CPU 412 then references the inter-DC connection management table 438 and
sorts the other normal primary sites (primary sites other than site 100), for example site
200 and so on, in order, starting with the primary site with the largest excess
bandwidth with the secondary site (S24).

The CPU 412 then repeats the following processing as far as step S35 sequentially
for the other sorted primary sites (S25).

The CPU 412 initializes the copying times of the other sorted primary sites (S26).
For example, the copying times of the other primary sites are set at 0.

The CPU 412 subsequently repeats the following processing as far as step S34 se-
quentially for the applications 164 sorted by volume capacity (S27).

The CPU 412 then determines whether the data transfer times from the secondary site
(site 300) to another primary site (site 200), for example, for the applications 164
sorted by volume capacity are within the RTO (S28). Here, the CPU 412 references the
AP management table 440 and the disaster operating policy management table 444,
divides the capacity of the sorted restoration target applications 164 by the excess
bandwidth calculated in step S24, calculates the data transfer times, and determines
whether the calculated data transfer times are within the RTO.

If a negative determination result is obtained in step S28, the CPU 412 moves to the
processing of step S36, and if an affirmative determination result is obtained in step
528, the CPU 412 references the host management table 436 and the AP management
table 440, and determines whether the performance and capacity of the other sorted
primary sites are sufficient (S29). As for the performance of the other primary sites, the
CPU 412 determines whether cores which can be assigned to the restoration target ap-
plication 164 exist on the other primary sites, for example, and for the capacities of the

other primary sites, the CPU 412 determines whether the capacity of an unused volume
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which is a volume that exists on another primary site is sufficient.

Note that, in step S29, if an application for which restoration on another site has been
defined exists, the corresponding performance and capacity is subtracted from the
excess performance and excess capacity assigned to the other sites.

If a negative determination result is obtained in step S29, the CPU 412 moves to the
processing of step S36 and if an affirmative determination result is obtained in step
529, the CPU 412 references the inter-DC connection management table 438 and the
remote copy management table 442 and determines whether sufficient remote copying
data transfer bandwidth exists as remote copying data transfer bandwidth which is used
when remote-copying the restoration copy data which exists on the secondary site,
which is data that is used by the restoration target application 164, to the primary site
(S30).

If a negative determination result is obtained in step S30, the CPU 412 moves to the
processing of step S36, and if an affirmative determination result is obtained in step
S30, the CPU 412 defines the application restoration site (S31). For example, if the site
200 fulfills all the conditions defined in steps S28, S29, and S30, the CPU 412 defines
the site 200 as the application restoration site.

The CPU 412 then adds the data transfer time calculated in step S28 to the copying
time (S32).

Similarly to step S22, CPU 412 then determines whether the secondary site possesses
sufficient performance to restore the restoration target application 164 (S33). That is,
although the primary site to be restored has been defined for some of the applications
164 among the plurality of sorted applications 164, if the primary site to be restored
has not been defined for the remaining applications 164, the CPU 412 determines
whether the remaining applications 164 can be restored via the secondary site.

If a negative determination result was obtained in step S33, the CPU 412 moves to
the processing of step S36, and if an affirmative determination result is obtained in step
S33, the CPU 412 ends the processing of this routine.

The CPU 412 determines whether sufficient performance exists to restore the
remaining applications 164, which have not been assigned to another primary site, via
the secondary site (S36).

If a negative determination result is obtained in step S36, that is, if an application 164
which cannot be restored via any site exists, the CPU 412 executes processing to
instruct the user to restore the remaining application 164 (S37) and returns to the
processing of step S36.

If, however, an affirmative determination result is obtained in step S36, the CPU 412
ends the processing of this routine.

Fig. 15 is a flowchart serving to illustrate restoration processing. This processing is
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specific content of step S13 in Fig. 13.

The CPU 412 categorizes, by restoration data center, the applications 164 of sites
subject to disaster on the basis of the created plan (S41). For example, if the site
subject to disaster is the site 100, the CPU 412 groups the applications 164 which were
running on the site 100 by application restoration site (restoration site defined in step
S31).

The CPU 412 then repeats the following processing as far as step S44 for each ap-
plication restoration site (S42).

The CPU 412 then executes the process tree processing in parallel for each ap-
plication restoration site (S43).

The CPU 412 subsequently sorts the restoration target applications 164 in order
starting with the largest volume capacity application (S45) and repeats the following
processing as far as step S54 for each of the sorted applications 164 (S46).

The CPU 412 determines whether the secondary site has been selected as the ap-
plication restoration site in step S41 (S47).

If an affirmative determination result is obtained in step S47, the CPU 412 moves to
the processing of step S53, and if a negative determination result is obtained in step
S47, a volume copy pair is established which is used when remote copying the
restoration copy data (the data which is remote copied from the site 100) which exists
on the secondary site, that is, the site 300 to the site 200 (S48). For example, the CPU
412 configures a copy pair in which a logical volume 304 is taken as the primary
volume and the logical volume 204 is taken as the secondary volume.

The CPU 412 then starts a copy (S49). For example, the CPU 412 remote-copies
restoration copy data which is stored in the logical volume 304 which is a primary
volume that exists on the site 300 to the logical volume (secondary volume) 204 via a
data network 403.

The CPU 412 subsequently awaits completion of remote copying (S50), and on
condition that remote copying is complete, switches the primary and secondary
volumes of the copy pair of the volumes used for the copy pair (S51). For example, the
CPU 412 changes the logical volume 304 from the primary volume to the secondary
volume and changes the logical volume 204 from the secondary volume to the primary
volume.

The CPU 412 then assigns the logical volume 204, which has been changed to the
primary volume which is a logical volume that exists in the site 200, to the host
computer 201 (S52).

The CPU 412 subsequently starts the application 164 which is a restoration target via
a host computer 201 (S53), and on condition that the processing of step S45 to S54 is
complete, the CPU 412 ends the processing of this routine.
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Note that, if the restoration site for restoring the application 164 is a secondary site,
because the restoration copy data which exists on the secondary site need not be
copied, the processing of steps S48 to S52 is omitted.

Fig. 16 is a flowchart serving to illustrate site restoration processing. This processing
is started as a result of the CPU 412 starting the site restoration program 448 in
response to an instruction from the system administrator if the site (primary site) 100
subject to disaster is restored. Alternatively, the operating status monitoring program
450 is started if the site restoration is detected by the heartbeat signal.

The CPU 412 references the AP management table 440 and lists the applications 164
which were originally running on the restored data center (site 100) (S61).

The CPU 412 then repeats the following processing as far as step S74 for each of the
listed applications 164 (S62).

The CPU 412 subsequently references the disaster operating policy management
table 444 and determines whether it is necessary to restore the listed applications 164
to the original site 100 (S63), and if an affirmative determination result is obtained in
step S63, moves to the processing of step S65, and if a negative determination result is
obtained in step S63, determines whether the excess capacity and functions of the site
(site 200, for example) which is currently operating as the site where the application
164 is being executed are sufficient (S64). In this case, the CPU 412 references the DC
management table 434 and determines whether sufficient excess capacity and per-
formance of the site where the application 164 is being executed exists on the site 200
which is currently operating.

If an affirmative determination result is obtained in step S64, the CPU 412 then
moves to the processing of step S75, and if a negative determination result is obtained
in step S64, the CPU 412 moves to the processing of step S65.

In step S65, the CPU 412 creates a copy pair (S65). In this case, in addition to the
copy pair (original copy pair) in which the logical volume 204 is taken as the primary
volume and the logical volume 304 is taken as the secondary volume, the CPU 412
creates a copy pair as an additional copy pair, in which the logical volume 304 is taken
as the primary volume and the logical volume 104 is taken as the secondary volume.

The CPU 412 then starts a copy between the added copy pairs (remote copy) (S66).
Thereafter, the CPU 412 stops the startup of the applications 164 run by the host
computer 201 of the site 200 (S67), awaits completion of the data writing to the logical
volume 304 (S68), and awaits completion of copying between the added copy pairs
(remote copying) (S69), and on condition that the remote copying between the logical
volume 304 and logical volume 102, which is remote copying between the site 100 and
site 300, is complete, the CPU 412 releases the original copy pair and starts the logical
volume 204 of the site 200 (S70).
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The CPU 412 then switches the primary and secondary [volumes] of the added copy
pair (S71). That is, the CPU 412 changes the logical volume 304 from the primary
volume to the secondary volume and changes the logical volume 102 from the
secondary volume to the primary volume.

The CPU 412 subsequently assigns the logical volume 102 to the host computer 101
(S72) and restarts the startup of the application 164 on the restored site 100 (S73). That
is, the CPU 412 starts the application 164 on the host computer 101.

The CPU 412 subsequently restarts the startup of all the applications 164 on the
restored site 100 (S75) and ends the processing of this routine.

Fig. 17 is a flowchart serving to illustrate the processing of the operating status
monitoring program. This processing is normally started as a result of the CPU 412
starting the operating status monitoring program 450 on the basis of an instruction
from the system administrator.

The CPU 412 awaits monitoring timing (S81), and when the monitoring timing is
reached, references the DC management table 434 and determines whether each site is
operating normally (S82).

If an affirmative determination result is obtained in step S82, that is, if each site is
operating normally, the CPU 412 determines whether or not sufficient resources exist,
for the whole storage system, for restoration at the time of a fault (S83). In this case,
the CPU 412 assumes that any of the primary sites is subject to disaster and determines
whether there are sufficient resources on the basis of the plan created in the plan
creation processing (the plan creation processing of Fig. 14).

If an affirmative determination result is obtained in step S83, the CPU 412 sub-
sequently returns to the processing of step S81, and if a negative determination result is
obtained in step S83, assumes that sufficient resources for restoration do not exist and
executes processing to warn the system administrator (S84) and returns to step S81.

If, on the other hand, a negative determination result is obtained in step S82, that is,
if either of the sites 100 and 200 is subject to disaster, the CPU 412 determines
whether the data center (site) subject to disaster has been restored by means of the
health check function, for example (S85). In this case, the CPU 412 references the DC
management table 434, and if the data center subject to disaster has not been restored,
returns to the processing of step S81, and if the data center subject to disaster has been
restored, the CPU 412 executes site restoration processing (S86) and returns to the
processing of step S81. In step S86, the processing of the site restoration program 448
is executed.

In this embodiment, if any of the plurality of primary sites is subject to disaster, the
CPU 412 determines whether, among the normal primary sites, a primary site exists

which possesses a data transfer bandwidth for which the data transfer time required to
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copy the restoration target application 164 from the secondary site is within the RTO,
takes obtaining an affirmative result in this determination as a first condition and, de-
termines whether, among the normal primary sites fulfilling the first condition, there
exists a primary site which possesses sufficient performance to execute the restoration
target application 164 and sufficient capacity for the access target volume of the
restoration target application 164, takes obtaining an affirmative result in this deter-
mination as a second condition and determines whether, among the normal primary
sites fulfilling the second condition, there exists a primary site which possesses
sufficient data transfer bandwidth as a remote copying data transfer bandwidth for
remote copying restoration copy data which exists at the secondary site, and takes
obtaining an affirmative result in this determination as a third condition and selects a
normal primary site which fulfills the first through third conditions as a restoration site.

Here, the CPU 412 determines whether there exists a normal primary site which
fulfills first to third conditions for each application 164 if a plurality of applications
164 exists as restoration target applications 164, selects a normal primary site which
fulfills the first to third conditions for each of the applications 164 as the restoration
site, divides the restoration copy data which exists at the secondary site into a plurality
of restoration copy data in association with each of the applications 164, and remote-
copies the divided restoration copy data to the storage apparatus of the primary site
selected as the restoration site for each of the applications 164 via the data network
403. Note that the CPU 412 is also able to select a normal primary site which fulfills at
least the first condition as the restoration site for each of the applications 164.

According to this embodiment, if any of the plurality of primary sites is subject to
disaster, a normal primary site for which at least the data transfer time is within the
range of the RTO is selected as an application restoration site, the copy data, which is
data which had been used at the primary site subject to disaster and has been remote-
copied to the secondary site, is remote-copied from the secondary site to the normal
primary site, and because a task is restored on the normal primary site, the restoration
resources (resources including the cores and memory) of the secondary site can be kept
to a minimum.

(Second Example)

This Example is devised such that, when a primary site is subject to disaster, a
primary site which is a short network distance from the primary site subject to disaster
is selected as the application restoration site. The configuration of the storage system
according to this Example is the same as that of the First Example except for the fact
that the configuration of the table disposed in the management computer 401 is
partially different.

Fig. 18 is a configuration diagram of a management computer. In Fig. 18, the inter-
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DC distance management table 452 is stored as a new table in the memory 418 of the
management computer 401, and a disaster operating policy management table 454 is
stored as a table whose content is partially different from that of the disaster operating
policy management table 444.

Fig. 19 is a configuration diagram of an inter-DC distance management table. In Fig.
19, the inter-DC (data center) distance management table 452 is a table for managing a
network distance between data centers (between sites) and is configured from a data
center ID1 field 452A, a data center ID2 field 452B, and a distance 452C.

The data center ID1 is an identifier for identifying one data center (site) which is a
measurement target when measuring the network distance between data centers.

The data center ID2 is an identifier for identifying another data center (site) which is
a measurement target when measuring the network distance between data centers.

The distance is the network distance between data centers and indicates the number
of hops, for example. Further, instead of the number of hops, the response time can
also be used. In this case, by taking a gateway which is disposed at a data center as a
calculation target, a network management tool can also be used to calculate the number
of hops and response time during normal usage.

Fig. 20 is a configuration diagram of a disaster operating policy management table.
In Fig. 20, the disaster operating policy management table 454 is a table for managing
the operating policy when a site is subject to disaster and is configured from an ap-
plication ID field 454A, an RTO field 454B, a post-site recovery recovery field 454C,
and a priority level field 454D.

The application ID is an identifier for uniquely identifying an application 164 in the
whole storage system.

The RTO is the time which it desirably takes until data is restored from the moment a
disaster occurs when a disaster takes place and which is configured by the system ad-
ministrator.

The post-site recovery recovery is information indicating, if a site subject to disaster
is restored, whether there is a need to perform recovery to the original site where the
application 164 was running.

The priority level is the priority level used when recovering the application 164 to the
original site and a higher numerical value for the priority level indicates a higher
priority level. This priority level is designated by the user.

Fig. 21 is a flowchart serving to illustrate plan creation processing. This processing is
started by the CPU 412. First, the CPU 412 references the AP management table 440
and lists the applications 164 running on the site 100 subject to disaster (S91).

The CPU 412 then references the disaster operating policy management table 454

when rescuing the application 164 of the site 100 subject to disaster and sorts the ap-
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plications 164 running on the site 100 in order of highest priority (S92).

The CPU 412 subsequently references the inter-DC distance management table 452
and sorts the other normal primary sites (the primary sites other than site 100), for
example site 200 and so on, in order of proximity to the site 100 subject to disaster
(S93).

The CPU 412 then repeats the following processing as far as step S103 in order of
the other sorted priority sites (S94).

The CPU 412 subsequently initializes the copying time for the other sorted primary
sites (S95). For example, [the CPU 412] sets the copying time of the other primary
sites to 0.

Subsequently, the CPU 412 repeats the following processing as far as step S102 in
the order of the applications sorted according to priority level (S96).

The CPU 412 then determines, for the applications 164 sorted in order of the highest
priority level, whether the data transfer time from the secondary site (site 300) to
another primary site (site 200), for example, is within the RTO (S97). Here, the CPU
412 references the AP management table 440 and the disaster operating policy
management table 446, calculates the data transfer time by dividing the capacity of the
sorted restoration target applications 164 by the excess bandwidth, and determines
whether the calculated data transfer time is within the RTO.

If a negative determination result is obtained in step S97, the CPU 412 moves to the
processing of step S104, and if an affirmative determination result is obtained in step
S97, the CPU 412 references the host management table 436 and the AP management
table 440 and determines whether the performance and capacity of the other sorted
primary sites are sufficient (S98). As for the performance of the other primary sites,
[the CPU 412] determines whether cores which can be assigned to the restoration
target application 164 exist on the other primary sites, for example, and for the ca-
pacities of the other primary sites, the CPU 412 determines whether the capacity of an
unused volume which is a volume that exists on another primary site is sufficient.

If a negative determination result is obtained in step S98, the CPU 412 subsequently
moves to the processing of step S104, and if an affirmative determination result is
obtained in step S98, [the CPU 412] references the inter-DC connection management
table 438 and the remote copy management table 442 and determines whether
sufficient remote copying data transfer bandwidth exists as remote copying data
transfer bandwidth which is used when remote-copying the restoration copy data
which exists on the secondary site, which is data that is used by the restoration target
application 164, to the primary site (S99).

If a negative determination result is obtained in step S99, the CPU 412 moves to the

processing of step S104, and if an affirmative determination result is obtained in step
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S99, the CPU 412 defines the application restoration site (S100). For example, if the
site 200 fulfills all the conditions defined in steps S97, S98, and S99, the CPU 412
defines the site 200 as the application restoration site.

The CPU 412 then adds the data transfer time calculated in step S97 to the copying
time (S101).

The CPU 412 subsequently determines whether the secondary site possesses
sufficient performance to restore the restoration target application 164 (S104). That is,
although the primary site to be restored has been defined for some of the applications
164 among the plurality of sorted applications 164, if the primary site to be restored
has not been defined for the remaining applications 164, the CPU 412 determines
whether the remaining applications 164 can be restored via the secondary site.

If a negative determination result was obtained in step S104, that is, if an application
164 which cannot be restored via any site exists, the CPU 412 executes processing to
instruct the user to restore the remaining application 164 (S105) and returns to the
processing of step S104.

If, however, an affirmative determination result is obtained in step S104, the CPU
412 ends the processing of this routine. Note that, in this Example too, processing
which is the same as the processing shown in Figs. 15 to 17 will subsequently be
executed.

According to this Example, if any of the plurality of primary sites is subject to
disaster, a normal primary site which is a short network distance from the primary site
subject to disaster and for which at least the data transfer time of the restoration target
application 164 is in the RTO range is selected as an application restoration site, and
copy data, which had been used at the primary site subject to disaster and which is
remote-copied to the secondary site, is remote-copied from the secondary site to the
normal primary site to restore a task at the normal primary site, and therefore
restoration resources of the secondary site can be kept to a minimum.

(Third Example)

This Example is such that application integration is considered to restore an in-
tegrated application at the same site. The configuration of the storage system according
to this Example is the same as that of the First Example except for the fact that the
content of the tables and programs used by the management computer 401 is the same
as that of the First Example.

Fig. 22 is a configuration diagram of a management computer. In Fig. 22, the AP in-
tegration management table 456 is stored as a new table in the memory 418 of the
management computer 401.

Fig. 23 is a configuration diagram of the AP integration management table. In Fig.

23, the AP integration management table 456 is a table for managing integration



22

WO 2014/068615 PCT/JP2012/006965

[0160]

[0161]

[0162]

[0163]

[0164]

[0165]

[0166]

[0167]

[0168]

[0169]

between applications and is configured from an application ID1 field 456A and an ap-
plication ID2 field 456B.

The application ID1 is an identifier serving to identify one application among
mutually integrated applications 164. The application ID2 is an identifier serving to
identify the other application 164 of the mutually integrated applications 164.

Fig. 24 is a flowchart serving to illustrate plan creation processing. This processing is
specific content of step S12 and is executed by the CPU 412. The CPU 412 references
the AP management table 440 and lists the applications 164 running on the site 100
subject to disaster 100 (S111).

Upon rescuing the applications 164 of the site 100 subject to disaster, the CPU 412
then determines whether restoration processing is sufficient via the functions of the
secondary site (site 300) (S112). In this case, the CPU 412 references the host
management table 436 and the AP management table 440 and determines whether
adequate cores exist on the site 300 as cores for executing the applications 164, for
example, as an adequate performance for rescuing the applications 164 running on the
site 100.

If an affirmative determination result is obtained in step S112, restoration processing
is possible on the site 300, and hence the CPU 412 ends the processing of this routine,
and if a negative determination result is obtained in step S112, the CPU 412 manages
the applications 164 listed in step S111 as application groups (APG) (S113).

The CPU 412 then references the AP integration management table 456 and sorts the
application groups (APQG) listed in step S111 in order of largest volume capacity
(S114).

The CPU 412 then references the inter-DC connection management table 438 and
sorts the other normal primary sites (primary sites other than site 100), for example site
200 and so on, in order, starting with the primary site with the largest excess
bandwidth with the secondary site (S115).

The CPU 412 then repeats the following processing as far as step S126 sequentially
for the other sorted primary sites (S116).

The CPU 412 initializes the copying times of the other sorted primary sites (S117).
For example, the copying times of the other primary sites are set at 0.

The CPU 412 then repeats the following processing as far as step S125 in order of
the application groups (APG) sorted according to volume capacity (S118).

The CPU 412 then determines whether the data transfer times from the secondary site
(site 300) to another primary site (site 200), for example, for the application groups
sorted by volume capacity are within the RTO (S119). Here, the CPU 412 references
the AP management table 440 and the disaster operating policy management table 444,

divides the capacity of the sorted restoration target application groups by the excess
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bandwidth calculated in step S115, calculates the data transfer times, and determines
whether the calculated data transfer times are within the RTO.

If a negative determination result is obtained in step S119, the CPU 412 moves to the
processing of step S127, and if an affirmative determination result is obtained in step
S119, the CPU 412 references the host management table 436 and the AP management
table 440, and determines whether the performance and capacity of the other sorted
primary sites are sufficient (S120). As for the performance of the other primary sites,
the CPU 412 determines whether cores which can be assigned to the restoration target
application groups exist on the other primary sites, for example, and for the capacities
of the other primary sites, the CPU 412 determines whether the capacity of an unused
volume which is a volume that exists on another primary site is sufficient.

If a negative determination result is obtained in step S120, the CPU 412 moves to the
processing of step S127, and if an affirmative determination result is obtained in step
S120, the CPU 412 references the inter-DC connection management table 438 and the
remote copy management table 442 and determines whether sufficient remote copying
data transfer bandwidth exists as remote copying data transfer bandwidth which is used
when remote-copying the restoration copy data which exists on the secondary site,
which is data that is used by the applications 164 belonging to the restoration target ap-
plication group, to the primary site (S121).

If a negative determination result is obtained in step S121, the CPU 412 moves to the
processing of step S127, and if an affirmative determination result is obtained in step
S121, the CPU 412 defines the application group (APG) restoration site (S31). For
example, if the site 200 fulfills all the conditions defined in steps S119, S120, and
S121, the CPU 412 defines the site 200 as the application group (APG) restoration site.

The CPU 412 then adds the data transfer time calculated in step S119 to the copying
time (S123).

Similarly to step S112, the CPU 412 then determines whether the secondary site
possesses sufficient performance to restore the restoration target application (S124).
That is, although the primary site to be restored has been defined for some of the ap-
plication groups among the plurality of sorted application groups, if the primary site to
be restored has not been defined for the remaining application groups, the CPU 412 de-
termines whether the remaining application groups can be restored via the secondary
site.

If a negative determination result was obtained in step S124, the CPU 412 moves to
the processing of step S127, and if an affirmative determination result is obtained in
step S124, the CPU 412 ends the processing of this routine.

The CPU 412 determines whether sufficient performance exists to restore the

remaining application groups, which have not been assigned to another primary site,



24

WO 2014/068615 PCT/JP2012/006965

[0177]

[0178]

[0179]

[0180]

[0181]

via the secondary site (S127).

If a negative determination result is obtained in step S127, that is, if an application
group which cannot be restored via any site exists, the CPU 412 executes processing to
instruct the user to restore the remaining application groups (S128) and returns to the
processing of step S127.

If, however, an affirmative determination result is obtained in step S127, the CPU
412 ends the processing of this routine. Note that, in this Example, processing which is
the same as the processing shown in Figs. 15 to 17 is executed.

In this Example, if a plurality of application groups (APG) comprising a plurality of
mutually integrated applications 164 exist as applications 164 which are to serve as
restoration targets, the CPU 412 determines, for each of the application groups,
whether, among the normal primary sites, a primary site exists which possesses a data
transfer bandwidth for which the data transfer time required to copy each application
group from the secondary site is within the RTO, takes at least obtaining an affirmative
result in this determination as a first condition and, determines whether, among the
normal primary sites fulfilling the first condition, there exists a primary site which
possesses sufficient performance to execute each application group and sufficient
capacity for the access target volume of each application group, takes obtaining an af-
firmative result in this determination as a second condition and determines, for each
application group, whether, among the normal primary sites fulfilling the second
condition, there exists a primary site which possesses sufficient data transfer
bandwidth as remote copying data transfer bandwidth for remote copying restoration
copy data which exists at the secondary site, and takes obtaining an affirmative result
in this determination as a third condition and selects, for each application group, a
normal primary site which fulfills the first through third conditions as a restoration site.
Note that the CPU 412 is also able to select a normal primary site which fulfills at least
the first condition as the restoration site for each of the application groups.

Further, in this Example, after selecting a normal primary site as the restoration site
for each application group, the CPU 412 divides the restoration copy data which exists
at the secondary site into a plurality of restoration copy data in association with each of
the application groups, and remote-copies the divided restoration copy data to the
storage apparatus of the primary site selected as the restoration site for each of the ap-
plication groups via the data network 403.

According to this embodiment, if any of the plurality of primary sites is subject to
disaster, a normal primary site for which at least the data transfer time of the ap-
plication group which comprises mutually integrated applications 164 is within the
range of the RTO is selected as an application group restoration site, and the copy data,

which is data which had been used at the primary site subject to disaster and has been
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remote-copied to the secondary site, is remote-copied from the secondary site to the
normal primary site, and because a task is restored on the normal primary site, the

restoration resources of the secondary site can be kept to a minimum.
Note that the present invention is not limited to the foregoing Examples and en-

compasses various modifications. For example, part of the configuration of a certain
Example can be replaced with the configuration of another Example and the con-
figuration of another Example can also be added to the configuration of a certain
Example.

Furthermore, each of the foregoing configurations and functions and so on may also
be implemented by hardware such as by designing all or part of the configurations and
functions as an integrated circuit, for example. Further, each of the foregoing config-
urations and functions and so on may also be realized by software as a result of a
processor parsing and executing programs which implement the respective functions.
Information such as programs, tables, and files which implement each of the functions
can also be recorded and installed on a recording device such as a memory, hard disk,
or SSD (Solid State Drive), or a recording medium such as an IC (Integrated Circuit)
card, an SD (Secure Digital) memory card, or a DVD (Digital Versatile Disc).
Reference Signs List

100, 200, 300 Site

101, 201, 301 Host computer

102, 202, 302 Storage apparatus

103, 203, 303, 403 Data network

401 Management computer

402 Management network

412 CPU

430 Volume management table

432 Storage management table

434 DC management table

436 Host management table

438 Inter-DC connection management table

440 AP management table

442 Remote copy management table

444 Disaster operating policy management table

446 Disaster restoration program

448 Site restoration program

450 Operating status monitoring program

452 Inter-DC distance management table
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454 Disaster operating policy management table

456 AP integration management table
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Claims
A storage system, comprising:
a plurality of sites which comprise a storage apparatus comprising a
plurality of storage devices, and a host computer which issues data I/O
processing requests to the storage apparatus;
a data network which interconnects the storage apparatuses of each of
the sites; and
a management computer which exchanges information with the storage
apparatuses and host computers of each of the sites via a management
network and which manages a data processing performance and a data
processing status of each of the sites,
wherein the management computer manages, among the plurality of
sites, two or more sites other than a backup site as primary sites and the
backup site as a secondary site respectively, remote-copies data which
is stored in the storage apparatuses of each of the primary sites to the
storage apparatus of the secondary site via the data network re-
spectively, and manages the remote-copied data as copy data, and
wherein, when any of the primary sites is subject to disaster,
the management computer selects, on the basis of the data processing
performance and the data processing status of the sites other than the
primary site subject to disaster, at least a normal primary site other than
the primary site subject to disaster as a restoration site which possesses
processing performance for restoring a restoration target application
which is a data I/O processing application which was running on the
primary site subject to disaster, and
remote-copies restoration copy data, which exists at the secondary site
and which is data that was used by the restoration target application, to
the storage apparatus of the primary site selected as the restoration site,
via the data network.
The storage system according to claim 1,
wherein the management computer determines whether, among the
normal primary sites, there exists a primary site with a data transfer
bandwidth for which a data transfer time required to copy the
restoration target application from the secondary site is within a
recovery time objective, takes at least obtaining an affirmative result in
this determination as a first condition, and selects a normal primary site

which fulfills the first condition as the restoration site.
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The storage system according to claim 2,

wherein the management computer determines whether, among the
normal primary sites which fulfill the first condition, there exists a
primary site which possesses sufficient performance to execute the
restoration target application and sufficient capacity for the access
target volume of the restoration target application, takes at least
obtaining an affirmative result in this determination as a second
condition, and selects a normal primary site which fulfills the second
condition as the restoration site.

The storage system according to claim 3,

wherein the management computer determines whether, among the
normal primary sites which fulfill the second condition, there exists a
primary site which possesses sufficient data transfer bandwidth as
remote copying data transfer bandwidth for remote-copying restoration
copy data which exists at the secondary site, takes at least obtaining an
affirmative result in this determination as a third condition, and selects
a normal primary site which fulfills the third condition as the
restoration site.

The storage system according to claim 1,

wherein, if a plurality of restoration target applications exist as the
restoration target application, the management computer determines,
for each of the restoration target applications, whether, among the
normal primary sites, there exists a primary site which possesses a data
transfer bandwidth for which the data transfer time required to copy
each of the restoration target applications from the secondary site is
within a recovery time objective, takes at least obtaining an affirmative
result in this determination as a first condition, and selects, for each of
the restoration target applications, a normal primary site which fulfills
the first condition as the restoration site.

The storage system according to claim 5,

wherein the management computer determines, for each of the
restoration target applications, whether, among the normal primary
sites which fulfill the first condition, there exists a primary site which
possesses sufficient performance to execute each of the restoration
target applications and sufficient capacity for the access target volume
of each of the restoration target applications, takes at least obtaining an
affirmative result in this determination as a second condition, and

selects, for each of the restoration target applications, a normal primary



WO 2014/068615

[Claim 7]

[Claim 8]

[Claim 9]

[Claim 10]

[Claim 11]

29

PCT/JP2012/006965

site which fulfills the second condition as the restoration site.

The storage system according to claim 6,

wherein the management computer determines, for each of the
restoration target applications, whether, among the normal primary
sites which fulfill the second condition, there exists a primary site
which possesses sufficient data transfer bandwidth as remote copying
data transfer bandwidth for remote-copying restoration copy data which
exists at the secondary site, takes at least obtaining an affirmative result
in this determination as a third condition, and selects, for each of the
restoration target applications, a normal primary site which fulfills the
third condition as the restoration site.

The storage system according to claim 7,

wherein the management computer divides the restoration copy data
which exists at the secondary site into a plurality of restoration copy
data in association with each of the restoration target applications, and
remote-copies the divided restoration copy data, for each of the
restoration target applications, to the storage apparatus of the primary
site selected as the restoration site via the data network.

The storage system according to claim 1,

wherein the management computer selects, from among the normal
primary sites, a primary site which is a short network distance from the
primary site subject to disaster as the restoration site.

The storage system according to claim 1,

wherein, if a plurality of application groups comprising a plurality of
mutually integrated restoration target applications exist as groups
which are configured from the restoration target applications, the
management computer determines, for each of the application groups,
whether, among the normal primary sites, a primary site exists which
possesses a data transfer bandwidth for which the data transfer time
required to copy each application group from the secondary site is
within a recovery time objective, takes at least obtaining an affirmative
result in this determination as a first condition and selects, for each of
the application groups, a normal primary site which fulfills the first
condition as the restoration site.

The storage system according to claim 10,

wherein the management computer determines, for each of the ap-
plication groups, whether, among the normal primary sites which fulfill

the first condition, there exists a primary site which possesses sufficient
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performance to execute each of the application groups and sufficient
capacity for the access target volume of each of the application groups,
takes at least obtaining an affirmative result in this determination as a
second condition, and selects, for each of the application groups, a
normal primary site which fulfills the second condition as the
restoration site.

The storage system according to claim 11,

wherein the management computer determines, for each of the ap-
plication groups, whether, among the normal primary sites which fulfill
the second condition, there exists a primary site which possesses
sufficient data transfer bandwidth as remote copying data transfer
bandwidth for remote-copying restoration copy data which exists at the
secondary site, takes at least obtaining an affirmative result in this de-
termination as a third condition, and selects, for each of the application
groups, a normal primary site which fulfills the third condition as the
restoration site.

The storage system according to claim 12,

wherein the management computer divides the restoration copy data
which exists at the secondary site into a plurality of restoration copy
data in association with each of the application groups, and remote-
copies the divided restoration copy data, for each of the application
groups, to the storage apparatus of the primary site selected as the
restoration site via the data network.

A data processing method of a storage system which comprises a
plurality of sites which comprise a storage apparatus comprising a
plurality of storage devices, and a host computer which issues data I/O
processing requests to the storage apparatus;

a data network which interconnects the storage apparatuses of each of
the sites; and

a management computer which exchanges information with the storage
apparatuses and host computers of each of the sites via a management
network and which manages a data processing performance and a data
processing status of each of the sites,

wherein the management computer executes:

a management step in which the management computer manages,
among the plurality of sites, two or more sites other than a backup site
as primary sites and the backup site as a secondary site respectively,

remote-copies data which is stored in the storage apparatuses of each of
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the primary sites to the storage apparatus of the secondary site via the
data network respectively, and manages the remote-copied data as copy
data;

a selection step, in which, when any of the primary sites is subject to
disaster,

the management computer selects, on the basis of the data processing
performance and the data processing status of the sites other than the
primary site subject to disaster, at least a normal primary site other than
the primary site subject to disaster as a restoration site which possesses
processing performance for restoring a restoration target application
which is a data I/O processing application which was running on the
primary site subject to disaster; and

a copy step, in which the management computer remote-copies
restoration copy data, which exists at the secondary site and which is
data that was used by the restoration target application, to the storage
apparatus of the primary site selected as the restoration site, via the data
network.

The data processing method according to claim 14,

wherein, in the selection step, the management computer determines
whether, among the normal primary sites, there exists a primary site
with a data transfer bandwidth for which a data transfer time required
to copy the restoration target application from the secondary site is
within a recovery time objective, takes at least obtaining an affirmative
result in this determination as a first condition, and selects a normal

primary site which fulfills the first condition as the restoration site.
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