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METHOD AND APPARATUS FOR MANAGING COMPONENTS IN AN IT
SYSTEM

Field

The present invention relates generally to methods and systems for managing the

applications and components of an integrated information technology or e-business

computer system.

Background of the Invention

Information technology (IT) and electronic business (e-business) solutions are

- umportant for business competitiveness and growth for many companies. An e-business

or [T solution 1s typically a set of applications , or software packages, grouped together to
solve a problem. A number of difficulties in IT systems and e-business solutions,
however, can cause maintenance, planning, and management of these systems to be
difficult. First, many IT systems are complex. Many IT systems use a large number of
applications that can exist on a large number of servers in a variety of locations. In
addition, a large number of participants can take part in an e-business solution. Many IT

systems, therefore, have a large number of components that form sizeable e-business

- systems of potentially overwhelming complexity.

Complexity for some I'T systems results because it 1s often difficult to determine
what applications are running as part of the e-business solution, where those applications
are running, and who 1s running those applications. Relationships also exist between two
or more applications in which one application us_es' another application in some way.
These relationships, or “dependencies,” between applications are often difficult to
determine. For example, common building blocks such as databases,l web servers, and
'app]jcation servers can be used by many different applications. Knowledge of
dependencies in a system can be important. The failure of one application due to a bug or
system malfunction can cause a larger breakdown of an e-business system due to
dependencies between the applications of the e-business system. Detailed knowledge of

the organization of applications and the dependencies between applications can provide

valuable insight into repairing system malfunctions, planning for future growth, and

managing the I'T system.
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The rapid change of many IT systems can also make management of IT systems
difficult. E-business solutions can change rapidly as technology changes and as the needs
of the e-business solution are modified. New servers, databases, and applications can be
added to upgrade a system or to improve performance. It can therefore become difticult
and expensive to track and fix problems, modify the e-business solution, and plan for
future growth.

A lack of information about large, complex systems can also make maintenance of
IT systems difficult. The organization and information about a company’s e-business
system is typically locked up in the heads of one or more IT professionals within a
company. The loss of knowledgeable IT personnel can make system management time-

consuming and burdensome for personnel who are not familiar with the entire structure of

the I'T system.

Summary of the Invention

The invention features a method and apparatus for managing components in an
I'T system. Under one aspect of the invenﬁdn, the method features discovering
components in the I'T system, determining at least one dependency between two or more
of the discovered components, and tracking changes to the discovered components and
the dependency between two or more of the discovered components. The discovery of
components can be carried out using fingerprints of components. These fingerprints can
include key elements of the component that exist in a full model of all of the elements of
the component. Refined components, which are components that relate in some manner
to another component (that is, the refined component is a specific version of the
component or an optibnal piece that can be included with the component), can be
discovered using subfingerprints that are activated upon the discovery of the component.
A dependency is a relationship between two or more components in which one
component uses another component in some way, or in which one component requires
the existence of another component. After a component has been discovered, changes to

the component can be tracked so that, for example, I'T personnel can more readily

identify system changes that might hamper performance of the 11 system.

Page 2
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In accordance with-another aspect of the invention, there 1s provided a method for

collecting information on components in.an information technology (IT) system, comprising:

discovering the existence of at least one of the components in the IT system;
determining at least one dependency between two or more of the components;

and

tracking changes to at least one of the components and the dependency between

two or more of the components.

In accordance with another aspect of the invention, there 1s provided an agent for
collecting information on components in an information technology (IT) system, the agent

remdlng on a computer mn the IT system, the agent comprising:

an observer module to detect event information about elements of the computer;
and

an analysis module to process the event information, the analysis module
including: (a) component discovery rules to process event information and match event
information with elements of one or more fin gerprints of known components using an
accumulator to discover the existence on the IT system.of at least one of the components,
and (b) dependency discovery rules to detect relationships between cc;mpbnents of the IT

system.
In accordance with another aspect of the invention, there is provided a system for

collecting information on components in an information technology (IT) system, comprising:

means for discovering the existence of at least one of the components in the IT

system,

means for determining at least one dependency between two or more of the

components; and
means for tracking changes to at least one of the components and the dependency

between two or more of the components.

In accordance with another aspect of the invention, there is provided an apparatus for

collecting information on components in an information technology (IT) system, compnsing;:
- a memory storing a prograim;
a processor in communication with the memory; in which the processor is

directed by the program {o:
discover the existence of at least one of the components in the IT system;

determine at least one dependency between two or more of the

Page 2a
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components; and
track changes to at least one of the components and the dependency

between two or more of the compotents.

In accordance with another aspect of the invention, there is provided a method for

discovering components in an information technology (IT) system, comprising:

receiving event information regarding an occurrence in the IT system, the

occurrence relating to a first component;
comparing the first component along with other components to at least one
fingerprint, wherein the fingerprint represents key low-level elements of a model of a

known component; and
if the first component and the other discovered components match substantially

all of the key low-level elements of the fingerprint, using a subfingerprint of a known

refined component to discover the existence of a second component that corresponds to

the known refined component.

In accordance with another aspect of the invention, there is provided a computer-
readable medium for discovering components in an information technology (IT) system, the
computer-readable medium storing instructions that direct a microprocessor to: |

receive event information regarding an occurrence in the IT system, the

occurrence relating to a first component;
compare the first component along with other components to at least one’

fingerprint, wherein the fingerprint represents key low-level elements of a model of a

known component; and
if the first component and the other discovered components match substantially

all of the key low-level elements of the fingerprint, use a subfingerprint of a known

refined component to discover the existence of a second component that corresponds to

the known refined component.
In accordance with another aspect of the invention, there is provided an apparatus for

discovering components in an inforrnation technology (IT) system, comprising:

a memory storing a program;
a processor in communication with the memory; in which the processor is

directed by the program to:
receive event information regarding an occurrence in the IT system, the
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occurrence relating to a first component;

compare the first component along with other components to at least one
fingerprint, wherein the fingerprint represents key low-level elements of a model of a

known component; and

if the first component and the other discovered components match

substantially all of the key low-level elements of the fingerprint, use a subfingerprint of a
known refined componént to discover the existence of a second component that

comesponds to the known refined component.

In accordance with another aspect of the invention, there 1s provided a method for
managing components in an information technology (IT) system, comprising:

receiving a first event message for a first occurrence in the I'T system, the first

occurrence relating to a first component;
if tﬁe first component matches at least one low-level element of a fingerprint of a
model of a known component, adding the first component to an accumulator;
if all of the low-level elements of the fingerprint have been matched by the first
component and other components, generating a command to detect further information;

receiving, in response to the command, a second event message providing further

details about one of the components; and
using a subfingerprint of a known refined component and the further details

about one of the components to discoyver a refined component.

In accordance with another aspect of the invention, there is provided a method for |

discovery of a refined component in an information technology (IT) system, comprising:
using a fingerprint of a2 model of a known component to discover an existing
component in the IT system by matching passive elements in the fingerprint with event |
information of the IT system;
. genef_atiﬁ g and transmitting a command message defined by active elements of
the fingerprint to discover the refined component;
receiving event information relating to the active elements of the fingerprint of
the known component; and

using a subfingerprint of the refined component to discover the refined

component, the refined component relating to the known component, wherein the

subfingerprint of the refined component becomes active upon the discovery of the

existing component using the fingerprint.
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In accordance with another aspect of the mvention, there is provided a method for
determining dependencies between at least two components in an information technology (IT)
system, comprising:

discovering the at least two components in the IT system;

monitoring the usage of resources by the two componenis in the IT system and, if
a resource 1s used by one of the two components, generating a message indicating the
use of that resource by that component;

accumulating each message indicating the use of one of the resources by one of

the two components; and

if the accumulated messages indicate that the two components use the same

resource, then indicating that a dependency between the two components has been
detected.

In accordance with another aspect of the invention, there is provided an apparatus for
determining dependencies between at least two components in an information technology (IT)
system, bornprisiﬁg:

a memory storing a program;
a processor in communication with the memory; in which the processor is
directed by the program to:
discover the at least two comp'onents in the IT system;
monitor the usage of resources by the two components in the IT system
and, if a resource is used by one of the two components, generating a message indicating
the use of that resource by that coﬁlponent;
accumulate each message indicating the use of one of the resources by one

of the two components; and

if the accumulated messages indicate that the two components use the
same resource, then indicate that a dependency between the two components has been

detected.
In accordance with another aspect of the invention, there is provided a method for

tracking content changes to a component in an information technology (IT ) system
comprising: .

generating an event message for an occurrence in the IT system, the occurrence
relating to' the component;

if contents are to be tracked for the component, comparing current contents of the

component with a previous version of the contents of the component; and
logging differences between the current contents of the component and the

previous version of contents of the component.
Page 2d
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In accordance with another aspect of the invention; there is provided an apparatus for '
tracking content changes to a component in an information technology (IT) system,
comprising:

a memory storing a program;
a processor m communication with the memory; in which the processor is

directed by the program to:
‘generate an event message for an occurrence in the IT system, the

occurrence relating to the component;
if contents are to be tracked for the component, compare current contents

of the component with a previous version of the contents of the component; and

log differences between the current. contents of the component and the

previous version of contents of the componeant.

In accordance with another aspect of the invention, there is provided a system for

collecting information on components in an information technology (IT) system, comprising:

a plurality of agents, wherein each agent resides on a computer of the IT system,
‘and wherein each agent includes instructions to: (a) discover components in the I'T'
system, (b) determine at least one dependency between two or more of the discovered

components, and (c) track changes to the discovered components and the dependency

between two or more of the discovered components; and

 a network server in communication with the plurality of agents, wherein the

network server includes instructions to receive component detection messages from the

agents and generate a visual map of the discovered components.

Page 2e



10

15

20

25

30

CA 02468644 2011-06-17

Under another aspect of the invention, after components have been discovered, a
visual map of the IT system can be generated. The visual map can include depictions of
the discovered components and the dependencies between the discovered components.

Under another aspect of the invention, an agent for collecting information on
components in an I'T system is provided. The agent can be a module that resides on a
server in the IT system, and the agent can feature an observer module to detect event
information about the elements of the server and an analysis module to process the event
information. The analysis module can include (1) component discovery rules to process
event information and match event information with elements of one or more
fingerprints of known components using an accumulator, and (2) dependency discovery

rules to discover relationships between components ot the IT system.

Under another aspect of the invention, a network server can be used along with a
plurality of agents, such as those described above. Each agent can be installed on a
separate server of the IT system, and each agent can have the capability of discovering
components that are local to the server on which the agent is nstalled. The agents can
then transmit information regarding events and discovered components to the network
server, where the information can be further processed to discover components that span
more than one server and to discover dependencies between components that exist on
separate Servers.

Under yet another aspect of the invention, changes to components and
dependencies in an IT system are tracked. In this embodiment, the method features
generating a discovery message upon the discovery of an existing component in the I'l
system, retrieving a list of elements of the existing component to track for changes, and

transmitting a message to an observer module to begin tracking changes for the elements

in the list.

Brief Description of the Drawings

FIGURE 1 is a block diagram of a representative network in which the system can

be implemented in one embodument.

FIGURE 2 is a block diagram of one embodiment of the architecture of an agent

in the system of FIGURE 1.
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FIGURE 3 is a block diagram of one embodiment of the architecture of the

network server 1n the system of FIGURE 1.
FIGURE 4 1s a depiction of a fingerprint for a component that can be used in one

embodiment of the invention.

FIGURE 5a 1s a depiction of a subfingerprint for a component that can be used in

conjunction with the fingerprint of FIGURE 4.

FIGURE 5b is a depiction of a second subfingerprint for a component that can be

used in conjunction with the fingerprint of FIGURE 4.
FIGURE 6 1s a block diagram that illustrates the discovery of network

-

dependencies in one embodiment of the invention.

FIGURE 7a is a flow chart illustrating the processing of network messages in one

embodiment.

FIGURE 7b 1s a second flow chart illustrating the processing of network messages

1n one embodiment.

FIGURE 7c 1s a tlow chart illustrating the processing of process-related messages

1in one embodiment.

FIGURE 7d 1s a flow chart illustrating the processing of resource messages to

determine dependencies in one embodiment.

FIGURE 7e 1s a flow chart illustrating the processing of resource removal
messages to remove dependencies in one embodiment.

FIGURE 8 is a block diagram that illustrates the filtering of information at
different locations in the network of FIGURE 1.

FIGURE 9 1s a flow chart illustrating the flow of event information during
operation of the network of FIGURE 1 in one embodiment of the invention.

FIGURE 10 1s a depiction of one embodiment of a visual map of one computer of
a system that can be used in conjunction with the invention.

FIGURE 11 1s flow chart of the rules and processes in the operation of one
embodiment 1n response to an exist message in the network of FIGURE 1.

FIGURE 12 is flow chart of the rules and processes in the operation of one
embodiment in response to a delete message in the network of FIGURE 1.

FIGURE 13 1s a tlow chart of the rules and process in the operation of one

embodiment in response to a modily message in the network of FIGURE 1.
Page 4
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FIGURE 14 is flow chart of the rules and processes in the operation of one

embodiment in response to an application discovered message in the network of FIGURE

1.
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Detailed Description of the Embodiments of the Invention

The embodiments described herein provide methods and devices for managing the
hardware and software platforms and building blocks of an integrated information
technology (IT), e-business solution, or computer system. Very brieily, a set of agents on
servers of the system is used to collect system event information by detecting low-level
items in the IT system. Events are occurrences in the IT system, such as file or registry
creations, modifications, or deletions, or the discovery of such components in the I'T
system. This event information is analyzed within the agents to filter out unneeded event
information, such as minor file modifications that do not affect the system. The event
information is then analyzed in an agent or in a network server that receives information
from all or a subset of the agents of the IT system. The components of the I'T system are
therefore discovered, and changes to these components are tracked after discovery. In
addition, dependencies, which are relationships between components, can be determined.
A visual map of the IT system can then be created using the event information, and this
visual map can be updated as the IT system changes. The visual map can be used to
locate and track system problems, help in developing system modifications, and aid in

procuring the necessary hardware for proper system performance.

As used throughout this specification, the term “component” refers to any item
that can be detected, discovered, and/or tracked in an IT system. These items include the
low-level items in an IT system such as files, directories, and registry settings, hardware
of the system, database metadata, shared libraries, and Dynamic Link Libraries (“DLLS™),
and also the higher-level components such as the applications of the IT system, along
with other items. The term “application” will be used to refer to a component that is a
piece of software for an identifiable product. One application can therefore contain many
components. Examples of applications include an Apache web server, an Oracle”
database, Microsoft® Word, and a collection of web pages and instructions for managing

a stock portfolio. An application can exist on one server or can be spread across multiple
servers. One application can include a number of other applications. Microsoft® Office,
for example, is an application that can include a number of other applications, such as
Word and Excel. Such an application can also be called a solution, which 1s a set of

applications grouped together to provide a specific solution to a specific problem.
Page 6
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Discovery of components can generally be either reactive or proactive. Reactive
discovery is when an agent in the system is notified that an application or component has
been installed, modified, or deleted, or is provided with real-tume messages regarding the
creation of compoﬁents to permit the agent to determine that an application or component
has been installed. In reactive discovery, the method and system react in real time to
event information in messages received from the observers and the operating system as
discussed below. This event information can be used to attempt to match fingerprints for
discovery. In any case, as discussed in connection with the observers, the system and
method can use features of the server’s operating system to detect events in real fime.

Proactive discovery, on the other hand, is used when an-agent1s installed on an
existing system, when a system has restarted, or when further information about the
system is needed. In proactive discovery, the agent proactively scans or “crawls” the
system to detect key files, registry entries, directory structures, and other information that
will allow it to detect an installed component or application. Proactive discovery can be
used to step through the files on the system to determine what is present. The detected
files, registry entries, and directory structures can be used to match the fingerprints of the
system to discover components. In other embodiments, a map of the system can be saved
so that the components of the system before a crash are known. If, after the fingerprints

have been used to discover components on the system, the persist map is different from

“the actual components that have been discovered, the system differs from before the crash

or the happening that caused the proactive scan.

A. System Architecture

FIGURE 1 is a block diagram of a representative network in which the invention
can be implemented. The network includes a network server 10 and a plurality of agents
12, 14, 16 that communicate either directly or indirectly with the network server. 10.

Generally, one or more agents exist on each server 11, 13 for which management is
desired and that is used by the IT system. Itis also possible, however, for an agent to
remotely monitor a server. FIGURE 1, for instance, shows agent 12 remotely monitoring
sever 15. The IT system, as a whole, includes all of the computers, servers, and databases
used by an e-business solution. Each server can be any computer or computer syster,
including a router, local director, or database system. ‘The agents 12, 14, 16 collect and

process system event information, which can then be communicated to the network server
Page 7
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10. Although FIGURE 1 shows one network server 10, multiple network servers 10 can
exist. In the network of FIGURE 1, a firewall 18 separates agents 12, 14 from the
network server 10. In one embodiment, a gateway server 20 exists in the same firewall
segment as agents 12, 14 so that the agents 12, 14 can communicate with the gateway
server 20, which is nearby. In other embodiments, a gateway server 20 is not used. The
gateway server 20, if used, sends the event information received from agents 12, 14 to
network server 10. In this manner, only server-to-server communications need be
firewall friendly.

The event information received by the network server 10 is stored in network
database 22. This event information can then be accessed by users through a user
interface (UX) server 24 by using a browser 26, which can be any available browser, such
as Netscape® Navigator or Microsoft® Internet Explorer. It is also possible, in one

embodiment, to use a browser 26 to access information through the firewall 18 to Ul

server 24.

1. The Agents

The term “agent” will be used throughout this specification to refer generally to a
program module that resides on a server to be managed and that collects and analyzes
event information that describes occurrences on the server of the IT system. The events
monitored by an agent can include file creation, deletion, or modification, registry
creation, deletion, or modification, network termination point creation, network outbound

request creation, local directors, DNS information, SMTP information, database system

information, security-related changes, and information regarding other components. A

registry is a database used by the Microsoft® Windows operating system (such as

Windows 2000, XP, or NT) to store configuration information. Typically, at least one
agent exists on each server or operating system of the IT system for which management 1s

desired to monitor the server/system and collect relevant event information. Each agent
therefore can monitor the events of the specific server or system on which it is installed.
In other embodiments, an agent can also monitor a server upon which the agent does not
reside, as shown by agent 12 and server 15 in FIGURE 1. As an example, a database
server need not have an agent installed on it in order to monitor the database metadata,

which can be monitored remotely. Although FIGURE 1 depicts three agents 12, 14, 16,
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the number of agents used within an embodiment will vary with the size and structure of

" the IT system.

In addition to collecting event information, the agents 12, 14, 16 can discover
components on the I'lT system that are local to the particular agent. If, for instance,
Microsoit® Word exists on a server 11 running agent 12, agent 12 can discover and track
changes to the Microsoft® Word application. Components that span more than one
server, however, cannot typically be discovered or tracked using a single agent. For this
reason, event information is passed on to the network server 10, where event information
from more than one agent can be processed. Web sites that retrieve information from
multiple servers, for instance, are examples of applications thatspan multiple servers and
can be discovered at the level of the network server 10. Because both the agents 12, 14,
16 and the network server 10 receive event information, discover components, and track
changes, the architecture of agents 12, 14, 16 and the network server 10 can, in one
embodiment, be similar.

FIGURE 2 13 a block diagram that depicts the core services of one of the agents
12, 14, 16 of HGURE 1 1n one embodiment. In general, the purpose of the agents 12, 14,
16 1s to collect event information, perform low-level processing of the event information,
zind send the event information to the network server 10 (through the gateway server 20 in
an embodiment having a gateway server 20). In the embodiment of FIGURE 2, the agent
12 includes an observer service 50, an analysis service 70, and a connection service 90.
The connection service 90 handles communications between the agent 12 and the network
server 10 (or the gateway server 20) and ensures that communications are secure. The
connection service 90 recerves event messages generated on the observer service 50
through the analysis service 70 for communication to the network server 10. In addition,
the connection service 90 receives comumands from the network server 10 for
communication to other services of the agent 12, as depicted in FIGURE 2.

The observer service 50 is responsible for loading and configuring a set of
observers that can be used to collect event information. An observer is a piece of code
that determines if an event has occurred that 1s significant to the IT system, generates a
message describing the event, and passes the message to the agent 12 for further

processing. Such events can be detected in real time as they occur or can be generated in

a systematic “crawl” through a directory or server to collect information that already
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exists. Observers, therefore, “detect” the low-level items in the IT system or subsystem.
An observer can also filter event information to exclude certain events that are not of
particular importance so that those events are not passed on to the analysis service 70.
The code of an observer interfaces with the host operating system, device drivers,
databases, and other components of the server 11 on which the agent 12 is installed to
detect events. In one embodiment, different observers can be used to detect different

component classes of the server 11. For example, a first observer can be used to monitor

- the operating system, a second observer can be used to monitor a first database, a third

observer can be used to monitor a second database, a fourth observer can be used to
monitor a first device driver, and so forth. -

As noted above, the observers generate messages having event information that
describe an event upon the occurrence or detection of the event. FIGURE 2 depicts the
transmission of event information 94 in messages between the observer service 50 and the
analysis service 70. FIGURE 2 also depicts the transmission of commands 92 from the
analysis service 70 to the observer service 50. These commands 92 are requests that a
particular function be performed or that more information be gathered for analysis. An
example of such a command 92 is a request that a detailed description of a file, such as

the file size and creation date, be retrieved and returned to the analysis service.

FIGURE 2 depicts a number of observers running on agent 12. These observers
include process observer 52, network observer 54, database observer 56, file driver 58
and file observer 62, and package observer 60. The observers 52, 54, 56, 60, 62 depicted
1n the observer service 50 of FIGURE 2 are exemplary, and other observers can be used
within the scope of the invention. In addition, multiple observers of the same type can be
used to monitor different events.

The file driver 58 and file observer 62 can be used to monitor file creations,

deletions, and modifications. In one embodiment, the file observer 62 and file driver 58

are implemented as described below. Numerous other implementations can also be used.

A Solaris® version of the file driver 58 can be in}plemented such that an interface is

exposed to the file observer 62 through a pseudo device. Information regarding Solaris®

internals and pseudo devices is provided in Writing Device Drivers; Sun M icrosystems,
Inc.; February 2000; Part Number 805-7378-10; and Jim Mauro & Richard M cDougall,

“Solarts Internals,” Sun Microsystems Press (2001), ISBN 0-13-022496-0, p. 44-46, 513-
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564, 257-343. After load and initialization, the file driver 58 hooks into the sysent table
by saving key system call function pointers and replacing them with the intercept code
that allows the file driver 58 to intercept hooked calls. The calls of interest can include

creat, creat64, open, open64, close, fork and exec, among others.

®

For this embodiment of file observer 62, Solaris™ calls the intercept code that

allows the driver 58 to intercept hooked calls when an application initiates a system call.
At this point, if the intercepting function is enabled, it gathers data about the underlying
storage device (i.e., physical, virtual, or network), full pathname of the file or directory,

and supplied flags to the system call. To gather this data, the file driver 58 uses the

virtual file system, vnode and process constructs supplied by Solaris®Once gathered, the

- file driver 58 compares this data with prerequisites, such as whether the WRITE flag is

enabled or residing on a physical drive, to determine if the event is worth reporting. After
the event passes these prerequisites, the file driver 58 collects further information relevant
to the event, such as fd, pid, ppid, uid and size, before passing it on to the file observer 62
in the agent. After an event has been passed to the file observer 62, the file observer 62
translates the message to a common internal format before determining if further
processing is necessary or if the event can be sent straight to the analysis service 70.

The file observer 62 can generate a variety of messages regarding events in the
system. These messages can, for example, include messages indicating that a file exists,
has been modified, or has been deleted. The file observer 62 can also respond to certain
commands generated by the analysis service 70. These commands to which the file
observer 62 responds can include commands to crawl through a specified directory to
collect event information, a command to retrieve details about a file, a command to copy

a file, and a command to filter certain information. The file observer 62 can also generate

messages in response to the commands indicated above, such as a message providing

details about a file in response to a command message or a message indicating that a file
has been copied in response to a command message.
The process observer 52 generally collects information on processes in the system
that can be used to determine dependencies between certain components. Such processes,
for example, can include the use of a file or application that already exists on the system.

: . ® : :
In one embodiment, a Solaris® version of process observer 52 can be implemented such

that an interface is exposed to the process observer 52 through a pseudo device. After
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load and initialization, a driver hooks into the sysent table by saving system call function

"pointers and replacing them with the intercept code that allows the driver to intercept

hooked calls made by applications. The calls of interest can include fork, exec, and exit,
among others.

The processes of concern for.this embodiment of process observer 52 are
generally created by calling one of the members of the fork or exec famuly of routines.
Once an application initiates a system call, the intercept code that allows the driver to
intercept hooked calls gathers information about the full pathname executable, fd, pid,
ppid, uid and supplied parameters. To gather this information, the driver uses information
stored about the process through the virtual file system (vifs), virode and process
constructs supplied by Solaris®. Due to the nature of certain system calls, such as the exit
call, information can be stored so that subsequent system calls can fill the message
expected by the analysis service 70. For instance, whenever an exec occurs, the fuil
pathname is saved using the pid as the key. This allows the process observer 52 to send
the full pathname when the exit occurs, which normally does not contain the tull
pathname. After information has been collected by the process observer 52, it 1s sent to
the analysis service 70. |

The process observer 52 can generate a variety of messages regarding events in
the system. These messages can, for example, include messages indicating that a process
exists or has been deleted. The process observer 52 can also respond to' certain
commands generated by the analysis service <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>