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ALTERNATIVE TOLL-FREE ARCHITECTURE AND SIMPLE DEPLOYMENT
MODULES

BACKGROUND

Field of the Invention

The present application relates generally to acquiring access to a data network and
more specifically to systems, methods, and devices for secure toll-free application data
network access.

Description of the Related Technology

In many telecommunication systems, the operators of a network control who can
access the network as well as the degree of access permitted. The access can be controlled by
a subscription. The subscription is generally an agreement between a user and a network
operator. The agreement typically includes payment for access.

As devices become more robust, the content available for display via the devices also
increases. The devices can process more data in a faster way to provide enhanced user
experiences. For example, some smartphones are capable of downloading high-definition
video content via a cellular/L.TE/3G connection for display on the smartphone.

While the devices can be consuming more data, the users must account for the
increased data obtained via the network. To help curb the overall network impact, some
network operators have introduced limited data plans. These limited plans allow a fixed
quantity of data access for a device. Should a particular device consume more than the plan
amount, the user of such a device is either cutoff from further access or permitted additional
access at an extra, perhaps, cost.

Furthermore, some devices are available without a data plan. Such devices can be
configured to execute applications such as a video or music player. These devices can attach
to a data network using a Wi-Fi network, but, due to the lack of a contract, are unable to
access the data network via cellular/LLTE/3G connections.

Accordingly, devices, systems, and methods for permitting toll-free application data

network access on an application-by-application basis are desirable.
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SUMMARY OF THE INVENTION

In one innovative aspect, there is an application for monitoring usage of a function on
a portable communication device, the function embodied on a non-stationary computer-
readable storage medium of the device having instructions executable by a processor of the
device. The instructions include detecting an input value for executing a function of the
application, the function requiring a data connectivity with a telecommunication network.
The input value can be generated by a user input on the portable communication service. The
input value can also be generated by the application requesting the execution of the function.
The instructions further include executing the function of the application, wherein a software
library of a development framework is accessed, and wherein the software library allows the
monitoring of the data connectivity while the function is executed. The instructions also
include ending the execution of the function, and transmitting connectivity information to a
network server. The software library also begins metering of the data connectivity while the
function is executed, and ends metering of the data connectivity upon ending the execution of
the function. The instructions to end metering also include ending metering of data
connectivity related to executing the function of the application. The network server is
configured to allocate data to a predetermined user data connectivity policy based on the
connectivity information. The connectivity information includes an amount of data
consumed while executing the function of the application and a device identifier. The device
identifier is a phone number of the user. The instructions further include determining the
amount of data consumed, where the amount of data consumed relates to a quantity of data
consumed while executing the function of the application having been monitored between the
software library beginning metering data connectivity and ending metering data connectivity.
The instructions also include transmitting connectivity information to the network server in
the telecommunication network at a predetermined interval. The predetermined interval is a
time interval.

In another innovative aspect, there is a system for providing data connectivity. The
system having a computing environment including a communication device, having an
application installed therein, where the application includes a software library of the

development framework, the communication device includes an input component configured
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to detect an input value, where the input value is at least the request to execute of a function
of the application and the execution of the function accesses the software library. The input
value can be generated by a user input on the portable communication service. The input
value can also be generated by the application requesting the execution of the function. The
communication device further includes an executing module configured to provide access to
the software library whereby the function of the application is executed, and the function
requiring data connectivity with a telecommunication network. The communication device
also includes a data monitoring module configured to receive instructions from the software
library to monitor the data connectivity while the executing module executes the function of
the application. The data monitoring module of the communication device is also configured
to receive instructions from the software library. The instructions include instructions to
begin monitoring data consumed while the execution module performs the function of the
application; and stop monitoring data consumed as a result of the execution module
completing the function of the application. The communication device further includes a first
synchronization engine configured to receive instructions from the software library to
transmit connectivity information. The connectivity information includes an amount of data
consumed and a device identifier. The amount of data consumed relates to a quantity of data
monitored between the instructions to begin monitoring data and to stop monitoring data.
The connectivity information can also include an application identifier, a telecommunication
network provider identifier, and a time stamp indicating the time of the transmission of the
connectivity information. The communication device further includes a connection detector
configured to detect the telecommunication network and a connection manager module
configured to establish data connectivity between the communication device and the
telecommunication network.

The system also includes a first server including a second synchronization engine
configured to receive connectivity information from the first synchronization engine. The
first server can be an application provider server. The first synchronization engine is further
configured transmit connectivity information at a predetermined interval. The predetermined
interval is a time interval. The first server further includes a allocation module configured to

allocate data to a predetermined user data connectivity policy based on the connectivity
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information. The system further includes a second server. The second server can be a
network operator server. The second server includes a database configured to store the
predetermined user data connectivity policy and a user connectivity implementation module
configured to manage the predetermined user data connectivity policy module. The user
connectivity implementation module is further configured to provide access to the
predetermined use connectivity policy by the allocation module. The allocation module is
further configured to identify the predetermined user connectivity policy based on the device
identifier, and allocate data to the predetermined user connectivity policy based on the
amount of data consumed while the execution module performed the function of the
application.

In another innovative aspect, there is a server for allocating data connectivity on a
telecommunication network, the server being in data communication with an application
installed on a communication device having a software library of the development
framework.  The server connectivity includes a computer-readable memory storing
executable instructions and one or more physical computer processors in communication
with the computer readable memory, wherein the one or more physical computer processors
are programmed by the executable instructions. The executable instructions include
receiving connectivity information from the communication device. The connectivity
information includes data usage based on monitored data consumption while the
communication device performed a software library function of the application, where the
monitoring is initiated by the software library in performing the software library function.
The connectivity information also includes a communication device identifier. The
executable instructions also include accessing a billing interface, where the billing interface
permits allocation of data based on the predetermined user connectivity policy. The
executable instructions also include allocating a data credit to the predetermined user
connectivity policy, where the data credit is a function of the data usage and the
predetermined user connectivity policy is located via the communication device identifier.
The server instructions can also include accessing a data allocation instruction, where the
data allocation instruction provides allocation guidelines for data consumption by the

application while executing the software library function. The data credit can further be
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based on the data allocation instruction. The allocation guidelines can establish a limit of
data consumption to be allocated to the communication device while executing the software
library function or can permit all data consumed while executing the software library function

to be allocated to the communication device.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a functional block diagram of an exemplary communication network system
having a wrapped application.

FIG. 2 is a functional block diagram of an exemplary communication network system
having an application utilizing toll-free libraries.

FIG. 3 is a functional block diagram of an exemplary communication device.

FIG. 4 is a functional block diagram of an exemplary application.

FIG. 5 is a functional block diagram of an exemplary application provider server.

FIG. 6 is a functional block diagram of an exemplary operator server.

FIG. 7 is a flowchart of an exemplary method of monitoring data usage.

FIG. 8 is a flowchart of an exemplary method synchronization of the communication

network system.

DETAILED DESCRIPTION OF CERTAIN ILLUSTRATIVE EMBODIMENTS

In one aspect, an architecture comprising a first application operable to request data
connection to a telecommunication network in a client/server mode is provided. The first
application includes at least one toll-free library and operable to detect triggering of the toll-
free library, commencing monitoring of data usage associated with toll-free library, cease
monitoring of data usage, and transmit data usage information to synchronize with a server in
the telecommunication network. The usage information includes a communication device
identifier and data usage information associated with the toll-free library. The usage
information, requesting special handling of the toll-free library data between an application
server and an operator server of the telecommunications network, and upon receipt of the

usage information crediting the communication device for usage of data.
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Some network operators cancan find a benefit in partnering with companies to offer
toll-free (e.g., no charge) or discounted connectivity for applications. For example, the
companies can offer prepaid applications that would allow a user to access and use an
application for a certain amount of time or data, even in a roaming situation.

The experience to the user can be transparent. The systems and methods described
herein provide the management of the toll-free connectivity without the need for user
interaction. There are several methods and systems that can achieve such an interaction. One
method requires expensive and time consuming architecture changes across various network
elements (e.g., DPL, PCRF, HSS, etc.) to initiate a network wide toll-free system. Another
method can be achieved via an application wrapper solution. This approach moves certain
policy and metering functions to the application to reduce the costs incurred in the network
wide solution. A wrapper can be generally arranged to detect triggering of the application.
Once triggered, the wrapper can send a request to the network to identify a specific billing
plan for the application. The wrapper can receive the authorization from the network and
execute the application normally under the specific billing plan for the application. The
wrapper can report monitored data usage for the application to the network. Through the user
of wrapper, the billing application can be charged to the user or charged at a discounted rate.
However, the wrapper based solution only applies to the entire application toll-free and does
not give flexibility to make only certain functions of an application toll-free.

Another implementation of toll-free application data monitoring utilizes toll-free
libraries. These libraries or software developer kits (“SDK”) are developed by network
operator for the operating system of a communication device (e.g., 1I0S®, Andriod®, etc.) for
use in an application. The application developer can use the libraries within the application
to enable toll-free application usage for a function of the application specified by the
application provider.

The toll-free library can be generally arranged to detect the triggering of a function
specified to be offered toll-free. Once triggered the library can send a request to network to
provide data access for performing the specified function (e.g., viewing videos, accessing a
website via a hyperlink, posting communications between users, etc.). The library can

receive a data access response and execute the application function normally. The toll-free
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library can monitor and meter the data received and/or transmitted in performing the
specified function. The toll-library can report monitored data usage, including at least a user
identifier (e.g., a phone number, IMEI, IMS], etc.), for the function to an application provider
server located on the network. The application provider server can send a request to identify
a specific billing plan for the identified user and/or request access to a billing application
program interface (“API”). Billing plans and billing APIs can be managed by the network
operator, who can provide access to the application provider. The application provider,
having access to the billing plan, can credit the billing plan associated with the identified user
based on the monitored data usage related to the toll-free library.

In one implementation, the toll-free library includes three toll-free methods. A first
and second toll-free method for initiating and ending, respectively, the monitoring of data
usage by the function specified. A third toll-free method can be synchronization
functionality. The application developer can invoke the synchronization functional to enable
transmission of the data usage to a server at pre-defined intervals or pre-defined data limits.
For example, the application developer can invoke the toll-free library sync method as soon
as a user consumes 5 MB of data related to the toll-free library. The transmission of syncing
information can include more than only data usage. The transmission can include a user
identifier, a date/time of the synchronization, an application identifier, and an operator
identifier. This information can be provided to the application provider via the sync
transmission.

For example, consider an application developer “MegaSports.” MegaSports can
develop an application which can execute on mobile devices but requires access to a data
network to obtain content. A network provider “SuperTelco” can provide toll-free libraries
that MegaSports can download to be included in its application. MegaSports can develop its
application to, among other things, provide video advertisements to users of the application.
MegaSport can distribute the application through multiple distribution channels including
application stores, SIM cards, hardware attachments (e.g., earphones, sensors, etc.) and the
like. Through the toll-free libraries, SuperTelco can provide toll-free access to data
consumed by the application for viewing of the advertisements. = MegaSports can invoke

start and stop methods before and after the video is displayed to the user, and when the user
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views the advertisement the toll-free library are invoked to measure the data consumption.
The data consumption can then be reported to MegaSports via the toll-free library
synchronization method, along with the user identifier, application identifier, content
identifier, and other information necessary in the data usage report. SuperTelco can provide
access to billing APIs to the MegaSport, and MegaSport can credit the user’s account based
on the data usage related to the toll-free library.

One non-limiting advantage of the described aspects is the ability to provide a data
rich application functionality in a way that does not require the user to pay for accessing. The
bargain of receiving the user’s usage data in exchange for free data access subsidized by the
application provider can be an attractive bargain.

Further non-limiting advantage of the described aspects is the transparency to the user
and the application provider. In part because the toll-free libraries can be executed by the
application, the functions of the application can be monitored and enhanced to provide the
toll-free experience without the need for further user and minimal network operator
configurations.

Another non-limiting advantage of the described aspects is flexibility to the
application provider. In part because the toll-free libraries included in an application to
execute specified functions, the application provider is given the flexibility to provide toll-
free access to data when necessary for a chosen application function (e.g., only of
advertisements and not for communication).

This application is related to U.S. Provisional Patent Application No. 61/905672,
titled DATA PLAN AND USAGE BASED APPLICATION INTERFACE CONTROL, filed
on November 18, 2013, and U.S. Provisional Patent Application No. 61/840082, titled
SYSTEM AND METHOD FOR PROVIDING TOLL-FREE APPLICATION DATA
ACCESS filed on June 27, 2013. Both applications are hereby incorporated by reference in
their entirety.

Example implementations of the systems and methods disclosed herein are described
below in further detail in connection with FIGS. 1-8. Further illustrations, implementations,

and descriptions are provided in Appendix A.
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Various aspects of the novel systems, apparatuses, and methods are described more
fully hereinafter with reference to the accompanying drawings. The teachings disclosure can,
however, be embodied in many different forms and should not be construed as limited to any
specific structure or function presented throughout this disclosure. Rather, these aspects are
provided so that this disclosure will be thorough and complete, and will fully convey the
scope of the disclosure to those skilled in the art. Based on the teachings herein one skilled
in the art should appreciate that the scope of the disclosure is intended to cover any aspect of
the novel systems, apparatuses, and methods disclosed herein, whether implemented
independently of or combined with any other aspect of the invention. For example, an
apparatus can be implemented or a method can be practiced using any number of the aspects
set forth herein. In addition, the scope of the invention is intended to cover such an apparatus
or method which is practiced using other structure, functionality, or structure and
functionality in addition to or other than the various aspects of the invention set forth herein.
It should be understood that any aspect disclosed herein can be embodied by one or more
elements of a claim.

Although particular aspects are described herein, many variations and permutations of
these aspects fall within the scope of the disclosure. Although some benefits and advantages
of the preferred aspects are mentioned, the scope of the disclosure is not intended to be
limited to particular benefits, uses, or objectives. Rather, aspects of the disclosure are
intended to be broadly applicable to different data access technologies, system configurations,
networks, and transmission protocols, some of which are illustrated by way of example in the
figures and in the following description of the preferred aspects. The detailed description and
drawings are merely illustrative of the disclosure rather than limiting, the scope of the
disclosure being defined by the appended claims and equivalents thereof.

FIG. 1 is a functional block diagram of an exemplary communications network
system utilizing a wrapped application solution. The system 100 includes a portable wireless
device 110. The communication device 110 is an electronic communication device such as a
mobile phone, a smart phone, a tablet computer, a personal computer, a game console, a set-

top box, or other communication device configured to transmit/receive data.
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The communication device 110 includes an application 112. An application generally
refers to an installed capability for the communication device 110. Example applications
include a web browser, a movie viewer, a music player, a newsreader, a document editor, or
other functional additions to the communication device 110. The application 112 can be
installed on the communication device 110 by the manufacturer, a network operator
providing service for the device, and/or a user of the communication device 110. The
application 112 is installed once hardware is attached to the communication device 110. For
example, attaching a sensor to the communication device 110 can cause the
execution/installation of the application 112. The installation can be performed at the time of
manufacture, via over the air provisioning, via storage coupled to the communication device
110 such as a SIM card, or other suitable installation means.

The application 112 can be wrapped by a wrapper 115. The wrapper 115 can be
considered a container for the application 112. The application 112 can be executable without
a wrapper, but the wrapper 115 can provide additional functionality for the application 112
without requiring the application developer to know the details of the wrapper 115 interface.
For example, an application developer can generate a new interactive game. Standing alone,
the application can request network access for playing the game. In a wrapped mode, the
application can request network access via the wrapper 115 for playing the game. The
wrapper 115 can intercept the network access request and perform additional processing
related thereto.

The communication device 115 is configured to access a network 130 via an access
point 120. The access point 120 can be a Wi-Fi access point, a cellular access point, an LTE
or other 3G access point, a radio access point, a wired access point (e.g., Ethernet), or other
network portal. Accordingly, the network 130 can be a packet switched network, a public
network, a wide-area network, a private area network, a mesh network, a cellular network, a
radio network, a local area network, or other such communication network configured to
transmit and receive data between devices.

The access point 120 is configured to permit certain communication devices access to
the network 130. The access point 120 performs authorization for the communication device

before allowing access to the network 130. The communication device 110 provides

-10-
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information to the access point 120 which can be used to determine whether or not to allow
the communication device 110 to access the network 130. The access point 120 can be
generally associated with a service provider. The service provider is the entity which
determines who can access the network 130. For example, a telecommunications company
can construct a radio tower access point to allow customers with a valid subscription to
access a network. In such cases, the telecommunications company can wish to limit or
otherwise control who can access the network.

FIG. 1 shows a wholesale operator server 190 in data communication with the
network 130. The wholesale operator server 190 is configured to provide access on a
wholesale basis. The wholesale operator server 190 can receive information regarding
communication devices and/or applications which are allocated an amount of network access.
Accordingly, when an application requests access via the access point 120, the access point
120 can inquire with the wholesale operator server 190 as to whether the application and/or
communication device is authorized for wholesale access. In the event the application and or
communication device is not authorized, the access point 120 can fall back on a standard
subscription determination for the communication device 115. For example, a determination
as to whether the communication device 115 has a valid subscription can be performed.

The wholesale operator server 190 is in further communication with a billing server
150. The billing server 150 is configured to receive information regarding access for the
wholesale operator server 190. Where the access point 120 is operated by an entity other than
the operator, the operator of the network access point can request compensation for allowing
the communication device 110 and/or the application 112 to access the network. The billing
server 150 can be configured to facilitate this reimbursement by reconciling the usage
authorized by the wholesale operator server 190 with the operator of the network access
point. In some implementations, the billing server 150 can be configured to generate a billing
request to a third-party such as the application developer. The billing request can indicate an
amount requested. In some implementations, the billing server 150 can be configured to
generate a billing request to an account associated with the communication device 110.

The system 100 shown further includes the application provider 185. The application

provider 185 provides the application, which can be wrapped. The application provider 185
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can be coupled with the network 130. The application can be provided via the network 130
such as through an Internet download or an application store. In some implementations, the
application provider 185 can provide the application to the wholesale operator server 190 for
wrapping and/or distribution. The application provider 185 can also establish the data
connectivity policy for the application via the network 130. FIG. 1 shows an optional
communication path directly from the application provider 185 to the wholesale operator
server 190. Such a direct communication path can be used to provide the application to the
wholesale operator server 190 for wrapping and/or establish the connectivity policy. The
connectivity policy can include a quantity of data for registered addresses which will be
accessible through the wrapped application as well as a quantity of data for non-registered
address which will be accessible through the wrapped application. In some implementations,
the connectivity policy can include a total quantity of data permitted for the application along
with a non-registered percentage identifying a percent of total data which can be accessible
through the wrapped application.

FIG. 2 is a functional block diagram of another exemplary communications network
system. The system 200 includes a communication device 300. Additional details of the
communication device 300 can be similar to those described earlier in reference to
communication device 110 of FIG. 1.

The communication device 300 includes an application 400. Additional details of the
application 400 can be similar to the details of the application 112 in FIG. 1 described earlier.

The communication device 300 can be configured to access a network 230 via an
access point 220. Additional details of the access point 220 and the network 230 can be
similar to those described earlier in reference to FIG. 1.

FIG. 2 shows an operator server 600 in data communication with the network 230.
The operator server 600 is configured to manage and provide access. For example, the
operator server 600 can determine whether the communication device 300 has a valid
subscription for accessing network 230. The operator server 600 can also receive information
regarding communication devices and/or applications that are allocated an amount of network

access. The operator server 600 can send or receive further information regarding the
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communication device 300 such as data consumption associated with the communication
device 300.

The operator server 600 is in further communication with the billing server 250.
Additional details of the billing server 250 can be similar to those described earlier.

The system 200 shown further includes an application provider server 500. The
application provider server 500 is an entity that develops and provides the application 400.
The application provider server 500 can be coupled with the network 230. The application
can be provided via the network 230 such as through an Internet download or an application
store. In some implementations, the application provider server 500 can provide the
application to the operator server 600 for distribution.

The network operator, via operator server 600, can manage and provide access toll-
free libraries. The application provider can integrate these toll-free libraries into the
application 400. In one embodiment, the application provider can specify any application
function associated with the toll-free library to be given toll-free data access. In another
embodiment, the application developer can specify only certain functions for toll-free access.
For example, a social networking application can be provided by the application provider.
The functions of the application can include communicating with contacts, sending messages
between users, users posting content (e.g. videos, sound clips, hyperlinks to websites, etc.),
and advertisements. In developing the application, the application provider can specify that
all video advertisements will be offered toll-free by indicating such in the toll-free library. In
this way, the users can receive a credit for data consumed while viewing a video
advertisement and the user can be billed for data consumed when performing other functions
of the application not indicated as toll-free.

The application provider server 600 can be configured to sync data usage
information related to application 400. Data usage information can include data consumed
by application 400 and a user identifier of the particular communication device 300 (e.g.
phone number, IMSI, etc.). The data usage information can indicate the amount of data
consumed by each application function. For example, the data consumed can be broken

down by toll-free library function and non-toll-free library function. The data consumed can
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be further broken down by the specific functions consuming data on the network and
identified as toll-free or not.

Further, the application provider server 500 can be configured to communicate with
the billing server 250 and/or the operator server 600. The application provider server 500 can
further be configured to access billing information stored in billing server 250 and/or operator
server 600. The billing information can include subscriptions for providing user’s access to
the network. In one embodiment, the operator server 600 can be configured to provide the
application provider server 500 access to billing APIs. The application provider server 500
can utilize the billing API and credit a user for data consumed while executing a toll-free
library function based on the synced information received from application 400 as detailed
above.

FIG. 3 is a functional block diagram of an exemplary portable wireless
communications device. When implemented as a device hosting an application, the
communication device 300 includes circuitry for performing the main functions of a mobile
phone, such as a mobile smart-phone, a tablet computer, a laptop computer, gaming console,
set-top-box, personal computer, or the like.

The communication device 300 can include one or more antennas 302 and a
transceiver unit 304 for the transmission and reception of wireless signals; output hardware
306 such as an audio unit, a microphone, and/or a display screen; a clock 308; a power source
310 (e.g., battery, solar panel, wired power connection); a memory 312, input hardware 314
such as a keypad or touchscreen for receiving a user input, a GPS unit for indicating the
geographical location of the device, a wired network connection (e.g., Ethernet port); and a
processor 316. Some output hardware 306 such as a display screen can include a touch
sensitive screen. Accordingly, some output hardware 306 provides input functionality and
some input hardware 314 provides output functionality. The memory 312 can include one or
more memory circuits including non-volatile memory circuits (e.g., EEPROM, FLLASH, etc.).

Depending on the capabilities of the communication device 300 and the supporting
telecommunication networks the communication device 300 can also provide a range of
voice and data communication services. As non-limiting examples the communication device

300 provides telephone network based communication services including voice, multimedia
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and text messaging, as well as other data exchange capabilities, enabling Internet access and
email exchange, for example.

The communication device 300 can be configured to exchange data via a 3G/LTE
network with remote servers such as an operator server, an operator server and/or an
application provider, and to enable data exchange enabling Internet access (e.g., data
network). The communication device 300 is operable to have applications or widgets
installed, such as, but not limited to social networking applications or email applications, for
example, which when executed can exchange data with the remote servers. Each application
or widget installed on the communication device 300 can have an associated graphical user
interface.

The communication device 300 can also include one or more applications 400. FIG.
4 is a functional block diagram of an exemplary application. The application 400 includes at
least one toll-free library 435, having at least three toll-free methods (e.g., start, stop, and
synchronize), as detailed below. The toll-free library is configured to provide application
functionality on a toll-free basis. In one embodiment, the application provider can select to
provide video functionality toll-free, whereby the user is provided a credit for data consumed
for accessing videos via the toll-free library. The toll-free library can include a multitude of
functions as detailed below.

The toll-free library 435 includes a connection detector 402. The connection detector
402 is configured to detect connection activity for the application 400. Connection activity
can include a request for a connection, a request to transmit information via a connection,
termination of a connection, reset of a connection, or other data communication connection
activities.

The connection detector 402 can be configured to detect connection activity based on
the application communications received from the application 400. The connection detector
402 can be configured to generate a message identifying the connection activity and transmit
this information via a bus 424.

A connection manager 404 can obtain the message identifying the connection activity.
If the message identifies a request for a new connection, the connection manager 404 can

cause the initiation of the connection. The connection manager 404 can transmit a request via
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the transceiver 304. The request can be transmitted to an operator server. The request
includes an identifier for the application and the operator associated with the application.
Once a connection is established, the connection manager 404 can be configured to maintain
the connection on behalf of the application 400. The connection response can also include a
data connectivity policy including one or more of a data transmission amount, a receive data
amount, a data connection duration, and a policy expiration time.

The connection response can indicate a connection is not available. In such situations,
the connection manager can attempt to establish a connection based on subscription
information for the device.

A configuration manager 408 is included in the toll-free library 435. The
configuration manager 408 can include one or more parameters for the application 400. For
example, the configuration manager 408 can receive application configuration information
via the transceiver 304. The application configuration information can identify a network
address for the operator server, information to be included in the authorization request,
information regarding the data connectivity policy, applying copy protections for the
application or associated data stored for the application, enabling/disabling device features
during application execution (e.g., screen shot, camera, microphone), or other parameter(s) to
adjust the function of the application 400. The application configuration information can
further include identification of certain functions the application provider wishes to provide
toll-free. In this way, the application provider can utilize the flexibility to offer certain
application functions toll-free as dictated by the toll-free library.

One non-limiting advantage of the configuration manager 408 is the ability to
remotely adjust the application 400. Such control can be useful for providing bug fixes,
disabling rogue devices/applications, or dynamically adjusting operational aspects of the
application 400 without requiring a reinstallation or affirmative action on behalf of a user of
the device.

The toll-free library 435 can also include a virtual private network adapter 410. The
virtual private network adapter 410 can be included to provide secure communication
between the application 400 and the network 230. Upon establishing a connection, the virtual

private network adapter 410 can be used for application communications. The virtual private
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network adapter 410 can be used only for authentication. In some implementations, it can be
desirable to use the virtual private network adapter 410 for application data communications
as well. For example, if the application is a banking application, the application developer
can determine that certain transactions utilize the virtual private network adapter 410.

As information flows through the established connection, a data meter 412 is
configured to monitor information for the authorized data connection. Information which can
be collected includes a data transmission amount, a data received amount, a data connection
duration, a destination of data transmitted, a source of data received, one or more data request
messages, one or more data response messages, and a time at which the authorized data
connection was established. The data meter 412 can also time stamp each element of
information to identify when the metered value was collected.

A usage analyzer 416 is configured to process the information collected by the data
meter 412. Such processing can include calculating usage information for an authorized data
connection. The usage analyzer 416 can also be configured to compare the usage information
with the data connectivity policy. For example if the number of bytes of data for the
application 400 exceeds a quantity specified in the data connectivity policy, the usage
analyzer can generate a message indicating the policy amounts have been exceeded. The
usage analyzer 416 can receive a list of addresses for the application and/or data limits for
traffic. The usage analyzer 416 can be further configured to collect application specific
analytics such as the time spent on given location within the application, buttons pressed,
application performance, and the like. In some implementations, the application configuration
can specify the aspects to analyze. In this way, the usage analyzer 416 can be configured to
associate usage information from the data meter 412 with the execution of a particular
application function. The usage analyzer 416 can receive a function identifier from the event
processor 420 (described below), and associate a data usage with the particular function. The
usage analyzer 416 can be configured to determine, based on the function identifier which
application functions are to be offered toll-free and which are to be fully charged to the user.

This message is received by an event processor 420. The event processor 420 can be
configured to instruct the toll-free library 435 to take one or more actions based on the

received event. Events can include usage events, such as exceeding the authorized data
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connectivity policy. Events can include device events such as powering down, low battery,
incoming phone call, termination of a phone call, initialization of an application, termination
of an application, device locking, device unlocking, and the like. In one embodiment, the
event processor 420 can invoke toll-free methods. Such methods include starting the toll-free
metering of data based on receiving a specified event, whereby the event processor 420 can
communicate with data meter 412 to initiate data metering for a particular event. ~ Another
method includes stopping or ceasing the toll-free metering of data based on the completion of
a toll-free function, whereby the event processor 420 can communicate with data meter 412
to stop data metering for a particular event. The event processor 420 can also be configured
to communicate with usage analyzer 416 to associate a particular data usage with a particular
function, thereby indicate data consumed by the execution of the function as toll-free.
Another example of an action can be for the connection manager 404 to terminate a
connection upon detection of exceeding the authorized data connectivity policy. In some
implementations, the event processor 420 can be configured to transmit event information to
a third-party. For example, an application to keep track of where a child’s smartphone is
located can detect movement into an area of interest (e.g., into a ‘restricted’ area, at a specific
time, etc.). This event can cause the transmission of a text message or email message to
another device (e.g., the parent’s smartphone) in addition to transmitting application data to
the application provider. In the case of an email message, because the application can provide
toll-free access, the application can receive data connectivity to send this potentially life-
saving message.

Another example of an action is to transmit a report of the usage analyzer 416. A sync
engine 418 can be configured to provide such a report of usage information associated with
the application 400. The sync engine 418 can obtain the usage information from the usage
analyzer 416, prepare the information for transmission, and send the usage transmission. The
sync engine 418 can be configured to transmit such usage information based on an event, and
or the periodic schedule. For example, the sync engine 418 can be configured to transmit a
report of usage every five minutes. In another example, the sync engine 418 can be
configured to transmit a report of usage once the application has consumed a predetermined

amount of data, e.g., 5 MB. The usage report includes the usage information and a user or
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communication device identifier (e.g. a communication device phone number, IMSI, IMEI,
MAC address, etc.). The usage report can further include an application identifier, an
operator identifier, and an application function identifier.

An error monitor 422 is included to detect errors raised by the application 400. The
error monitor 422 generates an error report. This error report can be transmitted to the
operator server via the sync engine 418. The error report can include an application identifier,
and operator identifier, a communication device identifier, and information related to the
error raised.

The application 400 shown in FIG. 4 receives device information. The device
information includes one of power or network bandwidth available to the device, a location
identifier indicating a geospatial location of the device, a device identifier uniquely
identifying the device, and a user identifier. Examples of device information include a device
operating system identifier, an operating system version, and device events and/or errors. The
device information is made available to the elements of the application 400 for further
processing. For example, the sync engine 418 can be configured to defer transmitting usage
reports when device resources are limited (e.g., low bandwidth, low power).

The bus 424 can couple the above-described elements for the application 400. The
bus 424 can be a data bus, communication bus, or other bus mechanism to enable the various
components of the application 400 to exchange information. It will further be appreciated that
while different elements have been shown, multiple elements can be combined into a single
element, such as the data meter 412 and the usage analyzer 416.

FIG. 5 is a functional block diagram of an exemplary application provider server. The
application provider is an entity that provides the application 400. The application provider
can include an application provider server 500 configured to manage data access for the
application. The application provider server includes a processor 502 and a memory 504,
wherein a sync engine 506, a usage monitor 508, a database 510, and an allocation module
520 reside. In some implementations sync engine 506, usage monitor 508, database 510, and
allocation module 520 can be implemented as standalone hardware or circuitry. In some
implementations, application provider server 500 includes a wired network connection (e.g.,

Ethernet port, fiber optic data port). In some implementations application provider server
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500 can include one or more antennas and a transceiver for the transmission and reception of
wireless signals and a power source (e.g., a battery, solar panel, wired power connection).

The application provider server 500 shown in FIG. 5 can include a sync engine 506 in
one embodiment. In this embodiment, data syncing can be performed by the application
provider server 500. For data syncing, the application provider server 500 can receive data
usage information from communication devices. For example, a usage report of application
400 installed on communication device 300 can be transmitted via sync engine 418. The
usage report can include, at least, usage information and a device identifier (e.g., a phone
number, MAC address, etc.). The usage report can further include an application identifier,
an operator identifier, and an application function identifier. In one embodiment, the sync
engine 506 can be configured to accept a transmitted communication from application 400 at
predetermine scheduled intervals, e.g., every 5 minutes. In another embodiment, the sync
engine 506 can be configured to continuously scan for a transmitted communication, thereby
accepting a communication from application 400 at a time determined by the application 400.
The application provider server 500 shown in FIG. 5 includes a usage monitor 508. The
usage monitor 508 is configured to receive usage information from an application. The usage
monitor 508 can store the received information. In some implementations, the usage monitor
508 can be configured to inspect packet data received from an application and generate usage
information. The usage monitor 508 can be configured to compare and monitor the usage
information received by the sync engine 418 with packet data received from an application.
In this way, the usage monitor 508 can be configured to prevent mistakes or fraud in usage
reports. Further, the usage monitor 508 can be configured to determine the data consumption
associated with application functions associated with the toll-free library, thereby identifying
the specific consumption entitled to be toll-free to the user.

The application provider server 500 includes a database 510. The database 510 can
store device identifiers having application 400 installed on the device. Device identifiers can
be phone numbers, IMSI, IMEIL, MAC addresses, or any known way to uniquely identify a
user or device. The device identifier can be provided for storing in the database 510 upon a
user downloading or installing the application on the user’s communication device. The

database 510 can also store usage information associated with a particular communication
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device identifier. The database 510 can also be configured to receive and store application
identifiers (where the application provider manages more than one application), data usage
information, date/time information related to transmission of data packets, date/time
information related to synchronization records, etc.

The application provider server 500 also includes an allocation module 520. In one
embodiment, the allocation module 520 is configured to receive information from the
synchronization engine 506 and usage monitor 508, including the usage report and device
identifier. The allocation module can also be configured to access an operator server, e.g.,
operator server 600, and utilize billing APIs managed by with the network operator to credit a
user based on the usage report and device identifier, as will be described below. For
example, allocation module 520 can utilize the usage report received by the sync engine 506
and/or usage monitor 508, identify the user in the operator server using the device identifier,
access the billing APIs of the network operator, and credit the user’s network subscription
policy in accordance with the data consumed while executing the toll-free function.

FIG. 6 is a functional block diagram of an exemplary operator server. The operator
server 600 is configured to manage the data access for a communication device. The operator
server 600 includes a processor 602 and a memory 604, wherein a billing application 606,
usage monitor 608, and database 610 reside. In some implementations billing application
606, usage monitor 608, and database 610 can be implemented as standalone hardware or
circuitry. In some implementations, operator server 600 includes a wired network connection
(e.g., Ethernet port, fiber optic data port). In some implementations operator server 600 can
include one or more antennas and a transceiver for the transmission and reception of wireless
signals and a power source (e.g., a battery, solar panel, wired power connection).

The operator server, shown in FIG. 6, includes a usage monitor 608. The usage
monitor 608 is configured to receive the usage information from a communication device.
The usage monitor can store the received information in database 610. In some
implementations, the usage monitor can be configured to inspect packet data received from a
communication device and generate usage information. The usage monitor 608 can receive
and store usage information related to all data usage from a particular communication device,

including any data consumed by a single or multiple applications installed on the
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communication device. In this way, operator server 600 can be configured to identify the
total data consumed by a communication device.

The operator server 600 includes a communication database 610. The database 610
can store device identifiers of communication devices associated with a user subscription for
data access over the network. Device identifiers can be phone numbers, IMSI, IMEIL, MAC
addresses, or any identifier known in the art to identify a communication device. The device
identifier can be provided for storing in the database 610 along with subscription information
associated with the device identifier. For example, a telecommunications company can
associate a phone number with a valid subscription to access a network. The subscription can
provide information outlining the permitted access to the network of a communication
device. The database 610 can also store usage information associated with a particular device
identifier, e.g., the amount of data communication device received and/or transmitted within
a predetermined time period.

The operator server 600 includes billing application 606. In one embodiment, the
billing application 606 resides in the operator server 600. In another embodiment, the billing
application can reside in a billing server, e.g., billing server 250. The billing application can
be configured for access by an application provider, either directly (e.g., by the allocation
module 520) or facilitated by the operator server. The application provider can utilize the
billing application to access billing APIs and credit a user of a communication device with
data usage associated with data consumed while executing the toll-free libraries of an
application. For example, the application provider can utilize the usage report received by
application server 500 from application 400 installed on communication device 300. The
communication device 300 can be identified by a phone number transmitted in the usage
report and/or identified in database 510. The usage report can include data consumed by the
application resulting from toll-free functions and non-toll-free functions. The application
provider can utilize this information to access the billing application 606, via the allocation
module 520, and identify the users account on operator server 600 via the database 610. The
billing application 606 can be configured permit the allocation module 520 to access billing
APIs. The application provider can then use the usage report from the application provider

server 500 and credit the user of the communication device for data consumed while
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executing the toll-free libraries and applying the user’s subscription policy to the remainder
of the data consumed by the application (e.g., non-toll-free functions).

FIG. 7 is a flowchart for an exemplary method of monitoring application data
consumption. The method shown in FIG. 7 is implemented via a communication device such
as the communication device shown in FIG. 3. The method shown in FIG. 7 can be
implemented via an application developed by an application provider as shown and described
above.

The process begins at block 705 where the application developer creates an
application for use in the communication device. Block 705 represents steps that take place
on the application provider side, and can be performed by the application provider server. At
block 710, the application provider can integrate toll-free libraries into the application. In one
embodiment, the application provider can link toll-free libraries or software development kit
(“SDK”) to a specified function of an application. In another one embodiment, the toll-free
libraries can be statically included in the application, whereby the selection of which function
to be offered toll-free cannot be changed upon installing the application on a communication
device. In yet another embodiment, the toll-free libraries can be dynamically linked to a
function, whereby the operator server and/or application provider can adjust which functions
to offer toll-free at any given time. This can provide the network with needed flexibility to
control the amount of data being consumed and control which functions will be provided toll-
free to users. Once the toll-free libraries are linked to a given application, the process
continues to block 720.

At block 720, the toll-free libraries are initialized and configured within the
application. In one embodiment, the toll-free libraries can be configured to receive server
URLs. The server URLs can provide the toll-free libraries the address by which it can access
the network to consume toll-free data. In another embodiment, the sync guidelines of the
toll-free library can be configured. The sync engine can be configured based on the sync
guidelines to transmit a synchronization signal to the application provider server at
predetermined scheduled time intervals. Further, the sync guidelines can represent a time
interval that the application provider server can receive the sync signal from an application.

The sync guidelines can also include instructions for which information the application is to
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include in each synchronization period, e.g., data consumption, device identifier, application
identifier, etc. Once the toll-free libraries are configured, the application developer can
package and distribute the application to users, and the process continues to block 730.

At block 730, the toll-free library is initiated by the application. In one embodiment,
the toll-free library can be initiated by the receiving an input value. In one embodiment, the
toll-free library can be initiated by a user who selects a function that is initialized by the toll-
free library. For example, the user of a communication device can actively select to view a
video advertisement. This function can be one that is linked to a toll-free library. By
selecting to view the video advertisement, the user can initiate the toll-free library. In another
embodiment, the user can passively initiate the toll-free library, e.g., by performing a
specified function that indirectly initiates the toll-free library. For example, an application
can enable videos to automatically play within the application, without the user inputting a
request to play the video. Once the function representing a toll-free library is initiated, the
process continues to block 740.At block 740, the system begins monitoring the data
consumed in executing the toll-free library. Upon initiating the toll-free library in block 730,
the system immediately invokes a start toll-free method, e.g., StartTollFree(), whereby the
system monitors the data consumed in executing the function selected by the user. In one
embodiment, the start toll-free method causes the toll-free library to start counting the data
consumed by the toll-free library function. In one embodiment, the data counting can be
performed by the data meter 410 of FIG. 4. In another embodiment, the data counting can be
performed by the usage analyzer 416 in conjunction with the data meter 412. The application
monitors the data received and/or transmitted as a result of the toll-free library while the start
toll-free method is invoked. In this way, the process can be able to meter and monitor the
data consumed by the communication device in executing the desired application function.

In one embodiment, the application function selected by the user can be executed by
the toll-free library. In another embodiment, the application function can be executed upon
initiating the toll-free library, e.g., with a StartTollFree() method. In one embodiment, the
application can write the code for the content intended to be toll-free. In another one
embodiment, the application displays the content or runs the function the user of the

communication device selected. In the situation where that function is intended to be toll-
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free, as facilitated by the toll-free libraries, any data consumed by the communication device
while processing the function or content and relaying to the user can be monitored and
metered. Once the toll-free method for monitoring the data is invoked, the process continues
to block 760.

At block 760, the application function is completed and the toll-free library invokes
an end toll-free method. In one embodiment, an EndTollFree() method can be invoked at
block 730. In one embodiment, the end toll-free method sends instructions to stop counting
the data consumed by the toll-free library function initiated in block 730. In another
embodiment, the event processor 420 can determine the completion of the application
function and communicate the end toll-free method instructions to the data meter 412 and/or
usage analyzer 416. Once the toll-free library invokes the end toll-free method, the process
continues to block 770.

At block 770, the process stops data metering. The toll-free library stops metering the
data consumed by the toll-free function and stores this information with the toll-free library
until the sync time period occurs, as detailed below. In one embodiment, the application can
continue to monitor and meter data used by the application, but no longer associates the data
consumption with a toll-free function. In this way, the application can monitor data usage of
both toll-free functions and non-toll-free functions. In another embodiment, the toll-free
library can only monitor data consumed while executing the desired function. Data
consumed by the communication device, not intended to be toll-free, cannot be monitored by
the application. However, this data can be monitored by the operator server. In yet another
embodiment, the application data meter 412 and/or usage analyzer 416 can receive
instructions to end toll-free metering from event processor 420, and the data meter 412 can
stop counting the data consumed having received an indication that the application function
has completed. Once the application stops metering data consumption, the process ends.

FIG. 8 is a flowchart for an exemplary method of syncing the application with a
network server. The method shown in FIG. 8 is implemented via a communication device
such as the communication device shown in FIG. 3. The method shown in FIG. 7 can be

implemented via an application provider server as shown and described above.
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The process begins at decision block 810, where a determination is made as to
whether the time period for syncing has elapsed. In one embodiment, the sync engine (e.g.,
sync engine 418) can receive timing information based on input from clock 308 of the
communication device. The sync engine can compare the timing information with the sync
guidelines (e.g., block 720 of FIG. 7). The sync engine can evaluate whether the
predetermined scheduled time interval has elapsed. If the time interval has not elapsed, the
process continues to block 815. At block 815, the process waits until the time interval to
sync has elapsed. If the time interval has elapsed, the process continues to block 820.

At block 820, the toll-free library transmits the sync information to the network
server. In one embodiment, the toll-free library syncs with the application provider server
(e.g., application provider server 500). The application transmits information to the
application provider server, including at least a usage report and device identifiers. The
information transmitted can include device identifiers (e.g., phone numbers, IMEI, IMSI),
URL addresses accessed by the application, and the amount of data consumed while
accessing the identified URL addresses. Further, the information transmitted can include an
application identifier, operator server identifier, time of data consumption, time of sync
transmission, etc. The usage report can be created in accordance with the description related
to FIG. 4. Once the application transmits the usage report, the server side of the system (e.g.,
system 200) can be initiated as shown by block 830. The steps depicted in block 830 can be
performed by an operator server, an application provider server, or any other server located
on the network of system 200. The server can be configured to receive the usage report from
the application. Once the server receives the usage report, the process continues to block
840.

At block 840, the server saves the transmitted synchronization information to a
database. In one embodiment, the server can be the application provider server 500 having
database 510. The application server can save the information indefinitely or for a
predetermined amount of time. The amount of time the database stores the information can
be based on the frequency that the application provider credits the user of the toll-free library.

Once the information is saved to the database, the process continues to block 850.
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At block 850, the process creates and accesses credit instructions for crediting user
accounts for data consumed by executing a toll-free library. The instructions can be stored in
the application provider server (e.g., database 510) or the operator server (e.g., database 610).
The credit instructions can be created by the application provider, network operator, or both
entities as a result of an agreement. In one embodiment, the network operator can establish
instructions or rules for crediting user’s data consumption based on the toll-free libraries. For
example, the network operator can initiate an instruction thereby crediting a user for any data
consumed while accessing a toll-free library. In another embodiment, the network operator
can initiate a rule thereby creating a ceiling of data consumption. In this way, the user can
have toll-free access to the toll-free library until the user consumes a specified amount of
data. In one embodiment, the user can no longer have access to the toll-free library upon
reaching the limit. In another embodiment, the network operator can throttle the data
consumption rate down to control the user’s data consumption. In one embodiment, the
credit instructions can be created prior to a user accessing the toll-free library. In another
embodiment, the credit instructions can be created before the application provider develops
the application. The rules can be a result of a negotiation between the application developer
and the network operator. In one embodiment, the credit instructions can be dynamic and
changeable during the life of the application and based on a change in data usage. In another
embodiment, the credit instructions can be static and once established they cannot be
adjusted. Once the instructions for crediting user’s accounts are created and accessed, the
process continues to block 860.

At block 860, the process searches for usage information related to the toll free
libraries. In one embodiment, the application provider server can search database 510 for the
usage report having been stored during a synchronization transmission. In another
embodiment, the system can filter the usage report for toll-free data consumption. In another
embodiment, the operator server can filter the usage report. The searching step accesses the
usage report and can filter for data usage information related to the toll-free library. Such
information can include a device identifier and the amount of data consumed by the device
while executing the toll-free library. Once the process locates the data usage related to the

toll-free libraries, the process continues to block 870.
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At block 870, the system credits the user associated with a device for data consumed
while executing the toll-free library. In one embodiment, the application provider invokes
the billing credit API by accessing the billing application (e.g., billing application 606
discussed in reference to FIG. 6). In one embodiment, the application provider server utilizes
the data usage information identified in block 870 and accesses the billing application for
crediting the user. The billing application can be created and stored in the operator server
and/or a billing server. The operator server can provide access to the application provider
server or other third parties for crediting the user via the billing APIs exposed in the billing
application. The billing application can require the application server transmit or input a
device identifier, to identify a particular user or subscription plan, and the amount of data
consumed by the toll-free libraries by that user.

Once the process invokes the billing application, the process continues to block 880,
where the process shares the information with the operator for further consideration. Based
on the information, the operator can permit the application provider to credit the user with the
data consumed by the toll-free libraries. In one embodiment, the billing application can
utilize the usage information and the credit instructions to determine the appropriate amount
of data to credit a user for the particular toll-free function. For example, the credit instruction
can only provide up to 2GB of toll-free data for watching video advertisements. If user
consumed 3GB of data for the toll-free library function, the billing application can credit the
user for 2GB of data and charge the user for the remaining 1GB of data in accordance with
the user’s network access subscription. Once the information is shared with the operator
server, the process ends.

As used herein, the term “determining” encompasses a wide variety of actions. For
example, “determining” can include calculating, computing, processing, deriving,
investigating, looking up (e.g., looking up in a table, a database or another data structure),
ascertaining and the like. Also, “determining” can include receiving (e.g., receiving
information), accessing (e.g., accessing data in a memory) and the like. Also, “determining”
can include resolving, selecting, choosing, establishing and the like. Further, a “channel
width” as used herein can encompass or can also be referred to as a bandwidth in certain

aspects.
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As used herein, a phrase referring to “at least one of” a list of items refers to any
combination of those items, including single members. As an example, “at least one of: a, b,
or ¢” is intended to cover: a, b, c, a-b, a-c, b-c, and a-b-c.

The various operations of methods described above can be performed by any suitable
means capable of performing the operations, such as various hardware and/or software
component(s), circuits, and/or module(s). Generally, any operations illustrated in the Figures
can be performed by corresponding functional means capable of performing the operations.

The various illustrative logical blocks, modules and circuits described in connection
with the present disclosure can be implemented or performed with a general purpose
processor, a digital signal processor (DSP), an application specific integrated circuit (ASIC),
a field programmable gate array signal (FPGA) or other programmable logic device (PLD),
discrete gate or transistor logic, discrete hardware components or any combination thereof
designed to perform the functions described herein. A general purpose processor can be a
microprocessor, but in the alternative, the processor can be any commercially available
processor, controller, microcontroller or state machine. A processor can also be implemented
as a combination of computing devices, e.2., a combination of a DSP and a microprocessor, a
plurality of microprocessors, one or more microprocessors in conjunction with a DSP core, or
any other such configuration.

In one or more aspects, the functions described can be implemented in hardware,
software, firmware, or any combination thereof. If implemented in software, the functions
can be stored on or transmitted over as one or more instructions or code on a computer-
readable medium. Computer-readable media includes both computer storage media and
communication media including any medium that facilitates transfer of a computer program
from one place to another. A storage media can be any available media that can be accessed
by a computer. By way of example, and not limitation, such computer-readable media can
comprise RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk
storage or other magnetic storage devices, or any other medium that can be used to carry or
store desired program code in the form of instructions or data structures and that can be
accessed by a computer. Also, any connection is properly termed a computer-readable

medium. For example, if the software is transmitted from a website, server, or other remote
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source using a coaxial cable, fiber optic cable, twisted pair, digital subscriber line (DSL), or
wireless technologies such as infrared, radio, and microwave, then the coaxial cable, fiber
optic cable, twisted pair, DSL, or wireless technologies such as infrared, radio, and
microwave are included in the definition of medium. Disk and disc, as used herein, includes
compact disc (CD), laser disc, optical disc, digital versatile disc (DVD), floppy disk and blu-
ray disc where disks usually reproduce data magnetically, while discs reproduce data
optically with lasers. Thus, in some aspects computer readable medium can comprise non-
transitory computer readable medium (e.g., tangible media). In addition, in some aspects
computer readable medium can comprise transitory computer readable medium (e.g., a
signal). Combinations of the above should also be included within the scope of computer-
readable media.

The methods disclosed herein comprise one or more steps or actions for achieving the
described method. The method steps and/or actions can be interchanged with one another
without departing from the scope of the claims. In other words, unless a specific order of
steps or actions is specified, the order and/or use of specific steps and/or actions can be
modified without departing from the scope of the claims.

Software or instructions can also be transmitted over a transmission medium. For
example, if the software is transmitted from a website, server, or other remote source using a
coaxial cable, fiber optic cable, twisted pair, digital subscriber line (DSL), or wireless
technologies such as infrared, radio, and microwave, then the coaxial cable, fiber optic cable,
twisted pair, DSL, or wireless technologies such as infrared, radio, and microwave are
included in the definition of transmission medium.

Further, it should be appreciated that modules and/or other appropriate means for
performing the methods and techniques described herein can be downloaded and/or otherwise
obtained by a device as applicable. For example, such a device can be coupled to a server to
facilitate the transfer of means for performing the methods described herein. Alternatively,
various methods described herein can be provided via storage means (e.g., RAM, ROM, a
physical storage medium such as a compact disc (CD) or floppy disk, etc.), such that a device

can obtain the various methods upon coupling or providing the storage means to the device.
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Moreover, any other suitable technique for providing the methods and techniques described
herein to a device can be utilized.

It is to be understood that the claims are not limited to the precise configuration and
components illustrated above. Various modifications, changes and variations can be made in
the arrangement, operation and details of the methods and apparatus described above without
departing from the scope of the claims.

While the foregoing is directed to aspects of the present disclosure, other and further
aspects of the disclosure can be devised without departing from the basic scope thereof, and

the scope thereof is determined by the claims that follow.
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WHAT IS CLAIMED IS :

1. An application for monitoring usage of a function on a portable
communication device, the function embodied on a non-stationary computer-readable storage
medium of the device comprising instructions executable by a processor of the device, the
application comprising instructions for:

detecting an input value for executing a function of the application, the
function requiring a data connectivity with a telecommunication network;

executing the function of the application, wherein a software library of a
development framework is accessed, and wherein the software library allows the
monitoring of the data connectivity while the function is executed; and

ending the execution of the function; and

transmitting connectivity information to a network server.

2. The application of Claim 1, wherein the software library begins metering of
the data connectivity while the function is executed.

3. The application of Claim 2, wherein the software library ends metering of the
data connectivity upon ending the execution of the function.

4. The application of Claim 3, wherein the software library ends metering of data
connectivity related to executing the function of the application.

5. The application of Claim 1, wherein the network server is configured to
allocate data to a predetermined user data connectivity policy based on the connectivity
information.

6. The application of Claim 3, wherein the connectivity information includes an
amount of data consumed while executing the function of the application and a device
identifier.

1. The application of Claim 6, further comprising determining the amount of data
consumed, wherein the amount of data consumed relates to a quantity of data consumed
while executing the function of the application having been monitored between the software
library beginning metering data connectivity and ending metering data connectivity.

8. The application of Claim 6, wherein the device identifier is a phone number of

a uscr.
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9. The application of Claim 1, wherein connectivity information is transmitted to
the network server at a predetermined interval.

10. The application of Claim 9, wherein the predetermined interval is a time
interval.

11. The application of Claim 1, wherein the input value is generated by a user
input on the portable communication device.

12. The application of Claim 1, wherein the input value is generated by the
application requesting the execution of the function.

13. A system for providing data connectivity, the system having a computing
environment comprising:

a communication device, having an application installed therein, wherein the
application includes a software library of the development framework, the
communication device includes:

an input component configured to detect an input value, wherein the
input value is at least the request to execute of a function of the application,
wherein the execution of the function accesses the software library;

an execution module configured to provide access to the software
library whereby the function of the application is executed, the function
requiring data connectivity with a telecommunication network;

a data monitoring module configured to receive instructions from the
software library to monitor the data connectivity while the executing module
executes the function of the application;

a first synchronization engine configured to receive instructions from
the software library to transmit connectivity information; and
a first server including:

a second synchronization engine configured to receive connectivity
information from the first synchronization engine; and

an allocation module configured to allocate data to a predetermined

user data connectivity policy based on the connectivity information.
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14. The system of Claim 11, wherein the first server is an application provider
server.

15. The system of Claim 11, wherein the input value is generated by a user input
on the communication device.

16. The system of Claim 11, wherein the input value is generated by the
application requesting the execution of a function.

17. The system of Claim 11, wherein the data monitoring module is configured to
receive instructions from the software library, the instructions to:

begin monitoring data consumed while the execution module performs the
function of the application; and
stop monitoring data consumed as a result of the execution module completing
the function of the application.

18. The system of Claim 14, wherein the connectivity information includes an
amount of data consumed and a device identifier.

19. The system of Claim 18, wherein the connectivity information further includes
an application identifier, a telecommunication network provider identifier, and a time stamp
indicating the time of the transmission of the connectivity information.

20. The system of Claim 18, wherein the amount of data consumed relates to a
quantity of data monitored between the instructions to begin monitoring data and to stop
monitoring data.

21. The system of Claim 11, wherein the communication device further includes:

a connection detector configured to detect the telecommunication network;
and
a connection manager module configured to establish data connectivity
between the communication device and the telecommunication network.
22. The system of Claim 20, further comprising:
a second server including:

a database configured to store the predetermined user data connectivity

policy;
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a user connectivity implementation module configured to manage the
predetermined user data connectivity policy module.

23. The system of Claim 20, wherein the second server is a network operator
server.

24. The system of Claim 22, wherein the user connectivity implementation
module is further configured to provide access to the predetermined use connectivity policy
by the allocation module.

25. The system of Claim 23, wherein the allocation module is further configured
to identify the predetermined user connectivity policy based on the device identifier, and
allocate data to the predetermined user connectivity policy based on the amount of data
consumed while the execution module performed the function of the application.

26. The system of Claim 11, wherein the first synchronization engine is
configured to transmit connectivity information at a predetermined interval.

27. The system of Claim 26, wherein the predetermined interval is a time interval.

28. A server for allocating data connectivity on a telecommunication network, the
server being in data communication with an application installed on a communication device
having a software library of the development framework, the server connectivity comprising:

a computer-readable memory storing executable instructions;
one or more physical computer processors in communication with the
computer readable memory, wherein the one or more physical computer processors
are programmed by the executable instructions to at least:
receive connectivity information from the communication device,
wherein the connectivity information includes:
data usage based on monitored data consumption while the
communication device performed a software library function of the
application, wherein the monitoring is initiated by the software library
in performing the software library function; and
a communication device identifier;
access a billing interface, wherein the billing interface permits

allocation of data based on the predetermined user connectivity policy; and
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allocate a data credit to the predetermined user connectivity policy,
wherein the data credit is a function of the data usage, and wherein the
predetermined user connectivity policy is located via the communication
device identifier.

29. The server of Claim 28, having further instructions to:

access a data allocation instruction, wherein the data allocation instruction
provides allocation guidelines for data consumption by the application while
executing the software library function.

30. The server of Claim 29, wherein the data credit is further based on the data
allocation instruction.

31. The server of Claim 29, wherein the allocation guidelines establish a limit of
data consumption to be allocated to the communication device while executing the software
library function.

32. The server of Claim 29, wherein the allocation guidelines permit all data
consumed while executing the software library function to be allocated to the communication

device.
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