20057072342 A2 | IV VY0 0O RO O

=

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
11 August 2005 (11.08.2005)

(10) International Publication Number

WO 2005/072342 A2

(51) International Patent Classification: Not classified
(21) International Application Number:
PCT/US2005/002358

(22) International Filing Date: 26 January 2005 (26.01.2005)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
10/766,697

(71) Applicant (for all designated States except US): AMA-
ZON TECHNOLOGIES, INC. [US/US]; 920 Incline
Way, Suite C, Incline Village, NV 89451 (US).

27 January 2004 (27.01.2004) US

(71) Applicant (for US only): AGRAWAL, Ashish [IN/US];
1200 12th Avenue South, Suite 1200, Seattle, WA 98144
(US).

(72) Inventors; and

(75) Inventors/Applicants (for US ornly): FREDERICK,
Robert [US/US]; 1200 12th Avenue South, Suite 1200,
Seattle, WA 98144 (US). BARR, Jeffrey [US/US]; 1200
12th Avenue South, Suite 1200, Seattle, WA 98144 (US).

(74)

(81)

(84)

Agents: WHITE, James, A., D. et al.; Seed Intellectual
Property Law Group PLLC, Suite 6300, 701 Fifth Avenue,
Seattle, WA 98104-7092 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD,
MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM, PG,
PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, YU, ZA, ZM,
ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, 7ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, MC, NL, PL, PT, RO,
SE, SL, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN,
GQ, GW, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: PROVIDING A MARKETPLACE FOR WEB SERVICES

Web Services
Marketplace
("WSM")
Tnteractive
Interface/

220
‘WS Providers

WS regliimations |
P

WSM WS API

t

279
Customer/Provider
Notifier

210
‘WS Customers

‘WSM Portal

WS subseriptions’
& invocation
requosts/responscs i

290

Third Parties
providing
‘WS-related
Functionality

external systems | 'WSM system 050

N __73
S WSMWS™
\ Providers /

~L

1

R B

WS Notification
Conditions DB

(57) Abstract: A method, system, and computer-readable medium is described for facilitating interactions between computing sys-
tems, such as by providing an electronic Web service ("WS") marketplace via which third-party WS providers make their WSes
available to third-party WS consumers who locate and purchase access to those WSes via the electronic marketplace. Some or all
available WSes may have associated use prices and or non-price use conditions, and if so access to those WSes may be provided
only if a consumer requesting access provides appropriate payment and otherwise satisfies the specified use conditions. In some
situations, WS consumers may also purchase subscriptions to provide later access to registered WSes. This abstract is provided to
comply with rules requiring it, and is submitted with the intention that it will not be used to interpret or limit the scope or meaning

of the claims.



WO 2005/072342 A2 [N A08OA0 T 0O 0 O AR

Published: For two-letter codes and other abbreviations, refer to the "Guid-
—  without international search report and to be republished — ance Notes on Codes and Abbreviations” appearing at the begin-
upon receipt of that report ning of each regular issue of the PCT Gagzette.



10

15

20

25

WO 2005/072342 PCT/US2005/002358

PROVIDING A MARKETPLACE FOR WEB SERVICES

TECHNICAL FIELD

The following disclosure relates generally to facilitating
interactions between computing systems, and more particularly to facilitating
such interactions by acting as an intermediary, such as an electronic
marketplace via which Web service providers make their Web services
available and via which Web service consumers locate, purchase access to,

and access those Web services in accordance with prices and use conditions

" specified for those Web services.

BACKGROUND

Various mechanisms exist to allow computers and executing
software applications to interact. For example, remote procedure call ("RPC")
protocols have Iong existed that allow a program on one computér to cause a
program on another computer to be executed, and various object-oriented
architectures such as CORBA ("Common Object Request Broker Architecture")
and DCOM ("Distributed Component Object Model") provide similar capabilities.
In addition, a variety of middleware programs have been implemented to
connect separate applications (often of distinct types and from unrelated
sources) to allow communication. For example, various EDI ("Electronic Data
Interchange") networks exist that provide standard mechanisms to allow a
computer system of one user of the network to send data to a computer system
of another user of the network.

The widespread popularity of the World Wide Web ("Web") has
provided additional opportunities for computers to inter-communicate. For
example, much current Web use involves users interactively requesting Web
pages from Web servers (e.g., via executing Web browser applications of the
users) and receiving the requested information in response. In addition to such

interactive user specification of requested information, there is also growing use
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of the Web to support the programmatic interaction of remote applications to
exchange information via defined APls (“application program interfaces”),
referred to as Web services.

Web services allow heterogeneous applications and computers to
interact, and can be defined and implemented using a variety of underlying
protocols and techniques. For example, some Web service implementations
return data in XML ("eXtensible Markup Language") format using HTTP
("HyperText Transport Protocol") in response to a Web service invocation
request specified as a URI (“Uniform Resource Identifier’), such as a URL
("Uniform Resource Locator") that includes a specified operation and one or
more query parameters. In other implementations, additional underlying
protocols are used for various purposes, such as SOAP ("Simple Object Access
Protocol") for standard message exchange, WSDL ("Web Services Description
Language") for description of service invocations, and UDDI ("Universal
Description, Discovery, and Integration service") for discovery of available
services.

Although Web services allow various applications and computers
to interact, the current implementations and uses of Web services have various
problems. For example, current Web service implementations are typically
desiénéd with only a very limited number of predefined applications interacting,
and do not typically address a variety of issues for wide-scale interaction of
providers and potential consumers of Web services. In addition, current Web
service implementations do not typically provide effective means for potential
consumers to discover or locate Web services that are desired or that may be
of interest, such as via current UDDI-based implementations that may identify a
connection point for one or more Web services but that do not typically provide
any of a variety of other types of information related to the Web services to
assist potential consumers (e.g., indications of usage by others, such as a
ranking relative to other Web services; indications of comments and/or reviews

by others; information related to the past provision of the Web service and/or
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the provider of the Web service, such as average up-time and response time;
etc.). Current Web service implementations also do not typically provide
sufficient assurance to potential consumers that prospective providers of Web
services will reliably and accurately provide desired Web services, do not
typically provide sufficient security for providers of Web services to ensure that
their Web services will be made available only to authorized consumers and
only in accordance with any conditions specified by the providers, do not
typically provide easy-to-use mechanisms to allow Web service providers to
collect specified payment for the use of their Web services by consumers, do
not typically allow Web service providers to manage and monitor the use of
their Web services, do not typically allow Web service consumers to monitor the
use of provided Web services on their behalf, etc.

Thus, it would be beneficial to provide a solution that addresses
these and other problems associated with the use of Web services and/or that
otherwise facilitates the interaction of computer systems and executing

applications.

BRIEF DESCRIPTION OF THE DRAWINGS

Figures 1A-1D illustrate examples of a user interface for Web
service provider users and Web service consumer users to interact with an
embodiment of a Web Services Marketplace (‘WSM”) system.

Figure 2 is a network diagram illustrating components and
information flow of an example embodiment of the WSM system.

Figure 3 is a block diagram illustrating an embodiment of a
computing system suitable for executing an embodiment of the WSM system.

Figure 4 is a flow diagram of an embodiment of the WS
Registration routine.

Figure 5 is a flow diagram of an embodiment of the WS

Subscription routine.
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Figure 6 is a flow diagram of an embodiment of a WS Invocation

routine.

Figure 7 is a flow diagram of the WSM Portal routine.

DETAILED DESCRIPTION

A software facility is described that facilitates interactions between
computing systems, such as by in some embodiments providing an electronic
Web service ("WS") marketplace via which third-party WS providers make their
WSes available to third-party WS consumers who locate and purchase access
to those WSes via the electronic marketplace.

In some embodiments, the WS marketplace ("WSM") allows third-
party WS providers to register their WSes with the electronic marketplace so as
to make those WSes available to some or all WSM users who are potential
consumers of the WSes. In particular, in some embodiments, a WS provider
may specify pricing information for the use of their WS and/or other WS use
conditions at the time of WS registration. The WS providers also specify the
manner(s) in which their WSes are to be invoked, as well as various description
information about their WSes that may be provided to potential consumers to
assist in their determination of whether to use the WS. Once WSes have been
registered at the WSM, they can be made available to potential WS consumers
in various ways, as discussed in greater detail below. In some embodiments, a
WS provider may also need to first register with the WSM as a user before
registering their WSes (e.g., to provide contact information, information on how
payments to the WS provider are to be made, etc.).

As discussed in greater detail below, various types of use prices
for using WSes can be specified, such as on a per-use basis, for a subscription
that is valid for a specified length of time and/or number of uses, etc. Various
non-price use conditions can similarly be specified in some embodiments, such
as restrictions on types of consumers allowed to use the WS, restrictions on

types of uses allowed for the WS and/or for any information provided by its use,
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restrictions on how frequently the WS can be used by a particular consumer or
by all consumers, etc. In particular, in some embodiments each WS provider
can specify one or more use prices for each WS that they register, and the
WSM then sets one or more consumer access prices for those WSes that are
each based on one or more of the specified use prices (e.g., access prices that
are the same as the use prices, or instead that include additional fees charged
by the WSM or a reduction in fees provided by the WSM).

After a potential WS consumer has identified a registered WS of
interest, the potential WS consumer can interact with the WSM to obtain access
to that WS, such as by providing an access fee payment based on an access
price (if any) for the WS and by satisfying any other specified use conditions for
the WS. In some embodiments, some or all consumers obtain access to
registered WSes by purchasing subscriptions to those WSes for later use, and
in some embodiments non-subscription use of registered WSes is provided.
For example, one-time or limited non-subscription uses of a WS fnay be
provided for a variety of reasons, such as to allow an evaluation or test use of a
WS in order to determine whether to purchase additional uses, for use of
registered WSes that are free, to allow anonymous access without a defined
subscription, etc. As discussed in greater detail below, various types of
subscriptions can be provided in various embodiments, including one-time use
subscriptions, subscriptions for a specified length of time and/or number of
uses, etc. In addition, in some embodiments a WS consumer may need to first
register with the WSM as a user before obtaining access to registered WSes
(e.g., to provide contact information, payment source information, formatting
and protocol preferences for WS invocation response information, etc.).

When a consumer’s access to a WS is authorized by the WSM
but not provided immediately (e.g., by purchasing a subscription), the consumer
will in some embodiments receive authorization information for use with later
requests for the authorized access (e.g., a unique subscription ID for a

purchased subscription, or a transaction ID for later-occurring non-subscription
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transactions). If so, the later requests from the consumer to provide the
authorized access may include providing the previously received authorization
information, and may further be supplied or specified in a manner indicated to
the consumer at the time of original access authorization.

After receiving an access request from a consumer for current use
of a registered WS, the WSM determines whether the use of the WS by the
consumer is authorized, such as based on any authorization information
supplied with the request. In addition, in some embodiments the WSM may
further determine at the time of requested WS use whether any payment
obligations and specified use conditions are currently satisfied for an invocation
of the WS. If the WSM determines that the WS use is authorized, the WSM
interacts with the provider of the WS to invoke the WS and obtain any response
information. The WSM then provides some or all of the response information to
the consumer.

In some embodiments, the WSM performs additional formafting of
the response information before providing it to the consumer. The information
formatting can be performed in various ways and for various purposes, such as
to act as a ftranslator/adapter that accommodates previously specified
preferences of the WS consumer (e.g., information format and/or protocol
preferences requested from the WS consumer when they previously registered
with the WSM), to combine the response information with other information
(e.g., response information from other invoked WSes), and to obfuscate
information related to the invocation of the WS (e.g., the specific invocation
request, information about the WS provider, information about the time of
invocation of the WS, etc.).

In addition, in some embodiments the WSM may maintain one or
more caches or other storage mechanisms to store response information from
WS invocations, and if so may in some situations provide such stored response
information to consumers rather than invoking the WSes to obtain additional

response information (e.g., when the stored data was recently received and is
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of a type that is not time-sensitive and/or subject to rapid change) — such
response information may in some embodiments include not only information
provided by the WS as the product of the invocation, but also status or other
response messages (e.g., for a WS that does not otherwise provide information
in response to its invocation) or instead an indication that the WS does not
provide any response. Such caching may provide benefits to both WS
consumers (e.g., by providing response information even if a WS provider is not
currently available, by providing response information more rapidly than if the
WS was dynamically invoked, etc.) and to WS providers (e.g., by providing to
WS consumers a service invocation volume higher than the WS provider can
actually handle, by providing service to WS consumers even if the WS provider
has temporarily throttled some or all requests to its WS, etc.).

As previously noted, potential WS consumers can identify WSes
of interest in a variety of ways. In some embodiments, the WSM allows
pofential WS consumers to search the registered WSes in various ways, such
as based on the type of service and/or type of data provided, on the use price,
on the WS provider, on the WS description, etc. In addition, in some
embodiments, the registered WSes may be categorized into groups of related
WSes (e.g., in a hierarchical manner with one or more levels of sub-categories),
and if so potential WS consumers may be able to browse within specified
categories and sub-categories and/or may be able to limit their search to
specified categories and sub-categories. Moreover, a variety of types of WS-
related information may be provided to potential WS consumers, such as by
providing lists or other indications of top-ranked and/or top-rated WSes,
indications of recommended WSes (e.g., personalized to the current potential
WS consumer based on information known about that consumer), etc.

In addition, after identifying one or more WSes of potential
interest, a potential WS consumer may be able to review additional information
about each WS, such as by receiving a Web page specific to a WS that

includes description information for the WS and that optionally includes various
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other information about the WS (e.g., pricing information, information about the
WS provider, etc.). In some embodiments, such WS-specific information may
also include a variety of other types of information, including reviews of the WS
by other WS consumers that have used the WS and/or summaries of such
reviews, indications of rankings and/or ratings of the WS relative to other WSes
based on various criteria (e.g., number of uses, a recent trend in use,
consumer-specified ratings, etc.), indications of similar WSes (e.g., based on
category) and/or otherwise related WSes (e.g., other WSes by the same WS
provider, other WSes that have been used by other WS consumers that have
previously used this WS, etc.).

In some embodiments, some or all of the described actions by
WS providers and/or WS consumers are performed via user interactions with a
Web site for the WSM, such as a Web site dedicated to providing a
marketplace for Web services or instead a Web site of a more general Web
store that provides various types of items (e.g., products and/or services) that
include the Web services. Alternatively, in some embodiments, some or all
interactions by the WS providers and/or WS consumers are instead performed
by programs acting on behalf of the WS providers or consumers
programmatically interacting with one or more computing systems of the WSM,
such as via defined APls (e.g., via Web services provided by the WSM to
implement the underlying functionalities for the WSM) — in some embodiments,
such APIs are based on the use of XML over HTTP (e.g., as part of the
REpresentational State Transfer, or “REST”, distributed interaction model that
focuses on resources), while in other embodiments the APls may be based on
the use of SOAP and/or other protocols related to Web services.

In some embodiments, the WSM further provides a capability for
WS providers and/or WS consumers to monitor and manage their interactions
with the WSM, such as via a portal. For example, a registered WS provider
may in some embodiments monitor their registered WSes, such as to determine

the current level and/or a historical level of the use of those WSes by WS
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consumers, or instead to determine a current status of their WSes (e.g., to
verify that their WSes are currently operating properly). In addition, WS
providers may be able to manage various aspects of their registered WSes,
such as to modify pricing information and other use condition information, or to
dynamically specify current throttling conditions for the use of their WSes (e.g.,
to limit volume and/or type of use of the WSes for a specified period of time or
until specified conditions are satisfied or until further notice). WS providers may
also review and/or manage their user account information, such as to change
their current contact information or to review payment amounts currently owed
to the WS provider by the WSM. In a similar manner, registered WS
consumers may monitor and manage their WS subscriptions or other WS*
access authorizations (e.g., to review recent use of their subscriptions and the -
amount of previously purchased or otherwise approved subscription use
remaining, to dynamically specify current throttling or other restriction conditions
for the use of their subscriptions, etc.), as well as review and manage their user
account (e.g., to modify payment source information, or to authorize additional
WS subscriptions or other WS use, such as by purchasing WSM-provided
"points" that can later be used to pay for or authorize WS use).

As one example of another type of information that can be
specified by WS providers and/or WS consumers in some embodiments (e.g.,
via the WSM portal or during registration), various types of notification requests
may be specified for various types of information. For example, a WS provider
may want to receive a standard email notification when the average volume of
invocations of their WSes over a specified period of time exceeds a specified
threshold, and may further wish to receive an urgent alert notification when one
of their WSes goes offline or otherwise generates an error condition. Similarly,
WS consumers may wish to receive notifications based on use or current status
of their subscriptions, on the current availability of specified WSes and/or
specified categories of WSes, on the current status of their user account

information (e.g., the amount of WSM points remaining), etc. Such notification
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requests may include specifications of how to perform the notification, as well
as the conditions that trigger the notification when they are satisfied. As the
WSM operates, it monitors defined notification conditions in order to determine
when notifications are appropriate, and performs the requested notifications in
the manner specified.

In addition, while a WS subscription is in some embodiments
limited to the particular WS consumer that created the subscription, in other
embodiments a WS subscription may be shared among multiple different users.
For example, in some embodiments a WS consumer may specify one or more
affiliate users for one or more of their WS subscriptions, with each affiliate user
given specified rights to use those WS subscriptions (e.g., authorization to
make a specified total number of WS invocation requests based on the
subscription or a specified limit on the volume of such WS invocation requests,
a specification of conditions under which use of the subscription by an affiliate
is allowed or disallowed, etc.). In addition, in some situations a WS consumer
may create a WS subscription on behalf of an indicated application (or a
specified copy or instance of such an application), such as an application
developed and/or distributed by the WS consumer, and may specify that some
or all users of that application are authorized to use that WS subscription in
some or all situations. Conversely, in some embodiments such an application
developer or distributor may instead incorporate one or more WS invocation
requests as part of their application (whether or not in conjunction with a
subscription by that WS consumer), but may instead limit some or all uses of
those WS invocation requests by the application users such that those users
may instead need to provide their own payment and/or subscriptions to' those
WSes in order to use that functionality of the application.

In some embodiments, composite Web services may also be
registered with the WSM and used by WS consumers, with each composite WS
able to invoke one or more other WSes. In addition, in some embodiments a

composite WS may include specified logic related to how and when to invoke

10



10

15

20

25

30

WO 2005/072342 PCT/US2005/002358

the other WSes (e.g., based on a scripting language), such as to provide
conditional invocation of one WS based on the response information received
from another WS. As one example, a composite WS may invoke two or more
other WSes (e.g., WSes from WS providers unrelated to the creator of the
composite WS) in order to obtain response information that is then aggregated
to provide the response information for the composite WS, while as another
example some or all of the WSes specified for the composite WS are provided
by the composite WS creator and the composite WS specifies logic such that
one of the specified WSes is invoked only if appropriate information is received
from earlier invocation of another of the WSes (e.g., if that received information
is to be used as part of that later invocation). In yet another example, a
composite WS may invoke a single WS (e.g., from a WS provider other than the
composite WS creator) in order to encapsulate that single WS using additional
information and/or logic specified as part of the composite WS. In some
embodiments, any third party can create and register composite WSes that
invoke other WSes provided by other WS providers, while in other
embodiments various restrictions may be imposed on the creation of such
composite WSes (e.g., to limit composite WS creation to WS providers that
provide at least one or all of the WSes that are part of the composite WS). In
addition, in some embodiments such composite WSes can have their own
specified pricing information and other use conditions, while in other
embodiments such pricing and use conditions will instead be automatically
determined based on the pricing and use conditions of the underlying WSes
invoked by the composite WS.

Moreover, in some embodiments various third parties can interact
with the WSM to obtain various additional functionality for themselves and/or to
provide such additional functionality to other users. For example, in some
embodiments external computing systems may provide WS coordination
services to other users, with the computing systems defining WS coordination

requests and interacting with the WSM to request satisfaction of those
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requests. Such coordination requests may in some embodiments specify other
registered WSes to be invoked and/or specify various logic to be executed, thus
providing capabilities similar to those of registered composite WSes without
having to register those WS coordinations. The coordination requests may be
supplied to the WSM for execution (e.g., for a fee charged by the WSM, or
instead based on the specified pricing information for the WSes invoked by the
coordination), and may be represented in various ways in various embodiments
(e.g., as data structures, code modules, templates, mappings, portable code,
etc.). In other embodiments, such third-party coordination services may instead
execute the coordination logic for coordinations, such as by interacting with the
WSM to individually invoke each WS for the coordination as specified by the
logic for the coordination and then combining any resulting response
information to be provided to the requester of the coordination (e.g., a user of
the coordination service, such as for a fee).

In addition to coordination services, third parties can obtain and
provide a variety of other types of functionality by interacting with the WSM.
For example, in some embodiments some third parties may provide WSM
agents that interact with the WSM to provide additional functionality to users,
such as to monitor various aspects of the operation of the WSM in order to
provide information or notifications to the user (e.g., in situations in which the
WSM does not provide corresponding notification capabilities for the type of
information being monitored by the agent, or instead to replicate a capability
available from the WSM for a user who is not eligible to receive the information
from the WSM). A variety of other types of interactions with the WSM can
similarly be provided to enable various other types of additional functionality
and capabilities.

As previously noted, in some embodiments some or all of the
registered WSes may have specified pricing information such that WS
consumers provide payment to use those WSes. In some embodiments, a

variety of types of billing mechanisms are provided for WS consumers. For
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example, as previously noted, in some embodiments WS consumers may be
able to purchase WS subscriptions that can then be used at later times, and in
some embodiments the WSM may sell non-subscription WS access. In
addition, in some embodiments billing occurrences are based on prior specified
Service Level Agreements (“SLAs”) with certain WS consumers and/or based
on the Quality of Service (“QoS”) requested by and/or actually provided to the
consumer. For example, a provider of a WS may specify a use price for that
WS that is based on one or more specified QoS levels provided by that WS
provider in conjunction with the access to that WS (e.g., a maximum response
time, a minimum level of accuracy of response information, etc.), such as the
only use price for that WS or instead one of multiple use prices (e.g., with one
or more of the other use prices having other specified QoS levels and/or no
QoS levels), and if so access to that WS that is purchased based on that use
price (e.g., a subscription purchased for an access fee based on that use price)
is performed in accordance with those specified QoS levels when possible.
Similarly, an operator of the WSM may in some embodiments specify an
access price for each of one or more of the registered WSes that is based on
one or more specified QoS levels provided by the WSM in conjunction with
access to those WSes (e.g., a maximum response time, a minimum level of
accuracy of response information, etc.), such as the only access price for a WS
or instead one of multiple access prices for the WS (e.g., based on one or more
specified use prices for the WS, with one or more of the other access prices
having other specified QoS levels provided by the WSM and/or no QoS levels),
and if so access to that WS that is purchased based on that access price is
performed in accordance with those specified QoS levels when possible. In
some embodiments, if access to a WS is not provided to a consumer in
accordance with specified QoS levels purchased by that consumer and/or is not
provided in accordance with any previously specified SLAs for that consumer,
various additional actions may be taken to compensate the consumer (e.g., by

providing a payment credit, by not counting that access as part of the paid
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any internal mechanisms of the electronic marketplace, such as by notifying
appropriate personnel associated with the electronic marketplace; to correct
performance of the provider of the WS, such as by notifying appropriate
personnel associated with the WS provider and/or by providing a financial
incentive to the WS provider, such as by delaying or reducing payment to that
WS provider; etc.). |

Moreover, in some embodiments WS consumers can obtain
WSM-provided points that can be later used to purchase subscriptions and
other WS access for various WSes — such points may be a WS payment option
that WS consumers can purchase or otherwise earn (e.g., as a reward) for later
use with a specified group of WSes and/or WS providers (e.g., all WSes and
WS providers). The points for a WS may be identified to a potential WS
consumer in various ways in various embodiments (e.g., displayed or otherwise
accessible as a subscription or access pfice for some or all WSes, whether in
addition to or instead of one or more prices in governmental currencies), and
the determination of how many points are needed to purchase access to a WS
subscription or other WS access may similarly be determined in various ways in
various embodiments (e.g., by specifying and using a standard exchange rate
for all WSes; by allowing each WS and/or WS provider to have an
individualized specified exchange rate, such as one specified at registration
time for the WS and/or WS provider; or by dynamically determining appropriate
WSM points for a WS based on a variety of factors when the price is provided
to a potential WS consumer, such as a current usage rate of the WS, other
current conditions such as a current day/time, information about the WS
consumer, etc.). Similarly, in other embodiments the WSM may accumulate the
costs of some or all of the WS uses for a consumer over a specified period of
time, such as to provide a single monthly bill for all use of a specified WS or of
all WSes.
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In addition, in some embodiments the WSM provides various
security and/or privacy mechanisms to ensure that only authorized WS
providers can register and provide WSes and/or that only authorized WS
consumers can subscribe to and/or access registered WSes. Such security
and/or privacy can be provided in a variety of ways, including the use of
passwords, public key encryption, digital certificates, etc. In addition, the WSM
may use various security and/or privacy mechanisms with respect to
management/monitoring interactions by WS consumers and/or WS providers,
such as to provide information to users only when they are authorized to
receive it and to allow modification of WS-related information and of
subscriptions only when authorized.  Similarly, in embodiments in which
affiliates of WS consumers or other users are allowed at least some access to
subscriptions of the WS consumer, various security and/or privacy mechanisms
may be employed to ensure that the affiliates are authorized to receive any
benefits and information provided to them. |

Furthermore, in addition to having WSes provided by third-party
WS providers and to providing access to registered WSes for third-party WS
consumers, in some embodiments the WSM itself may act as a WS provider
and/or WS consumer for one or more WSes, such as an alternative to other
third-party provided WSes or instead to provide WSes that are not otherwise
available to WS consumers. In addition, various other capabilities provided and
used by the WSM may also be implemented as WSes, such as a WSM API
available to WS providers and/or WS consumers, as well as internal capabilities
used by the WSM (e.g., determining whether a specific subscription request for
a WS satisfies the specified use conditions for that WS by invoking an internal
WS that provides the service of comparing the specified use conditions and
requested use information to determine whether the specified use conditions

are satisfied).
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In addition, as discussed in greater detail below, the WSM can
also provide a variety of other types of functionalities and capabilities as
described.

For illustrative purposes, some embodiments of the software
facility are described below in which a specific WSM embodiment provides
various specific types of capabilities and functionalities with respect to various
specific types of WSes, and uses various specific types of user interfaces and
other interactions to provide those functionalities and capabilities. However,
those skilled in the art will appreciate that the techniques of the invention can
be used in a wide variety of other situations, including with services and items
other than Web services, and that the invention is not limited to the exemplary
details provided.

Figures 1A-1D illustrate examples of a user interface provided by
an embodiment of the WSM to assist WS provider users and WS consumer
users in interacting with the WSM. In particular, Figure 1A illustrates a user
interface screen that provides information 110 about various registered WSes.
available via the WSM, which in this example are displayed to a potential WS
consumer as search results in response to a search by the WS consumer for
Web services related to the search term "map." In other embodiments,
information about available WSes can be provided to WS consumers in a
variety of other ways. In addition, in this example embodiment the WSM is part
of a Web store that provides to consumers a variety of types of items that
include registered WSes.

In this example embodiment, various information about a number
of available WSes 110a-110j is displayed to the potential customer, with the
WSes divided into several WS categories 111 as shown. A variety of
information is provided for each indicated WS, including a name 112, an
indication of the WS provider 113 that is the source for the WS, one or more
prices 114 corresponding to use of the WS, any specified use conditions 115

for the WS, and a description 117 of the WS. In this example, those types of
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information are provided by a WS provider when registering a WS, and each
WS further has a unique item ID 116 that is automatically generated by the
WSM, although in other embodiments such unique item IDs may not be used.
As is shown, a variety of types of pricing models and use conditions are
illustrated in this example.

Figure 1B illustrates an example user interface screen via which a
potential WS consumer can review information about an available WS and
select to subscribe to the WS. In particular, the illustrated user interface
includes a section 121 that provides a summary description of a particular WS
and a section 127 that provides additional details about the WS. The user
interface screen also includes a user-selectable control 123 via which the user
can indicate to save an indication of the WS in a shopping cart of the user for
possible later subscription. In addition, the user interface screen includes a
section 125 via which the user can select to request a subscription to the WS,
including a user-selectable control 125a to make the subscription request using
the current information in user-modifiable fields 125b and 125c. In particular,
field 125b may be provided for WSes that have multiple associated subscription
types, such as a single-use subscription and a monthly subscription, and the
user-modifiable field 125c corresponds to situations in which the user has
multiple predefined sources of payment that they can select for use. Thus, in
this example, before selecting the control 125a, the user may select a type of
subscription (e.g., with a corresponding subscription price) and a payment
option to be used for the payment. After the user selects the control 125a, the
WSM determines whether to approve the subscription request, and if so takes
appropriate steps to implement the subscription.

Figure 1C illustrates an example user interface screen with which
a WS provider can register a WS so as to make it available to consumers via
the WSM. In particular, the example WS registration screen includes
instructional information 131, and sections 133-137 in which the WS provider

user can specify various types of information for the WS being registered,
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including a name, pricing information, use conditions, description, and one or
more optional related terms (e.g., to assist in automatic categorization of the
WS and/or to assist in identification of the WS as relevant to a potential
consumer's search or other expression of interest about WSes). In this
illustrated example, the pricing information section 135 allows the WS provider
to specify one or more use prices for different types of subscriptions or other
uses of the WS, although in other embodiments only a single type of pricing
may be allowed. In addition, in some embodiments at least some of the
registered WSes may not include some or all of the types of information, such
as not including pricing information (e.g., for free WSes) or not including other
types of use conditions. The illustrated WS registration screen also includes a
user-selectable control 139 via which the WS provider can indicate to register
the WS after appropriate information has been supplied. After the control has
been selected, the WSM determines whether to approve the registration, and if
so takes appropriate action to notify the WS provider of the acceptancé and to
make the registered WS available to consumers via the WSM.

Figure 1D illustrates an example user interface screen via which
various types of information about registered WSes can be provided to potential
WS consumers. In particular the illustrated user interface screen includes a
section 140 that provides various information about top-ranked WSes available
via the WSM, such as to illustrate a current rank, a rating 141, indications of
similar WSes 142, and indications of other WSes 143 that may be of interest
based on preferences of other users. In this example, the WS ratings are user-
specified and the ranks are automatically calculated in one of a variety of ways
(e.g., cumulative sales volume, recent sales volume, recent trends in sales
volume, accuracy or other performance measure for the WS, total usage based
on the number of access requests or other usage measure, breadth of
invocations based on the number of different WS consumers and/or

applications making the access requests, number of access requests per
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second, etc.), although ratings and/or rankings could be determined in other
ways in other embodiments.

The example user interface screen in Figure 1D also includes a
section 145 that provides various personalized recommendations of registered
WSes to the current user, such as based on previously specified interests of the
user and/or other automatic determinations of WSes of potential interest (e.g.,
based on usage history for the user). In this illustrated example, each of the
recommended WSes 145a-145b is illustrated with various associated
information, such as a corresponding use price and WS provider, and each
additionally has an associated user-selectable control 146 with which the WS
can be added to the user's shopping cart and a user-selectable control 147 with
which the user can request to immediately subscribe to the WS. This illustrated
user interface screen further includes various information related to user
reviews of one or more WSes (e.g., of a WS selected in another portion of the
séreen, or of a particular WS indicated to the usér), including a user-selectable
control 148 with which the user can select to provide their own review and
rating of the WS (e.g., after use of the WS) and a section 149 that includes
various review and rating information for the WS provided by one or more other
users. While these various types of WS-related information are illustrated on a
single screen in this example, in other embodiments some or all of the
information could be provided at other times and in other manners (e.g., by
providing review and rating information for a WS on a detail screen for that WS,
such as the screen illustrated in Figure 1B).

In addition, in some embodiments the user interface may include
one or more screens that allow the user to specify security and/or privacy
information as desired. For example, a WS consumer may be able to prohibit
or otherwise restrict access to WSes on their behalf (e.g., for all or a specified
subset of their subscriptions) based on various user-configurable settings,
including based on |IP addresses associated with WSes, on developer tokens

associated with users making WS access requests, on referring URLs, on
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subscriber 1D, via cookies, etc. A WS provider may similarly be able to prohibit
or otherwise restrict access to WSes that they provide in a variety of ways, and
WS providers and WS consumers may in some embodiments be able to specify
various security and/or privacy information for use in accessing information
about their accounts and provided and/or accessed WSes.

Figure 2 is a network diagram illustrating components and
information flow of an example embodiment of the WSM system and of various
external computing systems and users interacting with the WSM system. In
particular, in the illustrated embodiment various WS consumers 210 and WS
providers 220 external to the illustrated WSM system 250 interact with the
WSM system to register, identify, subscribe to, and obtain access to WSes. In
addition, in this example embodiment various optional third parties 230 external
to the WSM system may also interact with the system to receive or provide
various enhanced or alternative capabilities and functionalities.

' In particular, WS providers interact with a front-end interface 255
of the WSM system to register WSes, as well as in some embodiments to
initially register themselves as users of the WSM system (e.g., as WS provider
users). In the illustrated embodiment, the front-end interface 255 may be a
Web site with which the user interacts and/or an API (e.g., a WS API) with
which external computing systems and executing applications interact, although
in other embodiments other types of front-end interfaces may alternatively be
used.

In this illustrated embodiment, after the front end 255 receives a
registration request for a WS provider or for a WS available from the provider,
corresponding information is forwarded to an Access Controller component 260
of the WSM system to determine whether to approve the request (e.g., based
on whether sufficient appropriate information was provided, and/or on whether
other predefined criteria have been satisfied), and indicates to the front end
whether the request was approved. In addition, the Access Controller

component stores information about the registered WS or WS provider for later
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respectively.

In a similar manner, WS consumers interact with the front end to
obtain information about available WSes, to subscribe to or otherwise request
access to available WSes, and in some embodiments to initially register with
the WSM as a user (e.g, a WS consumer user) prior to such
subscription/access requests. As with registration requests from WS providers,
the front end forwards information regarding WS consumer registration,
subscription, and access requests to the Access Controller for determination of
whether to approve the requests, and the Access Controller responds to the
front end in an appropriate manner. The Access Controller also stores
information about registered consumers in the Account database 261 and about
registered subscriptions to WSes and other WS access authorizations in the
WS subscription database 265.

. In other embodiments, some orhall such information could instead
be stored in other manners, such as to maintain separate account database
information for WS consumers and WS providers, or to instead maintain
subscription information along with other user information in the Account
database. In addition, in embodiments in which WS providers and/or WS
consumers can specify notification requests (e.g., at the time of user
registration), such information is also forwarded to the Access Controller, which
stores the information as appropriate in the WS Notification Conditions
database 267 for later use.

In the illustrated embodiment, the WSM system further includes a
WSM Portal component 290 with which WS consumers and WS providers can
interact to obtain information about their accounts and to perform other
interactions with the WSM system, such as to monitor and/or manage WS-
related information. In some embodiments, the WSM Portal interacts with the

front-end interface to perform requested retrievals and modifications of
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information, while in other embodiments instead interacts directly with the
various databases 261, 263, 265, 267, 277 and 282 as appropriate.

When a WS access request is received from a WS consumer and
the Access Controller approves the request, the front end interacts with a WS
Invoker component 270 to perform invocation of one or more WSes as
appropriate, such as based on information retrieved from the WS database
and/or received from the front end. The WS Invoker component then interacts
with one or more WS providers as appropriate to invoke the appropriate WSes
and to receive response information. In some embodiments, the WS Invoker
stores received response information in an optional cache 272 for later use,
such as to use in lieu of a WS invocation in certain situations as appropriate. In
addition, in some embodiments one or more of the WS providers from which
the WS Invoker may invoke WSes can be one or more optional internal WSM
WS providers 273. After obtaining the appropriate response information,
whether from a WS provider or from the cache, the WS Invoker component~
returns the response information to the front end. In some embodiments, the
front-end interface performs additional processing on the received response
information before providing it to the requesting WS consumer, such as to
aggregate information from multiple invoked WSes and/or to- format the
response information in accordance with previously specified preferences for
the WS consumer.

In addition, in the illustrated embodiment the WS Invoker
component also provides information to a WS Transaction Monitor component
275 regarding some or all processed WS invocation requests, such as for all
requests whether satisfied from the cache or from a WS provider, or instead
only for successful requests to an external WS provider. In the illustrated
embodiment, the WS Transaction Monitor component in turn stores information
about the transactions in a WS Transaction database 277 as appropriate. In
addition, in the illustrated embodiment the WS Transaction Monitor component

reviews information in the WS Notification Conditions database to determine
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whether transactions and/or other status information have triggered one or
more specified notification conditions, such as after each transaction or instead
on a periodic basis. When the WS Transaction Monitor component determines
that one or more notifications have been triggered, the component forwards
corresponding information to a Customer/Provider Notifier component 279 to
perform notifications to WS consumers and/or WS providers as appropriate.

When a received request by the Access Controller and/or WS
Invoker corresponds to payment that needs to be obtained (e.g., for
subscription requests or other WS access requests), one or more of the
components interact with a WS Payment Module component 280 in the
illustrated embodiment to provide information about the corresponding request
or transaction, although in other embodiments the front end could instead
interact directly with the Payment Module. The Payment Module then
determines appropriate payment that is needed (e.g., by receiving the
information from another component and/or by retrieving appropriate
information from one or more of the databases, such as the WS Subscription
database, WS database and/or Account database), and performs the
necessary functions to obtain the payment, such as in accordance with
previously provided payment source information and any specified preferences.
The Payment Module also stores information about the payments obtained from
WS consumers and any corresponding payments owed to WS providers in a
WS Payments database 282.

As previously noted, in some embodiments one or more third-
party systems or users 230 may additionally be present to interact with the
WSM system, such as via the front-end interface. As discussed in greater
detail elsewhere, such third-party systems may provide a variety of types of
services and functionalities, including coordination, agent-based monitoring,
etc.

Figure 3 illustrates a server computing system 300 suitable for

executing an embodiment of the Web Services Marketplace ("WSM") system
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facility, as well as various WS consumer computing systems 350, WS provider
computing systems 370, and other computing systems 390. In the illustrated
embodiment, the server computing system includes a CPU 305, various 1/0
devices 310, storage 320, and memory 330. The I/O devices include a display
311, a network connection 312, a computer-readable media drive 313, and
other 1/O devices 315.

An embodiment of the WSM system 340 is executing in memory,
and it interacts with the other computing systems over the network 380 using
the network connection 312 (e.g., via the Internet and/or the World Wide Web).

The other computing systems can similarly execute various information as part

~of the interactions, such as a Web browser 359 executing in memory 357 of the

WS consumer computing systems to allow users of the systems to interact with
the WSM system, and such as a WS server 379 executing in memory 377 of
the WS provider computing systems to provide Web service functionality. Such
other computing systems also include a variety of I/O devices in the illustrated
embodiment, including network connections to communicate with each other
and the server computing system over the network. In addition, in the
illustrated embodiment a variety of datastores (e.g., databases) 321, 323, 325,
327, 328 and 329 are present on the storage 320 for use by the WSM system,
although in other embodiments some or all such databases may instead be
located elsewhere and/or be organized in other manners.

Those skilled in the art will appreciate that the illustrated
computing systems are merely illustrative and are not intended to limit the
scope of the present invention. Computing system 300 may be connected to
other devices that are not illustrated, including through one or more networks
such as the Internet or via the Web. More generally, the “server” and other
computing systems may comprise any combination of hardware or software
that can interact in the manners described, including computers, network
devices, internet appliances, PDAs, wireless phones, pagers, electronic

organizers, television-based systems and various other consumer products that
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include inter-communication capabilities. In addition, the functionality provided
by the WSM system components illustrated in Figure 2 may in some
embodiments be combined in fewer components or distributed in additional
components. Similarly, in some embodiments the functionality of some of the
illustrated components may not be provided and/or other additional functionality
may be available.

Those skilled in the art will also appreciate that, while various
items are illustrated as being stored in memory or on storage while being used,
these items or portions of them can be transferred between memory and other
storage devices for purposes of memory management and data integrity.
Alternatively, in other embodiments some or all of the software modules and/or
components may execute in memory on another device and communicate with
the illustrated computing device via inter-computer communication. Some or all
of the WSM system components or data structures may also be stored (e.g., as
instructions or structured data) on a computer-readable medium, such as a
hard disk, a memory, a network, or a portable article to be read by an
appropriate drive. The WSM system components and data structures can also
be transmitted as generated data signals (e.g., as part of a carrier wave) on a
variety of computer-readable transmission mediums, including wireless-based
and wired/cable-based mediums. Accordingly, the present invention may be
practiced with other computer system configurations.

Figure 4 is a flow diagram of an embodiment of the WS
Registration routine 400. The routine processes requests from WS providers to
register WSes at the WSM for use by WS consumers.

The routine begins at step 405 where an indication is received
from a WS provider to register a WS. The routine continues in the illustrated
embodiment to step 410 to determine whether the WS provider is a registered
user of the WSM, and if not continues to step 415 to attempt to register the WS
provider (e.g., by obtaining contact information for the WS provider, information

about how to provide payment to the WS provider baséd on use of the
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provider's registered WSes by WS consumers, etc.). After step 415, the routine
continues to step 420 to determine whether the registration of the WS provider
was successful. If so, or if it was instead determined in step 410 that the WS
provider was already registered as a user (or did not need to be registered as a
user), the routine continues to step 425 to receive an indication from the WS
provider of various information corresponding to the WS being registered, such
as a name, one or more use prices, a description for use by potential
consumers, other non-price use conditions, and invocation details for the WS.
In some embodiments, such information may instead be received as part of
step 405.

After step 425, the routine continues to step 430 to determine
whether to accept the WS registration, such as based on an automated
determination (e.g., on whether appropriate information has been supplied and
any predefined criteria had been satisfied) and/or a manual determination (e.g.,
by a user representing the WSM based on whether the WS is appropriate for
the WSM). In step 435, the routine determines whether the registration was
accepted, and if not continues to step 440 to generate a registration denial
message for the WS provider. If it was instead determined in step 435 that the
registration was accepted, the routine continues instead to step 445 to assign a
unique item ID to the WS for use by the WSM system in tracking various
information related to the WS. The routine then continues to step 450 to
optionally receive one or more of various types of information related to the WS,
such as any use throttling conditions (e.g., limits on how many invocation
requests to allow for the service), availability conditions (e.g., times at which the
WS is not available or other conditions under which the WS is available or not
available), notification conditions related to the WS, etc. The routine then
continues to step 455 to store the various received information related to the
WS in one or more databases as appropriate, and then makes the registered

WS available to potential consumers in accordance with any availability
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conditions. In step 460, the routine then generates a registration acceptance
message for the WS provider.

Atfter steps 440 or 460, the routine continues to step 465 to send
the generated message to the WS provider, and optionally provides additional
information related to the registration (e.g., the assigned item ID). In step 470,
the routine then determines whether to register more WSes for this WS
provider, and if so returns to step 425. If not, the routine continues to step 495
to determine whether to continue. If so, or if it was instead determined in step
420 that the WS provider registration was not successful, the routine returns to
step 405. If the routine instead determines not to continue, the routine
continues to step 499 and ends. While not illustrated here, in some
embodiments the routine could additionally use various security information
and/or mechanisms, such as to ensure that only authorized WS providers can
register new WSes. In addition, as previously described, in some embodiments
the routine may be provided as part of a user's interaction with a Web site or
other interactive interface, while in other embodiments the routine may be
performed as part of a programmatically accessed API.

Figure 5 is a flow diagram of an embodiment of the WS
Subscription routine 500. The routine receives requests from WS consumers to
subscribe to specified WSes, and responds as appropriate. As described in
greater detail elsewhere, a WS consumer can identify WSes of potential
interest in a variety of ways prior to selecting one or more of those WSes for
subscription. In addition, in the illustrated embodiment a WS consumer can
both subscribe to WSes for later access or instead request immediate access
without a subscription, although in other embodiments only one of the types of
access requests may be provided.

The routine begins at step 505 where an indication is received
from a WS consumer of a WS of interest. The routine continues to step 510 to
determine whether the WS consumer is a registered user of the WSM system,

and if not continues to step 515 to attempt to register the WS consumer (e.g.,
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by obtaining contact information, payment source information, information about
any associated applications and/or affiliates if the consumer is a developer of
one or more application programs, preferences for how to receive information,
etc). The routine then continues to step 520 to determine whether the
registration of the consumer was successful. If so, or if it was instead
determined in step 510 that the WS consumer was already registered (or that
registration of the consumer was not needed), the routine continues to step 525
to receive information about a WS use request from the WS consumer,
although in other embodiments such information may instead have been
received in step 505. As an example, the WS use request may include an
indication of a unique item ID associated with the WS, an indication of the type
of use request (e.g., a subscription request), preference information for how to
receive response information from the WS, payment information if needed for
the WS, a type of intended use of the WS, etc.

After‘step 525, the routine continues to step 530 to determine
whether to accept the WS use request, such as based on whether the request
contains sufficient appropriate information, on whether any needed payment
can be obtained based on the request or other information for the WS
consumer, on whether the WS consumer and/or request satisfies any other
specified use conditions for the WS, whether the use request would exceed any
throttling condition specified for the WS, etc. The routine continues to step 540
if it was determined in step 535 that the request was accepted in order to
determine whether the use request was a subscription request for later use. If
so, the routine continues to step 545 to generate a subscription ID
corresponding to the subscription for later use by the WS consumer during
access requests corresponding to the subscription. In step 550, the routine
then retrieves details about how the consumer should request the WS and
about the format of any response information. In step 555, the routine then
optionally receives one or more of a variety of types of information related to the

subscription, such as any notification conditions related to the subscription, any
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application and/or affiliates associated with the subscription, any subscription
use throttling and/or availability conditions (e.g., to restrict it use by affiliates),
etc.

After step 555, or if it was instead determined in step 540 that the
use request was a non-subscription request for immediate access, the routine
continues to step 560 to obtain payment for the subscription or immediate
access if needed, such as based on any payment source information received
or previously associated with the WS consumer. After step 560, the routine
continues to step 565 to determine whether any needed payment was received,
and if so continues to step 570 to again determine whether the use request was
a subscription for later use. If so, the routine continues to step 575 to store any
received information for the subscription and to send the generated subscription
ID and the retrieved details about how to request the WS to the WS consumer
for later use. If it was instead determined in step 570 that the use request was
a non-subscription request for immediate acéess, the routine continues to step
580 to execute a routine to invoke the Web service to obtain response
information as appropriate. In step 585, any response information received in
step 580 is then sent to the WS consumer.

After steps 575 or 585, the routine continues to step 595 to
determine whether to continue, and if not continues to step 599 and ends. If it
was instead determined in step 595 to continue, or in step 520 that the WS
consumer registration was not successful, or in step 535 that the WS use
request was not accepted, or in step 565 that any needed payment was not
received, the routine returns to step 505.

As with the WS registration routine, the illustrated routine can be
provided in various ways in various embodiments, including as part of an
interactive Web site with which a WS consumer user interacts and/or as part of
a programmatically accessed APl. In addition, while not illustrated here, in
some embodiments various security information and/or mechanisms may be

used, such as to ensure that only authorized WS consumers are allowed to
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subscribe to some or all WSes and/or to perform immediate WS access
requests without subscriptions.

Figure 6 is a flow diagram of an embodiment of a WS Invocation
routine 600. The routine receives access requests for WSes from consumers,
and responds by providing access to the WSes via invocations of the WSes on
behalf of the consumers when appropriate.

The routine begins at step 605 where a WS access request is
received, such as based on a previously created subscription. The routine
continues to 610 to determine whether the access request is a subscription-
based request (e.g., based on whether a subscription ID is received as part of

the request) or instead if an indication is received that the access request is for

immediate invocation without a subscription (e.g., such as based on a message

received from the WS Subscription routine illustrated in Figure 5 as part of the
execution of step 580).

If it is determined in step 610 that the WS invocation request is a
subscription-based request, the routine continues to step 615 to retrieve
subscription-related information from the received request, such as an
indication of the subscription ID for the subscription and of the identity of the
WS consumer. In step 620, the routine then retrieves stored information for the
subscription, and in step 625 determines whether to approve the request, such
as based on whether the subscription is valid, whether any current subscription-
based throttling conditions and/or WS-based throttling conditions are satisfied,
whether the requesting user is authorized to use the subscription in the
requested manner (e.g., is an authorized affiliate for the subscription), etc. If it
is determined in step 630 that the request is not approved, the routine
continues to step 635 to send an error response message to the requester and
to store information about the error, but otherwise continues to step 640 to
determine whether any payment is needed for the request, and if so to attempt
to obtain the payment (e.g., for purchased subscriptions in which an additional

per-access charge applies, or for subscriptions that a WS consumer has
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established such that affiliates using the subscription provide their own payment
for their use). As discussed elsewhere, payment can be obtained in various
ways in various embodiments, including by dynamically purchasing a
subscription or other access (e.g., as a credit card transaction), via use of
previously acquired WSM points, etc. If it is determined in step 645 that
needed payment is not obtained, the routine continues to step 635.

If it is instead determined in step 645 that any needed payment is
obtained, or in step 610 that the received request was not a subscription-based
request, the routine continues instead to step 650 to retrieve stored information
for the WS including information about how to invoke the WS. The routine then
continues to step 655 to invoke the WS from the WS provider as necessary to
obtain response information using the retrieved WS invocation information.
While not illustrated here, in some embodiments retrieved information may be
stored in a cache or other storage mechanism, and such cached/stored
information may be considered for use rather than invoking the WS from a WS
provider. In addition, in some embodiments step 655 may be performed
regardless of the validation actions in step 625 as to whether to approve the
request and in step 645 whether any needed payment was obtained, such as to
perform step 655 in parallel with such validation steps and to handle any failure
of those steps by not providing to the requester any response information
and/or other benefits resulting from the WS invocation. After step 655, the
routine continues to step 660 to store a record of the WS access transaction.

In step 665, the routine then determines if any notification
conditions have been triggered by the request and/or response, as well as
whether any other subscription updates are needed (e.g., to update a
subscription after the last authorized use has been made so that any next
attempt to use a subscription would fail), and if so the routine proceeds
accordingly to provide such notifications and/or perform such subscription
updates. After step 665, the routine continues to step 670 to determine

whether response information was successfully received from the WS service
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invocation, and if not continues to 675 to credit any payment obtained in step
640 before continuing to step 635 (in other embodiments, payment may not be
obtained until after successful invocation to prevent such payment credits, or
instead payment may be retained even if the invocation fails). If it is determined
in step 670 that response information was successfully received, the routine
continues to step 680 to format the response information as appropriate for the
requester (e.g., based on previously specified preferences), and then sends the
formatted response information to the requester. After steps 635 or 680, the
routine continues to step 695 to determine whether to continue. If so, the
routine returns to step 605, and if not the routine continues to step 699 and
ends. ‘

As with the registration and subscription routines, the WS
Invocation routine can be performed in various ways in various embodiments,
such as part of an interactive Web site in response to an explicit user request or
instead as part of a programmatically accessed APl. In addition, in some
embodiments various security information and/or mechanisms may be
employed, such as to ensure that only authorized WS consumers are able to
invoke WSes and that any WS to be invoked is from an authorized WS
provider. In addition, in some embodiments the information provided to a WS
consumer about how to request a WS invocation and any invocation response
information returned to the WS consumer is formatted in such a way as to
obfuscate or mask various types of information, such as the details about how
to perform the actual invocation request to the WS provider and/or identity or
other information about the WS provider — in this way, the WSM system is able
to ensure that any invocation request to WS providers come from the WSM
system and are thus authorized. Alternatively, in other embodiments, the WSM
system may not serve as an intermediary for the invocation of some or all
WSes, such as by providing to WS consumers the details about how to directly
interact with a WS provider to invoke a subscribed-to or otherwise access-

approved WS. For example, in some embodiments, when a WS consumer has
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purchased or otherwise acquired access to a WS, the WSM system could
provide access authorization information to the consumer to allow the
consumer to obtain access to the WS directly from the provider of the WS, such
as details about how to access the WS and/or a token or other indication that
the WS provider can identify (and optionally verify) as having being supplied by
the WSM system when the provider receives the information from the WS
consumer (e.g., a digital signature; information indicating vending payment to
the WSM, such as transferable WSM points that can be used by the WS
provider to receive compensation from the WSM system; etc.).

Figure 7 is a flow diagram of the WSM Portal routine 700. The
routine allows WS providers and/or WS consumers to interact with the WSM
system to monitor WS status and use and to manage registered WSes and
subscriptions.

The routine begins at step 705, where a request is received from
a user. In step 710, the routine determines whether the user is authorized to
make the request, such as based on security information and associated
access privileges for the user. If it is determined that the user and request are
authorized, the routine continues to step 715 to determine whether the request
is from a WS provider user to modify information for a WS registered by the
user, and if so continues to step 720 to modify the stored information as
appropriate. If it was instead determined that the request was not to modify
information for a registered WS, the routine continues instead to step 725 to
determine whether the request was to monitor a Web service (e.g., from the
Web service provider user that registered the WS), and if so continues to step
730 to retrieve information related to the WS as requested and provide it to the
user (e.g., information about current status of the WS and/or usage of the WS).

If it was determined that the received request was not to monitor a
WS, the routine continues instead to step 735 to determine whether the request
was from a WS consumer user to modify a subscription for the user, and if so

continues to step 740 to modify the stored information as appropriate. [f the
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request was not to modify information for a subscription, the routine continues
instead to step 745 to determine whether the request is to monitor use of a
subscription (e.g., from a WS consumer that created the subscription), and if so
continues to step 750 to retrieve information related to the subscription as
requested and provide it to the user (e.g., information about use of a
subscription by affiliates). '

If it was instead determined that the request was not to monitor
use of a subscription, the routine continues to step 755 to determine whether
the request was to review account information for the user, and if so continue to
step 760 to retrieve and provide account information to the user as requested.
If the request was not to review account information, the routine continues
instead to step 765 to perform another requested operation if appropriate, such
as to modify the user’s account (e.g., by purchasing additional WSM points or
otherwise providing additional payment information). After steps 720, 730, 740,
750, 760 or 765, the routine continues to step 795 to determine whether to
continue. If so, the routine continues to step 705, if not the routine continues to
step 799 and ends.

As previously described with respect to other routines, the WSM
Portal routine can be provided in various ways in various embodiments,
including as part of an interactive Web site with which the user interacts and/or
as part of a programmatically accessed APL. In addition, various security
mechanisms may be provided to ensure that users are authorized to obtain the
information requested and/or to make the requested modifications to
information.

Those skilled in the art will also appreciate that in some
embodiments the functionality provided by the routines discussed above may
be provided in alternative ways, such as being split among more routines or
consolidated into less routines. Similarly, in some embodiments illustrated
routines may provide more or less functionality than is described, such as when

other illustrated routines instead lack or include such functionality respectively,
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or when the amount of functionality that is provided is altered. In addition, while
various operations may be illustrated as being performed in a particular manner
(e.g., in serial or in parallel) and/or in a particular order, those skilled in the art
will appreciate that in other embodiments the operations may be performed in
other orders and in other manners. Those skilled in the art will also appreciate
that the data structures discussed above may be structured in different
manners, such as by having a single data structure split into multiple data
structures or by having multiple data structures consolidated into a single data
structure. Similarly, in some embodiments illustrated data structures may store
more or less information than is described, such as when other illustrated data
structures instead lack or include such information respectively, or when the
amount or types of information that is stored is altered.

From the foregoing it will be appreciated that, although specific
embodiments have been described herein for purposes of illustration, various
modifications may be made without deviating from the spirit and scope of the
invention. Accordingly, the invention is not limited except as by the appended
claims and the elements recited therein. In addition, while certain aspects of
the invention are presented below in certain claim forms, the inventors
contemplate the various aspects of the invention in any available claim form.
For example, while only some aspects of the invention may currently be recited
as being embodied in a computer-readable medium, other aspects may

likewise be so embodied.
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CLAIMS
What is claimed is:

1. A method for a computing system to sell access to Web services
to Web service consumers who are unrelated to Web service providers who provide
those Web services, the method comprising:

in response to registration requests from providers of Web services,
registering Web services so as to make access to those Web services available for
purchase by unrelated consumers of Web services, the registered Web services
each having at least one associated use price;

providing information about the available registered Web services to
consumers of Web services;

in response to each of multiple access requests from the consumers,
performing a sale to a consumer for access to an indicated one of the registered
Web services in exchange for an access fee from the consumer that is based on a
use price associated with the indicated Web service;

after each of at least some sales to a consumer for access to a
registered Web service, providing to the consumer access to the registered Web
service by invoking that Web service from the provider of the Web service on behalf
of the consumer and by providing response information from the invoking to the
consumer; and

providing payment for each of the registered Web services to the
provider of that Web service based on the access fees paid by the consumers for

access to that Web service.

2. The method of claim 1 wherein the computing system provides
an electronic marketplace for selling and purchasing access to the Web services and
for acting as an intermediary to facilitate providing access to the Web services,
wherein the registering of each of the Web services includes making the Web

service available from the provider of the Web service via the electronic marketplace,
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wherein each registration request is for an indicated Web service and includes an
indication of how to invoke the Web service and a specification of use conditions and
the at least one associated use price for use of the Web service by third-party Web
service consumers, wherein the information about the available registered Web
services that is provided to the consumers of Web services is provided in response
to search requests received from the consumers and includes associated use prices
for those Web services, wherein each access request from a consumer is a request
to subscribe to an indicated one of the registered Web services, wherein each
performing of a sale to a consumer for access to an indicated Web service in
response to a subscription request from the consumer includes creating a
subscription for later use by the consumer if the subscription request satisfies the
specified use conditions for the indicated Web service and if the consumer has
provided payment for the access fee based on the use price for the indicated Web
service, wherein each providing to a consumer of access to a registered Web service
is performed in response to a request from the consumer to access the registered
Web service and only when it is determined that the consumer has a valid
subscription for the registered Web service, and wherein each invoking of a Web
service includes interacting with the provider that registered the Web service in a
manner based at least in part on the information from the provider that indicates how
to invoke the Web service,

so that third-party Web service providers can register available Web
services that have specified use prices and use conditions, and so that third-party
Web service consumers can locate and use registered Web services after satisfying

use conditions and providing payment information for those Web services.

3. The method of claim 2 wherein the providing of payment by the
third-party Web service consumers for subscriptions to registered Web services
includes receiving indications from the consumers of obligations to pay specified
access fees for the registered Web services in the future, and including, for each of

the Web service consumers, determining a cumulative amount that the consumer is
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obligated to pay over a specified period of time and obtaining payment from the

consumer for the determined cumulative amount.

4, The method of claim 2 including, after the registering of a Web
service, providing information to the provider of the Web service about use of the
Web service by third-party Web service consumers so as to allow the provider to

monitor the Web service.

5. The method of claim 2 including receiving notification requests
from one or more of the Web service providers and/or consumers, the notification
requests including notification conditions related to one or more Web services and
notification instructions, and providing notifications in accordance with the notification

instructions when it is determined that the notification conditions have been satisfied.

6. The method of claim 2 including, after the registering of a Web
service and after invocations of the Web service in accordance with one or more
subscriptions for the Web service, receiving throttling instructions from the provider
of the Web service to restrict future invocations of the Web service and in response
denying based on the throttling instructions at least some future requests to access
the Web service that are received from one or more third-party consumers with valid

subscriptions for the Web service.

7. The method of claim 2 including registering a composite Web
service based on a request from a user, the composite Web service including a
specification of mulliple other registered Web services that are provided by third-
parties unrelated to the user and of logic indicating how and when to invoke the other
registered Web services, such that the satisfying of a request from a third-party Web
service consumer other than the user to access the registered composite Web
service includes invoking the multiple other Web services in accordance with the

specified logic.
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8. The method of claim 2 including receiving a request from an
external consumer to execute logic specified in the request, the specified logic
indicating how and when to invoke multiple registered Web services such that
response information from invoking at least one of the registered Web services is to
be used as input when invoking another of the registered Web services, and when it
is determined to satisfy the request, invoking the multiple Web services and

providing response information in accordance with the specified logic.

9. The method of claim 2 wherein the electronic marketplace
further employs one or more security mechanisms so that third-party consumers
cannot invoke registered Web services without the electronic marketplace acting as

an intermediary.

10. The method of claim 2 wherein the subscription for one of the
registered Web services that is created for one of the third-party Web service
consumers is associated with an application program provided by the consumer to
other users that makes use of the Web service during execution, such that a request
to access the Web service that is generated by use of the application program by

one of the other users is treated as if the request is from the consumer.

11.  The method of claim 2 including, for each request received from
a consumer to access an indicated registered Web service, denying the request
unless the request satisfies specified use conditions for the indicated Web service

and/or payment for the request is obtained.

12.  The method of claim 2 including, in response to a request from a
consumer to access an indicated one of the registered Web services without a
subscription, satisfying the request if the request satisfies the specified use
conditions for that Web service and if the consumer has provided payment based on

the specified use price for that Web service.
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13.  The method of claim 2 wherein the information about available
registered Web services that is provided to a Web service consumer includes
reviews of the available registered Web services by other consumers and
recommendations of other registered Web services of potential interest for the

consumer.

14.  The method of claim 2 wherein the electronic marketplace is
part of a Web store that offers multiple types of items other than Web services to
consumers, and including providing requested items to customers of the Web store

when payment for the requested items is obtained from the customers.

15.  The method of claim 2 including registering muitiple Web
services that are available from an operator of the electronic marketplace, and
wherein satisfying requests from third-party consumers to access those Web

services includes executing the requested Web services.

16.  The method of claim 2 including, for each of the registered Web
services, after obtaining payment from one or more third-party Web service
consumers for subscriptions to the registered Web service, providing at least some
of the obtained payment for the subscriptions to the third-party Web service provider

of the Web service.

17. The method of claim 1 wherein at least some registration
requests each received from a Web service provider for a Web service include one
or more use conditions that must be satisfied by a consumer desiring access to the
Web service, and wherein access to a registered Web service having use conditions
is controlled such that access is provided to a consumer only if that access for that

consumer satisfies those use conditions.
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18.  The method of claim 17 wherein the controlling of the access to
a registered Web service having use conditions is performed during the performing
of a sale to a consumer for access to the registered Web service such that the sale

is completed only if that access for that consumer satisfies those use conditions.

19.  The method of claim 17 wherein the registration requests further
include requests to register composite services that each include accessing multiple
other registered Web services, and wherein a composite service is registered only if
use of the other registered Web services as part of the composite service satisfies

any use conditions associated with those other registered Web services.

20. The method of claim 17 including receiving one or more
coordination requests from users that that each indicate multiple other registered
Web services to be accessed as part of satisfying the request, and wherein a
coordination request is satisfied only if use of the other registered Web services as
part of the coordination satisfies any use conditions associated with those other

registered Web services.

21.  The method of claim 1 wherein the received access requests
and the corresponding performed access sales are each for an access subscription

for a consumer to a registered Web service.

22.  The method of claim 21 wherein each providing to a consumer
of access to a registered Web service is in response to a subscription use request
and is performed only if the consumer is determined to have a valid subscription for

the registered Web service.
23. The method of claim 21 wherein each performed sale for an

access subscription of a consumer to a registered Web service includes providing a

unique subscription ID to the consumer for later use with the subscription, and
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wherein later requests by the consumer for use of the subscription to obtain access
to the registered Web service includes providing the subscription ID by the

consumer.

24. The method of claim 21 wherein each access subscription

provides a specified multiple number of times that access may be provided.

25. The method of claim 21 wherein each access subscription

provides a specified period of time during which multiple accesses may be provided.

26. The method of claim 21 wherein at least some of the access
subscriptions are each associated with an application specified by the consumer
such that users of the application other than the consumer can use the access

subscription.

27. The method of claim 21 wherein at least some of the access
subscriptions are each associated with one or more affiliates other than the
consumer that are specified by the consumer, such that specified affiliates can use

the access subscription.

28. The method of claim 21 wherein at least some of the access
subscriptions are each for a single immediate access to a registered Web service
such that the providing of the access to the consumer occurs in response to the

access request that produced the access subscription.

29. The method of claim 1 wherein each registration request
received from a Web service provider for a Web service includes one or more use
prices specified by the provider that are charged by the provider for providing the

Web service, and wherein the providing of information to consumers about
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registered Web services includes providing information about one or more of the use

prices for each of those Web services.

30. The method of claim 29 wherein each use price for a registered

Web service is associated with a type of use of that Web service.

31.  The method of claim 30 wherein at least some of the registered
Web services have multiple associated use prices with distinct associated types of

uses.

32. The method of claim 30 wherein each of the types of use for a
Web service includes a number of times that access is provided and/or a period of

time that access is provided.

33. The method of claim 29 wherein the access fee for providing

access to a registered Web service in accordance with a use price is that use price.

34. The method of claim 1 wherein one or more of the use prices
associated with each of at least some of the registered Web services are each based
on a specified quality of service for providing of that Web service, and wherein the
providing to consumers of access to those registered Web services that is purchased
based on those use prices is performed in accordance with the specified quality of

services for those use prices.

35. The method of claim 1 wherein the performing of sales to
consumers in exchange for access fees includes tracking the access fees owed for
each consumer for a specified period of time and obtaining payment from each
consumer after the period of time for a cumulative amount of tracked access fees for

the consumer for the period of time.
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36. The method of claim 1 including, in response to requests from
providers of Web services, providing information to each of the providers about use
of one or more of the registered Web services of the provider by consumers to allow

the provider to monitor use of those Web services.

37. The method of claim 1 including, in response to requests from
providers of Web services, providing information to each of the providers about a
current status of one or more of the registered Web services of the provider to allow
the provider to monitor use of those Web services, the provided information based at

least in part on invocations of those Web services on behalf of consumers.

38.  The method of claim 1 including, in response to requests from
consumers, providing information to each of the consumers about invocations of one
or more Web services performed on behalf of the consumer to allow the consumer to

monitor those invocations.

39. The method of claim 1 including, in response to requests from
consumers who have purchased subscriptions to registered Web services that can
" be used by others, providing information to each of the consumers about use of one
or more of the subscriptions of the consumer by the others to allow the consumer to

monitor those subscriptions.

40. The method of claim 1 including obtaining information
corresponding to privacy preferences of one or more providers of Web services
and/or one or more consumers of Web services, and wherein information related to
those providers and/or consumers is provided in accordance with those privacy

preferences.

41. The method of claim 1 including receiving notification requests

from providers of Web services that each specify one or more notification conditions
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related to one or more registered Web services of the provider from whom the
notification request is received, and when the specified notification conditions for a
notification request are determined to have been satisfied, notifying the provider of

that notification request in accordance with that notification request.

42.  The method of claim 1 including receiving notification requests
from consumers of Web services that each specify one or more notification
conditions related to one or more Web services, and when the specified notification
conditions for a notification request are determined to have been satisfied, notifying
the consumer that provided that notification request in accordance with that

notification request.

43.  The method of claim 1 including, after the registering of a Web
service by a provider and after invocations of the Web service on behalf of
consumérs, receiving throttling instructions from the provider to restrict future
invocations of the Web service and in response restricting at least some future

invocations of the Web service.

44. The method of claim 43 wherein the restricting of future
invocations of the Web service includes denying at least some access requests

received from consumers for the Web service.

45. The method of claim 43 wherein the restricting of future
invocations of the Web service includes declining to provide access to the Web
service to one or more consumers that had previously provided access fees as part

of performed sales for access to the Web service.

46. The method of claim 43 wherein the throttling instructions

correspond to a temporary restricting of future invocations of the Web service.
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47. The method of claim 1 including, after the performing of a sale to
a consumer for access to a Web service but before completing the providing of the
sold . access, receiving throttling instructions from the consumer to restrict future
providing of the sold access and in response restricting at least some future

invocations of the Web service on behalf of the consumer.

48. The method of claim 1 including receiving throttling instructions
for a Web service to restrict at least some future invocations of the Web service and
in response restricting at least some future invocations of the Web service in
accordance with the received throttling instructions, the throttling instructions based
at least in part on one or more of an |IP address associated with the Web service, an
IP address associated with a consumer from whom a request for access to the Web
service is received, an identifier associated with a subscriber having a subscription
on which a request for access to the Web service is based, an identifier associated
with a consumer from whom a request for access to the Web service is received, an
identifier associated with a transaction to purchase access to the Web service, a URI
associated with a request to access the Web service, and points used to obtain

access to the Web service.

49. The method of claim 1 including registering a composite Web
service that indicates muitiple other registered Web services based on a registration
request received from a user, and providing access to a consumer to the composite
Web service by invoking the multiple other Web services and by providing to the

consumer response information from one or more of the invocations.

50. The method of claim 49 wherein the composite Web service
includes logic indicating how and when to invoke the other registered Web services,
and wherein the invoking of the multiple other Web services is performed in

accordance with the logic.
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51.  The method of claim 49 wherein the multiple other Web services

are provided by providers unrelated to the user.

52.  The method of claim 49 wherein the registered composite Web
service has at least one associated use price, and including providing payment to the
user based on access fees paid by consumers for access to the registered

composite Web service.

53. The method of claim 1 including receiving an coordination
request from a user that indicates multiple registered Web services, and satisfying
the coordination request by invoking the multiple Web services and by providing

response information from one or more of the invocations.

54. The method of claim 53 wherein the coordination request
includes logic indicating how and when to invoke the registered Web services, and '
wherein the invoking of the multiple Web services is performed in accordance with

the logic.

55.  The method of claim 53 wherein the multiple Web services are

provided by providers unrelated to the user.

56. The method of claim 53 wherein the satisfying of the

coordination request is performed in exchange for receipt of a coordination fee.
57. The method of claim 53 wherein the coordination request is

provided by the user on behalf of a customer of the user as a service to the

customer.
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58. The method of claim 1 wherein the providing to consumers of
access to registered Web services is performed in such a manner that the

consumers are prevented from directly invoking the registered Web services.

59. The method of claim 58 wherein the preventing of consumers
from directly invoking registered Web services includes obfuscating information
about how to invoke the registered Web services in information made available to

the consumers.

60. The method of claim 58 wherein the preventing of consumers
from directly invoking registered Web services includes employing one or more
security mechanisms that prevent access to a registered Web service unless the
access is on behalf of a consumer for whom a sale for access to the Web service

has been performed and before completing of the providing of the sold access.

61. The method of claim 1 wherein the information provided to at
least some of the consumers about the registered Web services is in response to

search requests received from the consumers.

62. The method of claim 1 including categorizing the registered Web
services based on types of response information provided by the registered Web
services, and wherein the information about registered Web services that is provided
to consumers having a potential interest in a type of response information includes
information about at least some of the registered Web services that are categorized

based on that type of response information.

63. The method of claim 1 including categorizing the registered Web
services based on types of processing performed by the registered Web services,
and wherein the information about registered Web services that is provided to

consumers having a potential interest in a type of processing includes information
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about at least some of the registered Web services that are categorized based on

that type of processing.

64. The method of claim 1 including categorizing the registered Web
services based on manners of invoking the registered Web services, and wherein
the information about registered Web services that is provided to consumers having -
a potential interest in a manner of invoking Web services includes information about
at least some of the registered Web services that are categorized based on that

manner of invoking.

65. The method of claim 1 wherein the information about registered
Web services provided to a consumer includes recommendations of registered Web
services that are personalized for the consumer based on identified potential

interests of the consumer.

66. The method of claim 1 wherein the information about registered
Web services provided to a consumer includes recommendations of registered Web
services based on other consumers having expressed interest in those

recommended Web services.

67. The method of claim 1 wherein the information about registered
Web services provided to consumers includes reviews of the registered Web

services by other consumers.
68. The method of claim 1 wherein the information about registered

Web services provided to consumers includes ratings of the registered Web services

by other consumers.
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69. The method of claim 1 wherein the information about registered
Web services provided to consumers includes indications of amount of usage of the

registered Web services by other consumers.

70.  The method of claim 1 wherein the method is performed by a
Web store, and wherein the information about registered Web services that is
provided to consumers is provided in multiple Web pages that are each specific to
one of the registered Web services and that include at least descriptive information

for that Web service that was provided by the provider of that Web service.

71.  The method of claim 70 wherein the Web store further sells

items other than Web services.

72. The method of claim 1 including, before the providing of
response information from the invoking of Web services to consumers, formatting the

response information.

73.  The method of claim 72 wherein the formatting of the response

information for a consumer is performed in a manner specific to that consumer.

74.  The method of claim 72 wherein the formatting of the response
information for a consumer is performed based at least in part on preferences

previously specified for that consumer.
75.  The method of claim 72 wherein the formatting of the response
information from the invoking of a Web service for a consumer is performed in a

manner so as to obfuscate to the consumer information regarding the invoking.

76. The method of claim 72 wherein the formatting of the response

information from the invoking of a Web service for a consumer is performed in a
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manner so as to obfuscate to the consumer information regarding the provider of the

Web service.

77.  The method of claim 1 wherein the providing to consumers of at
least some of the access to registered Web services includes retrieving from a cache
response information corresponding to prior invocations of those Web services, and
wherein the retrieved response information is the response information provided to

those consumers for that access.

78.  The method of claim 1 wherein the providing to consumers of at
least some of the access to registered Web services includes receiving requests
from those consumers for access to those Web services and in response obtaining
the response information to be provided to the consumers from the providers of

those Web services by performing the invoking of those Web services.

79.  The method of claim 1 including selling points to a consumer for
later use in purchasing access to one or more registered Web services, the points
not specific to any of the registered Web services, and wherein multiple later sales to
the consumer for access to mulitiple of the registered Web services are performed
based on indications from the consumer to use the points to pay the access fees

corresponding to those sales.

80. The method of claim 79 wherein the points sold to the consumer
are not specific to any provider of Web services, such that the multiple registered

Web services for the later sales are provided by multiple unrelated providers.
81.  The method of claim 1 wherein the method is performed by an

organization unrelated to the consumers and the providers other than as customers

and suppliers for the organization.
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82. The method of claim 81 including registering one or more Web
services provided by the organization and providing access to consumers to those

Web services.

83. The method of claim 81 including purchasing access for the
organization to one or more registered Web services and obtaining the purchased

access by invoking those Web services on behalf of the organization.

84. The method of claim 1 including storing at least some of the
response information received from invoking of Web services on behalf of
consumers, and after some sales to consumers for access to registered Web
services, providing to the consumers access to those registered Web services by
providing stored response information to the consumers without invoking those Web

services.

85. A computer-readable medium whose contents cause a
computing system to make Web services from Web service providers available to
third-party Web service consumers, by performing a method comprising:

providing information to consumers about Web services available from
third-party providers;

after each of multiple access requests that are each from a consumer
for access to an indicated one of the available Web services, providing access to the
indicated Web service to the consumer for an access fee based on a use price
associated with the indicated Web service, the providing of the access including
invoking the indicated Web service from the provider of the Web service for the
consumer; and

providing payment to the providers of the invoked Web services based

on the use prices associated with those Web services.
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86. The computer-readable medium of claim 85 wherein the

computer-readable medium is memory of a computing system.

87. The computer-readable medium of claim 85 wherein the
computer-readable medium is a data transmission medium transmitting a generated

data signal containing the contents.

88. The computer-readable medium of claim 85 wherein the
contents are instructions that when executed cause the computing system to perform

the method.

89. The computer-readable medium of claim 85 wherein the
contents include one or more data structures comprising multiple entries that each
correspond to one of the available Web services that has been registered by the
third-party provider from whom the Web service is available, at least some of the

entries including at least one use price and at least one use condition.

90. The computer-readable medium of claim 85 wherein the
contents include one or more data structures comprising multiple entries that each
correspond to a subscription purchased by a consumer to one of the registered Web
services, each of the entries including criteria indicating whether an attempted use of

the subscription for an access of the registered Web service is valid.

91. A computing device configured to provide to Web service
consumers access to Web services from third-party Web service providers,
comprising:

one or more storage devices configured to store information about Web
services registered by third-party providers so as to make access to those Web

services available for purchase by third-party consumers of Web services, the stored
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information including at least one associated use price and one or more use
conditions for each of the registered Web services; and

one or more memories configured with executable instructions to
repeatedly sell to consumers access to indicated registered Web services in
exchange for access fees based on the use prices associated with the indicated
Web services if the access satisfies the use conditions for the indicated Web
services, to repeatedly provide to the consumers the sold access to the registered
Web services by invoking those Web services from the providers of the Web
services on behalf of the consumers, and to provide payment to the providers of the
registered Web services based on the access sold to the consumers for those Web

services.

92. The computing device of claim 91 wherein the executable
instructions include a Web Services Marketplace system executing in the memories

of the computing device.

93. The computing device of claim 91 wherein the executable
instructions are part of one or more means for repeatedly selling to consumers
access to indicated registered Web services, for repeatedly providing to the
consumers the sold access, and for providing payment to the providers of the

registered Web services.

54



PCT/US2005/002358

WO 2005/072342

1/10

spusppiom sdem
SOIAICS ISTIEOM JUSII))

uonenwioyui dewr onowon)

WOULNOOT T8 SsSeumy
Dddf uonnjosaI 08X 019
YouL/NO¢ 01 dn Je soSew

DHJ[ uonmjosar gy

SOSSAIPPER 32211S '§'[} IOF
SEOHSAIP FUIALP [BIXS L,
denr Mo1AI0A0 puB
STORORIP FUIALIP [BXS,
HOul/AQ0T 01 dn
18 533emI 10 SOPIACI]
YOuI/N00Y 01 dn
Te sageutl 10 sopIAoId

uoydiiosa(q waty

(:

SSm
€9SHETLOEY  oNsodmIod ur 95N JOF 10U

YSTTETEIQL AJUO ST [RIOISIHITOI-HOU

SLLYETIR6T -
€9L8€TLB6T -
SPTEC6VL86 -

Wy D,1/I0d" £ aqG mmMm
£E€1980TLOS 18 suwa, 03 yoafqns

90IA10S §JD VVV 01
TELSTE000  SIQESQNS 0) SqEjeAR

EETCPETO00 0Q0OOE=1IOuI/SIST XRU

arwaly  asp fo suonipuc) wayy -

/m.: /m.:

Vi Ol

SN 00T/1$

SW10°0$

950/70°0%
s/01°0§
/G008
Quonr/0o7$
51/80°08

qIuour/g0ss
10 250/50°0%

2oL w2y

/VN {

Z77 31015 GeM

J0OD) 1OpIACI SM

VVV 13p1adig SM
VVV 19pIA0Id SM
ZZZ P101§ @O
44 I1°praoig SM
VVV 13p1aoig M
VVV 19pIacid SM

204108 wajr

/m:

sdepy IoqIBap 9ATT rr
goyem |
‘SIVTAIRG IOTIBIM
sqq 2ynustog
ut soyo {ip 2§ wIr
sde[y swowsn) weumnyy YOI
SOYOIR £
$gq ognusiog
sao10das Surddopy
uz Sayogotu Jjp 228 3prr
(monnjosar mop)
sdepy yeorgderSodoy, Hrr
(wonnjosas ySmy)
sdepy [eomdesSodoy, 2011
ZZZ SUORRNQ Suiang porr
€94 SuonsaIrg UL aI1
SpMEuoY/pMnL]
&g sdepy 10208 VYV oIr
SSAPPY 13248
&g sdepy 120118 VYV og1]
ssyorem 61
:saorarag Sarddepy
uipN way 408210 Syt
\err Vit \

01

(SOOIAISS GOM,, 9dAT, Wy ur  dRJAL,, 0 S}NSSY YoIess

ZZZ 37015 Q37| WOIJ SYNs3y (oIeag IoWOjSH,) S[amexyy



PCT/US2005/002358

WO 2005/072342

2/10

LTI

qa7 Ild

| ZAX 391A15G 93 JO wondiiosaqg papresed |

A | AAA BSIA - DEV BPWosn)
uondQ uswieq

A 005$ - ATUOIA
:0dA ], wonduosqng

UORIIAS S[SUIS V PIM MON 3qLIOSqng

d0

ye) surddoyg o, ppy

\\
o571 -
STI < 9STI -
BGTI -
N
£Cl
Izl

UB 9A19031 J],nOK

[ ZAX 991A155 g 3O vondiiosoq Areurumg

n {JUNODSIP 946 [eUOnIppER
Aepoy uonduosqns ssn-pjnws & sseyoind nok 31 D09V Jowoisn) ‘OwodpmM

W9JT 901AIRS I ® JOF U3I5G ourddor]g Juiolsn, ) S[UImexs]




WO 2005/072342 PCT/US2005/002358
3/10

Example Web Service Registration Screen

Welcome, Web Service Provider DEF! Provide the information below to
register a new Web Service available to customers of Web Store ZZZ, 131

1. Specify a name for your Web Service being registered.

| Current Location Maps For Portable Devices |

2. Optionally specify one or more terms related to the Web Service.

-
134
| map, wireless location, portable ] j
™

3. Specify one or more usage prices for the Web Service.

Usage Type Restrictions Price
per use $1 - 135a
per month [maximum 500 uses/day | 34000 | -135b >~ 135
per 1000 uses $800 -~ 135¢

4.  Specify any non-default conditions of use for the Web Service.

L |

5.  Specify a description of the Web Service for customers.

~ 136

For customers having portable devices whose location can
| be automatically determined (including GPS capabilities >— 137
and most current cell phones), this Web Service includes a
downloadable Java applet that can automatically retrieve
and display a map of your current location upon request.

[ Register Web Service | } 139

FIG. 1C
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Example Web Services Information Screen

Web Services
140\ 141\ 142\ ]43\
Top Web Services| WS WS Rating Similar WSes Customers Who Liked This
Rank WS Also Liked These WSes
140a | Driving Directions | 11 eese0 Driving Directions BBB, | AAA Street Maps By Street
Z77 based on 1723 reviews Address, ...
1406 |  Live Weather 12 TYYYY - Topographical Maps (high
Maps based on 517 reviews resolution)

Below are recommended Web Services for you, Customer JKL!

145\

Web Service | WS Price

‘WS Provider

146\ 147\

145a |Human Genome Maps | $0.01/use | WS Provider CCC |, .

Add to Shopping Cart | OR | Subscribe Now |

1456 | Live Weather Maps [$1/100 uses| Web Store ZZZ Add to Shopping Cart [ OR | Subscribe Now
Write your online review of the selected Web Service 148
Customer Reviews

sseee Great Value!l, October 4, 200X
Reviewer: Customer MMM
Not only does this WS provide accurate and up-to-date information, it is a 149
great value with its low per-use cost and lack of restrictive usage conditions!

FIG. 1D
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WS Registration \ 400
Routine

»

\ 4 405
Receive indication to register WS from a WS provider

h 4 410
No Registered? >
y 415 Ye%
Register WS €
provider \ 4 425
Receive indication of name, price,
v 420 v description, conditions of use and
sl i : .
< No Successful? N\ invocation details for the WS

4 430
Determine whether to accept WS registration

y 435
No Yes
Accept?
P P
y 440 y 445
Generate registration Assign item ID to
denial message WS

y 450

Optionally receive notification/alert conditions and/or WS
usage throttling conditions and/or WS availability
conditions

y 455

Store WS information in WS database and make available
to consumers in accordance with availability conditions

\ 4 460
Generate registration acceptance message

\ 4 ' \ 4 465
Send generated message to WS provider

495 y 470

Yes Continue? ><—N—O< Register more WSes? N\ Yes

v No

(e )

FIG. 4
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WS Subscription> 500

Routine
:r 505
Receive indication from WS consumer of a WS
4 51 0\ 525
No . Yes _|Receive information
l’) .
o5 < Registered? % 7"|about WS usage request
Register WS y 530
Consumer Determine whether to accept the WS usage
L 500 request
No Yes l
<« ?
Xsuccessful P . 535
< 0 Accept?
yYes 540
Yes ~ Subscription request for later use? >
4 545 No
Generate subscription ID
y 550
Retrieve details about requesting the WS and v 560
t f t details
request response format detai If the WS usage
) 555 request has an
associated payment,
Optionally receive information about an application receive payment
and/or affiliates associated with the subscription, information and
subscription usage throttling and/or availability » obtain payment as
conditions, and/or notification/alert conditions appropriate
y 565
<« No < Any needed payment received?
Yesy 570
Yes\ Subscription request for later use?>£-
\ 4 580
—Y - 575 Invoke the WS to obtain
Store any received information for the response message
subscription and send the retrieved details and
subscription ID to the WS consumer for later use y 585
Send the response message
to the WS consumer
599

FIG. 5
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WS Invocation 1\ 600
Routine

v 605

Receive WS invocation request
No A 4 610
Subscription-based request? >

v Y €S 615 699
Retrieve subscription-related information from END
the received request

A

v 620 No

Retrieve stored information for the subscription 695
Yes .
: Continue?

\ 4 625
Determine whether to approve the request 0

v 630 635

No Send error response
? > >
<Approved. message to the requester 4
A
yYes 640

Determine whether any payment is needed for
the request and if so attempt to obtain the

payment

\ A 645 N
< Any needed payment obtained? 9 >
N Yes 650
Retrieve stored information for the WS
\ 4 655

Invoke the WS from the WS provider as
necessary to obtain response information using
the stored WS invocation information

A 4 660

Store a record of the transaction

y 665

Determine if any notifications/alerts are
triggered by the request and/or response, and
whether any subscription updates are needed,
and if so proceed accordingly

670

y
Successfully receive response
information?

yYes 680

Sk,

Format response information as appropriate and
send to requester

675
Credit any payment
obtained

FIG. 6
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‘WSM Portal
Routine

»a
)

) 700

PCT/US2005/002358

705

Receive request from a user

Yes Modify information for a service
registered by the user?

710
"\ No

v
@thorized?
Yes

y 715

)

information as
requested

720 No
Modify stored 725 Yes
information as Q/Iom'tor aWs?
appropriate o~ J 730
735 Retrieve
Yes . Modily information
information for a related to the WS
\ subscrintion? as requested and
740 No provide to user
Mgdify ts.tored v 745
g;;%giigg s Monitor usage Of\Y es
a subscription? /
No v 750
y 755 Retrieve_
Yes / Review account information
. i related to the
y 760 \lnformatlon? subscription as
Retrieve and No requested and
provide account ’ 765 provide to user

Perform other requested

operation as

appropriate

AN

Qntinue?

-
)

y

795

N\ Yes
y

No

y

(e )

FIG. 7
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