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Title: SECURE HARDWARE INITTALIZATION
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Figure 1

(57) Abstract: A method for secure hardware initialization during a start-up process comprises ac-
tivating a protected portion of a physical memory, allocating a part of the protected portion of the
physical memory for use by direct memory access, DMA, drivers and non-DMA related hardware
initialization instructions, and using a memory management tool, allocating a first part of the phys-
ical memory, accessible by a device via the memory management tool, for use by data.
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SECURE HARDWARE INITIALIZATION

BACKGROUND

10001] Direct Memory Access (DMA) is a way for devices (o access memory
directly without the intervention of the CPU. This can significantly reduce CPU
load, as the CPU does not need to read data in dynamic random-access
memory (DRAM) and then push it to the device, or the other way around. Well-
behaved devices will typically be fully under the control of a driver running in the

Operating System (08), and will only BMA when and where the driver wants it.

BRIEF DESCRIPTION OF THE DRAWINGS

{0002 Various features of certain examples will be apparent from the detailed
description which follows, taken in conjunction with the accompanying drawings,
which {ogether illustrate, by way of example only, a number of features, and

wherein:

{0003] Figure 1 is a flowchart of a boot process according to an example;

{0004] Figure 2 is a flowchart of a boot process according to an example;

(0005 Figure 3 is a flowchart of a method for secure hardware initialization

during a stari-up process according to an example;

[0006] Figure 4 is a schematic representation of a sysiem according to an

example;

{0007] Figure 5 is a schematic representation of a boot process according to an

example, and

{0008] Figure B shows an example of a processor associated with a memory

according to an example.
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DETAILED DESCRIPTION

[0009] In the following description, for purposes of explanation, numerous
specific details of certain examples are set forth. Reference in the specification
to "an exampie” or similar language means that a particular feature, structure,
or characteristic described in conneaction with the example is included in at least

that one example, but not necessarily in other examples.

{00101 DMA attacks are a growing concern in computer security. They are very
powerful, cheap, and increasingly easy o carry out due 1o the introduction of
external DMA ports like Thunderbolt, making them very attractive o potential

attackers.

{0011] There has been an increasing number of allacks using rogue DMA
devices to attack systems. These attacks typically involve rogue PCle devices
that sttackers would plug in to a system. PCle (Peripheral Component
Interconnect Express) is a high-speed bus that (among other things) allows
PCle devices to issue DMA transactions. it is, for example, used in desktops to

connect a discrete graphics card to the motherboard.

{00127 Due to how DMA was designed, the device could then read or write any
portion of memory {(with the notable exception of System Management RAM
SMRAM) without system sofiware being aware of it happening, thus allowing
attackers to compromise a system and/or retrieve encryption keys and other

sensitive secrets from memory.

{0013] Being the first software executing on a platform, the basic input/output
system (BIOS) has a critical role in enabling protection against potential rogue
DMA devices, and then passing this protection to the Operating System. Failure
io do so would enable an attacker to bypass securily technologies like the
Unified Extensible Firmware Interface (UEFI Secure Boot for example.

Recently, EFI firmware staried to be a target for these attacks.

[0014] Historically, (except in the case of microkernels) drivers for all devices
were running as part of the Operating System with very high privileges.

However, with the growing popularity of virtualisation and hypervisors, systems
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started to be shared among multiple, mutually-unirusted operating systems,
separated by a hypervisor. Sharing devices betweaen those different operating
systems incurred a non-negligible performance cost, which is why there was a
desire 10 be able to assign some peripherals 1o one single guest, so the guest

could get the full performance of that device.

[0015] However, if this device was capable of issuing DMA fransactions, it could
allow the guest to read or write memory belonging to other guesis, or to the
hypervisor. As a result, chip makers started to develop input-output memaory
management unit (JOMMU) technology, which allows a privileged software
{hypervisor) o restrict what memory a given DMA-capable device is able to
access. This allowed hypervisors {0 ensure that a device assigned {0 a specific
guest would only ever be able to read or write memory belonging to that guest.
More generally, it allowed to “de-privilege” drivers of DMA-capable device, by
ensuring a low-privilege driver could not order a device o DMA into memory not

belonging to the driver.

{0016] According to an example, there is provided a method {0 secure davices
against DMA attacks o prevent a DMA device from replacing executable code
in memory with malicious code. For example, in a boot process, a BIOS can
load itself intc memory and continue its execution there. However, a DMA-
capable attacker could potentially modify this image of the BIOS in memory and
replace it with his own malicious BIOCS. As BIOS will start executing from
memory before initializing and locking SMM, the attacker could even take
control of SMM,.

{0017] Similarly, a trusted platform module (TPM) trusted boot module expeacts
that software measures an image, sends that measurement o the TPM, and
then executes that image. However, an attacker could potentially use DMA o
modify the image between the moment it has been measured and the moment it
is executed. He could also more simply attack the code responsible for
measuring the image and sending the measuremeant to the TPM. This in turn

impacts the security offered by technologies which rely on Trusted Boot and the
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TPM to make sure that the encryption key is only released when an expecied

process has been booted.

[0018] Similar to the attack on Trusted Boot, an attacker can attack UEFI
Secure Boot by modifying a UEF! image between the moment it is
authenticated and the moment it is executed, or attack and deactivate the code

responsible for doing the authentication.

{0019] According to an example, no window is left in which DRAM is not
protected from DMA so that BIOS/EFI firmware and an Operating System,

which relies on DRAM 1o store code, data etc., can be comprised.

{0020] There are several available DMA protection capabilities:

{0021 The Intel DPR ("DMA Protected Range") register, which is present in all
recent intel chipsets. It allows up to 256 MB of physical memory below the top
of main memory segment (TSEG) o be protected against all DMA. It makes
sure that only the processor can access this region of memory, and this register
can also be locked until the next reboot. The areas of memory occupied by
TSEG forms a memory hole with respect to 08 such that the OS cannot see the
TSEG area.

{0022] Intel VT-d - PMR {("Protected Memory Registers”) includes registers that
can define one region in low-memory and one region in high memory as being
protected against DMA coming from downsiream devices. These registers are

described as a way to securely start to setup VT-d pagetables in memory.

[0023] Intel VT-d — Pagetables define what portion of memory downstream
devices will be able to access. All other parts of memory will thus be protected
against DMA coming from those devices. Pagetables must however be set up
in memory, which implies that they cannot be used before memory is initialized,
and that while they are being set up they must be protected from DMA using the
PMR.
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[0024] Similarly to the above, IOMMU (input-output memory management unit)
can be used to provide memory management, and can connect a direct-
memory-access—capable (DMA-capable) VO bus to the main memory of a
system. That is, there are different IOMMU specifications that can be used.
For example, VO Virtualization Technology, "AMD-V{", originally called [OMMU
as well as the Virtualization Technology for Directed 1O (VT-d).

{0025 According 1o an example, there s provided a method for secure
hardware initiglization during a start-up process. Initially, when a CPU comes
out of reset, there are two ways o protect memory against DMA: the DPR and
PMR. In an example, the DPR is used for early BICS protection, as they are
reserved for BIOS use (the BIOS can lock them), are independent from any
IOMMU transiation, and do not depend on having VT-d available on the
platform. However, they can only protect 256M of memory just below TSEG.
Therefore, in an example, while a BIOS is still executing in place from
flash/Cache As RAM (ie. during a pre-EF! initialisation phase, PEI), those
registers are set so that the regions of DRAM that the BIOS will use will be DMA

orotected.

[0026] Since some drivers (e.g. platform initialisation drivers) that control DMA-
capable devices will allocate memory outside of the protected region (otherwise
the device will not work), the DPR protaction is, in an example, disabled after
SMRAM has been locked.

[0027] As such, there is a stronger assurance that SMRAM is what it should be,

even in the event of malicious DMA device.

[0028] Subseguently, according to an example, the protection is extended to the
entire BIOS, up to when the OS is ready to boot. In an example, the same DPR
register can continue to be used o protect the BIOS. As such, drivers should
aliccate “normal® memory in the DMA-protected region, and drivers of DMA

devices should allocaie memory outside of that area.
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{00297 In ancther example, a Driver Execution Environment {(DXE) driver that
enables VT-d in the BIOS can be provided. This can set up VT-d mappings so
that the entire BIOS can be DMA-protected, and then disable the DPR
protection. This enables hooking into existing Map() and Unmap() functions that
DMA drivers call when doing DMA transactions, and setup specific VT-d

mappings that would allow DMA just for these specific regions.

[0030] According to an example, for a handover to the OS, the OS5 can have the
VT-d PMR (protected memory range) registers available, which enables the 08

{0 retrieve full control of VT-d.

{0031 Figure 1 is a flowchart of a boot process according o an example. In
block 101 a CPU of a system comes out of reset (e.g. the system is powered
on). In block 103, DMA protection is activated in the DFR registers, and in
block 105 DRAM is initialized. The processes in biocks 103 and 105 may be
reversed. That is, DRAM can be inilialized before DPR {or similar) has been
used. In an example, for security, the integrity of something in DRAM (e.g. CPU
instructions, critical data) should not be depended on when the DRAM is not
protected.  As an allernative, the following flow is valid: Initialize DRAM;

Activate protections; Start relying on things in DRAM.

{00321 At this point, DRAM can be used normally (within the DMA-protected
region), but DMA driver code and data is allocated in the DMA protected region,
as a device is not supposed to touch those and a dedicated portion of non-
protected memory can be allocated in order to enable communication with the

device.

[0033] In block 107, the OS is started, and in block 109 the OS activates DMA
protection in the VT-d “PMR’ registers for portions of memory that the OS
controls. The OS5 would set up VT-d pagetables there o protect only itself, as
BIOS would still be under DPR protection. In an example, an OS can use VT-d

pagetables instead of/in addition to PMR.
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{0034] Figure 2 is a flowchart of a boot process according io an example. More
particularly, figure 2 is a flowchart of a boot process using VT-d pagetables to
minimize breaking changes according to an example. In block 201 a CPU of a
system comes out of reset {e.g. the system is powered on). In block 203, DMA
orotection is activated in the DPR registers, and in block 205 DRAM is
initialized. As before, at this point, DRAM can be used normally (within the
DMA-protected region).  In block 207, VT-d pagetables (in DMA-protected
memory) are set up to ensure that the DRAM region containing the BIOS code
and the VT-d mappings will be protected a second time and devices are
isolated from each other, if desired. Once those mappings are set-up, the DPR

registers that offered the early DMA-protection are deactivated in block 209.

[0035]In block 211 the OS is started, and in block 213 it activates DMA
protection in the VT-d "PMR’ registers for portions of memory that the 0OS
controls. That is, the OS sets up VT-d pagetables there that protects memory
regions containing runtime BIOS code, like ACPI tables and UEF! Runtime
Services (SMRAM shouid not be a concern as it is always DMA-protected). I at
that point the OS still relies on UEF! drivers doing DMA, the pagetables it sets

up should take that into account.

{0038 Figure 3 is a flowchart of a method for secure hardware initialization
during a start-up process according o an example.  In block 301, a protected
portion of a physical memaory is activated. For example, as noted above, DMA
protection can be activated in the DPR registers. In block 303, a part of the
protected portion of the physical memory is allocated for execution of direct
memory access drivers.  In block 305, a first part of the physical memory,
accessible by a device via a memory management tool, is aliocated for data
execution using the memory management tool  For example, the memory

management tool can be the IOMMU or Vi-d controller.

{0037 Figure 4 is a schematic representation of a system according to an
example. A portion of DRAM 401 of a device 403 s depicted. A protecied
(DPR) region 405 of the RAM 401 is depicted. In an example, as described

above, BIOS and driver instructions can be exacuted in region 405, A memory
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management tool (MMT) 407 can be used to allocate a first protected region
409 of the memory 401 that can only be accessed by the device 403 via the ool
407. An unprotected region 411 of memory 401 can remain for use by device
403. In an example, data (e.g. an executable) is received from device 403. H
can then be copied to the protected region (405/409) where it can be

authenticated. If authentic, the data can be exacuted.

10038] In an example, as VT-d pagetables are dynamic, protected/unprotected
portions can be reassigned at will.  Accordingly, a device can DMA into

unprotected memory, then protect this memory, and then authenticate it.

{0039] Figure 5 is a schematic representation of a boot process according to an
example. During the time period when a device (e.g. device 403) BIOS is
executing from powser up 501, there are two processes that are provided,
according to an example, to secure hardware initialization during the start-up
process. In 503 of the BIOS process, DPR is used, and in 505 of the BIOS
orocess, DPRAOMMU pagetables are used up until 507 when there is handover
to the OS.

{0040 Examples in the present disclosure can be provided as methods,
systems or machine-readable instructions. Such machine-readable instructions
may be included on a computer readable storage medium (including but not
imited to disc storage, CD-ROM, optical storage, stc}) having computer

readable program codes therein or thereon.

{0041] The present disclosure is described with reference to flow charts and/or
block diagrams of the method, devices and systems according to examples of
the present disclosure. Although the flow diagrams described above show a
specific order of execution, the order of execution may differ from that which is
depicted. Blocks described in relation {o one flow chart may be combined with
those of another flow chart. In some examples, some blocks of the flow
diagrams may not be necessary and/or additional blocks may be added. it shall
be understood that each flow and/or block in the flow charts and/or block

diagrams, as well as combinations of the flows and/or diagrams in the flow
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charts and/or block diagrams can be realized by machine readable instructions.

{0042] The machine-readable instructions may, for example, be executed by a
general-purpose computer, a special purpose computer, an embedded
processor or processors of other programmable data processing devices 1o
realize the functions described in the description and diagrams. In particular, a
Drocessor oOf processing  apparaitus may execute the machine-readable
instructions. Thus, modules of apparatus may be implemented by a processor
executing machine readable instructions stored in a memory, or a processor
operating in accordance with instructions embedded in logic circuitry. The term
‘processor is to be interpreted broadly to include a CPU, processing unit, ASIC,
logic device, or programmable gate set etc. The methods and modules may all

be performed by a single processor or divided amongst several processors.

[0043] Such machine-readable instructions may also be stored in a computer
readable storage that can guide the computer or other programmable data

processing devices o operate in a specific mode.

{0044 For example, the instructions may be provided on a non-transitory
computer readable storage medium encoded with instructions, executable by a

Processor.

{0045  Figure 6 shows an example of a processor 150 associated with a
memory 152, The memory 152 comprises computer readable instructions 154
which are executable by the processor 150, The instructions 154 can comprise
instructions to activate a protected portion of a physical memory, instructions to
allocate a part of the protected portion of the physical memory for execution of
direct memory access drivers, and instructions to using a memory management
tool, allocate a first part of the physical memory, accassible by a device via the

memory management tool, for data execution.

[0046] Such machine-readable instructions may alsc be loaded onto a computer
or other programmable data processing devices, so that the computer or other

programmable dala processing devices perform a series of operations to
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produce computer-implemented processing, thus the instructions executed on
the computer or other programmable devices provide a operation for realizing
functions specified by flow(s) in the flow charts and/or block{s) in the block

diagrams.

{0047] Further, the teachings herein may be implemented in the form of a
computer software product, the computer software product being stored in a
storage medium and comprising a plurality of instructions for making a
computer device implement the methods recited in the examples of the present

disclosure.

10048] While the method, apparatus and related aspects have been described
with reference to certain examples, various modifications, changes, omissions,
and substitutions can be made without departing from the spirit of the present
disclosure. In particular, a feature or block from one example may be combined

with or substituted by a feature/block of another example.

[0048] The word "comprising” does not exclude the presence of elements other
than those listed in a claim, "a" or "an” does not exclude a plurality, and a single
processor or other unit may fulfil the functions of several units recited in the

claims.

[0050] The features of any dependent claim may be combined with the features

of any of the independent claims or other dependent claims.
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CLAIMS

1. A method for secure hardware initialization during a start-up process, the

meathod comprising:
activating a protected portion of a physical memory;

allocating a part of the protected portion of the physical memory for use
by direct memory access, DMA drivers and non-DMA reialed hardware

initislization instructions; and

using a memory management tool, aliccating a first part of the physical

memory, accessible by a device via the memory management tool, for data.
2. A method as claimed in claim 1, further comprising:

one of: copying and moving at least a part of the data located in the first

part of the physical memory into the protected portion.
3. A method as claimed in claim 1, further comprising:

authenticating the data located in the first part of the physical memory in

the protected portion.

4. A method as claimed in claim 2, wherein the data is modified before,

during or after moving to the protected portion.
5. A method as claimed in claim 1, further comprising:

providing a mapping o the first part of the physical memory within the
protected portion of the physical memory whereby to enable the device to

access, via the memaory management {ool, the first part.
6. A method as claimed in clam 1, further comprising:

gxecuting an operating system in the protected part of the physical

nemaory.
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7. A method as claimed in claim 6, further comprising:

providing a DMA accessible portion of the operating system in the first

part of the physical memory.
8. A system comprising a physical memory, the system {o:

bootstrap into a secure starting position by securing the use of shared
memory rescurces by activating a protected portion of the physical memory

during a system start-up process;

assign a part of the protected portion of the physical memory for use by
direct memory access, DMA, drivers and non-DMA related hardware
initialization instructions, the system further comprising a memory management

{ool to:

allocate a first part of the physical memory, accessible by a device via

the memory management tool, for use by data.
9. A system as claimed in claim 8, further comprising a processor to:

one of. copy and move at least a part of the data located in the first part

of the physical memory into the protected portion.
10, Asystem as claimed in claim 9, the processor further to:

authenticate the data located in the first part of the physical memory in

the protected portion.
1. Asystem as claimed in claim 8, the processor further to;

generate a mapping o a region of the first part of the physical memory;

and
store the mapping within the protected portion.

12. A system as claimed in claim 11, the memory management tool further

o

control access to the region and the protected portion.
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13. A non-iransitory machine-readable storage medium encoded with
instructions executable by a processor of a device for secure device hardware
initiglization during a start-up process, the machine-readable storage medium

comprising instructions {o:

allocate a part of a protected portion of the physical memory for use by
direct memory access, DMA, drivers and non-DMA related hardware

initialization instructions; and

using a memory management tool, allocate a first part of the physical

memory, accessible by a device via the memory management tool, for data.

14. A non-transitory machine-readable storage medium as claimed in claim

13, further encoded with instructions {o:

authenticate data executed in the first part of the physical memory in the

protected portion.

15, A non-transitory machine-readable storage medium encoded as claimed

in claim 13, further encoded with instructions to:

generate a mapping to the first part of the physical memory within the
protected portion of the physical memory whereby {0 enable the device to

access, via the memory management tool, the first part.
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