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ANTI-LOSS FOR MEDICAL DEVICES

This application is being filed on 25 February 2014, as a PCT International
patent application and claims priority to U.S. Provisional Application Serial Number
61/769,824, filed February 27, 2013, the subject matter of which is incorporated by

reference in its entirety.

BACKGROUND
[0001] Wireless handheld medical devices are being used more and more in
hospitals and in other medical settings. Because the wireless medical devices are not
tethered, via a wire or cable, to a base station, the wireless handheld medical devices
may be susceptible to loss and theft.
[0002] One type of wireless handheld medical device is a thermometer probe. A
wireless thermometer probe is particularly susceptible to loss and theft. For example,
the wireless thermometer probe may be removed from a docking station, used for a
temperature measurement and not returned to the docking station. The wireless
thermometer probe may be inadvertently left in a patient’s bed and get lost or thrown
out in the bed sheets, or a clinician may place the wireless thermometer in a pocket and
forget to return the wireless thermometer to the docking station. The wireless

thermometer probe is also susceptible to theft.

SUMMARY
[0003] Embodiments of the disclosure are directed to a medical device system that
includes one or more anti-loss/anti-theft mechanisms. The medical device system
comprises a wireless medical device and a docking station. The wireless medical device
includes a wireless medical sensor. An alarm is activated on one or more of the wireless
medical device or the docking station when an alarm threshold is detected by one of the
anti-loss/anti-theft mechanisms.
[0004] In another aspect, a method for preventing loss or theft of a wireless medical
device includes removing the wireless medical device from a docking station. When the
wireless medical device is removed from the docking station, a parameter associated
with the wireless medical device and the docking station is monitored. A determination
is made as to whether the parameter exceeds a first threshold. When the parameter

exceeds the first threshold, an alarm is activated.
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[0005] In yet another aspect, an electronic computing device comprises a processing
unit and system memory. The system memory includes instructions that when executed
by the processing unit cause the electronic computing device to: process a clinician
authentication; when a determination is made that the clinician is authorized, release a
wireless medical device from the electronic computing device; display identification
information for the clinician on the electronic computing device; start a timer when the
wireless medical device is released from the electronic computing device; determine
whether the wireless medical device has been returned to the electronic computing
device within a predetermined time interval; and when a determination is made that the
wireless medical device has not been returned to the electronic computing device
within the predetermined time interval, activate an alarm on the wireless medical
device.

[0006]  The details of one or more techniques are set forth in the accompanying
drawings and the description below. Other features, objects, and advantages of these

techniques will be apparent from the description, drawings, and claims.

DESCRIPTION OF THE DRAWINGS
[0007]  Figure 1 shows an example system that supports an anti-loss mechanism for
a wireless thermometer probe.
[0008] Figure 2 lists example anti-loss/anti-theft mechanisms.
[0009] Figure 3 lists example alarm activation mechanisms.
[0010] Figure 4 shows example modules of one of the handheld medical devices of
Figure 1.
[0011]  Figure 5 shows example modules of the docking station of Figure 1.
[0012]  Figure 6 shows an example flowchart for a first method for generating an
alarm for the wireless thermometer probe and docking station.
[0013]  Figure 7 shows an example flowchart for a second method for generating an
alarm for the wireless thermometer probe and docking station.
[0014]  Figure 8 shows an example flowchart for a third method for generating an
alarm for the wireless thermometer probe and docking station.
[0015]  Figure 9 shows an example flowchart for a fourth method for generating an
alarm for the wireless thermometer probe and docking station.
[0016] Figure 10 shows an example flowchart for a required read-out device anti-

loss mechanism.
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[0017]  Figure 11 shows an example flowchart for an authentication anti-loss
mechanism.

[0018]  Figure 12 shows example physical components of the docking station of
Figure 1.

DETAILED DESCRIPTION
[0019] The present disclosure is directed to anti-loss / anti-theft mechanisms for
handheld medical devices, particularly wireless medical devices such as wireless
thermometer probes. In this context, a wireless thermometer probe is a temperature
sensing device that supports a wireless connection to a docking station.
[0020] The docking station may be a medical device that displays temperature
measurements and other vital sign measurements. The docking station may also be a
medical device dedicated to displaying temperature measurements. An example of a
docking station that displays temperature measurements and other vital signs
measurements is the Connex® Vital Signs Monitor from Welch Allyn, Inc. of
Skaneateles Falls, NY. An example of a docking station that is dedicated to displaying
temperature measurements is the Sure Temp® electronic thermometer from Welch
Allyn.
[0021] Typically, a clinician removes the wireless thermometer probe from the
docking station, takes a temperature reading of a patient and re-inserts the wireless
thermometer probe in the docking station. After the temperature measurement is
completed, the temperature of the patient may be wirelessly transmitted from the
wireless thermometer probe to the docking station and displayed on the docking station.
The wireless thermometer probe and the docking station each include a communication
interface, for example Bluetooth, near field communication (NFC), ZigBee, ultra-wide-
band, ultrasound, infrared, WIFI, radio-frequency identification (RFID) etc., for
establishing a wireless connection between the wireless thermometer probe and the
docking station and for transmitting the temperature measurement from the wireless
thermometer probe to the docking station.
[0022] The docking station may also be a holder for a wireless thermometer or other
medical device. For example, the wireless thermometer may be docked on a shelf or
other holding device. The wireless thermometer may consist of the wireless
thermometer probe and a base station (docking station) for the wireless thermometer. In

this example, the clinician may remove the wireless thermometer from the holder, then
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remove the wireless thermometer probe from the wireless thermometer and take a
temperature reading of the patient. After the temperature reading is completed, the
wireless thermometer probe is reinserted in the wireless thermometer and then the
wireless thermometer is put back in the holder. In another example, the wireless
thermometer may be a self-contained unit such as a wireless ear thermometer, used to
take a patient’s temperature via an ear of the patient. The wireless ear thermometer may
be removed from the holder and then placed back in the holder after a temperature
measurement is taken.

[0023] In this disclosure, the anti-loss / anti-theft mechanisms are described for
wireless thermometer probes and for wireless thermometers. However, the anti-loss /
anti-theft mechanisms described in this disclosure may also apply to other wireless
medical devices besides wireless thermometer probes and wireless thermometers. For
example, the anti-loss / anti-theft mechanisms may apply to such wireless medical
devices as wireless blood pressure cuffs, wireless oxygen saturation sensors or other
wireless medical devices.

[0024]  Figure 1 shows an example system 100 that supports wireless medical
devices. The system 100 includes handheld medical devices 102, a docking station 104,
a server computer 106 and a client computer 108. The example handheld medical
devices 102 may include a plurality of handheld medical devices, including wireless
thermometer probes and wireless thermometers. Other handheld medical devices may
include such devices as wireless blood pressure cuffs, wireless oxygen saturation
sensors, etc.

[0025] The example docking station 104 comprises a base station for the handheld
medical devices 102. Typically, the docking station 104 provides display capability for
measurements from the handheld medical devices 102. In some examples, one or more
handheld medical devices 102, for example a wireless thermometer probe, may also
provide display capability for measurements. For example, there may be a small display
window built into the wireless thermometer probe. The example docking station 104
includes a wireless connection interface, for example Bluetooth, for supporting a
wireless connection to a wireless thermometer probe and to other wireless handheld
medical devices.

[0026] The example server computer 106 receives patient vital signs data from
docking station 104 and from other docking stations (not shown) in system 100. The

server computer 106 may be part of an electronic medical records (EMR) system for
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storing patient data. The server computer 106 may also download configuration data
and software updates to docking stations in system 100.

[0027]  The example client computer 108 is a client computer in a hospital or other
medical setting. As discussed later herein, the client computer 108 includes an
interface, for example a USB port, for identifying a wireless thermometer probe. In
some examples the client computer 108 may have a connection to the server computer
106. More than one client computer 108 may be used. Other interfaces than a USB port
may be used.

[0028]  The example system 100 provides one or more anti-loss/anti-theft
mechanisms for handheld medical devices, including wireless thermometer probes and
wireless thermometers. The anti-loss/anti-theft mechanisms apply across multiple
levels of connectivity. When the handheld medical device is a wireless thermometer,
the anti-loss/anti-theft mechanisms apply between the wireless thermometer probe and
the base station (docking station) of the wireless thermometer. When the handheld
medical device is a wireless thermometer probe, the anti-loss/ anti-theft mechanisms
apply between the wireless thermometer probe and docking station for the wireless
thermometer probe, for example the Connex® Vital Signs Monitor.

[0029] When the wireless thermometer is stored in a holder, such as a shelf, the anti-
loss/anti-theft mechanisms apply between the wireless thermometer probe and the base
station of the wireless thermometer and also apply between the wireless thermometer
and the holder. In this case, the anti-loss/anti-theft mechanisms protect against loss or
theft of the wireless thermometer probe from the base station of the wireless
thermometer and also protect against loss or theft of the wireless thermometer from the
holder.

[0030] Some example anti-loss/anti-theft mechanisms 200 are listed in Figure 2. The
example anti-loss/anti-theft mechanisms include alarm activation mechanisms 202, a
required read-out device mechanism 204 and an authentication mechanism 206.

[0031] The example alarm activation mechanisms 202 include four mechanisms,
discussed in more detail later herein, which involve activating an alarm when a
particular condition or group of conditions occur. The condition or group of conditions
include: 1) when a time that a hand-held medical device is out of its docking station
exceeds a time threshold, 2) when a distance that the hand-held medical device is from

its docking station exceeds a distance threshold, 3) when a distance that the hand-held
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medical device is away from a buddy device exceeds a distance threshold and/or 4) an
activation of a pager system. Other alarm activation mechanisms 202 are possible.
[0032] For the example required read-out device mechanism 204, the wireless
thermometer probe and the docking station 104 are configured such that a temperature
measurement taken using the wireless thermometer probe can only be displayed when
the wireless thermometer probe is returned to the docking station 104. Before the
docking station 104 displays the temperature measurement, the docking station 104
verifies the identity of the wireless thermometer probe. The docking station 104 only
displays the temperature measurement after a determination is made that the identity of
the wireless thermometer probe indicates that the wireless thermometer probe is
associated with the docking station 104. The temperature measurement can be
prevented from being displayed on any other docking station and on any client
computer. The required read-out device mechanism 204 provides an incentive against
loss or theft, because the temperature measurement can only be displayed on the
docking station that is associated with the wireless thermometer probe, in this example
docking station 104.

[0033] For the example authentication mechanism 206, before the wireless
thermometer probe can be removed from the docking station 104, the wireless
thermometer probe needs to be authenticated with a clinician’s badge. In some
examples, the docking station 104 includes a sensor device that authenticates the
clinician, for example when the clinician’s badge touches or comes in close proximity
to the sensor device. In some examples, once authenticated, any handheld medical
device 102 associated with docking station 104 may be released from the docking
station 104. In other examples, the clinician selects a handheld medical device before
authenticating.

[0034] The docking station 104 retains a history of clinicians that authenticate with
the docking station 104. The history provides an indication of which clinicians removed
a handheld medical device 102. In some examples, the docking station 104 displays a
photograph of the clinician that removed the handheld medical device 102 from the
docking station 104.

[0035]  Figure 3 lists four example alarm activation mechanisms 202. The four
example alarm activation mechanisms 202 include a timed alarm mechanism 302, a

mating docking station alarm mechanism 304, a buddy device alarm mechanism 306
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and a paging system alarm mechanism 308. Other alarm activation mechanisms are
possible.

[0036] For the timed alarm mechanism 302, a relationship is maintained between a
wireless thermometer probe and a docking station. In this disclosure, the wireless
thermometer probe is one of the handheld medical devices 102 and the docking station
is docking station 104.

[0037] Docking station 104 monitors a state of the temperature measurement
process. Example states include 1) not started — wireless thermometer probe is in
docking station; 2) wireless thermometer probe is removed from the docking station; 3)
a temperature measurement has started; 4) the temperature measurement has been
completed; and 5) the wireless thermometer probe has been returned to docking station
104. Other states are possible. When software on docking station 104 determines that
the wireless thermometer probe has been out of docking station 104 and has been in an
idle state for greater than a predetermined period of time, docking station 104 may
activate an alarm. The idle state may be a time from state 1 when the wireless
thermometer probe is removed from docking station 104 and state 2, when a
temperature reading is not started within a first time threshold. In some examples, the
threshold can be determined based on an amount of time that starting the temperature
reading could reasonably take. Examples of the threshold could include 30 seconds, 45
seconds, 1 minute, 2 minutes, 5 minutes, etc. The idle state may also be a time from
state 4, when the temperature measurement has been completed and state 5, when the
wireless thermometer probe has not been returned to docking station 104 within the
predetermined period of time. In some examples, the predetermined period of time may
be different for the two alarm conditions above.

[0038]  For the mating docking station alarm mechanism 304, the wireless
thermometer probe is electronically mated to docking station 104. The electronic
mating of the wireless thermometer probe to docking station 104 comprises creating an
association between the wireless thermometer probe and docking station 104, storing an
identifier for docking station 104 on the wireless thermometer probe and storing an
identifier for the wireless thermometer probe on docking station 104. In some
examples, the identifier for docking station 104 may be displayed on a display device
on the wireless thermometer probe.

[0039] In some examples, the wireless thermometer probe is electronically mated to

docking station 104 automatically when the wireless thermometer probe is physically
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inserted into docking station 104. In other examples, the wireless thermometer probe
and the docking station 104 may be configured to be mated to each other. In some
examples, the configuration may be performed remotely, for example from server
computer 106 or from a client computer 108. In some examples, the configuration may
be time based. In a time-based mating, the wireless thermometer probe and the docking
station 104 are mated for a configured period of time.

[0040] For a distance-based mating, when the wireless thermometer probe is
removed from docking station 104, docking station 104 keeps track of a distance
between the wireless thermometer probe and docking station 104. When the distance
between the wireless thermometer probe and docking station 104 is greater than a
predetermined distance, an alarm is activated on docking station 104 and on the
wireless thermometer probe. The distance is typically determined using a form of near
field communication, for example using Bluetooth between the wireless thermometer
probe and the docking station. For the time-based mating, the alarm is generated when
the configured period of time expires.

[0041] When the identifier for docking station 104 is stored on the wireless
thermometer probe, whenever the wireless thermometer probe is out of range of
docking station 104, the wireless thermometer probe may be inserted in an interface,
for example a USB port, of a computer, for example client computer 108, to obtain the
identity of docking station 104 to which the wireless thermometer probe is mated. In
this example, client computer 108 includes software that reads the identifier of docking
station 104 from the wireless thermometer probe and displays the identifier on a screen
of client computer 108.

[0042]  For the buddy device alarm mechanism 306, an association is made between
a buddy device and a clinician. For example, the buddy device may be a wireless
thermometer probe or a docking station. As discussed, herein the buddy device is the
wireless thermometer probe. In this example mechanism, the wireless thermometer
probe and the clinician comprise a buddy system. When the wireless thermometer
probe is moved out of range of the clinician an alarm is activated on the wireless
thermometer probe. In this example mechanism, the wireless thermometer probe is not
used with a docking station. Instead, the wireless thermometer probe includes a display
device for displaying a temperature measurement. To determine distance, the clinician
may wear a device, such as a badge, that communicates with the wireless thermometer

probe and determines a distance between the clinician and the wireless thermometer
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probe. The communication is typically via a communication protocol such as
Bluetooth, ZigBee, etc. In some examples, magnetic switches, proximity sensors or
capacitive sensing may be used to determine distance.

[0043] For the paging system alarm mechanism 308, a paging device is added to
wireless thermometer probe and docking station 104. In some examples, docking
station 104 includes a paging button. Pressing the paging button on docking station 104
activates an alarm on the wireless thermometer probe.

[0044]  The alarm that is activated when a particular condition or group of conditions
occur is an indicator that the condition has been met. Such an alarm can take an audible
form (e.g., an audible alert that is played), a visual form (e.g., a light is flashed), or a
textual alarm (e.g., a text message is displayed and/or communicated via a network to
another device in the form of, for example, a text message and/or email). Combinations
of these types of alarms can also be used.

[0045]  Figure 4 shows example modules 400 of a wireless thermometer probe 402.
The example wireless thermometer probe 402 includes an operational state module 404,
a communication module 406, a mating (pairing) module 408 and a display module
410.

[0046] The example operational state module 404 monitors and stores status of
operational states that comprise a temperature measurement process using wireless
thermometer probe 402. Example states in the temperature measurement process
include 1) removing wireless thermometer probe 402 from docking station 104, 2)
taking a temperature measurement of a patient and 3) replacing wireless thermometer
probe 402 in docking station 104. Other states are possible.

[0047] The example communication module 406 provides a communication
interface for wireless thermometer probe 402 for communicating with docking station
104. In some examples, the communication interface supports Bluetooth. In other
examples, the communication interface supports communication protocols like ZigBee,
ultra-wide-band and others. The communication interface, as implemented in
communication module 406, permits data and control information to be communicated
between wireless thermometer probe 402 and docking station 104. The communication
interface also permits a determination to be made of a distance between wireless
thermometer probe 402 and docking station 104.

[0048]  The example mating module 408 implements an electronic mating between

wireless thermometer probe 402 and docking station 104. The electronic mating
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associates an identifier with wireless thermometer probe 402 and an identifier for
docking station 104. In some examples, the identifier for wireless thermometer probe
402 may be displayed on a display device built into wireless thermometer probe 402. In
other examples, wireless thermometer probe 402 may have a connector, for example a
universal serial bus (USB) connector, in licu of a display device. In some examples, the
mating module 408 sends the identifiers for wireless thermometer probe 402 and
docking station 104 to server computer 106. Server computer 106 permits the mating
identification information to be displayed on a client computer, as explained later
herein. In other examples, the server computer 106 is not required. In these examples
the wireless thermometer probe 402 may be directly connected to the client computer
or to docking station 104 and the identifiers may be displayed on the client computer or
on docking station 104.

[0049] When wireless thermometer probe 402 is removed from docking station 104
and is moved a distance from docking station 104 that is greater than a threshold
distance, an alarm may sound on wireless thermometer probe 402. For wireless
thermometer probes that include a display device, the identifier for docking station 104
is displayed on the wireless thermometer probe display device. The display of the
identifier for docking station 104 on the wireless thermometer probe display device
permits a clinician to identify and locate the docking station, in this case docking
station 104, which is mated to the wireless thermometer probe. For a wireless
thermometer probe that includes a USB connector, the clinician may insert the USB
connector into any client computer, for example client computer 108, which is
networked to server computer 106. When wireless thermometer probe 402 is inserted
into a USB connector on client computer 108, the identity and location of docking
station 104 is displayed on client computer 108.

[0050] The example display module 410 permits a display of information on a
display device of wireless thermometer probes that have a display device. In some
examples, the information may include an identifier for the wireless thermometer
probe. In some examples, the information may also include an identifier and location
for docking station 104. In other examples, the information may also include a most
recent temperature reading for a patient. In some examples, such as an implementation
using required read-out device mechanism 204, the wireless thermometer probe does

not include a display device or a display module 410.
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[0051]  Figure 5 shows example modules 500 of docking station 104. The example
modules 500 include a medical devices identification module 502, a communication
module 504, a mating module 506 and a display module 508.

[0052] The example medical devices identification module stores identifiers for
cach of the handheld medical devices 102. The handheld medical devices 102 may
include blood pressure cuffs, oxygen saturation sensors, thermometer probes, ECG
sensors, etc.

[0053] The example communication module 504 provides a communication
interface for docking station 104 for communicating with wireless thermometer probe
402. In some examples, the communication interface supports Bluetooth. In other
examples, the communication interface supports communication protocols like ZigBee,
ultra-wide-band and others. The communication interface as implemented in
communication module 504 permits data and control information to be communicated
between docking station 104 and wireless thermometer probe 402. The communication
interface also permits a determination to be made of a distance between docking station
104 and wireless thermometer probe 402.

[0054] The example mating module 506 implements an electronic mating between
wireless thermometer probe 402 and docking station 104. The electronic mating
associates an identifier with wireless thermometer probe 402 and an identifier for
docking station 104. The mating module 506 sends the identifiers for wireless
thermometer probe 402 and docking station 104 to server computer 106. Server
computer 106 permits the mating identification information to be displayed on a client
computer. As discussed earlier herein, in some examples server computer 106 is not
required. In these examples, the wireless thermometer probe 402 may be directly
connected to the client computer or to docking station 104 to display the mating
identification information.

[0055] The example display module 508 permits a display of information on
docking station 104. The information may include identifiers for one or more of the
handheld medical devices associated with docking station 104. The information may
also include mating information for wireless thermometer probes that may be mated to
docking station 104. In addition, the information may include current measurement data
from the handheld medical devices 102 such as blood pressure readings, temperature,

oxygen saturation, heart rate, etc.
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[0056]  Figure 6 shows an example flowchart for a method 600 for implementing
timed alarm mechanism 302. For the example method 600, an alarm is generated when
a wireless thermometer probe is removed from the docking station 104 and not returned
to the docking station 104 within a predetermined time interval.

[0057] At operation 602, the wireless thermometer probe is removed from the
docking station 104. A state machine, typically in the docking station 104, changes
from a state indicating that the wireless thermometer probe is in the docking station 104
to a state that indicates that the wireless thermometer probe has been removed from the
docking station 104. In some examples, the state machine may be in the wireless
thermometer probe 104.

[0058] At operation 604, a timer is started when the wireless thermometer probe is
removed from the docking station 104. Typically, the timer is located within the
docking station 104, but in some examples, the timer may be located within the
wireless thermometer probe.

[0059] At operation 606, a determination is made as to whether a temperature
measurement has been taken. At operation 606, when a determination is made that a
temperature reading has not been taken, at operation 608, a determination is made as to
whether the wireless thermometer probe has been returned to docking station 104. At
operation 608, when a determination is made that the wireless thermometer probe has
been returned to docking station 104, at operation 620 the timer is reset.

[0060] At operation 608, when a determination is made that the wireless
thermometer probe has not been returned to the docking station 104, a determination is
made as to whether the timer of operation 604 has expired. When a determination is
made at operation 608 that the timer has not expired, control returns to operation 606.
Operations 606, 608 and 610 are then repeated until a temperature measurement has
been taken, the wireless thermometer probe has been returned to the docking station
104 or the timer has expired.

[0061] At operation 610, when a determination is made that the timer has expired, at
operation 612, an alarm is activated. The activation of the alarm indicates that the timer
has been out of the docking station 104 longer than the predetermined amount of time.
The activation of the alarm may comprise one of several actions. Example actions
include blinking an LED, activating an audible alarm, activating a voice command
describing the alarm state. The example actions may occur on the wireless thermometer

probe, the docking station 104 or on both the wireless thermometer probe and the
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docking station 104 simultaneously. Other example actions are possible, including
causing the wireless thermometer probe to vibrate.

[0062] At operation 606, when a determination is made that the temperature
measurement has been taken, in some examples, at operation 614, the timer is restarted.
In addition the state machine is updated to a state indicating that the temperature
measurement has been taken. In other examples, the timer is not restarted when the
temperature measurement is taken. In the examples where the timer is not restarted
when the temperature measurement is taken, the value of the timer reflects the time that
the wireless thermometer probe is out of the docking station, regardless of whether a
temperature reading has been taken.

[0063] At operation 616, a determination is made as to whether the wireless
thermometer probe has been returned to docking station 104. At operation 616, when a
determination is made that the wireless thermometer probe has been returned to
docking station 104, at operation 620 the timer of operation 614 is reset.

[0064] At operation 616, when a determination is made that the wireless
thermometer probe has not been returned to docking station 104, at operation 618, a
determination is made as to whether the timer of operation 614 has expired. At
operation 618, when a determination is made that the timer of operation 614 has
expired, at operation 612 an alarm is activated.

[0065] Figure 7 shows an example flowchart for a method 700 for implementing
mating docking station alarm mechanism 304. For the example method 700, the
wireless thermometer probe is mated to docking station 104. Mating the wireless
thermometer probe to docking station 104 comprises configuring an association
between the wireless thermometer probe and docking station 104.

[0066] At operation 702, the wireless thermometer probe is mated to docking station
104. At operation 704, the wireless thermometer probe is removed from docking station
104.

[0067] At operation 706, a determination is made as to whether the wireless
thermometer probe is greater than a predetermined distance from docking station 104.
The predetermined distance represents a distance which is greater than a normal
operating distance for the wireless thermometer probe. For example, the predetermined
distance may correspond to a dimension of a hospital room or a clinical area of an
outpatient setting, the idea being that if the wireless thermometer probe is greater than

the dimension of the room from docking station 104, a clinician or patient may have put
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the wireless thermometer probe in their pocket and may be walking away with the
wireless thermometer probe.

[0068] At operation 706 when a determination is made that the wireless
thermometer probe is not more than the predetermined distance from docking station
104, a determination is made as to whether the wireless thermometer probe has been
returned to docking station 104. When a determination is made that the wireless
thermometer probe has not been returned to docking station 104, control returns to
operation 706. At operation 708, when a determination is made that the wireless
thermometer probe has been returned to docking station 104, method 700 ends.

[0069] At operation 706, when a determination is made that the wireless
thermometer probe is greater than the predetermined distance from docking station 104,
an alarm is activated on either the wireless thermometer probe, docking station 104 or
both. The alarm may comprise a blinking an LED, an audible alarm, a voice command
describing the alarm state, a vibration of the wireless thermometer probe, or other
similar type alarm.

[0070] At operation 712, when a user determines that an alarm has been activated,
indicating that the wireless thermometer probe is greater than the predetermined
distance from docking station 104, a clinician may connect the wireless thermometer
probe to a client computer to display an identity of the docking station to which the
wireless thermometer probe is mated. The wireless thermometer probe includes a
connection, for example a USB connector, for connecting the wireless thermometer
probe to the client computer.

[0071]  Figure 8 shows an example flowchart for a method 800 for implementing
buddy device alarm mechanism 306. For the example method 800, a buddy system is
used to protect against theft and loss. In this disclosure, a buddy system comprises
establishing a relationship between a hand-held medical device, such as a wireless
thermometer probe and a buddy device. The buddy device may be a docking station, for
example docking station 104, a clinician’s badge, or some other identifiable electronic
device that can be associated with use of the hand-held medical device.

[0072] At operation 802, a relationship is established between the wireless
thermometer probe and the buddy device. In the example method 800, the buddy device
is either docking station 104 or a clinician’s badge. The relationship is established by
configuring the docking station 104 or the clinician’s badge to have an association with

the wireless thermometer probe. In some examples, both the docking station 104 and
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the clinician’s badge may be buddy devices. In other examples, a different type of
device may be a buddy device.

[0073] At operation 804, the wireless thermometer probe is removed from docking
station 104. At operation 806, a determination is made as to whether a distance between
the wireless thermometer probe and the buddy device is greater than a first threshold.
One of several technologies may be used to determine the distance between the
wireless thermometer probe and the buddy device. Examples of the technologies that
may be used include near-field communication, such as Bluetooth, infrared, magnetic
switching, proximity sensing, capacitive sensing, etc. Other technologies are possible.
[0074] At operation 806, when a determination is made that the distance between
the wireless thermometer probe and the buddy device is not greater than the first
threshold, at operation 808, a determination is made as to whether the wireless
thermometer probe has been returned to docking station 104. When it is determined at
operation 808 that the wireless thermometer probe has been returned to docking station
104, control returns to operation 806. When it is determined that the wireless
thermometer probe has been returned to docking station 104, method 800 is terminated.
[0075] At operation 806, when a determination is made that the distance between
the wireless thermometer probe and the buddy device is greater than the first threshold,
at operation 810 an alarm is activated.

[0076]  Figure 9 shows an example flowchart for a method 900 for implementing
paging system alarm mechanism 308. For the example method 900, a hand-held
medical device, for example the wireless thermometer probe, is tracked down by
activating a pager alarm on a docking station. In some examples, activating a pager
alarm comprises pressing a button on the docking station, for example on docking
station 104. Other ways to activate the pager alarm are possible.

[0077] At operation 902, a pager alarm mechanism is activated on docking station
104. The pager alarm mechanism is commonly a button or switch on docking station
104. In some examples, the pager alarm mechanism may be remotely activated, for
example from a central monitoring station or other remote computing device.

[0078] At operation 904, an alarm is activated on the wireless thermometer probe.
The alarm may comprise a blinking an LED, an audible alarm, a voice command
describing the alarm state, a vibration of the wireless thermometer probe, or other

similar type alarm.
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[0079]  Figure 10 shows an example flowchart for a method 1000 for implementing
required read-out device mechanism 204. For the example method 1000, a temperature
reading is obtained from the wireless thermometer probe. The method 1000 provides
that there is an association between the wireless thermometer probe and a docking
station, for example docking station 104 and that a reading obtained by the wireless
thermometer probe can also be displayed at docking station 104.

[0080] At operation 1002, the wireless thermometer probe is removed from docking
station 104. At operation 1004, a temperature reading is obtained from a patient using
the wireless thermometer probe.

[0081] At operation 1006, a determination is made as to whether the wireless
thermometer probe has been returned to the docking station from which the wireless
thermometer probe has been removed. At operation 1006, when a determination is
made that the wireless thermometer probe has been returned to the docking station from
which the wireless thermometer probe has been removed, at operation 1008, the
temperature reading is displayed.

[0082] At operation 1006, when a determination is made that the wireless
thermometer probe has not been returned to the docking station from which the
wireless thermometer probe has been removed, at operation 1010, a determination is
made as to whether the wireless thermometer probe has been returned to a different
docking station.

[0083] At operation 1010, when a determination is made that the wireless
thermometer probe has been returned to a different docking station, at operation 1012
an error message is displayed on the different docking station. The error message
indicates that the temperature reading can only be displayed on the docking station
from which the wireless thermometer probe was removed. In some examples, the error
message also provides an identifier for the docking station from which the wireless
thermometer probe was removed.

[0084] At operation 1010, when a determination is made that the wireless
thermometer probe has not been returned to a different docking station, at operation
1014, the wireless thermometer probe may be connected to a client computer in an
attempt to display the temperature reading. At operation 1014, when a determination is
made that the wireless thermometer probe has been connected to a client computer, at
operation 1012 an error message is displayed on the client computer. The error message

indicates that the temperature reading can only be displayed on the docking station
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from which the wireless thermometer probe was removed. In some examples, the error
message also provides an identifier for the docking station from which the wireless
thermometer probe was removed.

[0085]  Figure 11 shows an example flowchart for a method 1100 for implementing
authentication mechanism 206. For the example method 1100, a wireless thermometer
probe is authenticated before the wireless thermometer probe may be released from a
docking station. In some examples, another type of hand-held medical device, for
example a wireless oxygen saturation sensor, may be used instead of the wireless
thermometer probe.

[0086] At operation 1102, the wireless thermometer probe is authenticated with a
clinician’s badge. In some examples, authentication may comprise touching the
wireless thermometer with the clinician’s badge. In other examples, authentication may
comprise having the clinician’s badge touch or come in close contact with the docking
station. In some examples, when the clinician’s badge touches or comes into close
contact with the docking station, the clinician is authenticated to the docking station
and the first hand-held medical device removed from the docking station is
authenticated to the clinician.

[0087]  Other methods of authentication are possible. For example, in alternative
embodiments, the clinician him or herself can be authenticated using other processes,
such as biometrics.

[0088] At operation 1104, identification information for the clinician is displayed on
docking station 104. The identification information may include the date, time,
clinician’s name, title, department and other similar information. In some examples, the
identification information may include a photo of the physician. Other identification
information is possible. In some examples, the identification information may also be
stored on the docking station 104.

[0089] At operation 1106, the wireless thermometer probe is released from the
docking station so that the clinician can remove the wireless thermometer probe from
docking station 104. In the example method 1100, no hand-held medical device,
including the wireless thermometer probe may be removed from docking station 104
without prior authentication.

[0090] At operation 1108, a history record is updated for the clinician. The history
information may be an authentication history for the clinician, including such items as a

record for each authentication for the clinician, names of the docking station at which
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the clinician is authenticated, identification of any hand-held medical equipment
removed from each docking station by the clinician, etc.

[0091]  Figure 12 illustrates example physical components of the docking station
104. As illustrated in the example of Figure 12, the docking station 104 includes at least
one central processing unit (“CPU”) 1202, a system memory 1208, and a system bus
1222 that couples the system memory 1208 to the CPU 1202. The system memory
1208 includes a random access memory (“RAM”) 1210 and a read-only memory
(“ROM”) 1212. A basic input/output system contains the basic routines that help to
transfer information between elements within the docking station 104, such as during
startup, is stored in the ROM 1212. The docking station 104 further includes a mass
storage device 1214. The mass storage device 1214 is able to store software instructions
and data.

[0092] The mass storage device 1214 is connected to the CPU 1202 through a mass
storage controller (not shown) connected to the bus 1222. The mass storage device
1214 and its associated computer-readable data storage media provide non-volatile,
non-transitory storage for the docking station 104. Although the description of
computer-readable data storage media contained herein refers to a mass storage device,
such as a hard disk or solid state disk, it should be appreciated by those skilled in the art
that computer-readable data storage media can be any available non-transitory, physical
device or article of manufacture from which the central display station can read data
and/or instructions.

[0093] Computer-readable data storage media include volatile and non-volatile,
removable and non-removable media implemented in any method or technology for
storage of information such as computer-readable software instructions, data structures,
program modules or other data. Example types of computer-readable data storage
media include, but are not limited to, RAM, ROM, EPROM, EEPROM, flash memory
or other solid state memory technology, CD-ROMs, digital versatile discs (“DVDs”),
other optical storage media, magnetic cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other medium which can be used to store the
desired information and which can be accessed by the docking station 104.

[0094] According to various embodiments of the invention, the docking station 104
may operate in a networked environment using logical connections to remote network
devices through the network 1220, such as a local network, the Internet, or another type

of network. The docking station 104 may connect to the network 1220 through a
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network interface unit 1204 connected to the bus 1222, It should be appreciated that the
network interface unit 1204 may also be utilized to connect to other types of networks
and remote computing systems. The docking station 104 also includes an input/output
controller 1206 for receiving and processing input from a number of other devices,
including a keyboard, a mouse, a touch user interface display screen, or another type of
input device. Similarly, the input/output controller 1206 may provide output to a touch
user interface display screen, a printer, or other type of output device.

[0095] As mentioned briefly above, the mass storage device 1214 and the RAM
1210 of the docking station 104 can store software instructions and data. The software
instructions include an operating system 1218 suitable for controlling the operation of
the docking station 104. The mass storage device 1214 and/or the RAM 1210 also store
software instructions, that when executed by the CPU 1202, cause the docking station
104 to provide the functionality of the docking station 104 discussed in this document.
For example, the mass storage device 1214 and/or the RAM 1210 can store software
instructions that, when executed by the CPU 1202, cause the docking station 104 to
display received physiological data on the display screen of the docking station 104.
[0096]  The physical components shown in Figure 12 may also apply to one or more
handheld medical devices 102. For example, the physical components shown in Figure
12 may also apply to a wireless thermometer probe, an oxygen saturation sensor, etc.
[0097]  Although various embodiments are described herein, those of ordinary skill
in the art will understand that many modifications may be made thereto within the
scope of the present disclosure. Accordingly, it is not intended that the scope of the

disclosure in any way be limited by the examples provided.
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What is claimed is:

1. A medical device system that includes one or more anti-loss/anti-theft
mechanisms, the medical device system comprising:

a wireless medical device that includes a wireless medical sensor; and

a docking station,

wherein an alarm is activated on one or more of the wireless medical device or
the docking station when an alarm threshold is detected by one of the anti-loss/anti-

theft mechanisms.

2. The medical device system of claim 1, wherein the alarm is activated when the
wireless medical device is removed from the docking station and not returned to the

docking station for a time period that exceeds a predetermined threshold.

3. The medical device system of claim 1, wherein the alarm is activated when a
temperature measurement is taken using the wireless medical device and the wireless
medical device is not returned to the docking station after the temperature measurement

is taken for a time period that exceeds a predetermined threshold.

4. The medical device system of claim 1, wherein the docking station further
includes a state machine that keeps track of a plurality of stages in a temperature
measurement process using the wireless medical device, and wherein the alarm is

activated when the state machine indicates that an alarm condition has occurred.

5. The medical device system of claim 1, wherein the alarm is activated when a
distance between the wireless medical device and the docking station exceeds a

predetermined threshold.

6. The medical device system of claim 1, wherein the wireless medical device is

electronically associated with the docking station.

7. The medical device system of claim 1, wherein the wireless medical device
includes a connector that permits the wireless medical device to connect to an

electronic computing device.
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8. The medical device system of claim 7, wherein an identity of the docking
station is displayed on the electronic computing device when the wireless medical

device is connected to the electronic computing device.

9. The medical device system of claim 1, wherein the alarm is activated when a
distance between the wireless medical device and a pairing device exceeds a

predetermined threshold.

10.  The medical device system of claim 9, wherein the pairing device is a

clinician’s badge or the docking station.

11.  The medical device system of claim 1, wherein the alarm is activated when a

pager button is pressed on the docking station.

12. The medical device system of claim 1, wherein a clinician authentication is

required before the wireless medical device is removed from the docking station.

13.  The medical device system of claim 1, wherein a temperature reading obtained

using a wireless thermometer probe is only displayed on the docking station.

14.  The medical device system of claim 1, wherein the alarm may be an audible

alarm or a visual alarm.

15. A method for preventing loss or theft of a wireless medical device, the method
comprising:

removing the wireless medical device from a docking station;

when the wireless medical device is removed from the docking station,
monitoring a parameter associated with the wireless medical device and the docking
station;

determining whether the parameter exceeds a first threshold; and

when the parameter exceeds the first threshold, activating an alarm.
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16.  The method of claim 15, wherein the parameter is a time that the wireless

medical device has been removed from the docking station.

17.  The method of claim 15, wherein the parameter is a distance of the wireless

medical device from the docking station.

18.  The method of claim 15, wherein a mating association is established between

the wireless medical device and the docking station.

19.  The method of claim 15, further comprising activating the alarm when a
distance between a clinician badge and the docking station is greater than a second

threshold.

20.  The method of claim 15, further comprising activating the alarm on the wireless

medical device when a pager button is pressed on the docking station.

21. The method of claim 15, further comprising:
taking a temperature measurement using a wireless thermometer probe; and
displaying a temperature reading on the docking station when the wireless

thermometer probe is returned to the docking station.

22.  The method of claim 21, further comprising preventing the temperature reading
from being displayed on any other electronic computing device except the docking

station.

23.  An electronic computing device comprising:
a processing unit; and
system memory, the system memory including instructions that when executed
by the processing unit cause the electronic computing device to:
process a clinician authentication;
store clinician authentication information, the clinician authentication
information including a time stamp;

access the clinician authorization information;
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when a determination is made that the clinician is authorized, release a
wireless thermometer probe from the electronic computing device;

display identification information for the clinician on the electronic
computing device;

start a timer when the wireless thermometer probe is released from the
electronic computing device;

determine whether the wireless thermometer probe has been returned to
the electronic computing device within a predetermined time interval; and

when a determination is made that the wireless thermometer probe has
not been returned to the electronic computing device within the predetermined

time interval, activate an alarm on the wireless thermometer probe.

24. The electronic computing device of claim 23, wherein the identification

information includes a photograph of the clinician.
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