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(57) Abstract: Techniques disclosed herein provide for verifying the identity of a prospective social network member using an au -
thentication process in which one or more existing members of the social network who are knowledgeable of the identity of the pro -
spective member communicate with the prospective member in real time. During the real-time communication, biometric informa -
tion of the prospective member can be associated with a profile for the prospective member. During or after the real-time communic -
ation, the existing member(s) can verify the identity of the prospective member. Once the prospective member's identity has been
properly verified, the prospective member can be granted access to the social network.



WO 2013/169452 PCT/US2013/037014

USER-BASED IDENTIFICATION SYSTEM FOR SOCIAL
NETWORKS

BACKGROUND
5 8003} Online social networks are ubiquitous in today’s society, enabling hundreds of

millions of users to create and build relationships electronically via the Internet using
any of a variety of user devices (e.g., personal computers, laptops, tablets, smart phones,
etc.). Users may join a social network using registration process. But raany social
networks allow users to register anonymously or with limited means of verifying the

10 identity of registrants, thereby failing to prevent many users from registering with false
mformation. Although avonymity 1s welcomed in some social networks, accurate
identification can be crucial in others, On-line social networks that facilitate in-person
meetings between users, for example, have an interest in ensuring accurate information
is collected-—cspecially if its users include minors.

1§ SUMMARY
{3802} Techniques disclosed berein provide for verifying the identity of a prospective
social network member using an authentication process in which one or more existing
members of the social network who are knowledgeable of the identity of the prospective
member communicate with the prospective member o real time. During the real-tiroe

20 communication, biometric information of the prospective member can be associated
with a profile for the prospective member. During or after the real-time
communication, the existing member(s) can verity the identity of the prospective
mernber. Quce the prospective member’s identity has been properly verified, the

prospective member can be granted access to the social network.

N2
(9

(86631  Anp cxample method of authentication based on real-time communication,
according to the disclosure, can jnchude accessing a profile comprising information
regarding a first person, and collecting a first set of biometric information of the first
person during the real-time communication between the first person and a2 second
person, where the second person has a threshold level of authentication. The method

30 further includes associating, with a processing unit, the first set of biometric jnformation
with the profile, receiving, from the second person, an indication regarding an identity

of the first person, and associating, with the processing unit, a first level of
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authentication with the profile based, at least in part, on the indication regarding the
identity of the first person.

[8384]  The example method of authentication based on real-time communication can
include one or more of the following features. Creating, with the processing unit, the
profile. The first set of biometric information can inchude at least one of audio
information, or video information. The real-time communication can be initiated, at
least in part, by an invitation to join a social network sent by the second person to the
fivet person. The real-time communication can be initiated, at least in part, by an
mvitation to join a social network sent from a third person to the first person.
Associating a password with the profile. Receiving, from a third person, a second
indication regarding the identity of the first person, where the third person has at least
the threshold level of authentication, and associating a second level of authentication
with the profile based, at least in part, on the second indication regarding the identity of
the first person. Prompting, during the real-time comrounication, either or both the first
person or the second person to perform an action during the real-time comyaumnication.
The action can comprise saying a word or phrase. Receiving, after the real-time
comnunication, a secoud set of biometric information of the first person, comparing the
second set of biometric jnformation with the first set of biometric fuformation
associated with the profile to obtain g cormaparison result, and granting access to the
profile based, at least in part, on the comparison result.

186651 An example system for providing anthentication based on real-time
communication, according to the disclosure, can include means for accessing a profile
comprising information regarding g first person, and means for collecting a first set of
biometric information of the first person during the real-time comnminication between
the first person and a second person, where the second person has a threshold level of
authentication. The example system also includes means for associating the first set of
biometric information with the profile means for recetving, from the second person, an
mdication regarding an identity of the first person; and means for associating a first
level of authentication with the profile based, at least in part, on the indication regarding
the identity of the first person.

136861 The example system for providing authentication based on real-time
commnunication can include one or more of the following teatures. Means for creating
the profile. The means for collecting the first set of biometric information can include

means for collecting at least one of audio information, or video information. Means for
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enabling a third person to send an invitation o join a social network to the first person
Means for associating a password with the profile. Means for receiving, from a third
person, a second indication regarding the 1dentity of the first person, where the third
person has at least the threshold fevel of authentication, and associating 4 second level
of authentication with the profile based, at least in part, on the second indication
regarding the identity of the first person. Means for prompting, during the real-time
comnminication, either or both the first person or the second person to perform an action
during the real-time communication. Means for recetving, after the real-time
communication, a second set of biometric information of the first person, comparing the
second set of biometric information with the first set of biometric information
associated with the profile to obtain a coraparison result, and gravting access to the
profile based, at least in part, on the comparison result.

18687} An example device for providing authentication based on real-time
comnmnication, the device comprising a commumication interface and one or more
processors coupled to the communication interface. The one or more processors are
configured to access a profile comprising information regarding a first person, collect,
via the communication mterface, a first set of biometric information of the first person
during real-time communication between the first person and a second person, The
second person has a threshold level of authentication. The one or more processors are
further configured to associate the first set of biometric information with the profile,
receive, from the second person via the communication interface, an indication
regarding an identity of the first person, and associate a first level of authentication with
the profile based, at least in part, on the indication regarding the identity of the first
person.

[B888] The example device for providing authentication based on real-time
communication can include one or more of the following features. The one or more
processors can be farther configured to create the profile. The first set of biometric
iformation can include at least one of audio nformation, or video information. The
one or more processors can be further configured to initiate the real-tirae
comnmunication by cnabling the second person to send an invitation 1o join a social
network to the first person. The one or more processors can be further configured to
mitiate the real-time communication by enabling a third person to send an juvitation 1o
join a social network to the first person. The one or more processors can be further

configured to associate a password with the profile. The one or more processors can be

4
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further configured to receive, from a third person, a second indication regarding the
identity of the first person, where the third person has at least the threshold level of
authentication, and associate a second level of authentication with the profile based, at
least in part, on the second indication regarding the deuntity of the first person. The one
or more processors can be further configured to prorapt, during the real-time
compmunication, either or both the first person or the second person to perform an action
during the real-time communication. The one or more processors can be further
configured to receive, after the real-time communication, a second set of biometric
information of the first person, compare the second set of biometric information with
the first set of biometric information associated with the profile to obtain a comparison
result, and grant access to the profile based, at least in part, on the comparison result.
8689} An example computer-readable medium having instructions embedded thereon
for providing authentication based on real-time communication, according to the
disclosure, can inclade computer-executable code for accessing a profile comprising
information regarding a first person, and collecting a first set of biometric jnformation
of the first person during real-time communication between the first person and a
second person, where the second person has a threshold level of authentication. The
computer-readable mediurn also jnchudes computer-executable code for associating the
first set of biometric information with the profile, receiving, from the second person, an
mdication regarding an identity of the first person, and associating 3 first level of
authentication with the profile based, at least in part, on the indication regarding the
identity of the first person.

16616}  The cxample the computer-readable medium can include one or more of the
following features. The instructions can further include computer-executable code for
creating the profile. The code for collecting the first set of biometric jnformation can
inchude code for collecting at least one of audio information, or video information. The
instructions farther include computer-executable code for enabling the second person o
send an invitation (o join a social network to the first person. The instructions can
further include corputer-executable code for cuabling a third person to send an
mvitation to join a social network to the first person. The instructions can further
inchude computer-executable code for associating a password with the profile. The
mstroctions can further include corputer-executable code for receiving, from a third
person, a second indication regarding the identity of the first person, where the third

person has at least the threshold level of authentication, and associating a second level
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of authentication with the profile based, at least in part, on the second indication
regarding the identity of the first person. The instructions can further include computer-
executable code for prompting, during the real-time comunication, either or both the
first person or the second person to perform an action during the real-time
commmunication. The instructions can further include computer-exccutable code for
receiving, after the real-time communication, a second set of biometric information of
the first person, comparing the second set of biometric information with the first set of
hiometric information associated with the profile to obtain a comparison result, and
granting access to the profile based, at least in part, on the comparison result.

{6811} Ttems and/or techniques described herein may provide one or more of the
following capabilitics, as well as other capabilitics not mentioned. Increased accuracy
of user profile information. Increased security to the social network and its members.
Muitiple authentication levels enabling a social network to provide varving degrees of
fonctionality to users, based on the users’ respective anthentication levels. While at
least one item/technique-effect pair bas been described, it may be possible for a voted
effect to be achicved by means other than that noted, and a noted itenvtechnique may

not necessarily vield the noted effect.

BRIEF DESCRIPTION OF THE DRAWINGS
16612} A further understanding of the nature and advantages of varicus embodiments
may be realized by reference to the following figures. In the appended figures, similar
componeuts or features may have the same reference label, Farther, various
components of the same type may be distinguished by following the reference label by a
dash and a second label that distinguishes among the similar components. If only the
first reference label is used in the specification, the description 15 applicable to any one
of the similar components having the same first reference label trrespective of the
second reference label.
166137 FIG. 1 s a simplified diagram of components of a social network, according o
an embodiment of the present invention.
[6614]  FIG. 2 is a simplified illustration demonstrating how various components of a
social network can be utilized to implement an identification sysiem, according to one
embodiment.
18615} FIG. 3 is a flow diagram illustrating an embodiment of an online and/or

electronic authentication process,

(9,
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[3616] FIG. 4 is a swim-lance diagram illustrating how different tasks of an
authentication process can be performed by different entities shown in FIGS. 1-2,
according to one erobodiment.
{6817} FIG. 5 s an ilustration of an erbodirsent of a computer systern, which may
be incorporated, at least in part, into devices configured to perform some or all of the
methods described herein.

DETAILED DESCRIPTION
16618] Embodiments of the present mvention are divected toward modes of online
and/or electronic authentication. The registration process of social networks (such as
Facebook®, Twitter®, etc.) often allows users to register anonymousty using false
mformoation.  Although anonyroity is welcomed in some social networks, accurate
identification can be crucial in others. On-line social networks that facilitate in-person
meetings between users, for example, have an interest in ensuring accurate information
is collected—especially if its users include minors. Techniques provided herein can
help reduce the risk posed 1o social network roembers by those who would atiempt to
mislead them through fraudulent profile information. It can be noted that, although
examples provided berein discuss the jnvention as applied to social networks, the
functionality described hercin can be extended to other electronic and/or online
authentication systems,
16619} FIG. 1 s a simplified diagram of components of a social network 100
Various electronic devices 120 can allow social network members (o access and/or
contribute to the social network 100 via a coramunication network 110, which is
cormmunicatively linked with social network server(s) 130, Depending on desired
functionality, electronic devices 120 can include any of a variety of devices
commnunicatively linked with the commnunication network 110, such a tablet computer
120-1, mobile phone 120-2, personal computer 120-3, cell phone, e-reader, personal
media player, and the like.
[8628] The communication network 110 enables commumnication between other
componeuts of the social network 100. The convnunication network 110 can coraprise
any combination of a variety of data communication systems, for example, cable,
sateilite, wireless/cellular, or Internet systems, or the like, utilizing various technologies
and/or protocols, such as radio frequency (RF), optical, satellite, coaxial cable, Ethernet,
cellular, twisted pair, other wired and wireless technologies, and the like. The

compmunication network 11§ type can comprise packet- and/or circuit-type switching,
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and can include one or more open, closed, public, and/or private netwaorks, inchuding the
internet, depending on desired functionality, cost concerns, and other factors.

{68211  The social network server(s) 130 can comprise one or more computer systems
{as described 1n moore detail herein helow) configured to authenticate users, store user
information, host and/or manage user-based content, and more. Depending on desired
functionality, the social network server(s) 130 can communicate with the electronic
devices 120 via an Internet browser and/or speciatized software application executed on
the clectronic devices 120.

[8622] As indicated above, many social networks 100 have limited means for
correctly identifying members of the social network 100, While a social network 100
may offer password-protected member profiles to help authenticate an existing user,
these passwords may be hacked and/or otherwise compromised, and they offer no
identity verification or other authentication when a member first joins the social
network. As provided herein, embodiments of the invention utilize crowdsourcing and
real-time comrounication to provide identification/authentication of a member when the
member first joins the social network.

[8023] FIG, 2 18 asimplified iltustration demonstrating how various components of
the social network can be utilized to implement these techniques, according to one
cmbodiment. An authentication process can involve an existing member 210 of the
social network 100 who conducts a video chat or other real-time communication using
electronic devices 120 connected via comsmmication network 110 to authenticate a
prospective mernber 220, The real-time communication may be mitiated, for example,
when the prospective member 220 accepis g communication invitation from the existing
member, which can be sent via the social network 100, During the communication, the
clectronic device 120 can collect biometric information (e.g., voice, and/or physical
features) and/or other identifying information of the prospective member using a camera
238, microphone, and/or other sensors. This information can be communicated to the
social network server(s) 130, which can and associate the information with a profile for
the prospective member 220 during and/or atier the real-time coronwnication. During
or after the video chat, the existing member 210 can complete an authentication process
by verifying the identity of the prospective member 220.

{6024} FIG. 3 s a flow diagrarn ithustrating an embodiment of an online and/or
clectronic authentication method 300, which can be performed, for example, by

software and/or hardware of the social network server(s) 130 and/or electronic devices

~-}
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120 of FIGS. 1-2. At block 305, a profile for the prospective member is accessed. The
profile information can inciude information regarding a prospective member 220,
mncluding identifving information (name, birth date, address, phone number, asername,
password, email address, ete.). The profile information can be provided by the
prospective member 220, existing member 210, and/or other entity during an initial
profile setup process. In some embodiments, for example, a prospective member 220
may upload mformation on a registration website of the social network 100, Social
network server(s) 130 and/or other systern to which the social network server(s) 130 1s
communicatively linked may create, store, and/or access the profile. Thus, structure for
performing block 305 and/or creating the profile can include one or more processors,
mernory, communication interface(s ), and/or any of the structure discussed gencrally in
reference to method 300,

18625] At block 310, biometric information of the prospective member 220 is
collected during a real-time communication with an existing member 210, As
suggested above, the existing member 210 may initiate the process by sending a real-
time commmunication request {e.g., video chat request) to the prospective member 220
The mvitation may be sent, for example, to an email address, mnstant messaging account,
ot other communication medium, which may be specified in the profile of the
prospective member 220 and/or indicated in the existing member’s request. The
invitation response can be sent in a similar fashion. In some embodiments, for example,
the prospective member 228 could go online and post a "ready to join™ message.
Farthermore, the prospective meraber 220 may be able to select members of the social
network (besides or in addition to the existing member 210 who sent the invitation) who
know or might know the prospective member 220 in the hope that at least one person
{who may be online) can quickly wdentify the prospective member 220, In some
cembodiments, the real-tie communication may be facilitated with a web page or other
compmunication means hosted by the social network 100. As such, structure for
performing block 310 and/or enabling the nvitation to be sent to the prospective
member can include one Or TIore Procossors, memory, cormumunication ttertace(s),
biometric-collecting devices (a camera, microphone, and/or other sensors) and/or
processors communicatively Hnked therewith, and/or any of the structure discussed
generally in reference to method 300,

8626} The biometric information {or other identifying information) collected can

vary, depending on avaiiable biometric sensing structure. For a real-time video chat, for
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example, video tmages can be used to collect and process facial (or other physical)
features for facial (or other) recognition. Additionally or alternatively, andio can be
collected for voice recognition. Gther sensors and/or sensing structure can be utihized to
collect retina, fingerpriut, signature, and/or other distinguishing chavacteristics, This
information may be processed and/or stored by social network server(s} 130, electronic
devices 120, and/or other components of the social network.

(86271 At block 315, the biometric information is associated with the profile of the
prospective mernber 220, This can, for example, enable the social network 100 to
utilize the biometric information for subsequent authentication of the prospective
mernber 220, for example, the prospective member 220 attemipts to log on or gain
access 1o the social network 100, Again, structare for performing block 315 can mclude
O1IC OF OIS Processors, memory, conrmunication interface(s), and/or any of the
structure discussed generally in reference to method 300

16628] At block 320, an indication regarding the identity of the prospective member
220 1 recetved. The existing roerober 210, tor example, can provide wdentifying
information during and/or after the real-time communication with the prospective
member 220, As an example, after a real-time communication with prospective
mernber 220 “Bob Jones,” an existing member 210 may be given a questionnaire or
other imput interface by which the existing member 210 can verify that the voice, image,
and/or other distinguishing characteristics used in the real-time communication
belonged to “Bob Jones.” In other embodiments, the questionnaire could be simpler,
such as a simple identification (e.g., having the existing member 210 provide a sirople
"yes, this is Bob Jones"” or "no, this isn't Bob Jones” answer). Structure for performing
block 320 can muchude one or more processors, memory, communication interface(s),
clectronic device(s) 120 (and/or processors coramunicatively liked therewith), and/or
any of the structure discussed generally in reference to method 300.

18629} Atblock 325, afier the existing member 210 provides identification, a level of
authentication will be associated with the profile of the prospective member 220, The
level of authentication can be, for example, enabling the prospective member 220 to
fogin and/or access at least certain portions and/or functions of the social network, In
some embodiments, the social network 100 may require authentication from additional
existing merobers before a prospective roember 220 is granted access. Some
cembodiments may have different levels of access corresponding to different levels of

authentication, such that a second level of authentication is associated with the
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identified/authenticated by a second existing member, and so on. Additionally or
alternatively, the level of authentication associated with the profile of the prospective
mernber 220 may depend on a level of authentication of the existing member 210. For
example, a prospective member 220 can be granted a higher level of authentication if
his identity is verified by an existing member 210 with a relatively high level of
authentication than if his identity is verified by an existing member 210 with a relatively
low of authentication. Moveover, a higher level of authentication may be granted where
the existing member has a close connection {e.g., family member) with the prospective
member than when the connection is not so close (e.g., an acquaintance). Ap existing
mernber may not be able to send an invitation to a prospective member 1o join the social
network unless the existing member has achieved a threshold level of authentication. In
some embodiments, the real-time commmumication can take place between a multiple
prospective members and/or multiple existing members, depending on desived
functionality. Structure for perfornung block 3235 can include one or more processors,
memory, conununication interface(s), and/or any of the structure discussed generally in
reference to method 300,

{6038} Additonally or alternatively, the real-time communication can be provided in
a survey type of post from the existing member 210 which would then allow friends,
family, and/or other members of the social network to verity the identity of the
prospective member 220, The real-time commumication, for example, could be posted
on a news feed which asks for a “ves” or “no” authentication response from additional
members of the social network., Moreover, the additional members can include a
selection of members, such as a group of members chosen by the existing member 210,
{6031}  FIG. 4 15 a swim-lane diagram illustrating bow difforent tasks of an
authentication process can be performed by different entities shown in FIGS, 1-2,
according to one embodiment. Here, tasks performed by the existing member and
prospective member can be performed via electronic devices, such as the electronic
devices 120 of FIGS. 1-2. Tasks for the social network can be perforraed by one or
more servers {such as social network server(s) 130 of FIGS. 1-2) executing, for
example, software configured to perform the authentication steps shown in FIG. 4. The
clectronic devices and/or the one or more social network servers can incorporate at feast

portions of a computer system described herein below in relation to FIG. 5.
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16632] At block 410, an existing member sends an invitation 1o a prospective member
to initiate a real-time comumunication such as a voice chat, video chat, or the like. In
alternative embodiments, yet another person may send an invitation to start a real-time
comununication between the existing member and the prospective member. This can be,
for example, another member of the social network that does not have the ahility and/or
authentication level to authenticate prospective members. In such cases, however, the
other member still may be allowed to send an invitation to inifiate the real-time
communication.

138331 At blocks 420 and 430 respectively, the social network delivers the invitation,
and the prospective member accepts the invitation. After which, at block 440, the social
network can initiate a real-tirne chat (or other communication reans) and record
biometric features of the prospective member. To ensure chat is performed in real time,
the soctal network can prompt the existing member and/or the prospective member via
the real-time chat (or other communication means) to perform an action, such as make a
particular movement, say a word or phrase, cic. Depending on the functionality of the
social network 100, the performance of the action may be automatically verifiable via
visual and/or andio recognition systems of the social network.

{3034} At block 450, the existing member identifies the prospective member,
authenticating, for example, one or more features (voice, appearance, etc.) of the
prospective member. At block 460, the social network saves biometric features of the
prospective member and subsequently associates a level of authentication with the
prospective member at block 470. The biometric features and/or level of authentication
can be associated with a profile for the prospective member, which may be created prior
to, during, or after the real-time communication.

{3835} Subsequently, the prospective member may login to the social network using
biometric information. For example, if, during a video chat, the social network
collected a first set of images identifving at least some facial features of the prospective
member, the prospective member may login to the social network asing an electronic
device that collects a second set of images of the prospective merber’s facial features.
The social network compares the first and second set of images and allows the
prospective member to login if there is & match. Similar functionality can be executed
where the hiometric information s collected from a single image, an audio recording, or
other identifying information. Additionally or alternatively, after the prospective

member has been authenticated by an existing member, the prospective member may be
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allowed 1o login to the social network using a password associated with a profile for the
prospective member, which may be created before, after, or during the real-time
comununication.  Social network server(s) 130 and/or other computing structure can be
used to associate the password with the profile.

18636} It should be appreciated that the specific steps Ulustrated in FIGS. 3-4 provide
a examples of methods for authenticating a prospective member of a social network.
Alternative embodiments may inchude alterations to the embodiments shown. For
example, aliernative erobodiments may include saving biometric features of a
prospective member and/or creating a profile for the prospective member at different
times during the method. Yet other embodiments may include veritication without the
social network capturing and/or storing biometrics. Furthermore, additional features
may be added, removed, or combined depending on the particular applications. One of
ordinary skill in the art would recognize many variations, modifications, and
alternatives.

166377 FIG. § illustrates an erobodiment of a computer system 500, which may be
incorporated, at least in part, into devices such as a social network server{s) 110 and/or
electronic devices 120 of FIGS. 1-2, and/or other components of the social network
deseribed herein.  FI1G. § provides a schematic illustration of one embodiment of a
computer system 500 that can perform the methods provided by various other
embodiments. It should be noted that FIG. 5 is meant only to provide a generalized
iltustration of various components, any or all of which may be atilized as appropriate.
FIG. 3, therefore, broadly illustrates how jndividual system elerents may be
mmplemented in g relatively separated or relatively more integrated manner.

{68381  The computer systern SO0 is shown comprising hardware elements that can be
clectrically coupled via a bus 503 {or may otherwise be in communication, as
appropriate). The hardware clements may include a processing unit, such as
processor{s} 510, which can include without limitation one or more general-purpose
Processors, one or more special-purpose processors (such as digital signal processing
chips, graphics acceleration processors, and/or the like), and/or other processing
structure; one or more input devices 515, which can include without Himitation 8 mouse,
a kevboard, a camera, a microphone, other biometric sensors, and/or the like; and one or
more output devices 520, which can inchude without limitation a display device, a

printer, and/or the like.
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13639} The computer system 500 may further include (and/or be 1n communication
with} one or more non-transitory storage devices 525, which can comprise, without
Hmitation, local and/or network accessible storage, and/or can inchude, without
Hiroitation, a disk drive, a drive array, an optical storage device, a solid-state storage
device, such as a random access memory ("RAM™), and/or a read-only memory
{(“ROM™), which can be programmable, flash-updateable, and/or the like. Such storage
devices may be configured to implement any appropriate data stores, including withowut
fimitation, various file systerns, database structures, and/or the ke,

[6646] The compuier systemn 500 might also include a commmunications subsystem
530, which can include without himitation a modem, a network card (wireless or wired),
an mfrared communication device, a wireless communication device, and/or a chipset
{such as a Bluetooth™ device, an 802.11 device, a WiF1 device, a WiMax device,
cellular communication facilities, etc.), and/or the like. The communications subsystem
530 may mnclude one or more input and/or output communication interfaces to permit
data to be exchanged with a network (such as the communication network 110 of FIGS.
-2}, other computer systerns, and/or any other electronic devices described herein.
Depending on the desired functionality and/or other tplersentation concerus, a
portable electronic device (or similar device) may communicate image and/or other
information via the communications subsystem 530, In many embodiments, the
computer system 500 will further comprise a working memory 535, which can inchide a
RAM or ROM device, as described above.

18641} The computer system 500 also can comprise software elements, shown as
being currently located within the working memory 535, inchuding an operating system
548, device drivers, executable libraries, and/or other code, such as one or more
application programs 545, which may comprise computer programs provided by various
embodiments, and/or may be designed to implement methods, and/or configure systems,
provided by other embodimeuts, as described herein. Merely by way of example, one
or more procedures described with respect to the method(s) discussed above, such ag
those described in relation to FIGS. 3-4, might be implemented as code and/or
mmatructions executable by a computer (and/or a processing unit within a computer); in
an aspect, then, such code and/or instructions can be used to configure and/or adapt a
general purpose computer {or other device) to perform one or more operations in

accordance with the described methods.
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166421 A set of these instructions and/or code might be stored on 4 non-fransitory
computer-readable storage medium, such as the storage device(s) 523 described above.
In some cases, the storage medinm might be incorporated within a computer system,
such as computer system 500, In other embodiments, the storage medium might be
separate from a comaputer system {¢.g., 3 rernovable medium, such as an optical disc),
and/or provided in an instaliation package, such that the storage medium can be used to
program, configure, and/or adapt a general purpose computer with the instructions/code
stored thereon. These instructions mught take the form of executable code, which 1s
executable by the computer system 500 and/or might take the form of source and/or
mstallable code, which, upon compilation and/or installation on the computer system
500 (e.g., using any of a variety of generally available corapilers, installation programs,
compression/decompression utilities, etc.), then takes the form of executable code.
{8643} It will be apparent to those skilled in the art that substantial variations may be
made in accordance with specific requirements. For example, castomized hardware
might also be used, and/or particular elements roight be roplemented in hardware,
software (including portable software, such as applets, etc.), or both, Further,
connection to other computing devices such as network input/output devices may be
emploved.

8044} As mentioned above, in one aspect, some embodiments may employ g
computer system {such as the computer system 500) to perform methods in accordance
with various embodiments of the fnvention. According to a set of erbodiments, some
or all of the procedures of such methods are performed by the computer system 500 in
response to processor 510 executing one or more sequences of One OF MOre mstructions
{which might be incorporated into the operating system 540 and/or other code, such as
an application program 545) contained in the working racmory 535, Such instructions
may be read into the working memory 535 from another computer-readable medum,
such as one or more of the storage device(s) 525. Merely by way of example, execution
of the sequences of instructions contained in the working memory 535 might cause the
processor(s) 510 to performa one or more procedures of the methods described herein.
Additionally or alternatively, portions of the methods described hercin may be executed
through specialized hardware.

{3345} The terms “machine-readable medium” and “computer-readable medium,” as
used herein, refer to any medium that participates in providing data that causes 3

machine {0 operate in a specific fashion, but do not refer to transitory propagating
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signals. In an erabodimoent iraplemented using the computer system 500, various
computer-readable media might be involved in providing instructions/code o
processor(s) S10 for execation and/or might be used to stove and/or carry such
mstructions/code. In many implementations, a coraputer-readable roedium is a physical
and/or tangible storage medium. Such a medium may take the form of a non-volatile
media or volatide media. Non-volatile media include, for example, optical and/or
magnetic disks, such as the storage device(s) 525, Volatile media include, without
hnutation, dynamic memory, such as the working memory 535,

[3846] Common forms of physical and/or tangible computer-readable media inchude,
for example, a floppy disk, a flexible disk, hard disk, magnetic tape, or any other
magnetic medinm, a CD-ROM, any other optical medium, puncheards, papertape, any
other physical medium with patterns of holes, a RAM, a PROM, EPROM, a FLASH-
EPROM, any other memory chip or cartridge, or any other medium from which a
computer can read instructions and/or code.

166471 Various forms of computer-readable media may be involved in carrying one or
more sequences of ong or more ingtructions to the processor(s) 510 for execution.
Merely by way of example, the instructions may initially be carried on a magnetic disk
and/or optical disc of a remote computer. A remote computer might load the
mstructions into its dynamic memory and send the instructions as signals over a
transmission mediom to be received and/or executed by the computer system 500,
16648} The communications subsystem 530 (and/or components thereot) generally
will recetve signals, and the bus 505 then might carry the signals (and/or the data,
mstructions, ctc. carried by the signals) to the working memory 535, from which the
processor(s) S10 retrieves and executes the imstructions. The tnstructions received by
the working memory 535 may optionally be stored on a storage device 525 either before
or after execution by the processor(s) 510 (where the phrases “storage device,” “storage
medium,” and the like do not refer to transitory propagating signals).

(88491 The methods, systems, and devices discussed above are examples. Various
configurations may omit, substitute, or add various procedures or components as
appropriate. For instance, in alternative configurations, the methods may be performed
in an order different from that described, and/or various siages may be added, omitied,
and/or cornbined. Also, features described with respect to certain configurations may be
combined i various other configurations, Different aspects and elements of the

configurations may be combined in a similar manner. Also, technology evolves and,
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thus, roany of the clements are examples and do not limit the scope of the disclosure or
claims.

[B858]  Specific details are given in the description to provide a thorough
understanding of example configurations (including noplementations). However,
configurations may be practiced without these specific details. For exaraple, well-
known circuits, processes, algorithms, structures, and techniques have been shown
without unnecessary detail in order to avoid obscuring the contigurations. This
description provides example configurations only, and does not fimit the scope,
applicability, or configurations of the claims. Rather, the preceding description of the
configurations will provide those skilled in the art with an enabling description for
mmpleroenting described techniques. Various changes roay be made in the function and
arrangement of clements without departing from the spirit or scope of the disclosure.
{8651} Also, configurations may be described as a process which is depicted as a flow
diagram or block diagram. Although cach may describe the operations as a sequential
process, many of the operations can be performed in parallel or concurrently. In
addition, the order of the operations may be rearranged. A process may have additional
steps not inchuded in the figure. Furthermore, examples of the methods may be
implemented by hardware, software, firmware, middleware, microcode, hardware
description languages, or any combination thereof. When implemented in software,
firmware, middieware, or microcode, the program code or code segments {o perform the
necessary tasks may be stored in a non-transitory computer-readable medivm such as a
storage medinm. Processors roay perforro the described tasks.

166521 Having described several example configurations, various modifications,
alternative constructions, and equivalents may be ased without departing from the spirit
of the disclosure. For exaraple, the above clements moay be components of a larger
system, whercin other rules may take precedence over or otherwise modity the
application of the invention. Also, a number of steps may be undertaken before, during,
or after the above elements are considered. Accordingly, the above description dogs not

hound the scope of the claims.
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WHAT IS CLAIMED IS;

1. A method of authentication based on real-time communication,
the method comprising:

accessing a profile coraprising information regarding a tust person;

collecting a first set of biometric information of the first person during
the real-time communication between the first person and a second person, the second
person having a thresheld level of anthentication;

associating, with a processing unit, the first set of biometric information
with the profile;

recetving, from the second person, an indication regarding an identity of
the first person; and

associating, with the processing unit, g first level of authentication with
the profile based, at least in part, on the indication regarding the identity of the first
person.

2. The method of claim 1, further comprising creating, with the
processing unit, the profile.

3. The method of claim 1, wheremn the first set of biometric
mformation includes at least one of:

audio information, or

video information.

4, The method of claim 1, wherein the real-time communication is
initiated, at least in part, by an invitation to join a social network sent by the second
person to the first person.

S. The method of claum 1, wheren the real-time commumnication is
mnitiated, at least in part, by an invitation to join a social network sent from a third
person to the first person.

A, The method of claim 1, further comprising associating a
password with the profile.

7 The method of claim 1, further comprising:

recetving, from a third person, a second indication regarding the identity
of the first person, wherein the third person has at least the threshold level of
authentication; and

associating a second level of authentication with the profile based, at

least in part, on the second indication regarding the tdentity of the first person.
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8. The method of claim 1, further comprising provopting, during the
real-time communication, either or both the first person or the second person to perform
an action during the real-time communication,

9. The method of claim R, wherein the action comprising saying a
word or phrase.

16. The method of claim 1, further comprising:

receiving, after the real-time communication, a second set of biometric
information of the first person

comparing the second set of biometric information with the first set of
biometric information associated with the profile to obtain a comparison result; and

granting access to the profile based, at least in part, oun the comparison
rosult.

It A system for providing authentication based on real-time
compminication, the system comprising:

means for accessing a profile comprising information regarding a first
person;

means for collecting a first set of biometric information of the first
person during the real-time comununication between the first person and a second
person, the second person having a threshold level of authentication;

means for associating the first set of biometric information with the
profile;

means for receiving, from the second person, an jndication regarding an
identity of the first person; and

means for associating a first level of authentication with the profile
based, at least in part, on the indication regarding the wdentity of the first person.

12. The system of claim 11, further comprising means for creating
the profile.

3. The system of claim 11, wherein the means for collecting the first
set of biometric inforroation includes rocans for collecting at least one of!

gudio information, or

video information.

14. The systern of clain 11, further comprising means for enabling

the second person to send an invitation to join a social network to the first person.

13
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15 The system of claim 11, further comprising means for enabling a
third person to send an invitation to join a social network to the first person.

6. The system of claim 11, further comprising means for associating
a password with the profile.

17. The system of claim 11, further comprising means for;

receiving, from a third person, a second indication regarding the identity
of the first person, wherein the third person has at least the threshold level of
authentication; and

associating a second level of authentication with the profile based, at
teast 1y part, on the second indication regarding the identity of the first person.

14 The systern of clairg 11, further comprising means for prormpting,
during the real-time communication, either or both the first person or the second person
to perform an action during the real-time communication.

19 The system of claim 11, farther comprising means for:

receiving, after the real-time conmununication, a second set of biometric
mformation of the first person;

comparing the second set of biometric information with the first set of
biometric information associated with the profile to obtain a comparison result; and

granting access to the profile based, at least in part, on the comparison
result.

20, A device for providing authentication based on real-time
comnmnication, the device comprising:

a communication interface; and

one or more processors coupled to the communication interface, the one
ot ruore processors configured to:

access a profile comprising information regarding a first person;

collect, via the communication interface, a first set of biometric
information of the first person during real-time communication between the first
person and a second person, the second person having a threshold level of
authentication;

associate the first set of biometric information with the profile;

receive, from the second person via the communication interface,

an indication regarding an identity of the first person; and

19
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associate a first level of authentication with the profile based, at
ieast in part, on the indication regarding the identity of the first person.

21 The device of claim 20, wherein the one or more processors are
further configured to create the profile.

22. The device of claim 20, wherein the first set of biometric
mformation includes at least one of!

agudio information, or

video information.

23. The device of claim 20, wherein the one or more processors are
further configured to nttiate the real-time communication by enabling the second
person to send an jnvitation 1o join a social network to the first person,

24. The device of claim 20, wherein the onc or more processors are
further configured to initiate the real-time communication by enabling a third person to
send an invitation 1o join a social network to the first person.

25. The device of claim 20, wherein the one or more processors are
further configured to associate a password with the profile.

26. The device of claim 20, wherein the ong or more processors are
further configured fo:

receive, from a third person, a second indication regarding the identity of
the first person, wherein the third person has at least the threshold level of
authentication; and

associate a second level of authentication with the profile based, at least
i part, on the second indication regarding the identity of the first person.

27, The device of claim 20, wherein the one or more processors are
further configured to provopt, during the real-time communication, ¢ither or both the
first person or the second person to perform an action during the real-time
communication.

2R, The device of ¢laim 20, wherein the one or more processors are
further configured to:

receive, after the real-time communication, a second set of biometric
information of the first person;

compare the second set of biometric information with the fivst set of

biometric information associated with the profile to obtain a comparison result; and
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grant access to the profile based, at least in part, oun the comparison
result.

29, A computer-readable medium having instructions embedded
thereon for providing authentication based on real-time communication, the instructions
inchuding cormaputer-executable code for:

accessing a profile comprising information regarding a first
person;

collecting a first set of biometric information of the first person
during real-time communication between the first person and a second person,
the second person having a threshold level of authentication;

associating the first set of biometric information with the profile;

receiving, from the second person, an indication regarding an
identity of the first person; and

associating a first level of authentication with the profile based, at
least in part, on the indication regarding the identity of the first person,

348 The computer-readable medium of claim 29, wherein the
insiructions further inchide computer-executable code for ereating the profile.

31, The computer-readable medivm of claim 29, wherein the code for
collecting the first set of biometric information inchudes code for collecting at least one
of:

agudio information, or

video information.

32 The computer-readable medium of claim 29, wherein the
mstractions further inchide computer-executable code for enabling the second person to
send an invitation 10 join a social network to the tirst person,

33 The computer-readable medium of claim 29, wherein the
instructions farther include computer-executable code for enabling a third person to
send an invitation 1o join a social network to the first person.

34.  The computer-readable mediurn of clairm 29, wherein the
mstructions further include computer-executable code for associating a password with
the profile.

3s. The computer-readable medium of claim 29, wherein the

instructions further include computer-executable code for:
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3 receiving, from a third person, a second indication regarding the identity
4 of the first person, wherein the third person has at least the threshold level of

S authentication; and

4 assoctating a second level of authentication with the profile based, at

7 leastin part, on the secound indication regarding the identity of the first person.

I 36. The computer-readable medium of claim 29, wherein the

2 mstructions further include computer-executable code for prompting, during the real-
3 time comumunication, either or both the first person or the second person to perform an
4 action during the real-time communication,

I 37. The computer-readable medium of claim 29, wherein the

2 instructions further jnchuide computer-executable code for:

3 receiving, atfier the real-time communication, a second set of hiometric
4 mformation of the first person;

5 comparing the second set of biometric information with the first set of
6 biometric information associated with the protile to obtain a comparison result; and

7 granting access to the profile based, at least in part, on the comparison
8 result.
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