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(57) Abstract: Systems and methods are provided for improving multi-

threading performance in a computing system with multiple processors by

reducing latency and controlling bandwidth by grouping network data pack-
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ets associated with processors into bandwidth groups based on a bandwidth
requirement, aggregating the network data packets associated with proces-
sors into a lockless drain queue, performing bandwidth control on the lock-
less drain queue based on a respective length of each network data packet,
and sending an inter-processor interrupt (IPI) to the corresponding proces-
sor of a currently queued network data packet in the lockless drain queue to
continue processing the currently queued network data packet.
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LOCKLESS PIPELINED NETWORK DATA PACKET

BANDWIDTH CONTROL

BACKGROUND

[0001] In recent years, many businesses have increased utilizing computing
service providers to manage data storage, computation, and the like. These
computing service providers support varying service needs for different
businesses, which may be referred to as a mixed, or a multi-tenancy, scenario. In
a multi-tenancy scenario for a computing service provider, different services
share the same physical network interface card (NIC), however, different
services have very different requirements for network service quality. For
example, online businesses, such as e-commerce, may require low latency and
high packets per second (PPS), while offline services, such as big data, may not
be sensitive to latency but may have high bandwidth requirements. Therefore, a
flow, or traffic group, which 1s used to isolate and share network resources, needs
to be managed effectively to meet different demands and requirements through

the same NIC.

[0002]  Currently, some commercially available traffic control (TC) technical
solutions require a very high percentage, up to 100%, occupation of some central
processing unit (CPU) resources of a server to manage the flow control without
adequately meeting the high PPS requirement, or are not suitable for a large-
scale deployment. For example, some flow control algorithms allocate some

CPUs in a system to run the flow control algorithm in a manner of a busy loop,
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which consumes valuable CPU resources without ensuring the network data
packet to be processed by the original CPU. If the network data packet were not
processed by the original CPU, the performance of the system would degrade
due to a problem with cache locality of the system. Other control algorithms
involve simultaneous access to current bandwidth usage from different threads
among a large number of CPUs, and implement locks for both bandwidth sharing
and bandwidth limitation. Performance of a system utilizing such a control
algorithm 1is usually limited by global locks, which results in a degradation of

multithreading performance.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The detailed description is set forth with reference to the
accompanying figures. In the figures, the left-most digit(s) of a reference
number identifies the figure in which the reference number first appears. The
use of the same reference numbers in different figures indicates similar or

identical items or features.

[0004] FIG. 1 illustrates an example process of a bandwidth based network

data packet control.

[0005]  FIG. 2 illustrates an example flowchart detailing one of blocks of FIG.
1.
[0006] FIG. 3 illustrates an example system for implementing the processes

and methods described above for a bandwidth based network data packet control.
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[0007]  FIG. 4 illustrates a pictorial representation 400 of the bandwidth based

network data packet control.

DETAILED DESCRIPTION

[0008] Methods and systems discussed herein are directed to improving
network resource isolation, and more specifically to improving multithreading
performance in a computing system with multiple processors by reducing latency

and controlling bandwidth.

[0009] In a multi-tenancy scenario, a system shares the same physical
network interface card (NIC) for different services that have different
requirements for network service quality. The system may include a plurality of
processors, such as CPUs, for controlling network data packets associated with
the plurality of CPUs. The CPUs may include physical CPUs running on physical
machines and virtual CPUs running on the virtual machines. Instead of having a
CPU dedicated for flow, or traffic group, each CPU may be scheduled to perform
the flow control task based on a predetermined schedule, such as a round-robin
manner providing certain performance fairness among the CPUs, 1.e., no single
CPU 1s to perform the flow control task more than other CPUs. The currently
scheduled CPU may also be referred to as an executing CPU. Each CPU may
hold its network data packets in its own lockless queue. The executing CPU may
group network data packets associated with the plurality of CPUs into bandwidth

groups based on a corresponding bandwidth requirement and aggregate the
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network data packets into a lockless drain queue. As an aggregation thread, the
executing CPU may aggregate the network data packets into the lockless drain
queue by scanning a queue of each CPU of the plurality of CPUs at a high rate,
for example, scanning every one to two microseconds, and queueing the
respective network data packets associated with the plurality of CPUs in a
predetermined order of the plurality of CPUs, such as a round-robin manner. In
this aggregation phase, no contents of the network data packets are accessed. The
network data packets are, therefore, likely to remain in the cache of the
corresponding original CPUs ensuring the cache locality of the network data
packets and avoiding problems of data being simultaneously accessed by

multiple threads.

[0010] The executing CPU may then perform bandwidth control on the
lockless drain queue based on a respective length of each network data packet,
for example by performing a token bucket algorithm on the lockless drain queue
or using a bandwidth group dedicated thread, and, as a drain thread, send an inter-
processor interrupt (IPT) to the corresponding CPU of a currently queued network
data packet in the lockless drain queue to continue processing the queued

network data packet.

[0011] The system, by executing the process described above, may
effectively align the aggregation thread and the drain thread with the bandwidth
group, and align the enqueue and dequeue threads with appropriate CPUs such
that the original sending CPUs retain and process their network data packets,

which allows better concurrency for different process, or pipeline, stages.
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[0012] To further improve the bandwidth performance of the system by
decoupling bandwidth sharing and bandwidth limitation, the executing CPU may
run a bandwidth allocation thread on one of the plurality of CPUs at a low
frequency, such as a rate of once per second, and dynamically adjust a

corresponding maximum bandwidth of each of the bandwidth groups.

[0013] FIG. 1 illustrates an example process 100 of a bandwidth based

network data packet control.

[0014] In a system with a plurality of processors, such as CPUs, for
controlling network data packets associated with the plurality of CPUs, each
CPU may be scheduled at block 102 based on a predetermined schedule, and a
currently scheduled CPU may be selected to perform or execute the network data
packet controlling task during the scheduled interval at block 104. The CPUs
may include physical CPUs running on physical machines and virtual CPUs
running on virtual machines. The predetermined schedule may be generated in a
round-robin manner, which may ensure certain fairness among the CPUs, that is,
no single CPU may be scheduled to perform the network data packet controlling
task more than other CPUs. Instead of having a separate dedicated CPU to
perform the network data packet controlling task, the overhead cost, in material
and complexity, may be reduced by spreading the network data packet
controlling task among the existing network data packet processing CPUs. Each

CPU may hold its network data packets in its own lockless queue.

[0015] At block 106, the executing CPU may group network data packets
associated with the plurality of CPUs into bandwidth groups based on a

5
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bandwidth requirement of a corresponding network data packet, and aggregate
the network data packets into a lockless drain queue at block 108 as an
aggregation thread. Because no contents of the network data packets may be
accessed in this aggregation phase, the network data packets are likely to remain
in the cache of the corresponding original CPUs, which may ensure the cache
locality of the network data packets and avoid problems of data being

simultaneously accessed by multiple threads.

[0016] At block 110, the executing CPU may perform bandwidth control on
the lockless drain queue based on a length of each network data packet. For
example, the executing CPU may perform a token bucket algorithm on the
lockless drain queue or use a bandwidth group dedicated thread. As a drain
thread, the executing CPU may then send an inter-processor interrupt (IPI) to a
CPU of a currently queued network data packet in the lockless drain queue to

continue processing the currently queued network data packet at block 112.

[0017]  The process described above with reference to FIG. 1, may effectively
align the aggregation thread and the drain thread with the bandwidth group, and
improve concurrency for different process, or pipeline, stages by aligning the
enqueue and dequeue threads with appropriate CPUs such that the original

sending CPUs retain and process their network data packets.

[0018]  FIG. 2 illustrates an example flowchart detailing block 108 of FIG. 1.
[0019] At block 202, the executing CPU may scan a queue of each CPU of
the plurality of CPUs at a high frequency, for example, at a rate of between once
per one microsecond and once per two microseconds. The executing CPU may,

6
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at block 204, queue the respective network data packets of the plurality of CPUs
in a predetermined order of the plurality of CPUs in the lockless drain queue.
[0020] To improve bandwidth performance of the system by decoupling
bandwidth sharing and bandwidth limitation, the executing CPU may
simultaneously run a bandwidth allocation thread on one of the plurality of CPUs,
and dynamically adjust a corresponding maximum bandwidth of each of the
bandwidth groups. The executing CPU may run the bandwidth allocation thread
on each CPU at a low frequency, for example, at a rate of once per second.
[0021] FIG. 3 illustrates an example system 300 for implementing the
processes and methods described above for a bandwidth based network data
packet control.

[0022] The techniques and mechanisms described herein may be
implemented by multiple instances of the system 300 as well as by any other
computing device, system, and/or environment including cloud computing. The
system 300 shown in FIG. 3 is only one example of a system and 1s not intended
to suggest any limitation as to the scope of use or functionality of any computing
device utilized to perform the processes and/or procedures described above.
Other well-known computing devices, systems, environments and/or
configurations that may be suitable for use with the embodiments include, but
are not limited to, personal computers, server computers, hand-held or laptop
devices, multiprocessor systems, microprocessor-based systems, set top boxes,
game consoles, programmable consumer electronics, network PCs,

minicomputers, mainframe computers, distributed computing environments that
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include any of the above systems or devices, implementations using field
programmable gate arrays (“FPGAs”) and application specific integrated circuits
(“ASICs”), and/or the like.

[0023] The system 300 may comprise a plurality of processors (four
processors 302, 304, 306, and 308 are shown in this example as CPUs), and
memory 310 coupled to the processors. Each of the processors 302, 304, 306,
and 308 may, in turn, execute computer executable instructions stored in the
memory 310, as an executing processor, to perform a variety of functions as
described below with reference to FIGs. 1 and 2. The processors 302, 304, 306,
and 308 may include a central processing unit (CPU), a graphics processing unit
(GPU), both CPU and GPU, or other processing units or components known in
the art. Additionally, each of the processors 302, 304, 306, and 308 may possess
its own local memory, which also may store program modules, program data,
and/or one or more operating systems.

[0024]  Depending on the exact configuration and type of the system 300, the
memory 310 may be volatile, such as RAM, non-volatile, such as ROM, flash
memory, miniature hard drive, memory card, and the like, or some combination
thereof. The memory 310 may include one or more computer-executable
modules (two modules 312 and 314 are shown in this example) that are
executable by the processors 302, 304, 306, and 308.

[0025] The system 300 may additionally include an input/output (I/0)
interface 316 for receiving data, such as network data packets, and for outputting

processed data. The system 300 may also include a communication module 318
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and a network interface module 320 allowing the system 300 to communicate
with other device(s) or system(s) 322 over a network 324. The network 324 may
include the Internet, wired media such as a wired network or direct-wired
connections, and wireless media such as acoustic, radio frequency (RF), infrared,
and other wireless media.

[0026] In the system 300, an executing CPU may be selected based on a
predetermined schedule, which may be generated in a round-robin manner,
which may ensure certain fairness among the CPUs, that is, no single CPU may
be scheduled to perform the network data packet controlling task more than other
CPUs. For example, the order of serving as the executing CPU may be CPU 302,
CPU 304, CPU 306, CPU 308, then back to CPU 302, and so on. An interval of
serving as the executing CPU for each CPU may not be the same every time
depending on processes being performed, however, over time, it will average out.
Instead of having a separate dedicated CPU to perform the network data packet
controlling task, the overhead cost, in material and complexity, may be reduced
by spreading the network data packet controlling task among the existing
network data packet processing CPUs. Each CPU may hold its network data
packets in its own lockless queue.

[0027]  The executing CPU, the CPU 302 in this example, may group network
data packets associated with the CPUs 302, 304, 306, and 308 into bandwidth
groups based on a bandwidth requirement of a corresponding network data
packet, and aggregate the network data packets associated with the CPUs 302,

304, 306, ad 308 into a lockless drain queue as an aggregation thread. The
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executing CPU 302 may scan a queue of each of CPUs 302, 304, 306, and 308,
at a high frequency, for example at a rate of once between one to two
microseconds, and queue the respective network data packets associated with the
CPUs 302, 304, 306, and 308 in the lockless drain queue in a predetermined
order of the CPUs 302, 304, 306, and 308, which may be based on a round-robin
manner. In this aggregation phase, no contents of the network data packets are
accessed. The network data packets are, therefore, likely to remain in the cache
of the corresponding original CPUs ensuring the cache locality of the network
data packets and avoiding problems caused by mutex, i.e., data being
simultaneously accessed by multiple threads.

[0028]  The executing CPU 302 may then perform bandwidth control on the
lockless drain queue based on a respective length of each network data packet,
and, as a drain thread, send an inter-processor interrupt (IPI) to the CPU of a
currently queued network data packet in the lockless drain queue to continue
processing the currently queued network data packet. The executing CPU 302
may perform the bandwidth control on the lockless drain queue by performing a
token bucket algorithm on the lockless drain queue or using a bandwidth group
dedicated thread.

[0029]  The system described above with reference to FIG. 3, may effectively
align the aggregation thread and the drain thread with the bandwidth group, and
improve concurrency for different process, or pipeline, stages by aligning the
enqueue and dequeue threads with appropriate CPUs such that the original

sending CPUs retain and process their network data packets.

10
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[0030] To improve bandwidth performance of the system 300 by decoupling
bandwidth sharing and bandwidth limitation, the executing CPU 302 may run a
bandwidth allocation thread on one of the plurality of CPUs at a low frequency,
for example, once a second, and dynamically adjust a corresponding maximum
bandwidth of each of the bandwidth groups to a maximum available bandwidth.
[0031]  FIG. 4 illustrates a pictorial representation 400 of the bandwidth based
network data packet control.

[0032] The network data packets, 402, 404, 406, and 408 may be held in
lockless queues of the CPUs 302, 304, 306, and 308, respectively. The executing
CPU 302 may group the network data packets 402, 404, 406, and 408 into
bandwidth groups based on each network data packets in the network data
packets 402, 404, 406, and 408 based on the bandwidth requirement of each
network data packet, and aggregate the network data packets into the lockless
drain queue 410 in a predetermined order of the CPUs as described above with
reference to FIG. 1, 2, and 3. The executing CPU 302 may then perform
bandwidth control on the lockless drain queue 410 based on a length of each
network data packet, for example, by performing a token bucket algorithm on
the lockless drain queue 410. The executing CPU 302 may then send an inter-
processor interrupt (IPI) to a CPU, such as the CPU 308, of a currently queued
network data packet (a network data packet from the network data packets 408
of the CPU 308 shown) in the lockless drain queue 430 to continue processing

the currently queued network data packet.

11
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[0033] Some or all operations of the methods described above can be
performed by execution of computer-readable instructions stored on a computer-
readable storage medium, as defined below. The term “computer-readable
instructions” as used in the description and claims, include routines, applications,
application modules, program modules, programs, components, data structures,
algorithms, and the like. Computer-readable instructions can be implemented on
various system configurations, including single-processor or multiprocessor
systems, minicomputers, mainframe computers, personal computers, hand-held
computing devices, microprocessor-based, programmable consumer electronics,
combinations thereof, and the like.

[0034] The computer-readable storage media may include volatile memory
(such as random access memory (RAM)) and/or non-volatile memory (such as
read-only memory (ROM), flash memory, etc.). The computer-readable storage
media may also include additional removable storage and/or non-removable
storage including, but not limited to, flash memory, magnetic storage, optical
storage, and/or tape storage that may provide non-volatile storage of computer-
readable instructions, data structures, program modules, and the like.

[0035] A non-transient computer-readable storage medium is an example of
computer-readable media. Computer-readable media includes at least two types
of computer-readable media, namely computer-readable storage media and
communications media. Computer-readable storage media includes volatile and
non-volatile, removable and non-removable media implemented in any process

or technology for storage of information such as computer-readable instructions,

12
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data structures, program modules, or other data. Computer-readable storage
media includes, but is not limited to, phase change memory (PRAM), static
random-access memory (SRAM), dynamic random-access memory (DRAM),
other types of random-access memory (RAM), read-only memory (ROM),
electrically erasable programmable read-only memory (EEPROM), flash
memory or other memory technology, compact disk read-only memory (CD-
ROM), digital versatile disks (DVD) or other optical storage, magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic storage devices, or any
other non-transmission medium that can be used to store information for access
by a computing device. The memory 310 is an example of the computer-readable
storage media. In contrast, communication media may embody computer-
readable instructions, data structures, program modules, or other data in a
modulated data signal, such as a carrier wave, or other transmission mechanism.
As defined herein, computer-readable storage media do not include
communication media.

[0036] The computer-readable instructions stored on one or more non-
transitory computer-readable storage media that, when executed by one or more
processors, may perform operations described above with reference to FIGs. 1-
4. Generally, computer-readable instructions include routines, programs, objects,
components, data structures, and the like that perform particular functions or
implement particular abstract data types. The order in which the operations are

described is not intended to be construed as a limitation, and any number of the

13
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described operations can be combined in any order and/or in parallel to

implement the processes.

EXAMPLE CLAUSES

[0037] A. A method in a system comprising a plurality of central
processing units (CPUs) for controlling network data packets associated with the
plurality of CPUs, the method comprising: grouping network data packets
associated with the plurality of CPUs into bandwidth groups based on a
bandwidth requirement of a corresponding network data packet; aggregating the
network data packets associated with the plurality of CPUs into a lockless drain
queue; and performing bandwidth control on the lockless drain queue based on
a respective length of each network data packet.

[0038] B. The method as paragraph A recites, further comprising
sending an inter-processor interrupt (IPI) to a corresponding CPU of a currently
queued network data packet in the lockless drain queue to continue processing
the currently queued network data packet.

[0039] C. The method as paragraph A recites, prior to grouping the
network data packets associated with f the plurality of CPUs into bandwidth
groups based on the bandwidth requirement, further comprising: scheduling each
CPU of the plurality of CPUs based on a predetermined schedule; and selecting
a currently scheduled CPU, wherein the method of paragraph A is performed by

the currently scheduled CPU.

14
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[0040] D. The method as paragraph A recites, wherein aggregating the
network data packets associated with the plurality of CPUs into the lockless drain
queue includes scanning a queue of each CPU of the plurality of CPUs at a rate
of between once per one microsecond and once per two microseconds.

[0041] E. The method as paragraph A recites, wherein aggregating the
network data packets associated with the plurality of CPUs into the lockless drain
queue includes: queuing the respective network data packets associated with the
plurality of CPUs in a predetermined order of the plurality of CPUs in the
lockless drain queue.

[0042] F. The method as paragraph A recites, wherein performing the
bandwidth control on the lockless drain queue based on the respective length of
each network data packet includes using a bandwidth group dedicated thread.
[0043] G. The method as paragraph A recites, further comprising:
running a bandwidth allocation thread on one of the plurality of CPUs; and
dynamically adjusting a corresponding maximum bandwidth of each of the
bandwidth groups.

[0044] H. The method as paragraph F recites, wherein running the
bandwidth allocation thread on the one CPU includes running the bandwidth
allocation thread on the one CPU at a rate of once per second.

[0045] L The method as paragraph A recites, wherein network data
packets are held in a lockless queue of a corresponding CPU.

[0046] J. A system comprising: a plurality of central processing units

(CPUs); memory coupled to the plurality of CPUs, the memory storing computer

15
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executable instructions executable by any one of the plurality of CPUs, that when
executed, causes an executing CPU of the plurality of CPUs to perform
operations comprising: grouping network data packets associated with the
plurality of CPUs into bandwidth groups based on a bandwidth requirement of a
corresponding network data packet; aggregating the network data packets
associated with the plurality of CPUs into a lockless drain queue; and performing
bandwidth control on the lockless drain queue based on a respective length of
each network data packet.

[0047] K. The system as paragraph J recites, wherein the operations
further comprise sending an inter-processor interrupt (IPI) to a corresponding
CPU of a currently queued network data packet in the lockless drain queue to
continue processing the currently queued network data packet.

[0048] L. The system as paragraph J recites, wherein the executing
CPU is selected based on a predetermined schedule.

[0049] M. The system as paragraph J recites, wherein aggregating the
network data packets associated with the plurality of CPUs into the lockless drain
queue includes: scanning a queue of each CPU of the plurality of CPUs at a rate
of between once per one microsecond and once per two microseconds.

[0050] N. The system as paragraph J recites, wherein aggregating the
network data packets associated with the plurality of CPUs into the lockless drain
queue includes: queuing the respective network data packets associated with the
plurality of CPUs in a predetermined order of the plurality of CPUs in the

lockless drain queue.

16
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[0051] O. The system as paragraph J recites, wherein performing the
bandwidth control on the lockless drain queue based on the respective length of
each network data packet includes using a bandwidth group dedicated thread.
[0052] P. The system as paragraph J recites, wherein the operations
further comprise: running a bandwidth allocation thread on one of the plurality
of CPUs, and dynamically adjusting a corresponding maximum bandwidth of
each of the bandwidth groups.

[0053] Q. The system as paragraph P recites, wherein running the
bandwidth allocation thread on the one CPU includes running the bandwidth
allocation thread on the one CPU at a rate of once per second.

[0054] R The system as paragraph J recites: wherein network data
packets are held in a lockless queue of a corresponding CPU.

[0055] S. A computer readable medium storing computer-readable
instructions executable by any one of a plurality of CPUs in a system, that when
executed, causes an executing CPU of the plurality of CPUs to perform
operations comprising: grouping network data packets associated with the
plurality of CPUs into bandwidth groups based on a bandwidth requirement of a
corresponding network data packet; aggregating the network data packets
associated with the plurality of CPUs into a lockless drain queue; and performing
bandwidth control on the lockless drain queue based on a respective length of
each network data packet.

[0056] T. The computer readable medium as paragraph S recites,

wherein the operations further comprise sending an inter-processor interrupt (IPI)

17
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to a corresponding CPU of a currently queued network data packet in the lockless
drain queue to continue processing the currently queued network data packet.
[0057] U. The computer readable medium as paragraph S recites,
wherein the executing CPU is selected based on a predetermined schedule.
[0058] V. The computer readable medium as paragraph S recites,
wherein aggregating the network data packets associated with the plurality of
CPUs into the lockless drain queue includes: scanning a queue of each CPU of
the plurality of CPUs at a rate of between once per one microsecond and once
per two microseconds.

[0059] W. The computer readable medium as paragraph S recites,
wherein aggregating the network data packets associated with the plurality of
CPUs into the lockless drain queue includes: queuing the respective network data
packets associated with the plurality of CPUs in a predetermined order of the
plurality of CPUs in the lockless drain queue.

[0060] X. The computer readable medium as paragraph S recites,
wherein performing the bandwidth control on the lockless drain queue based on
the respective length of each network data packet includes using a bandwidth
group dedicated thread.

[0061] Y. The computer readable medium as paragraph S recites,
wherein the operations further comprise: running a bandwidth allocation thread
on one of the plurality of CPUs, and dynamically adjusting a corresponding

maximum bandwidth of each of the bandwidth groups.
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[0062] Z. The computer readable medium as paragraph Y recites,
wherein running the bandwidth allocation thread on the one CPU includes
running the bandwidth allocation thread on the one CPU at a rate of once per
second.

[0063] AA. The computer readable medium as paragraph S recites,
wherein network data packets are held in a lockless queue of a corresponding

CPU.

CONCLUSION

[0064]  Although the subject matter has been described in language specific
to structural features and/or methodological acts, it is to be understood that the
subject matter defined in the appended claims is not necessarily limited to the
specific features or acts described. Rather, the specific features and acts are

disclosed as exemplary forms of implementing the claims.
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CLAIMS

WHAT IS CLAIMED IS:

1. A method in a system comprising a plurality of central processing
units (CPUs) for controlling network data packets associated with the plurality
of CPUs, the method comprising:

grouping network data packets associated with the plurality of CPUs into
bandwidth groups based on a bandwidth requirement of a corresponding network
data packet;

aggregating the network data packets associated with the plurality of
CPUs into a lockless drain queue; and

performing bandwidth control on the lockless drain queue based on a

respective length of each network data packet.

2. The method of claim 1, further comprising:
sending an inter-processor interrupt (IPI) to a corresponding CPU of a
currently queued network data packet in the lockless drain queue to continue

processing the currently queued network data packet.

3. The method of claim 1, wherein prior to grouping the network data
packets associated with the plurality of CPUs into bandwidth groups based on
the bandwidth requirement, the method further comprises:

scheduling each CPU of the plurality of CPUs based on a

predetermined schedule; and
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selecting a currently scheduled CPU,
wherein the method of claim 1 is performed by the currently

scheduled CPU.

4, The method of claim 1, wherein aggregating the network data
packets associated with the plurality of CPUs into the lockless drain queue
includes:

scanning a queue of each CPU of the plurality of CPUs at a rate of

between once per one microsecond and once per two microseconds.

5. The method of claim 1, wherein aggregating the network data
packets associated with the plurality of CPUs into the lockless drain queue
includes:

queuing the respective network data packets associated with the plurality
of CPUs in a predetermined order of the plurality of CPUs in the lockless drain

queue.

6. The method of claim 1, wherein performing the bandwidth control

on the lockless drain queue based on the respective length of each network data

packet includes using a bandwidth group dedicated thread.

7. The method of claim 1, further comprising:
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running a bandwidth allocation thread on one CPU of the plurality of
CPUs; and
dynamically adjusting a corresponding maximum bandwidth of each of

the bandwidth groups.

8. The method of claim 7, wherein running the bandwidth allocation
thread on the one CPU of the plurality of CPUs includes running the bandwidth
allocation thread on the one CPU of the plurality of CPUs at a rate of once per

second.

9. The method of claim 1, wherein network data packets are held in

a lockless queue of a corresponding CPU.

10. A system comprising:
a plurality of central processing units (CPUs);
memory coupled to the plurality of CPUs, the memory storing computer
executable instructions executable by any one of the plurality of CPUs, that when
executed, causes an executing CPU of the plurality of CPUs to perform
operations comprising;:
grouping network data packets associated with the plurality
of CPUs into bandwidth groups based on a bandwidth requirement

of a corresponding network data packet;
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aggregating the network data packets associated with the
plurality of CPUs into a lockless drain queue; and
performing bandwidth control on the lockless drain queue

based on a respective length of each network data packet.

11.  The system of claim 10, wherein the operations further comprise:
sending an inter-processor interrupt (IPI) to a corresponding CPU of a
currently queued network data packet in the lockless drain queue to continue

processing the currently queued network data packet.

12.  The system of claim 11, wherein the executing CPU is selected

based on a predetermined schedule.

13.  The system of claim 11, wherein aggregating the network data
packets associated with the plurality of CPUs into the lockless drain queue
includes:

scanning a queue of each CPU of the plurality of CPUs at a rate of

between once per one microsecond and once per two microseconds.

14.  The system of claim 11, wherein aggregating the network data

packets associated with the plurality of CPUs into the lockless drain queue

includes:
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queuing the respective network data packets associated with the plurality
of CPUs in a predetermined order of the plurality of CPUs in the lockless drain

queue.

15.  The system of claim 11, wherein performing the bandwidth control
on the lockless drain queue based on the respective length of each network data

packet includes using a bandwidth group dedicated thread.

16.  The system of claim 11, wherein the operations further comprise:

running a bandwidth allocation thread on one CPU of the plurality of
CPUs, and

dynamically adjusting a corresponding maximum bandwidth of each of

the bandwidth groups.

17.  The system of claim 16, wherein running the bandwidth allocation
thread on the one CPU of the plurality of CPUs includes running the bandwidth
allocation thread on the one CPU of the plurality of CPUs at a rate of once per

second.

18.  The system of claim 11, wherein network data packets are held in

a lockless queue of a corresponding CPU.
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19. A computer readable medium storing computer-readable
instructions executable by any one of a plurality of CPUs in a system, that when
executed, causes an executing CPU of the plurality of CPUs to perform
operations comprising;:

grouping network data packets associated with the plurality
of CPUs into bandwidth groups based on a bandwidth requirement
of a corresponding network data packet;

aggregating the network data packets associated with the
plurality of CPUs into a lockless drain queue; and

performing bandwidth control on the lockless drain queue

based on a respective length of each network data packet.

20. The computer readable medium of claim 19, wherein the
operations further comprise:

sending an inter-processor interrupt (IPI) to a corresponding CPU of a
currently queued network data packet in the lockless drain queue to continue

processing the currently queued network data packet.

21.  The computer readable medium of claim 20, wherein the executing

CPU is selected based on a predetermined schedule.
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22.  The computer readable medium of claim 20, wherein aggregating
the network data packets associated with the plurality of CPUs into the lockless
drain queue includes:

scanning a queue of each CPU of the plurality of CPUs at a rate of

between once per one microsecond and once per two microseconds.

23.  The computer readable medium of claim 20, wherein aggregating
the network data packets associated with the plurality of CPUs into the lockless
drain queue includes:

queuing the respective network data packets associated with the plurality
of CPUs in a predetermined order of the plurality of CPUs in the lockless drain

queue.

24.  The computer readable medium of claim 20, wherein performing
the bandwidth control on the lockless drain queue based on the respective length

of each network data packet includes using a bandwidth group dedicated thread.

25. The computer readable medium of claim 20, wherein the
operations further comprise:

running a bandwidth allocation thread on one CPU of the plurality of
CPUs, and

dynamically adjusting a corresponding maximum bandwidth of each of

the bandwidth groups.
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26.  The computer readable medium of claim 25, wherein running the
bandwidth allocation thread on the one CPU of the plurality of CPUs includes
running the bandwidth allocation thread on the one CPU of the plurality of CPUs

at a rate of once per second.

27.  The computer readable medium of claim 20, wherein network data

packets are held in a lockless queue of a corresponding CPU.
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