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PARTNER INTEGRATION NETWORK

BACKGROUND

Field of the Disclosure

[0001] The present disclosure relates generally to communication networks and, more
particularly, to partner integration for media networks.

Description of the Related Art

[0002] Modern media networks can involve multiple parties in allowing users to access
media content. The party providing the media content to the user, the content or media
provider, may have a business relationship with other parties, or partners, to allow access to
media content to particular users, typically because the user is a customer or has some other
relationship with the partner. In these networks, the content or media provider and the partner
collectively must identify the user and confirm that the user has rights to access the media
content. These networks use a process called “authentication™ to validate the identity of users
seeking to access media content, such as subscription-based content with restricted access
rights. For example, a content provider may operate a media network to enable public access
to a repository of media objects. The content provider may be a broadcast entity, a television
provider, an Internet service, or another type of media provider that offers the media objects,
such as digital video content, to authenticated users. In addition to authenticating the user’s
identity, a content provider may also validate that the user has the specific rights, e.g., digital
rights or valid subscription, to access the particular media object being requested. Confirming
the user’s rights to access the media object, or some collection of media objects, is sometimes
referred to as “authorization.”

[0003] For example, for authentication in the digital television environment, standard
authentication solutions have been widely used to authenticate users and unlock television

media objects on a variety of different devices, platforms, and systems. Typically, the standard
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authentication solution assumes that the sources and platforms for delivering paid content, such
as television media objects, are known in advance and do not change very often, and that a
relatively small number of media providers and networks are intended for integration as
partners into the authentication solution. However, standard solutions for authentication of
digital media objects may not provide sufficient flexibility to engage different kinds of business
partners and business arrangements that might be associated with providing access to media

objects.
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SUMMARY

[0004] In one aspect, a first method is disclosed for authenticating users to access media
content. The first method may include receiving, from a media access client executing at a
user device associated with a user, a first request at a partner integration server to access a
media server providing access to media objects in a media repository. Responsive to the first
request, the first method may further include identifying at least one partner, including a first
partner, from a plurality of partners associated with the partner integration server. In the first
method, each of the plurality of partners may be onboarded for operation with the partner
integration server. The first method may further include retrieving first partner information
associated with the first partner, the first partner information indicative of an authentication
method usable with the first partner to authenticate the user. Based on the first request, the first
method may include using the authentication method to authenticate the user. When the
authentication method successfully authenticates the user, the first method may further include
receiving an authorization token from the first partner, the authorization token usable by the
media access client to access the media objects via the media server, and forwarding the
authorization token to the media access client.

[0005] In any of the disclosed embodiments, the first method may further include, prior to
retrieving the first partner information, receiving, from the media access client, a selection of
the first partner.

[0006] In any of the disclosed embodiments of the first method the first request includes
information associated with the user and indicative of at least one of: a geolocation of the user
device; a carrier network for the user device; a brand or model of the user device; and a network

address associated with the first partner.
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[0007] In any of the disclosed embodiments, the first method may further include, based
on the first partner information, sending configuration information to the user device, the
configuration information enabled for configuring a user interface displayed on the user device.
[0008] In any of the disclosed embodiments of the first method, the user device may be a
mobile device. In any of the disclosed embodiments of the first method, the mobile device
may be enabled for wireless networking. In any of the disclosed embodiments of the first
method, the mobile device may be enabled for telephone service.

[0009] In any of the disclosed embodiments, the first method may further include receiving
a subscription query from the media access client, the subscription query including the
authorization token, and forwarding the subscription query to the first partner. Responsive to
the subscription query to the first partner, the first method may include receiving subscription
information from the first partner, the subscription information specifying access rights to the
media objects provided to the user, and forwarding the subscription information to the media
access client. In the first method, the media access client may be authorized to access the media
objects specified by the subscription information.

[0010] In any of the disclosed embodiments, the first method may further include accessing
the first partner information usable to onboard the first partner for operation with the partner
integration server, including modifying at least some of the first partner information, and
storing the first partner information in an administrative repository accessible to the partner
integration server.

[0011] In any of the disclosed embodiments of the first method, the first partner
information may specify at least one of: filtration criteria for identifying the first partner using
the first request, a type of partner selected from session partner, transaction partner, and

discount partner, an authentication method for authenticating the user, an internal subscription
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or an external subscription to the media objects, and configuration information for the media
access client when the first partner is identified.

[0012] In another aspect, a server is disclosed for use in a media network. The server may
include a processor and memory media accessible to the processor storing instructions
executable by the processor. In the server, the media network may include a media server that
provides access to media objects stored in a media repository, and the instructions may include
instructions for receiving a first request from a user device operated by a user. In the server,
the first request may be for access to the media network and the first request may include
wireless network information for a wireless network providing network service to the user
device. Inthe server, based on the first request, the instructions may further include instructions
for identifying a wireless network provider associated with the wireless network, sending
partner information associated with the wireless network provider to the user device, sending
a second request to the wireless network provider to authenticate the user. In the server, the
second request may include authentication information for the user from the first request. In
the server, when the wireless network provider authenticates the user responsive to the second
request, the instructions may include instructions for receiving an authorization token from the
wireless network provider. In the server, the authorization token may enable the user device
to access at least some of the media objects. In the server, the instructions may include
instructions for sending the authorization token to the user device, and receiving a third request
from the user device for subscription information associated with the authorization token. In
the server, the subscription information may specify access rights to at least some of the media
objects, including a first media object. In the server, the instructions may include instructions
for querying the wireless network provider for the subscription information, and sending the
subscription information to the user device. In the server, the user device may be enabled to

use the subscription information to replay the first media object.
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[0013] In any of the disclosed embodiments, the server may further include instructions
for, responsive to receiving the subscription information, storing the subscription information.
In any of the disclosed embodiments of the server, storing the subscription information may
further include instructions for storing the subscription information at an admin repository
accessible to the server, while the subscription information may be indexed to the user.

[0014] In any of the disclosed embodiments of the server, sending the second request to
the wireless network provider may further include selecting an authentication method
associated with the second request. In the server, the authentication method may be specified
in partner information for the first partner. In any of the disclosed embodiments of the server,
the authentication method may be selected from at least one of: no login method, a basic login
method, a token authentication method, a two-factor authentication (2FA) method, and a
biometric authentication method. In any of the disclosed embodiments of the server, the token
authentication method may be OAuth or SAML 2.0.

[0015] In any of the disclosed embodiments, the server may further include instructions for
receiving partner information for a second wireless network provider that is not onboarded for
operation with the server in the media network. Using the partner information for the second
wireless network provider, the server may further include instructions for configuring the
server to register the second wireless network provider with server. In the server, the second
wireless network provider may be available to the server for identifying customer relationships
with users.

[0016] In any of the disclosed embodiments of the server, receiving the partner information
for the second wireless network provider may further include instructions for receiving the
partner information via an administrative client associated with the server. In the server, the
administrative client may be enabled to store the partner information to configure the second

wireless network provider to operate with the server for authenticating users.
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[0017] In any of the disclosed embodiments of the server the server may store the partner
information at an admin repository accessible to the server. In the server, the partner
information may be indexed to the second wireless network provider and may correspond to a
partner protocol for authentication by the second wireless network provider.

[0018] In yet another aspect, a media partner integration system is disclosed. The media
partner integration system may include a partner integration server, a media access platform
providing access to a media repository, and the media repository storing media objects. In the
media partner integration system, the partner integration server may be enabled to receive a
first request from a user of a user device to access the media objects. In the media partner
integration system, the user device may be enabled to provide, to the partner integration server,
at least one filtration criteria associated with the user, the filtration criteria selected from at
least one of: a geolocation identifier, a carrier network, a location coordinate, a network
address, and a device type. In the media partner integration system, in response to the first
request, the partner integration server may be enabled to send a second request to authenticate
and to authorize the user with at least one partner server, including a first partner server and
the partner integration server may select the first partner server based on the filtration criteria.
[0019] In any of the disclosed embodiments of the media partner integration system, the
partner integration server may be enabled to receive a selection of the first partner server from
the user device.

[0020] In any of the disclosed embodiments of the media partner integration system, the
partner integration server may be enabled to receive an authorization response to the second
request from the first partner server, the authorization response including a partner subscription
identifier, and match the partner subscription identifier to a second subscription identifier

associated with the media access platform.
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[0021] In any of the disclosed embodiments of the media partner integration system, the
partner integration server may be enabled to store configuration data respectively for each of
the partner servers, including the first partner server. In the media partner integration system,
the configuration data may identify an authentication protocol respectively associated with
each of the partner servers. In the media partner integration system, the partner integration
server may further be enabled to select a first authentication protocol associated with the first
partner server.

[0022] In any of the disclosed embodiments of the media partner integration system, the
configuration data may further include selection criteria for identifying the respective partner
server, and a partner subscription identifier, while the partner configuration server may be
enabled to receive requests from an administrative client to modify the configuration data.
[0023] In any of the disclosed embodiments of the media partner integration system, the
configuration data may further include a partner server identifier associated with the first
authentication protocol. In any of the disclosed embodiments of the media partner integration
system, the media objects may further include at least one of: audio objects, video objects, and
text objects. In any of the disclosed embodiments of the media partner integration system, at
least one of the media objects may be associated with a live event. In any of the disclosed
embodiments of the media partner integration system, at least one of the media objects may be
associated with a past event. In any of the disclosed embodiments of the media partner
integration system, at least one of the media objects may be associated with a sports event. In
any of the disclosed embodiments of the media partner integration system, the first
authentication protocol may be selected from at least one of: a basic login protocol, a token-
based authentication protocol, a two-factor authentication protocol, and a biometric

authentication protocol.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0024] For a more complete understanding of the present invention and its features and
advantages, reference is now made to the following description, taken in conjunction with the
accompanying drawings, in which:

[0025] FIGURE 1 is a block diagram of selected elements of an embodiment of a prior art
media network;

[0026] FIGURE 2A is a block diagram of selected elements of an embodiment of a media
network with media network authentication with partner onboarding;

[0027] FIGURE 2B is a block diagram of selected elements of an embodiment of a media
network with media network authentication with partner onboarding;

[0028] FIGURE 3 is a block diagram of selected elements of an embodiment of a server;
[0029] FIGURE 4 is a block diagram of selected elements of an embodiment of a mobile
device;

[0030] FIGURE 5 is a block diagram of selected elements of an embodiment of a virtual
hosting platform;

[0031] FIGURE 6A is a protocol timeline of selected elements of an embodiment of a
session partner authentication;

[0032] FIGURE 6B is a protocol timeline of selected elements of an embodiment of a
transaction partner authentication;

[0033] FIGURE 6C is a protocol timeline of selected elements of an embodiment of a
discount partner authentication;

[0034] FIGURE 7 is a flowchart depicting selected elements of an embodiment of a method
for media network authentication with partner onboarding; and

[0035] FIGURE 8 is a flowchart depicting selected elements of an embodiment of a method

for media network authentication with partner onboarding.
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DESCRIPTION

[0036] In the following description, details are set forth by way of example to facilitate
discussion of the disclosed subject matter. It should be apparent to a person of ordinary skill
in the field, however, that the disclosed embodiments are exemplary and not exhaustive of all
possible embodiments.

[0037] Throughout this disclosure, a hyphenated form of a reference numeral refers to a
specific instance of an element and the un-hyphenated form of the reference numeral refers to
the element generically or collectively. Thus, as an example (not shown in the drawings),
device “12-1" refers to an instance of a device class, which may be referred to collectively as
devices “12” and any one of which may be referred to generically as a device “12”. In the
figures and the description, like numerals are intended to represent like elements.

[0038] The embodiments disclosed here relate to systems and methods for a media provider
to flexibly integrate partners in a system or network providing users to access media objects.
The media provider offers access to media objects, such as video content or audio content. The
partner, through a relationship with the media provider, similarly offers access to the media
provider’s media objects. The partner may do so as a service or benefit to the partner’s
customers or users. Embodiments disclosed here include a partner integration server that
mediates partner selection and user authentication (verifying the user’s identify) and user
authorization (verifying that the user has rights or permission to access the media objects) by
the partner. In other embodiments disclosed here, the partner integration server has access to
an administrative repository that stores configuration information regarding the partners, for
example, the partner’s selection or availability criteria, workflows, authentication protocols,
authentication or authorization Application Programming Interface (“API”) endpoints,
language preferences, user interface elements, error code mappings, or subscription mappings

to be used in connection with each partner. The partner integration server may access and use
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that configuration information to direct the system’s interactions between the user or partner.
In some embodiments, an administrative client allows the configuration and modification of
the configuration information stored in the administrative repository for each partner. By
including an additional layer between the user and the partner, comprising the partner
integration server, administrative repository, and administrative client, partners can be flexibly
added to the system or configured while the system is live, that is without requiring new or
updated software to be distributed to the end user.

[0039] Referring now to the drawings, FIGURE 1 illustrates a media system 100. As
shown, media system 100 depicts modular functionality and includes a media repository 120
that stores a collection of media objects and a media server 122 that provides access to the
media objects stored in media repository 122 via a network 124. For example, a media access
application or player may comprise software that enables a user to access the media objects
stored in media repository 120. For example, media repository 120 may be owned and operated
by a media provider (not shown) that seeks to monetize access to the media objects, for
example, by offering subscription or pay-per-view services to users to enable users to access
the media objects. Accordingly, the media access application may perform authentication and
authorization of the users to enable access to media repository 120.

[0040] The media provider may control rights to distribute media content using media
server 122 and media repository 120. The media provider may be a content creator, i.e., an
entity that makes the media content, for example, a television or movie production company
or, for example, a band or an author. In other embodiments the media provider may have rights
to distribute content created by other individuals or entities, for example a television network
or other media services company. In some embodiments the media provider is a sports league
or association and provides media content related to its sporting events. The media content

provided using media server 122 may be any type of media. For example, the media content
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may be audio, video, text, graphics, pictures, virtual reality, augmented reality or any
combination thereof. In some embodiments, the media content is of a live event, i.e., audio of
a speech or audio and video of a concert. In other embodiments, the media content is not live
and instead is pre-recorded. In some embodiments, the media content is audio/video of a
sporting event, provided live, as the sporting event is occurring, or recorded from an earlier
sporting event.

[0041] Additionally, when the media access application and media system 100 support the
involvement of third parties, such as partners of the media provider that wish to sponsor or
enable users to access media system 100, the media access application may perform partner
authentication to validate that a user has an account or is registered with a partner. Accordingly,
the partner authentication may include, or may represent a component of, a standard
authentication solution that is capable of authenticating users for access to the media objects
stored in media repository 120. For example, the standard partner authentication may rely upon
various types of information and algorithms to implement an authentication process for users,
including user-provided information.

[0042] In this manner, when users have a business relationship, such as a registered
account, with a partner, the partner authentication may enable authentication of users via the
partner. However, because the standard partner authentication is incorporated into the media
access application, such as by compilation in one example, any change to the partners or the
partner relationship may result in malfunction of the media access application until the partner
changes have been updated in the code used to generate the media access application, such as
by developing a new software version of the media access application, which is not desirable.
Furthermore, the interface between the standard partner authentication and the partners may be
limited to certain given authentication standards, and may not support the actual authentication

already used by the partner and the partner systems, which is also not desirable.
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[0043] Referring now to FIGURE 2A, a media network 200-1 is shown that incorporates
media network authentication with partner onboarding, as disclosed herein. In FIGURE 2A,
media server 122 and media repository 120 represent the same elements as described
previously with respect to FIGURE 1. However, media network 200-1 includes a media access
client 202 that is enabled for media network authentication with partner integration, as
disclosed herein. Specifically, media network 200-1 includes a partner integration server 206
that may be accessed by media access client 202 using a software development kit (“SDK™)
204 used to implement media access client 202. SDK 204 may support various operations for
partner integration to enable media access client 202 to access partner integration server 206,
for example over network 222.

[0044] Also shown in FIGURE 2A is an administrative client 212 that may enable an
administrator 208 to access partner integration server 206, with direct access depicted. It will
be understood that administrative client 212 may also access partner integration server 206
using a network, such as networks 222 or 224, for example. For example, administrative client
212 may represent a plurality of web pages provided by partner integration server 206 that can
be used to access admin repository 220. Administrator 208 may be provided functionality by
using administrative client 212 to perform partner onboarding without having to re-compile or
change the compiled code of media access client 202, which is substantially different from how
media system 100 was described being accessed with respect to FIGURE 1, using standard
authentication software. Specifically, administrative client 212 and partner integration server
206 may use an admin repository 220 as a data store for configuring authentication processes.
For example, admin repository 220 may be a database that records various authentication
information that is indexed to individual users 106 and to individual partners 210. In various

implementations, admin repository 220 may be integrated with partner integration server 206.
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[0045] Also shown in FIGURE 2A are up to N number of partners 210 having access to
partner integration server 206, where N is any desired number. Each of partners 210 in
FIGURE 2A may represent, or may include, a partner system, such as a server executing code
or software, that performs authentication of users 202, and that is integrated with partner
integration server 206.

[0046] Additionally, in FIGURE 2A, each partner 210 is shown having a partner protocol
214 that may be unique to the respective partner 210. For example, partner protocol 214-1 may
be unique to or uniquely associated with a partner 210-1 (labelled as PARTNERI1), partner
protocol 214-2 may be unique to or uniquely associated with a partner 210-2 (labelled as
PARTNER?2), and partner protocol 214-3 may be unique to or uniquely associated with a
partner 210-3 (labelled as PARTNER3). Each partner 210 may be configured with a
customized arrangement to authenticate user 106 to access the media objects in media
repository 120, such as based on a commercial relationship between user 106 and partner 210
that is external to media network 200-1. The commercial relationship between user 106 and
partner 210 may be for certain services, or may represent a membership (or an account) by user
106 with partner 210. Accordingly, partner 210 may represent various different kinds of
business entities and is not limited to any specific examples presented herein for descriptive
purposes.

[0047] In one example, partner 210 may operate a network or may be a network provider,
such as an Internet provider (see also FIGURE 2B). Thus, the network services offered by
partner 210 may be associated with a particular location, region, state, nation, or marketplace.
Specifically, when partner 210 is a wireless network provider in a given area (such as serviced
by network 222 or a portion thereof), user 106 may be a subscriber of partner 210 for wireless
network services, such as cellular telephone and associated digital communication services,

such that network requests issued by user 106 using media access client 202 are processed
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through partner 210. In some embodiments, partner 210 may be associated with a franchise
chain of retail locations, such as hotels, restaurants, bars, coffee shops, or particular retail
stores, having wireless networks accessible by users 106. Thus, when partner 210 is associated
with a network, and users 106 access partner integration server 206 via the network, partner
210 may provide network information from the network to enable partner integration server
206 to identify partner 210, for example.

[0048] Also shown in FIGURE 2A is partner 210-3, without any direct network
connections in media network 200-1. As shown, partner 210-3 may represent a type of partner
that does not operate a network and that does not have any direct functionality in media network
200-1. Instead, partner 210-3 may have some kind of relationship with user 106, such as having
provided user 106 with an offer code to enable user 106 to access media repository 120. Thus,
partner integration server 206 may be enabled to support partner 210-3 without performing
authentication of user 106 with partner 210-3. For example, partner 210-3 may be identified
for user 106 based on user input of an identifier associated with partner 210-3 (the offer code)
or explicit user selection of partner 210-3, for example, from alist of potential partner options.
[0049] As shown in FIGURE 2A, partners 210 may access partner integration server 206
using partner protocol 214 via network 224. As shown, partner integration server 206 may
incorporate protocol translation 216 that may be enabled to translate or map various
information provided using partner protocol 214 into information that is used or standardized
by partner integration server 206. Furthermore, administrative client 212 may be enabled to
allow administrator 208 to setup protocol translation 216 that is specific to a given partner
protocol 214 to support onboarding of associated partner 210. For example, error code values
returned by partner protocol 214 may be translated or mapped by protocol translation 216 into
an standard error code value that is internally used by partner integration server 206. In this

manner, partner integration server 206 may support any kind of partner 210 having any kind
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of partner protocol 214 for authentication purposes, without being dependent on a given
implementation of either partner integration server 206 or media access client 202, which is
desirable for maintenance and operation of media network 200-1.

[0050] As shown in FIGURE 2A, networks 222 and 224 may represent various types of
wireless or wired or combination wired/wireless networks. As noted previously, when media
access client 202 is executed on a mobile device (see also FIGURE 4) by user 106, user 106
may have an account for wireless services to use the mobile device on network 222. In various
embodiments, networks 222 and 224 may include or provide access to a public network, such
as the Internet. In some embodiments, networks 222 and 224 may represent the same network.
Networks 222 and 224 may include, for example, a local area network (“LAN”) or wide area
network (“WAN™). Networks 222 and 224 may support various types of connections to various
devices, as desired. Networks 222 and 224 may be, for example, packet switched networks,
such as Ethemnet, and may use, for example, the transmission control protocol/Intermet protocol
(“TCP/IP”) suite of communication protocols.

[0051] Referring now to FIGURE 2B, a media network 200-2 is shown that incorporates
media network authentication with partner onboarding, as disclosed herein. In FIGURE 2B,
various like numbered elements represent the same elements as described previously with
respect to FIGURE 2A. Media network 200-2 may represent a special case of media network
200-2 in particular embodiments. Instead of network 222 representing a front end client access
network as in media network 200-1, in media network 200-2, media access client 202 is a
member (or a subscriber) of network 232, which is associated with a corresponding network
provider 230 that represents partner 210. Specifically, in media network 200-2, partners 210
are represented by network providers 230 who operate a respective network 232, as described
previously. Accordingly, various functionality described herein for partners 210 may be

equivalent or substantially equivalent for network providers 230, in particular with respect to
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access and use of partner integration server 206. Thus, a network provider 230-1 may be
associated with a network 232-1, a network provider 230-2 may be associated with a network
232-2, and so on, up to a network provider 230-N being associated with a network 232-N.
Furthermore, in media network 200-2, media access client 202 may access partner integration
server 206 and media repository 120/media server 122 via networks 232 and 224.

[0052] As shown in FIGURE 2B, networks 232 may represent various types of wireless or
wired or combination wired/wireless networks. In FIGURE 2B, when media access client 202
is executed on a mobile device (see also FIGURE 4) by user 106, user 106 may have an account
with network provider 230 for wireless services to use the mobile device on network 232,
associated with network provider 230. In various embodiments, network 232 may include or
may provide access to a public network, such as the Internet. In given implementations,
network 232 may be a carrier network, such as a cellular telephone network, while media access
client 202 is executed on a device that is a subscriber of the carrier network.

[0053] Referring again to FIGURE 2A, as will be described in further detail herein, in
media network 200, partner integration server 206 may perform authentication of users 106
who operate media access client 202 by authenticating user 106 using internal user information,
such as stored in admin repository 220, or by using the internal user information to authenticate
user 106 at partner 210 on behalf of user 106 (also referred to as “proxy authentication™ where
partner integration server 206 is a proxy for user 106). In some implementations, partner
integration server 206 may enable authentication of users 106 directly with partner 210, without
partner integration server 206 first authenticating user 106.

[0054] Furthermore, in media network 200, partner integration server 206 may authenticate
user 106 who operates media access client 202 for accessing specific media content, such as
certain collections of media content. The media content that user 106 is authorized to access

may be based on the relationship (not shown) of user 106 with partner 210, such as based on
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an offer for a particular subscription to the media content in media repository 120. For
example, certain partner relationships with partner 210 may authorize user 106 to access audio
content, while other partner relationships with partner 210 may authorize user 106 to access
video content, image content, virtual reality content, or augmented reality content. Other types
of partner relationships with partner 210 may authorize user 106 for various types of
subscriptions or offers to content or media objects, including coupons, discounts, per-view
access, access periods of time, among others.

[0055] In media network 200, partner integration server 206 and partners 210 may
comprise software executing under an operating system (OS) on a computing platform
commonly termed a “server” (see also FIGURES 3 and 5), which may be a physical server or
a virtual server, such as a virtual OS executing on a virtual machine.

PARTNER ONBOARDING

[0056] In media network 200, one advantage of partner integration server 206 in media
network 200 is the ability to onboard new partners, which refers to the introduction or addition
of new partners 210 to operate with partner integration server 206, without modifying source
code (i.e., software) associated with either partner integration server 206 or media access client
202. As disclosed herein, onboarding of new partners may occur after a partner entity
associated with partner 210 has executed an agreement with the media provider of media
network 200, such as governing the terms of access to media server 122/media repository 120
that partner 210 may offer to subscribers of partner 210, thereby enabling the subscribers to
become users 106. As disclosed herein, partner onboarding may represent an automated
technical solution to implement the contract or agreement between the media provider of media
network 200 and the partner entity associated with partner 210.

[0057] To enable the addition of new partners 210 without modification of underlying

source code of partner integration server 206 or media access client 202, partner integration
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server 206 may specify a set of standards, embodied by software development kit (SDK) 204
in FIGURE 2A, that can used by media access client 202 to access partner integration server
206. Thus, SDK 204 may represent a set of Application Programming Interface (“API”)
functions that media access client 202 may use to perform authentication methods for user 106
with partner 210, as described in further detail herein. The API functions used for SDK 204
may provide a programmatic interface in the form of defined functions or procedures that may
represent an abstraction of an underlying software implementation of the functions and
procedures. Thus, the API functions used for SDK 204 may result in exposure of a selected
collection of actions or functions to media access client 202 that are used by partner integration
server 206. SDK 204 may also include the structure and content of the function calls exchanged
between media access client 202 and partner integration server 206, such as in the form of a
protocol (see also FIGURES 6A, 6B, 6C).

[0058] For example, during an onboarding process, administrator 208 may operate
administrative client 212, for example, to configure protocol translation 216 to operate with
partner protocol 214. In this manner, access to partner integration server 206 is not limited to
a particular protocol, such as an authentication standard, such that a partner protocol 214 that
may already be implemented by partner 210 may be used without modification, and thus,
without disruption of existing technology used by partner 210, which is desirable. It is noted
that administrator 208 may be associated with partner integration server 206, or administrator
208 may be associated with partner 210 and may be given access rights by partner integration
server 206 to use administrative client 212, such as using a remote network connection.

[0059] As shown in media network 200, administrative client 212 may be used by
administrator 208 to onboard a new partner 210 for operation with partner integration server
206. The administrative services enabled by administrative client 212 may allow for adding

and managing partners 210 for use with media network 200. The administrative services may
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be provided in the form of a web application that administrator 208 can use. In some
embodiments, the web application comprising administrative client 212 may comprise a series
of user interface screens, as part of a graphical user interface, for viewing and entering data
associated with the partners. The administrative services enabled by administrative client 212
may allow for partners 210 to be added or deleted. When a partner 210 is added, partner
integration server 206 may create an electronic record for partner 210, such as in admin
repository 220. The electronic record may include, as described below, configuration data for
partner 210. The electronic record may be stored at admin repository 212, for example, in a
database, flat file, or other electronic file and associated with or indexed to partner 210.
Various types of databases may be used with admin repository, including relational databases
(e.g, an SQL database) and non-relational (e.g., a NoSQL database).

[0060] In some embodiments of media network 200, filtration criteria for identifying
partner 210 may be configured and stored in the configuration data for partner 210. The
filtration criteria may include any information included in requests received from a user device,
for example, information included in hypertext transfer protocol (HTTP) headers of such
requests. In various embodiments, partners 210 may be associated with, for example, particular
media access platforms, media providers, user locations, carrier networks, network addresses,
Internet protocol (IP) addresses or ranges of IP addresses, types of devices, user affiliations, or
other characteristics of user 106 or a device associated with user 106. IP addresses are unique
strings of numbers separated by periods that identify each computer or device connected to an
IP network, such as the Internet. Current protocol versions for IP addresses include IPv4 (a
32-bit address scheme) and IPv6 (a 128-bit address scheme). A range of IP addresses for which
partner 210 may be accessible over a public network may also be designated in the filtration
criteria. User location information may include country, state, or metropolitan statistical area

identifiers derived or obtained from IP address-based geolocation databases or providers,
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commonly termed geo or geolocation. User location information may also include, for
example, latitude-longitude coordinates derived or obtained from global positioning satellite
(GPS) information. User affiliations may include, for example, a user’s membership in an
organization or enrollment in or subscription to the services of business or other organization.
Carrier networks are proprietary networks belonging to telecommunications companies.
Carrier networks may be designated with combinations of mobile country codes (MCC) and
mobile network code (MNC).

[0061] An association between user characteristics or user device characteristics and
partners 210 may allow partners 210 to be filtered or selected in appropriate circumstances to
identify a suitable partner 210. For example, partner 210 may be operational in particular
countries, and accordingly, partner integration server 206 may be configured to match user 106
with partner 210 when the initial information from user 106 indicates the matching countries.

[0062] Combinations of filtration criteria are also possible, for example, a partner may be
associated with a particular country and carrier network. Filtering mechanisms include
combinations of geolocation, carrier network and device information filters, for example, using
the following combined search terms: {“US”, “Digicel”, “Samsung Android 10.3.2”}. The
carrier network may include a carrier name and a mobile country code and a mobile network
code. Combinations of geolocation and IP address may also be used, for example, using the
following combined search terms: {“US”, “255.255.255.07}.

[0063] The filtration criteria may include groups of various characteristics, for example,
geo groups, carrier groups, device groups, or IP address groups. In this context, groups are
collections of potential filtering criteria, for example, a collection or group of countries, a
collection or group of carriers, a collection or group of device types, or a collection or group
of IP addresses or IP address ranges. For example, certain geographic regions(e.g., the

countries) where partner 210 operates may be designated in the filtration criteria using geo
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groups. A carrier group may also be designated in the filtration criteria, for example, using a
name and a mobile country code and a mobile network code for one or more carriers. Certain
devices that users 106 may use to operate media access client 202 and that are supported by
partner 210, such as particular brands or models of mobile phones, may also be designated in
the filtration criteria.

[0064] As noted above, in media network 200, certain subscription offers from partner 210
may also be configured and stored in the configuration data for partner 210. The subscription
offers from partner 210 may be mapped to or associated with the subscriptions offered by media
network 200, and the mapping may also be stored in the configuration data for each individual
partner 210. In this manner, each partner 210 may be given wide flexibility in offering
customized and tailored media subscriptions to users 106. An expiration date for the
subscription offers or for the mapping may also be configured and stored in the configuration
data for partner 210. In various embodiments, an expiration date is a date after which the
subscription or mapping is no longer valid. In other words, after the expiration date, the
subscription would no longer be authorized and would no longer be accessible to media access
client 202, for example.

[0065] Also in media network 200, a partner type may be configured and stored in the
configuration data for partner 210. For example, consistent with the types of partners 210
described above, allowing different workflows with respect to authentication and authorization,
partner 210 may be configured as a SESSION PARTNER, a TRANSACTION PARTNER, or
a DISCOUNT PARTNER, based on an agreement or contract between the partner entity
associated with partner 210 and the media provider of media network 200. As other types of
partner relationships and corresponding workflows emerge from future market activity, new
partner types may be defined as used in addition to the three exemplary partner types described

herein.
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[0066] In media network 200, certain logos, banners, and other graphical or text elements
associated with partner 210 may be configured and stored in the configuration data for partner
210. The graphical or text elements may be incorporated into a graphical user interface of
media access client 202 in association with partner 210. Similarly, the configuration data may
include localization preferences for partner 210. The configuration data may be stored in admin
repository 220 and provided to media access client 202 from partner integration server 206.
Such a customization of media access client 202 may be desirable for branding media access
client 202 according to a market identity of partner 210. Because the configuration data may
be stored with at least one of partner integration server 206 and admin repository 220, the
customized display elements for partner 210 may be updated during operation of media access
client 202, including without delay when a change is made with at least one of partner
integration server 206 and admin repository 220, and without involving redevelopment and
rerelease of a new version of media access client 202.

[0067] In media network 200, certain error codes for partner 210 may also be configured
and stored in the configuration data for partner 210. The partner integration server 206 may
have and use standard error codes, for example, errors codes for indicating that a user could
not be authenticated or that a user is not authorized to access certain content. A partner 210
may choose to include customized text or graphical elements for display to the user in
association with those error codes. A partner 210 may also choose to map its own error codes
to the standard error codes employed by the partner integration server 206. That information
may also be stored with the configuration data for partner 210.

[0068] The above described configuration data for partner 210 may be stored in
administrative repository 220. The configuration information relating to, for example, the
partner’s 210 particular authentication protocols or language or localization preferences may

be used by the partner integration server 206 to control the presentation and workflow of the
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system when used in connection any particular partner 210. Because this configuration
information may be stored and accessed by a separate layer from the media access client 202
or media server 122, it may be flexibly configured for each partner without having to modify
the operation or programming of the media access client 202 or media server 122.

[0069] Mobile devices used by user 106 to execute and operate media access client 202
may include a mobile phone, a smart phone, a tablet, a portable computer, a laptop, a media
player, among others. Other user devices used by user 106 to execute and operate media access
client 202 in some embodiments may include a game console, a streaming player, a streaming
device, a set top box, a television, a smart television, a watch, among others. User inputs to
the user device by user 106 may be provided using a touchscreen, a keyboard, a mouse, a
pointing device, gestures, audio input, speech, voice commands, among others. The user
device may provide video playback through a screen, display, monitor, or television, audio
playback may be provided through speakers or headphones, and display of text, graphics, or
pictures may be provided on a screen, display, monitor, or television. In some embodiments,
media content may be accessed and consumed at, essentially, the same time, and in other
embodiments, the media content may be stored, for example, locally on the user device, for
later consumption.

[0070] In some embodiments, administrative client 212 may comprise software that allows
an administrator to add and configure partners included in the network. The administrative
client may be, for example, a client application or in a web browser. The administrative client
runs on a computing device, for example, a mobile phone, smart phone, tablet, computer,
laptop, game console, streaming player, streaming device, set top box, television, or smart
television.

[0071] In some embodiments, administrative client 212 may allow an administrator to

make certain partners available or unavailable. When an administrator selects to publish, or
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make available, a partner, the partner 210 may be selected or filtered for through media network
200 as described above. Conversely, when a partner 210 is unpublished, the partner may no
longer be selected through the media network 200. The administrative client may also allow
for scheduling of partner publishing and unpublishing at certain dates or times.

CLIENT ACCESS AND PARTNER SELECTION

[0072] In particular embodiments, the media provider may operate partner integration
server 206 and media server 122, and may provide media access client 202 to enable users 106
to access media server 122. Media access client 202 may accordingly comprise software that
allows user 106 to access media objects stored in media repository 120 via media server 122.
Media access client 202 may allow the play out or display of the media objects on a user device,
such as a mobile device (see FIGURE 4). Accordingly, media access client 202 may include
a graphical user interface enabling user interaction by user 106 through inputs and outputs
provided via the user device.

[0073] Additionally, media access client 202 may be customized to specific features or
functionality associated with partner 210. For example, media access client 202 may be
customized for partner 210 after partner integration server 206 determines that user 106 is
associated with partner 210. The determination of partner 210 for user 106 is also referred to
as ‘filtration” herein.

[0074] When user 106 connects to partner integration server 206 by opening and operating
media access client 202, partner integration server 206 may receive certain initial information
associated with user 106 or a device associated with user 106. The initial information received
by partner integration server 206 from media access client 202 on behalf of user 106 may
specify a geolocation, latitude and longitude or other GPS data, a network carrier, a device

type. a network or IP address, among other information, as described above. Based on the
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initial information, partner integration server 206 may filter or select one or more matching
partners using the stored filtration criteria associated with the partners described above.

[0075] When one matching partner (from partners 210) is found, media access client 202
may be configured by partner integration server 206 according to configuration information
stored for the matching partner in admin repository 220. In some embodiments, user 106 may
first be given the option via media access client 202 to select the one matching partner before
continuing with the media access workflows. If more than one matching partner is found, user
106 may be given a choice via media access client 202 to select one partner among potential
partners to use for media access. The partner 210 selected by user 106 is then used for the
media access workflows described below. If no matching partners are found, then the user may
still be able to access media objects through authentication and authorization as provided by
the media provider, for example, through the media server 122 or the partner integration server
206, without involving partner 210.

[0076] The characteristics or criteria, such as in the initial information received by partner
integration server 206 from media access client 202, may be stored by partner integration server
206 at admin repository 220. For example, a record of metadata associated with user 106 may
be created and stored at admin repository 220, for access by administrative client 212 or partner
integration server 206, such as for the filtering or selection of appropriate partners 210.

SUBSCRIPTIONS

[0077] While operating media network 200 for commercial purposes, the media provider
may offer or provide different subscriptions, allowing access by users 106 via media access
client 202 to various collections or groupings of media objects stored in media repository 120.
For example, a first subscription may be for audio content media objects, while a second
subscription may be for video content media objects. Other subscriptions could be for virtual

reality or augmented reality media objects. Still other subscriptions may be provided by partner
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210, such as for live event media objects, pre-recorded media objects, television program media
objects, or movie media objects, among others. In still other embodiments, certain
subscriptions may be associated with media objects featuring a particular actor or actress,
media objects for games of a particular type, media objects associated with particular sports or
sports leagues, media objects associated with particular teams or groupings of teams. In further
embodiments, the subscriptions may be associated with a genre of media objects (e.g.,
comedies, dramas, or classical music), or a time period associated with media objects. It is
noted that subscriptions may also be unlimited with regard to one or more access criteria, such
as a subscription to all media objects in a certain category offered by media network 200.
[0078] In certain embodiments, partners 210 may similarly provide or may enable access
to a subscription for respective users 106 associated with partner 210. Partners 210 may be
allowed to offer customized subscriptions to users 106, such as by agreeing to a corresponding
contract with the media provider of media network 200 that governs subscription access that
partner 210 may provide to users 106. The customized subscription may offer access to
different existing collections or existing offers for the media objects provided by media
network 200. Furthermore, the subscription offered by partner 210 may be mapped to or
associated with one or more subscriptions offered directly by the media provider to media
network 200, such as subscriptions available to the general public.

PARTNER TYPES

[0079] In media network 200, partners 210 may handle user data in different manners and
utilize different work flows to support or enable users 106 to receive different types of
subscriptions. Specifically, three partner types are described below in further detail below, a
SESSION PARTNER, a TRANSACTION PARTNER, and a DISCOUNT PARTNER. In
general any of these three partner types may use any of the authentication protocols discussed

below. The partners vary in terms of the user’s 106 persistence with the system and whether
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the partner integration server 206 associates the user 106 with an account. For the SESSION
PARTNER, user 106 follows a two-step process every time they access the system, first
logging in with the partner and then checking for subscriptions. A user account for partner
integration server 206 not required. For the TRANSACTION PARTNER, an account is
associated with the user at partner integration server 206. After the user logs into the partner
210 the first time, logins are no longer required on subsequent accesses, because sufficient
information about the user is stored in the partner integration layer, i.e., the partner integration
server 206 and admin repository 210. For the DISCOUNT PARTNER, the login process is
similar to that of the SESSION PARTNER, and the user 106 is entitled to purchase a
subscription or access media objects after successfully logging in through the partner 210.
More detailed and specific protocol examples indicative of different partner types are described
below with respect to FIGURES 6A, 6B, and 6C.

USER AUTHENTICATION BY PARTNERS

[0080] In various embodiments, media network 200 and partner integration server 206
support user authentication. A variety of authentication protocols may be supported by media
network 200, such that different authentication protocols may be used by different partners
210, allowing media network 200 to be operated with the different protocols. Thus, media
network 200 may operate with authentication protocols selected by or chosen by partner 210,
instead of defining only specific authentication protocols that are operable with media network
200 and partner integration server 206. Authentication protocols that may be supported
include, for example, a login with a name and a password, a token-based authentication (such
as OAuth or OAuth 2.0 or Security Assertion Markup Language (SAML) or SAML 2.0
authentication), and a two-factor authentication (2FA), among other possible authentication

protocols.
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[0081] In other embodiments of media network 200, certain partners 210 may not utilize
user authentication in certain instances. In such cases, media network 200 and partner
integration server 206 may be operable with no authentication of user 106. Instead, partner
210, chosen by the filtering criteria by partner integration server 206, may enable user 106 to
access media server 122 without authentication of the user’s identity, such as with transaction
partner authentication 601 (see FIGURE 6B).

[0082] In a basic login authentication protocol, user 106 may provide a user identifier and
a password. The user identifier may be an email address for user 106 or another identifier
assigned to or chosen by user 106. The password is a text string, known by user 106 and partner
210, associated with the user identifier. In an authentication process using the basic login
authentication protocol, user 106 may be queried by media access client 202, for example, for
the user identifier and password. Media access client 202 may send the user identifier and
password to partner integration server 206. In some embodiments, the user identifier and
password may be sent using encryption, such using hypertext transfer protocol secure
(HTTPS). Partner integration server 206 server may pass identifying information for user 106
to partner 210 through a method specified during partner onboarding (e.g., a particular HTTP/S
request method (GET, POST, PUT, DELETE) to a particular universal resource locator
(URL)), which are also known as API endpoints. Partner 210 may process the user identifier
and password, and may provide one of two responses, either a success response or an error
response, back to partner integration server 206. Partner 210 may use a database or flat file or
other records to determine whether the password provided by user 106 matches a stored
password associated with the user identifier. The success response indicates that user 106 was
successfully authenticated by partner 210 because the password provided matched the stored
password for the user identifier. The error response indicates that the authentication was not

successful for user 106 and may include an error code that indicates the nature of the failure or
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error in authentication at partner 210. If user 106 is successfully authenticated, partner
integration server 206 may then query partner 210 to determine whether user 106 is authorized
or entitled to a valid subscription. If user 106 is authorized or entitled to a valid subscription,
partner 210 may return a subscription token to partner integration server 206.

[0083] In a token-based authentication protocol, a user’s account information may be used
by an external service without exposing the password. An example of a token-based
authentication is the Open Authorization (OAuth) protocol, such as promulgated by the Internet
Engineering Task Force (IETF) OAuth Working Group. In token-based authentication, the
process is similar to a basic login in that the user is queried for a user identifier and a password,
such as by media access client 202. The user’s user identifier and password may be sent to
partner integration server 206, and then sent by partner integration server 206 to a first endpoint
designated for partner 210 during the onboarding process. For example, a particular URL with
a particular HTTP/S request method may be specified as the first endpoint using administrative
client 212. A response from the first endpoint, as specified for partner 210, may provide an
authorization code back to partner integration server 206. In other embodiments, when using
OAuth or other token based approaches such as SAML, user 106 may be connected directly to
a login service that is hosted by partner 210, such that user 106 actually logs in directly with
partner 210. The authorization code may then be provided to a second endpoint designated for
partner 210 during the onboarding process. After receiving an authorization code that is
confirmed, the second endpoint may provide a response to partner integration server 206 that
includes an access token to partner integration server 206. With a valid access token in place,
partner integration server 206 may query partner 210 whether user 106 is authorized or entitled
with a valid subscription. When user 106 is authorized or entitled, partner 210 may return a
subscription token to partner integration server 206, which can be forwarded to media access

client 202 to enable user 106 to access media server 122.
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[0084] In a two-factor authentication (2FA) protocol, user 106 is authenticated based on a
combination of two factors, for example, including both a first factor based on a device that
user 106 user possesses (e.g., a mobile phone or a smartcard) and a second factor that is known
to user 106 (e.g., an access token or a password). In a simple example of 2FA, user 106 can
access media server 122 by receiving an access token sent to the user’s personal phone number,
usually in the form of a short-message service (SMS) message to a mobile phone of user 106.
In this case, physical possession of the mobile phone when the access token is received is a
second factor completely independent of a password known to user 106, and so, provides
enhanced security for both media network 200 and user 106. When a smartcard is used, a
corresponding physical device (i.e., the smartcard) is inserted into a reader. Then, a numeric
value, such as an identifier, associated with the smartcard is matched with personal information
for user 106, such as a personal identification number (PIN). When using 2FA during
onboarding, partner 210 may select a third-party provider, for example Authy Inc. (authy.com),
or may specify endpoints for a partner-selected provider. In some embodiments, the 2FA
provider may be able to automatically detect the country code and phone number of user 106
when user 106 accesses the login query. When specifying a non-standard provider of 2FA, the
API endpoints of the non-standard provider (e.g., a universal resource locator (URL), a
hypertext transfer protocol (HTTP) method), are provided to administrative client 212. In this
manner, the non-standard provider can send the 2FA access token to the user’s phone number
and verify the one-time password provided by the user. When the 2FA endpoint returns a
success response, the 2FA access token was correctly received and user 106 is successfully
authenticated. When the 2FA endpoint returns an error response, the authentication was not
successful and may include an error code that indicates the nature of the failure or error in
authentication at partner 210. When user 106 is successfully authenticated, partner integration

server 206 will then query partner 210 whether user 106 is authorized or entitled with a valid
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subscription. When user 106 is authorized or entitled with a valid subscription, partner 210
will return a subscription token to partner integration server 206.

[0085] During partner onboarding, the authentication protocol for use by partner
integration server 206 with a particular partner 210 may be specified, whether basic login,
token-based authentication, 2FA, no login, or some other form of authentication. Along with
specification of the selected authentication protocol, the endpoints associated with the selected
authentication protocol may also be provided to partner integration server 206, such as using
administrative client 212.

[0086] In addition to basic login, token-based authentication, 2FA, no login, as described
above, additional forms of authentication that may be used include Security Assertion Markup
2.0 Language (SAML 2.0) and biometric authentication, such as with a biometric device that
is included with the mobile device of user 106 that executes media access client 202.

[0087] Referring now to FIGURE 3, a block diagram showing selected elements of an
embodiment of a server 300 is illustrated. Server 300 may represent a general computer system
that is enabled to execute a partner integration application 314, which may represent executable
code associated with partner integration server 206 (see FIGURE 2A). In various
embodiments, server 300 may represent a computer system enabled to execute various
functionality shown with respect to FIGURE 2A, such as functionality associated with partner
210 or partner website 230. As depicted in FIGURE 3, server 300 includes processor 301 and
memory media 310, which may communicate using system bus 302. Also shown accessible
via system bus 302 is network adapter 320 that may provide connectivity to a network, such as
networks 222 and 224.

[0088] As shown in FIGURE 3, memory media 310 may represent volatile, non-volatile,
fixed, or removable media, and may be implemented using magnetic or semiconductor

memory. Memory media 310 is capable of storing instructions and data. As shown, memory
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media 310 stores instructions (i.e., code executable by processor 301) including operating
system (OS) 312 and partner integration application 314. Operating system 312 may be any
of a variety of operating systems, such as a UNIX variant, LINUX, a Microsoft Windows®
operating system, or a different operating system.

[0089] Referring now to FIGURE 4, a block diagram of selected elements of an
embodiment of a mobile device 400 is depicted. Mobile device 400 may represent any of a
variety of mobile devices with communication and data processing capability. In various
embodiments, mobile device 400 is a smart phone that may include various functionality
selected from: cellular telephony, wireless networking, location sensing, motion sensing,
digital imaging (i.e., a camera), touch screen operation, multimedia playback, data storage,
among others. Accordingly, while certain aspects of mobile device 400 are shown in
FIGURE 4 for descriptive purposes, it will be understood that, in different embodiments,
mobile device 400 may include different types of functionality.

[0090] As shown in FIGURE 4, mobile device 400 includes a mobile processor 402 and
memory 430 that may store data and instructions executable by mobile processor 402.
Memory 230 is shown including mobile OS 432, which may represent a mobile operating
system being executed by mobile processor 402. Examples of instances of mobile OS 432
include i0S™ (Apple Inc.) and Android™ (Google Inc.). Also, memory 430 may store media
access client app 434 that is executable by mobile processor 402 to enable 4 functionality of
media network 200-1, as described herein. Memory 430 may also location data for user 106
of mobile device 400, as well as other data, such as data associated with media access client
202, as described herein. The location data may be generated using mobile device 400 or may
be received from partner integration server 206 or partner 210. It is noted that various apps
executing on mobile device 400 may be configured to access diverse types of functionality

included with mobile device 400, such as, but not limited to, imaging, communication,
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location-based services, gestures, touch input, motion of mobile device 400,
Internet-connectivity, etc.

[0091] In FIGURE 4, mobile device 400 may include at least one instance of a wireless
interface 404, which may provide wireless connectivity to various types of wireless networks,
such as cellular telephony networks (e.g., 3G, 4G, LTE), wireless local area networks (e.g.,
IEEE 802.11), wireless personal area networks (e.g., Bluetooth®), among others. Display
screen 408 and touch controller 410 may operate in combination to provide a touch-screen
display for output to and control by user 106. Mobile device 400 is also shown including at
least one instance of a global positioning system (GPS) 412, which may be used to generate
location data. Itis noted that in certain embodiments, mobile device 400 may not include GPS
412, or may not rely upon GPS 412 when present, for location data. Mobile device 400 used
by user 106 to execute and operate media access client 202 may represent a mobile phone, a
smart phone, a tablet, a portable computer, a laptop, a media player, among others.

[0092] Turning now to FIGURE 5, a block diagram depicting selected elements of an
embodiment of a virtual hosting platform 500 for operation with media network 200-1 in
FIGURE 2A, in accordance with the present disclosure. As depicted in FIGURE 5, virtual
hosting platform 500 may represent a computer system comprising hardware 102 that is
physically embodied, executable code 590 (including hypervisor 510 and at least one virtual
machine 514). Also shown with virtual hosting platform 500 are external or remote elements,
namely, network 565 and network storage 560.

[0093] As shown in FIGURE 5, components of hardware 502 may include, but are not
limited to, processor 520, which may comprise one or more processors, and system bus 525
that communicatively couples various system components to processor 520 including, for

example, a memory 530, an I/O system 540, a local storage 550, and a network interface 570.
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System bus 525 may represent a variety of suitable types of bus structures, e.g., a memory bus,
a peripheral bus, or a local bus using various bus architectures in selected embodiments.
[0094] In FIGURE 5, network interface 570 may be a suitable system, apparatus, or device
operable to serve as an interface between virtual hosting platform 500 and a network 565.
Network interface 570 may enable virtual hosting platform 500 to communicate over network
565 using a suitable transmission protocol or standard, including, but not limited to,
transmission protocols and standards discussed previously with respect to the discussion of
networks 222 and 224, for example. Accordingly, network 565 may represent an instance of
at least a portion of networks 222 and 224, in various embodiments. In some embodiments,
network interface 570 may be communicatively coupled via network 565 to network storage
560. Network 565 may be implemented as, or may be a part of, a storage area network (SAN),
personal area network (PAN), local area network (LAN), a metropolitan area network (MAN),
a wide area network (WAN), a wireless local area network (WLAN), a virtual private network
(VPN), an intranet, the Internet or another appropriate architecture or system that facilitates the
communication of signals, data and messages (generally referred to as data).

[0095] As depicted in FIGURE 5, processor 520 may comprise a system, device, or
apparatus operable to interpret and execute program instructions and process data, and may
include a microprocessor, microcontroller, digital signal processor (DSP), application specific
integrated circuit (ASIC), or other digital or analog circuitry. In some embodiments, processor
520 may interpret and execute program instructions and process data stored locally (e.g., in
memory 530 or in another component of hardware 502). In the same or alternative
embodiments, processor 520 may interpret and execute program instructions and process data
stored remotely (e.g., in network storage 560).

[0096] Also in FIGURE 5, memory 530 may comprise a system, device, or apparatus

operable to retain and retrieve program instructions and data for a period of time (e.g.,

36



10

15

20

25

CA 03118489 2021-04-30

WO 2020/092619 PCT/US2019/058928

computer-readable media). Memory 530 may comprise random access memory (RAM),
electrically erasable programmable read-only memory (EEPROM), a PCMCIA card, flash
memory, magnetic storage, opto-magnetic storage, or a suitable selection or array of volatile
or non-volatile memory that retains data after power to an associated computer system, such as
hardware 502, is powered down. Local storage 550 may comprise computer-readable media
(e.g., hard disk drive, floppy disk drive, CD-ROM, or other type of rotating storage media,
flash memory, EEPROM, or another type of solid state storage media) and may be generally
operable to store instructions and data. Likewise, network storage 560 may comprise
computer-readable media, as described, and may be generally operable to store instructions
and data. In hardware 502, I/O system 540 may comprise a system, device, or apparatus
generally operable to receive and transmit data to/from/within virtual hosting platform 500.
I/O system 540 may represent, for example, a variety of communication interfaces, graphics
interfaces, video interfaces, user input interfaces, and peripheral interfaces.

[0097] In FIGURE 5, hypervisor 510 may comprise software or firmware generally
operable to allow multiple operating systems to run on a single computer system at the same
time. This operability is generally allowed via virtualization, a technique for hiding the
physical characteristics of computer system resources from the way in which other systems,
applications, or end users interact with those resources. Hypervisor 510 may be one of a variety
of proprietary or commercially available virtualization platforms. As shown, hypervisor 510
may instantiate at least one virtual machine 514, which may represent virtual hardware that
shares resources provided by hardware 502, as enabled by hypervisor 510. Accordingly, virtual
machine 512 may operate in a substantially similar manner as server 300, and may execute an
instance of virtual OS 516, which may be identical to OS 312 (see FIGURE 3). Accordingly,
virtual OS 516 may also enable execution of partner integration application 314, such as to

instantiate partner integration server 206 using virtual machine 514.
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[0098] Referring now to FIGURES 6A, 6B, and 6C, timeline protocol diagrams are
illustrated to depict various authentication protocols that may be used with media network 200,
as described above with respect to FIGURES 2A and 2B. The authentication protocols shown
in FIGURES 6A, 6B, and 6C describe sequences of individual communications among user
106 (using media access client 202), partner integration server 206, and partner 210
(representing a partner server associated with a partner entity, for example). The respective
timeline protocol diagrams shown in FIGURES 6A, 6B, and 6C follow a time sequence in the
downward direction, as given by arrow 604. It is noted that FIGURES 6A, 6B, and 6C are not
drawn to scale or with temporal accuracy, but are schematic illustrations used to describe a
sequence and content of protocol communications.

[0099] In media network 200, users 106 associated with partner 210 that is a SESSION
PARTNER may follow a two-step authentication and authorization process every time users
106 access media network 200 using media access client 202. Because partner 210 that is a
SESSION PARTNER is accessed each time users 106 login for authentication at partner 210,
users 106 for a SESSION PARTNER may have an account, or otherwise may be able to be
authenticated and authorized, by partner 210, but may not have an account stored in admin
repository 220, such as an account accessible to partner integration server 206 for the media
provider.

[0100] In FIGURE 6A, the user may send an access request 610 to partner integration
server 206 for access to a media network. In operation of media network 200 with a SESSION
PARTNER, user 106 requests access to media network 200, such as by launching media access
client 202 on a mobile device, which generates access request 610. Access request 610 for user
106, which includes the initial information about user 106 or characteristics of the user’s device
or of the network used, is received by partner integration server 206. Partner integration server

206 may then perform a partner filtering process to identify partner 210 for user 106 based on
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the initial information. Responsive to request 610, partner integration server 206 may respond
with partner info 612 and may cause a login screen to be displayed to user 106. Partner info
612 may comprise partner details to media access client 202 for partner 210 selected through
the partner filtering process. The partner details may include configuration information to
enable media access client 202 to be configured in a partner-specific manner, such as by using
a partner banner, or by using partner-defined text on the login screen.

[0101] With a SESSION PARTNER, user 106 may then provide authentication credentials
at login 614 to partner integration server 206. Responsive to login 614, partner integration
server 206 may perform proxy login 616 with partner 210. User 106 may be prompted for
login 614 with partner 210 on media access client 202, for example, using a specified protocol
for partner 210. The user’s login information is first received by partner integration server 206,
which then forwards the login information to partner 210 for proxy login 616. Responsive to
proxy login 616, partner integration server 206 may receive authorization token 618 from
partner 210, and may, in turn, send authorization token 620 to media access client 202. If the
authentication at proxy login 616 is successful, partner 210 returns authorization token 618 to
partner integration server 206. The authorization token is usable by media access client 202 to
access media server 122 and, more specifically, to access the media objects in media repository
120 that user 106 is subscribed to. Next, partner integration server 206 may send authorization
token 620 to media access client 202. The user device (executing on media access client 202)
may be enabled to use authorization token 620 to send subscription request 622 to partner
integration server 206, which, in turn, sends proxy subscription request 624 to partner 210.
Responsive to proxy subscription request 624, partner 210 may send subscription info 626 to
partner integration server 206, which may, in tumn, send subscription info 628 to media access
client 202. In response to subscription request 624 to partner 210, partner 210 sends

subscription information 626 back to partner integration server 206. Then, partner integration
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server 206 may send subscription information 628 to media access client 202, to enable media
access client 202 to access media server 122 using authorization token 620. Subscription
information 626 and 628 may include, or may specify, the media objects that are associated
with authorization token 620 that user 106 has access to. The user may then be enabled to
access media objects corresponding to subscription information 628 at media server 122 using
authorization token 620. With a SESSION PARTNER, both session partner authentication 600
may be repeated every time user 106 accesses media network 200 using media access client
202.

[0102] With a SESSION PARTNER, each media subscription associated with partner 210
may have an expiration date. The expiration date may be the same for all users 106 for partner
210, because the agreement between the partner entity associated with partner 210 and the
media provider of media network 200 may specify SESSION PARTNER access for all users
106 associated with partner 210. In cases where the expiration date is based on a relationship
between user 106 and partner 210, partner authentication server 206 may request confirmation
of access with partner 210 to confirm that the expiration date is still valid when user 106 logs
in. If partner 210 acknowledges that the expiration date or access is no longer valid, user 106
may be notified that access is no longer available and may be given an option to re-authenticate.
For cases when the expiration date and access are still valid, user 106 may be connected without
further query using a background process. For example, if partner 210-1 has a media object,
“XYZ,” that expires on March 30, 2022, users 106 having SESSION PARTNER access via
partner 210-1 will be able to access media object “XYZ” until March 30, 2022.

[0103] In operation of media network 200 with a TRANSACTION PARTNER, in
FIGURE 6B, transaction partner authentication 601 may be performed according to session
partner authentication 600. Then, the user may send a device subscription 630 to partner

integration server 206 for access to a media network. Users 106 associated with a
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TRANSACTION PARTNER follow a two-step authentication and authorization process the
first time media network 200 is accessed, but may skip the authentication and authorization
process on subsequent access attempts. Users 106 associated with a TRANSACTION
PARTNER have an account with partner integration server 206 that allows partner integration
server 206 to associate the user’s subscriptions with user 106 for successive sessions, such as
by storing commensurate information in admin repository 220.

[0104] In transaction partner authentication 601, when user 106 logs in to media network
200 using media access client 202 for the first time, a similar work flow as described above in
session partner authentication 600 is performed, i.e., partner filtration, authentication, and
authorization. The user device (executing on media access client 202) may be enabled to use
authorization token 620 to send device subscription request 630 to partner integration server
206, which, in turn, sends proxy subscription request 632 to partner 210. Responsive to proxy
subscription request 632, partner 210 may send subscription info 634 to partner integration
server 206. However, when partner 210 returns subscription info 634 to partner integration
server 206, partner integration server 206, at step 636, stores the user info comprising
subscription details, such as by using a user’s transaction identifier and a user’s partner
identifier for indexing purposes. In some embodiments, the transaction identifier may be the
user’s phone number. In step 636, partner integration server 206 may associate the user into
in a database, flat file, or some other records in admin repository 220. Then, partner integration
server 206 sends subscription info 638 to media access client 202. Partner integration server
206 may send subscription information 638 to media access client 202, to enable media access
client 202 to access media server 122 using authorization token 620. Subscription information
634 and 638 may include, or may specify, the media objects that are associated with

authorization token 620 that user 106 has access to.
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[0105] When user 106 accesses media network 300 in a later session, such as by operating
media access client 202 to generate a request 640 to partner integration server 206, partner
integration server 206 may fetch the user info at step 642 and may use the stored user info to
checks a user identifier provided by the user. Then, partner integration server 206 may send
subscription information 638 again, this time without having to query partner 210, to media
access client 202. Responsive to receiving subscription information 638, media access client
202 may display subscription information 638 to user 106 for corresponding selection of a
media object for replay. In this manner, user 106 may not have to repeat the authentication and
authorization workflow in FIGURE 6A after a first completion.

[0106] For a TRANSACTION PARTNER, an expiration date of each subscription
associated with partner 210 may vary for each user 106. For example, the expiration date may
depend on multiple factors, such as a subscription date by user 106 for the subscription, and a
number of days specifying a duration of the subscription. For example, if user 106 subscribes
on January 1, 2022 to a subscription that remains active for 10 days, user 106 can access the
subscription until January 10, 2022. It is noted that various types of subscriptions and time
periods may be authenticated and authorized with partner 210 that is a TRANSACTION
PARTNER.

[0107] In operation of media network 200 with a DISCOUNT PARTNER, in FIGURE 6C,
discount partner authentication 602 may be performed according to session partner
authentication 600. Discount partner authentication 602 may be similar to session partner
authentication 600. Users 106 associated with partner 210 that is a DISCOUNT PARTNER
follow a two-step authentication and authorization process every time media access client 202
is used to access media server 122. User associated with a DISCOUNT PARTNER may not
have an account with partner integration server 206 or media server 200. In discount partner

authentication 602, when user 106 logs in to media network 200 using media access client 202
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for the first time, a similar work flow as described above in session partner authentication 600
is performed, i.e., partner filtration, authentication, and authorization. The user device
(executing on media access client 202) may be enabled to use authorization token 620 to send
device subscription request 650 to partner integration server 206, which, in turn, sends proxy
subscription request 652 to partner 210. For a DISCOUNT PARTNER, after user 106 performs
the workflow as described above for discount partner authentication 602, partner 210 returns,
along with subscription info 654, discount info 658 to partner integration server 206, which, in
turn, sends discount info 660 to media access client 202. User 106 is then enabled to use the
discount info 660 to make a corresponding purchase, such as by using media access client 202.
Expiration of subscriptions with a DISCOUNT PARTNER also works similarly to that
described for a SESSION PARTNER, with each subscription associated with a DISCOUNT
PARTNER having an expiration date that is constant for all users 106 and may represent a
time-limited offer on the market.

[0108] Referring now to FIGURE 7, a flowchart of selected elements of an embodiment of
method 700 for media network authentication with partner onboarding, as disclosed herein, is
depicted. Method 700 may be performed by partner integration server 206, as described above.
It is noted that certain operations described in method 700 may be optional or may be
rearranged in different embodiments.

[0109] Method 700 may begin at step 702 by receiving, from a media access client
executing at a user device associated with a user, a first request at a partner integration server
to access a media server providing access to media objects in a media repository. At step 704,
responsive to the first request, at least one partner, including a first partner, is identified from
a plurality of partners associated with the partner integration server, where each of the plurality
of partners has been onboarded for operation with the partner integration server. At step 706,

first partner information associated with the first partner is retrieved, the first partner
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information indicative of an authentication method usable with the first partner to authenticate
the user and, based on the first request, the authentication method is used to authenticate the
user. When the authentication method successfully authenticates the user, at step 708, an
authorization token is received from the first partner, the authorization token usable by the
media access client to access the media objects via the media server, and the authorization
token is forwarded to the media access client.

[0110] Referring now to FIGURE 8, a flowchart of selected elements of an embodiment of
method 800 for media network authentication with partner onboarding, as disclosed herein, is
depicted. Method 800 may be performed by partner integration server 206, as described above.
It is noted that certain operations described in method 800 may be optional or may be
rearranged in different embodiments.

[0111] Method 800 may begin at step 802 by receiving a first request from a user device
operated by a user, where the first request is for access to the media network and the first
request includes wireless network information for a wireless network providing network
service to the user device. Based on the first request, at step 804, a wireless network provider
associated with the wireless network is identified and partner information associated with the
wireless network provider is sent to the user device. At step 806, a second request to the
wireless network provider to authenticate the user is sent, where the second request includes
authentication information for the user from the first request. When the wireless network
provider authenticates the user responsive to the second request, at step 808, an authorization
token is received from the wireless network provider, where the authorization token enables
the user device to access at least some of the media objects. At step 810, the authorization
token is sent to the user device and a third request from the user device is received for
subscription information associated with the authorization token, where the subscription

information specifies access rights to at least some of the media objects, including a first media
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object. At step 812, the wireless network provider is queried for the subscription information,
and the subscription information is sent to the user device, where the user device is enabled to
use the subscription information to replay the first media object.

[0112] As disclosed herein, systems and methods are provided for a media provider to
allow a user to access media objects with a third-party partner that authenticates the user and
authorizes the user to access certain media objects. The media provider offers access to media
objects, such as video content or audio content. The partner, through a relationship with the
media provider, similarly offers access to the media provider’s media objects, for example, as
a service or benefit to the partner’s customers or users. In particular, a partner integration
server mediates user authentication and authorization by the partner. The partner integration
server also allows the media provider to easily and flexibly to add and integrate additional
partners.

[0113] The above disclosed subject matter is to be considered illustrative, and not
restrictive, and the appended claims are intended to cover all such modifications,
enhancements, and other embodiments which fall within the true spirit and scope of the present
disclosure. Thus, to the maximum extent allowed by law, the scope of the present disclosure
is to be determined by the broadest permissible interpretation of the following claims and their

equivalents, and shall not be restricted or limited by the foregoing detailed description.
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WHAT IS CLAIMED IS:

1. A media partner integration system comprising:

a partner integration server;

a media access platform providing access to a media repository;

the media repository storing media objects;

wherein the partner integration server is enabled to receive a first request from a user
of a user device to access the media objects, wherein the user device is enabled to provide, to
the partner integration server, at least one filtration criteria associated with the user, the
filtration criteria selected from at least one of: a geolocation identifier, a carrier network, a
location coordinate, a network address, and a device type;

wherein, in response to the first request, the partner integration server is enabled to send
a second request to authenticate and to authorize the user with at least one partner server,
including a first partner server; and

wherein the partner integration server selects the first partner server based on the
filtration criteria.
2. The media partner integration system of claim 1, wherein:

the partner integration server is enabled to receive a selection of the first partner server
from the user device.
3. The media partner integration system of claim 1, wherein the partner integration server
is enabled to:

receive an authorization response to the second request from the first partner server, the
authorization response including a partner subscription identifier; and

match the partner subscription identifier to a second subscription identifier associated

with the media access platform.
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4. The media partner integration system of claim 1, wherein the partner integration server
is enabled to:

store configuration data respectively for each of the partner servers, including the first
partner server, wherein the configuration data identifies an authentication protocol respectively
associated with each of the partner servers; and

select a first authentication protocol associated with the first partner server.
5. The media partner integration system of claim 4, wherein the configuration data further
comprises:

selection criteria for identifying the respective partner server;

a partner subscription identifier; and

a partner server identifier associated with the first authentication protocol; and
wherein the partner configuration server is enabled to:

receive requests from an administrative client to modify the configuration data.
6. The media partner integration system of claim 1, wherein the media objects comprise
at least one of: audio objects, video objects, and text objects.
7. The media partner integration system of claim 6, wherein the media objects comprise
at least one of:

media objects associated with a live event;

media objects associated with a past event; and

media objects associated with a sports event.
8. The media partner integration system of claim 1, wherein the first authentication
protocol is selected from at least one of: a basic login protocol; a token-based authentication

protocol; a two-factor authentication protocol; and a biometric authentication protocol.
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9. A method of authenticating users for accessing media content, the method comprising:

receiving, from a media access client executing at a user device associated with a user,
a first request at a partner integration server to access a media server providing access to media
objects in a media repository;

responsive to the first request, identifying at least one partner, including a first partner,
from a plurality of partners associated with the partner integration server, wherein each of the
plurality of partners has been onboarded for operation with the partner integration server;

retrieving first partner information associated with the first partner, the first partner
information indicative of an authentication method usable with the first partner to authenticate
the user;

based on the first request, using the authentication method to authenticate the user;

when the authentication method successfully authenticates the user:

receiving an authorization token from the first partner, the authorization token
usable by the media access client to access the media objects via the media server; and
forwarding the authorization token to the media access client.

10. The method of claim 9, further comprising:

prior to retrieving the first partner information, receiving, from the media access client,
a selection of the first partner;
11. The method of claim 9, wherein the first request includes information associated with
the user and indicative of at least one of: a geolocation of the user device; a carrier network for
the user device; a brand or model of the user device; a location coordinate of the user device,

and a network address associated with the first partner.
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12. The method of claim 9, further comprising:

based on the first partner information, sending configuration information to the user
device, the configuration information enabled for configuring a user interface displayed on the
user device.
13. The method of claim 9, wherein the user device is a mobile device.
14. The method of claim 9, wherein the user device is enabled for wireless networking and
is enabled for telephone service.
15. The method of claim 9, further comprising:

receiving a subscription query from the media access client, the subscription query
including the authorization token;

forwarding the subscription query to the first partner;

responsive to the subscription query to the first partner, receiving subscription
information from the first partner, the subscription information specifying access rights to the
media objects provided to the user; and

forwarding the subscription information to the media access client, wherein the media
access client is authorized to access the media objects specified by the subscription
information.
16. The method of claim 9, further comprising:

accessing the first partner information usable to onboard the first partner for operation
with the partner integration server, including modifying at least some of the first partner
information; and

storing the first partner information in an administrative repository accessible to the

partner integration server.
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17.  The method of claim 9, wherein the first partner information specifies at least one of:

filtration criteria for identifying the first partner using the first request;

a type of partner selected from session partner, transaction partner, and discount
partner;

an authentication method for authenticating the user;

an internal subscription or an external subscription to the media objects; and

configuration information for the media access client when the first partner is identified.
18. A server for use in a media network, the server comprising;

a processor;

memory media accessible to the processor storing instructions executable by the
processor,

wherein the media network includes a media server that provides access to media
objects stored in a media repository, and wherein the instructions comprise instructions for:

receiving a first request from a user device operated by a user, wherein the first request
is for access to the media network and the first request includes wireless network information
for a wireless network providing network service to the user device;

based on the first request, identifying a wireless network provider associated with the
wireless network;

sending partner information associated with the wireless network provider to the user
device;

sending a second request to the wireless network provider to authenticate the user,
wherein the second request includes authentication information for the user from the first

request;
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when the wireless network provider authenticates the user responsive to the second
request, receiving an authorization token from the wireless network provider, wherein the
authorization token enables the user device to access at least some of the media objects;

sending the authorization token to the user device;

receiving a third request from the user device for subscription information associated
with the authorization token, wherein the subscription information specifies access rights to at
least some of the media objects, including a first media object;

querying the wireless network provider for the subscription information; and

sending the subscription information to the user device, wherein the user device is
enabled to use the subscription information to replay the first media object.
19. The server of claim 18, further comprising instructions for:

responsive to receiving the subscription information, storing the subscription
information.
20. The server of claim 19, wherein storing the subscription information further comprises
instructions for:

storing the subscription information at an admin repository accessible to the server,
wherein the subscription information is indexed to the user.
21. The server of claim 20, wherein sending the second request to the wireless network
provider further comprises:

selecting an authentication method associated with the second request, wherein the
authentication method is specified in partner information for the first partner.
22. The server of claim 21, wherein the authentication method is selected from at least one
of:

no login method; a basic login method; a token authentication method; a two-factor

authentication (2FA) method; and a biometric authentication method.

51



10

15

CA 03118489 2021-04-30

WO 2020/092619 PCT/US2019/058928

23. The server of claim 18, further comprising instructions for:

receiving partner information for a second wireless network provider that is not
onboarded for operation with the server in the media network; and

using the partner information for the second wireless network provider,
configuring the server to register the second wireless network provider with server, wherein
the second wireless network provider is available to the server for identifying customer
relationships with users.
24, The server of claim 23, wherein receiving the partner information for the second
wireless network provider further comprises instructions for:

receiving the partner information via an administrative client associated with the server,

wherein the administrative client is enabled to store the partner information to configure the
second wireless network provider to operate with the server for authenticating users.
25. The server of claim 23, wherein the server stores the partner information at an admin
repository accessible to the server, wherein the partner information is indexed to the second
wireless network provider and corresponds to a partner protocol for authentication by the

second wireless network provider.
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r—700 ™~ METHOD FOR MEDIA NETWORK AUTHENTICATION WITH PARTNER ONBOARDING
702
§

RECEIVING, FROM A MEDIA ACCESS CLIENT EXECUTING AT A USER DEVICE
ASSOCIATED WITH A USER, A FIRST REQUEST AT A PARTNER INTEGRATION SERVER
TO ACCESS A MEDIA SERVER PROVIDING ACCESS TO MEDIA OBJECTS IN A MEDIA
REPOSITORY

704
)
RESPONSIVE TO THE FIRST REQUEST, IDENTIFYING AT LEAST ONE PARTNER FROM A
PLURALITY OF PARTNERS ASSOCIATED WITH THE PARTNER INTEGRATION SERVER,
WHERE EACH OF THE PLURALITY OF PARTNERS HAS BEEN ONBOARDED FOR
OPERATION WITH THE PARTNER INTEGRATION SERVER

706
§

RETREIVING FIRST PARTNER INFORMATION ASSOCIATED WITH THE FIRST PARTNER,
THE FIRST PARTNER INFORMATION INDICATIVE OF AN AUTHENTICATION METHOD
USABLE WITH THE FIRST PARTNER TO AUTHENTICATE THE USER AND, BASED ON THE
FIRST REQUEST, USING THE AUTHENTICATION METHOD TO AUTHENTICATE THE USER

708
4

WHEN THE AUTHENTICATION METHOD SUCCESSFULLY AUTHENTICATES THE USER:
RECEIVING AN AUTHORIZATION TOKEN FROM THE FIRST PARTNER, THE
AUTHORIZATION TOKEN USABLE BY THE MEDIA ACCESS CLIENT TO ACCESS THE
MEDIA OBJECTS VIA THE MEDIA SERVER, AND FORWARD THE AUTHORIZATION TOKEN
TO THE MEDIA ACCESS CLIENT

FIG. 7
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METHOD FOR MEDIA NETWORK AUTHENTICATION WITH PARTNER ONBOARDING

800
o 8302

RECEIVING A FIRST REQUEST FROM A USER DEVICE OPERATED BY A USER, WHEREIN
THE FIRST REQUEST IS FOR ACCESS TO THE MEDIA NETWORK AND THE FIRST
REQUEST INCLUDES WIRELESS NETWORK INFORMATION FOR A WIRELESS NETWORK
PROVIDING NETWORK SERVICE TO THE USER DEVICE

8()04
BASED ON THE FIRST REQUEST, IDENTIFYING A WIRELESS NETWORK PROVIDER
ASSOCIATED WITH THE WIRELESS NETWORK AND SENDING PARTNER INFORMATION

ASSOCIATED WITH THE WIRELESS NETWORK PROVIDER TO THE USER DEVICE
806
)

SENDING A SECOND REQUEST TO THE WIRELESS NETWORK PROVIDER TO
AUTHENTICATE THE USER, WHERE THE SECOND REQUEST INCLUDES
AUTHENTICATION INFORMATION FOR THE USER FROM THE FIRST REQUEST

808
)

WHEN THE WIRELESS NETWORK PROVIDER AUTHENTICATES THE USER RESPONSIVE
TO THE SECOND REQUEST, RECEIVING AN AUTHORIZATION TOKEN FROM THE
WIRELESS NETWORK PROVIDER, WHERE THE AUTHORIZATION TOKEN ENABLES THE
USER DEVICE TO ACCESS AT LEAST SOME OF THE MEDIA OBJECTS

810
§

SEND THE AUTHORIZATION TOKEN TO THE USER DEVICE AND RECEIVE A THIRD
REQUEST FROM THE USER DEVICE FOR SUBSCRIPTION INFORMATION ASSOCIATED
WITH THE AUTHORIZATION TOKEN, WHERE THE SUBSCRIPTION INFORMATION
SPECIFIES ACCESS RIGHTS TO AT LEAST SOME OF THE MEDIA OBJECTS, INCLUDING
A FIRST MEDIA OBJECT

812
§

QUERY THE WIRELESS NETWORK PROVIDER FOR THE SUBSCRIPTION INFORMATION,
AND SEND THE SUBSCRIPTION INFORMATION TO THE USER DEVICE, WHERE THE
USER DEVICE IS ENABLED TO USE THE SUBSCRIPTION INFORMATION TO REPLAY THE
FIRST MEDIA OBJECT

FIG. 8
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