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1. 

METHOD FOR PROVIDING LOCATION 
INDEPENDENT DYNAMIC PORT 

MIRRORING ON DISTRIBUTED VIRTUAL 
SWITCHES 

BACKGROUND OF THE INVENTION 

1. Technical Field 
The present disclosure relates to server virtualizations in 

general, and in particular to distributed virtual switches. More 
particularly, the present disclosure relates to a method for 
providing location independent dynamic port mirroring on 
distributed virtual switches. 

2. Description of Related Art 
Generally speaking, server virtualization describes a soft 

ware abstraction that separates a physical resource and its use 
from the underlying physical machine. Most physical 
resources, such as processors, storage devices, and network 
adaptors, can be abstracted and provisioned as virtualized 
entities. 

Virtual machines (VMs) play a central role in server virtu 
alization. AVM is a virtualization of a physical machine and 
its hardware components. AVM typically includes a virtual 
processor, a virtual system memory, and various virtual 
devices. A single physical machine can host multiple VMS. 
Guest operating systems can be executed on VMS and func 
tion as though executing on actual hardware of a physical 
machine. 
A hypervisor or virtual machine manager provides an inter 

face betweenVMs and the underlying hardware of a physical 
machine. By multiplexing all accesses to the underlying hard 
ware among various VMs, a hypervisor guarantees various 
VM the usage of the actual hardware, such as processors, 
system memory, etc., of the physical machine. 
A typical server virtualization implementation generally 

requires multiple VMs to share a network adapter or network 
interface card (NIC) of a physical machine for performing 
external network input/output operations. A hypervisor typi 
cally provides a virtual switch (vswitch) that provides inter 
connectivity among the VMs on the physical machine. With 
each VM having one or more virtual NICs (vNICs), the 
vswitch interfaces between the NIC of the physical machine 
and the VNICs of the associated VMs. In general, each vNIC 
operates like a physical NIC, being assigned a media access 
control (MAC) address that is typically different from that of 
the physical NIC. The vswitch performs the routing of pack 
ets between the various VNICs and the physical NIC. 
The present disclosure provides an improved method for 

providing port mirroring on distributed VSwitches. 

SUMMARY OF THE INVENTION 

In accordance with a preferred embodiment of the present 
disclosure, a controller is provided to configure one or more 
virtual Switches within a group of physical machines to 
appear as a set of distributed virtual Switches. In response to 
the receipt of a data packet at a port of a physical machine, a 
determination is made whether or not the port has a monitor 
port located on the physical machine. If the port has a monitor 
port located on the same physical machine, a copy of the data 
packet is sent to the monitor port of the physical machine. If 
the port has a monitor port located on a different physical 
machine, a copy of the data packet along with an identifica 
tion (ID) of the port and an ID of the monitor port are encap 
Sulated, and the encapsulated information are sent to a con 
troller. 
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2 
All features and advantages of the present disclosure will 

become apparent in the following detailed written descrip 
tion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The disclosure itself, as well as a preferred mode of use, 
further objects, and advantages thereof, will best be under 
stood by reference to the following detailed description of an 
illustrative embodiment when read in conjunction with the 
accompanying drawings, wherein: 

FIG. 1 is a block diagram of a data center having multiple 
physical machines in which a preferred embodiment of the 
present invention can be implemented; 

FIG. 2 is a block diagram of a logical representation of the 
data center from FIG. 1; 

FIG. 3 is a diagram illustrating the relationships between 
end-nodes and downlink virtual ports from FIG. 2; 

FIG. 4 is a block diagram of an overall architecture of 
location independent dynamic port mirroring on distributed 
virtual switches, in accordance with a preferred embodiment 
of the present invention; and 

FIG. 5 is a high-level logic flow diagram of a method for 
providing location independent dynamic port mirroring on 
distributed virtual switches, in accordance with a preferred 
embodiment of the present invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

Referring now to the drawings and in particular to FIG. 1, 
there is depicted a block diagram of a data center having 
multiple physical machines in which a preferred embodiment 
of the present invention can be implemented. As shown, a data 
center 10 includes multiple physical machines 12a-12m in 
communication with a network 14 through a network Switch 
19. Network 14 can be a local-area network (LAN), a wide 
area network (WAN), or a metropolitan-area network 
(MAN). The equipment of data center 10 can reside together 
locally at a single site or distributed over separate sites. 

Each of physical machines 12a-12n may include hardware 
Such as processors, memories, input/output (I/O) devices, 
network interface cards (NICs) or converged network adapt 
ers (CNAs), etc. Physical machines 12a-12m can reside alone 
or be stacked together within a chassis Such as in a rack server 
or inablade server, and network switch 19 can reside alone or 
be stacked within the same chassis as one or more of physical 
machines 12a-12m. 

Each of physical machines 12a-12n may host one or more 
end-nodes. In FIG. 1, physical machine 12a is shown to host 
two end-nodes 18a and 18b, and physical machine 12n is 
shown to host one end-node 18n. End-nodes 18a-18n can be 
physical or virtual. Examples of end-nodes 18a-18b include, 
but are not limited to, application programs, operating sys 
tems, virtual machines, hypervisors, virtual and physical 
NICs, virtual and physical NIC queues, and virtual and physi 
cal storage devices. Types of end-nodes 18a-18b include, but 
are not limited to, network end-nodes and storage end-nodes. 
Network end-nodes process network data packets, and Stor 
age end-nodes process storage data packets. Physical and 
virtual end-nodes that perform data networking are called 
physical and virtual network end-nodes, respectively, 
whereas physical and virtual end-nodes that perform storage 
networking are called physical and virtual storage end-nodes, 
respectively. 
Network switch 19 includes multiple physical downlink 

ports 15a-15n and multiple physical uplink ports 16a-16n. 
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Network switch 19 performs switching of data packets 
between physical downlink ports 15a-15n and physical 
uplink ports 16a-16 n. Each of physical machines 12a-12n is 
directly connected to one of physical downlink ports 15a-15n 
via a corresponding one of physical links 13a-13n. Physical 
uplink ports 16a-16n serve to connect network switch 19 to 
network 14 via physical uplinks 17a-17n. 

Network switch 19 may include a management module 11 
by which network switch 19 is configured to perform switch 
ing of data packets based on virtual ports (V-ports). An Eth 
ernet Switch is an exemplary implementation of network 
Switch 19. 

With reference now FIG. 2, there is depicted a logical 
representation of data center 10. As shown, data center 10' 
includes end-nodes 28a-28n in communication with a V-port 
switch 29. V-port switch 29 is a network element that can 
learn of the existence and identities of one or more end-nodes 
of a physical machine, and can detect, monitors, and controls 
data packet traffic to and from those end-nodes. In FIG. 2, 
each of end-nodes 28a-28n is logically connected to a differ 
ent one of virtual ports (V-ports) 25a-25m of V-port switch 29. 
Each of V-ports 25a-25m is uniquely assigned to one of end 
nodes 28a-28n. For example, V-port 25a is logically con 
nected to end-node 28a via virtual downlink 23a, V-port 25b 
to end-node 28b via virtual downlink 23b, and V-port 25n to 
end-node 28n via virtual downlink 23n. 

End-nodes 28a-28m are computing or traffic-handling enti 
ties operating on physical machines 12a-12n connected to a 
physical port of V-port switch 19. Such entities can be physi 
cal entities, such as a network interface card (NIC), or virtual 
entities, such as a virtual NIC of a virtual machine. 
The generation of a V-port for V-port switch 29 can occur 

statically through administrator configurations or dynami 
cally (i.e., in real-time) through end-node discovery and auto 
matic V-port assignments. V-port switch 29 uses v-ports 25a 
25m in similar fashions to those of physical ports. Becausefull 
physical port functionality can be extended to V-ports 25a 
25n, each one of V-ports 25a-25n is treated as having at least 
the same capabilities as a physical port. 

The associations of V-ports 25a-25n to end-nodes 23a-23n 
are one-to-one. Examples of end-node associations of V-ports 
include, but are not limited to, an association with a virtual 
NIC or a subset thereof of a virtual machine operating on a 
physical machine, associations with different queues of a 
multi-queue NIC or a Subset thereof on a physical machine, 
associations with different network queues or a subset thereof 
of a CNA, and associations with different types of traffic on a 
CNA, such as Fibre Channel over Ethernet (FCoE) traffic. 

V-port switch 29 also defines uplink v-ports 26a-26n that 
are logically connected to physical uplink ports 16a-16n 
(from FIG. 1) by virtual uplinks 27a-27n. Each of virtual 
uplinks 27a-27n has a one-to-one correspondence with one of 
uplink V-ports 26a-26n, and connects that uplink V-port to one 
of physical uplink ports 16a-16n (from FIG. 1). Multiple 
virtual uplinks 27a-27n, and thus multiple uplink V-ports 
26a-26n, can logically connect to the same physical uplink 
port 16a-16 n. Each one of downlink V-ports 25a-25n is logi 
cally associated with one of uplink v-ports 26a-26n, with 
more than one of downlink V-ports 25a-25m possibly being 
associated with any given one of uplink V-port 26a-26m. 
When a data packet arrives at V-port switch 29 via one of 
downlink v-ports 25a-25n, V-port switch 29 switches the data 
packet to the associated one of uplink V-ports 26a-26n, and 
from the uplink V-port, Switches the data packet to the par 
ticular one of physical uplink port 16a-16n to which the 
uplink V-port is logically connected. 
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4 
Referring now to FIG. 3, there is illustrated the relation 

ships between end-nodes and downlink virtual ports from 
FIG. 2. As shown, multiple end-nodes operate within virtual 
machines (VMs) connected to the same physical interface. 
Physical machine 12a (from FIG. 1) has virtualization soft 
ware that includes hypervisor 30 for abstracting the hardware 
of physical machine 12a into one or more VMs 31a, 31b and 
31C. 

Each one of VMs 31a-31C has one or more associated 
virtual interfaces (VIF), such as a virtual NIC, with each VIF 
having its own unique virtual MAC address (VMAC). In FIG. 
3, virtual machines 31a, 31b both have one VIF 34a, 34b, 
respectively, and virtual machine 31c has two VIFs 34c., 34d. 
In addition, each one of VMs 31a-31C includes at least one 
Software application executing within its own guest operating 
system. Any type of application can execute on one of VMS 
31a-31C. 

Each one of VIFs 34a-34d is an example of a virtual end 
node. A given one of VIFs 34a-34d can be configured to 
handle data networking or storage communications. VIFs that 
process data networking communications are examples of 
virtual network end-nodes, and VIFS that process storage 
communications are examples of virtual storage end-nodes. 

Hypervisor 30 is in communication with a NIC 60 that 
handles the I/Os to and from V-port switch 29. Through hyper 
visor 30, VIFs 34a-34d are logically connected to NEC 60 via 
virtual links 38. 
NIC 60 is connected to a physical port 32a by a physical 

link 39a. Logically associated with physical port 32a, as 
signified by virtual links 36a-36d. are four downlink V-ports 
25a-25a. Each one of downlink v-ports 25a-25a is uniquely 
assigned to one of virtual end-nodes VIF 34a-34d. For 
example, v-port 25a can be assigned to VIF34a: V-port 25b to 
VIF 34b; V-port 25c to VIF 34c, and v-port 25d to VIF 34d. 
These four downlink V-ports 25a-25a can also be considered 
logically associated with physical link 39a, that is, each one 
of downlink v-ports 25a-25a is a subdivided part of physical 
link 39a. 

With reference now to FIG. 4, there is illustrated a block 
diagram of an overall architecture of location independent 
dynamic port mirroring on distributed virtual Switches, in 
accordance with a preferred embodiment of the present 
invention. In order to implement the port mirroring feature 
where a source port and a monitorport are located on separate 
physical machines, the solution needs to include other com 
ponents that are part of the distributed virtual switch (DVS) 
solution. For example, a central controller 41 is needed for a 
network administrator to configure the DVS and port settings. 
There is a one-to-one mapping between a DVS and a control 
ler. In addition, kernel-mode modules 42a-42n are included 
in corresponding physical machines 12a-12m for handling 
packet forwarding. Also, user-mode modules 43a–43n can be 
optionally included in corresponding physical machines 12a 
12n for handling some control plane protocols. 

Each one of kernel-mode modules 42a-42n and each one of 
user-mode module 43a–43n interact with one another using 
operation system specific mechanisms. On the other hand, 
each one of user-mode modules 43a–43n communicates with 
controller 41 via sockets. The present invention utilizes the 
communication paths among kernel-mode modules 42a-42n, 
user-mode modules 43a–43n and controller 41 to encapsulate 
and to send data packets from a kernel-mode module on one 
of physical machines 12a-12m to a kernel-mode module on a 
different one of physical machines 12a-12m. 
The multiplexing of the (mirrored) data packet destination 

is performed by controller 41. To accomplish this, controller 
41 must be able to know the (socket) location of the user 
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mode module at each physical machine, and the user-mode 
module at the source port (end of the port mirror) must encap 
Sulate sufficient information in the encapsulated data packets 
so that controller 41 can decide which one of physical 
machines 12a-12n the encapsulated packet should be directed 
tO. 

In order foraVM to come alive on a V-port, the V-port needs 
to report to controller 41 initially. For example, in FIG.3, VIF 
34a is connected to hypervisor 30 on physical machine 12a, 
and VM 31a becomes alive on physical machine 12a after 
VIF 34a sends a message to a controller (not shown). In turn, 
the controller records the location of VIF 34a in its database. 
AVIF can be alive on only one physical machine at any given 
time. If the VIF moves to a different physical machine during 
migration, the VIF will have to disconnect from the current 
physical machine before coming alive on the different physi 
cal machine. For example, after VIF 34a has been discon 
nected from hypervisor 30 on physical machine 12a, VIF 34a 
sends a message to the controller, and VM 31a is not alive on 
physical machine 12a anymore. The controller then removes 
the location of VIF 34a from its database. 
A user can assign and configures a monitor port of a (mir 

rored) port on a distributed Switch by using a management 
tool. For example, one of VIFs 34a-34d can be a monitor port. 

Referring now to FIG. 5, there is depicted a high-level logic 
flow diagram of a method for handling local port mirroring on 
distributed virtual switches, in accordance with a preferred 
embodiment of the present invention. Starting at block 50, in 
response to an incoming data packet arriving at a port (e.g., 
VIF 34a) of a physical machine (e.g., physical machine 12a). 
a determination is made whether or not the port has a monitor 
port, as shown in block 51. 

If the port has a monitor port (e.g., monitor port VIF 34a). 
another determination is made whether or not the monitor 
port is located on the same physical machine (e.g., physical 
machine 12a), as depicted in block 52. If the monitor port is 
not located on the same physical machine, then a copy of the 
data packet, the source port ID (i.e., port ID of VIF 34a) and 
the monitorport ID (i.e., port ID of VIF34a) are encapsulated 
and sent to the controller (e.g., controller 41), as shown in 
block 53. The controller then determines whether or not the 
monitor port ID is stored in its database, as depicted in block 
54. If the monitor port ID is stored in the controller database, 
then the controller sends the data packet to the location of the 
monitor port ID based on the information stored in the con 
troller database, as shown in block 55. Otherwise, if the 
monitor port ID is not stored in the controller database, the 
data packet is dropped, as depicted in block 56. 

Otherwise, if the monitorport is located on the same physi 
cal machine, then a full copy of the incoming data packet is 
sent to the monitor port (i.e., monitorport VIF34a), as shown 
in block 57. 
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As has been described, the present disclosure provides a 

method for providing location independent dynamic port mir 
roring on distributed virtual switches. 

It is also important to note that although the present inven 
tion has been described in the context of a fully functional 
computer system, those skilled in the art will appreciate that 
the mechanisms of the present invention are capable of being 
distributed as a program product in a variety of recordable 
type media Such as compact discs and digital video discs. 

While the disclosure has been particularly shown and 
described with reference to a preferred embodiment, it will be 
understood by those skilled in the art that various changes in 
form and detail may be made therein without departing from 
the spirit and scope of the disclosure. 
What is claimed is: 
1. A non-transitory computer readable medium having a 

plurality of program codes that when executed by a processor 
provide location independent dynamic port mirroring, said 
program codes perform steps comprising: 

providing a controller for configuring one or more virtual 
Switches within a plurality of physical machines to 
appear as a set of distributed virtual switches; 

in response to a receipt of a data packet at a port of a first 
one of said physical machines, determining whether or 
not said port has a mirrored port located on said first one 
physical machine; 

in a determination that said port has a mirrored port located 
on said first one physical machine, sending a copy of 
said data packet to said mirrored port located on said first 
one physical machine; and 

in a determination that said port has a mirrored port located 
on a second one of said physical machines, encapsulat 
ing a copy of said data packet along with an identifica 
tion (ID) of said port and an ID of said mirrored port 
located on said second one physical machine, and send 
ing said encapsulated information to said controller, and 

wherein said program codes further includes determining 
by said controller whether or not said mirrored portID is 
stored in a database within said controller; 

in a determination that said mirrored port ID is stored in a 
database within said controller, sending said data packet 
to said mirrored port according to said mirrored port ID 
stored in said database within said controller, and 

in a determination that said mirrored portID is not stored in 
a database within said controller, discarding said data 
packet. 

2. The program codes of claim 1, wherein said virtual 
switches are contained within a hypervisor of each of said 
physical machines. 

3. The program codes of claim 2, wherein said controller 
communicates with each of said physical machines via a 
communication module within a hypervisor of each of said 
physical machines. 


