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LOW-CONTENTION LOCK 

BACKGROUND 

1. Field 
The present disclosure relates to acquiring and releasing a 

shared resource via a lock semaphore and, more particularly, 
to acquiring and releasing a shared resource via a lock Sema 
phore utilizing a state machine. 

2. Background Information 
Typically, processing or computer systems allow multiple 

programs to execute substantially simultaneously. Multiple 
programs may execute substantially simultaneously utilizing 
techniques such as, for example, time slicing, parallel execu 
tion or multiple processing engines. Furthermore, it is pos 
sible for multiple parts of a program, or threads, to execute 
Substantially simultaneously in much the same manner. Tech 
niques that allow for this substantially simultaneous execu 
tion are often referred to as being multi-tasking, multi-thread 
ing or hyper-threading. An example of a multi-tasking 
technique may allow for a music player and a word processor 
to be run Substantially simultaneously, so a user could listen 
to music while they write a document. An example of a 
multi-threading technique may be a word processor that 
allowed editing of a document while simultaneously printing 
the same document. 

These threads, processes, or programs, hereafter, collec 
tively referred to as “threads often access shared resources. 
These shared resources may include physical hardware or 
other sections of executable instructions. Such as, for 
example, a common library. These shared resources may not 
be capable of being substantially simultaneously utilized by 
multiple threads. For example, it is not common for a printer 
to print two or more documents simultaneously; however, in 
a multi-threaded environment two or more threads may 
attempt to simultaneously print to the printer. Of course, this 
is merely one example of a shared resource that may be 
incapable of being substantially simultaneously utilized by 
multiple threads. 

To prevent errors or other undesirable effects that may 
occur when multiple threads attempt to simultaneously use a 
shared resource a variety of techniques are known. In one 
technique, thread access to a shared resource may be gov 
erned by a semaphore lock, hereafter, “lock.” In this context, 
a lock is a signal or a flag variable used to govern access to 
shared system resources. A lock often indicates to other 
potential users or threads that a file or other resource is in use 
and prevents access by more than one user or thread. 

In the printer example above, a first thread may acquire a 
lock on the printer, print the document, and release the lock on 
the printer. The second thread may attempt to acquire the 
printer's lock. Upon finding the printer is already locked by 
the first thread, the second thread often waits to acquire the 
lock. When the first thread releases the printer lock, the sec 
ond thread may then acquire the printerlock, print the second 
document, and release the lock on the printer. In this example, 
contention for access to the printer is governed. 

Often it is possible for a single thread to hold multiple locks 
at a given time. Using traditional techniques, when a thread 
holds multiple locks at the same time, the associated dynamic 
memory allocation and deallocation is often proportional to 
the sum of the number oflocks, the number of threads, and the 
number of lock acquisitions. In modem systems, this result 
ing number is often quite large. In addition, frequent memory 
allocations and dealloctions may consume a large amount of 
processing time and other system resources. A need, there 
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2 
fore, exists for an improved system or technique for imple 
menting the acquiring and releasing of a shared resource via 
a lock Semaphore. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Subject matter is particularly pointed out and distinctly 
claimed in the concluding portions of the specification. The 
disclosed subject matter, however, both as to organization and 
the method of operation, together with objects, features and 
advantages thereof, may be best understood by a reference to 
the following detailed description when read with the accom 
panying drawings in which: 

FIG. 1 is a flowchart illustrating an embodiment of a tech 
nique for acquiring and/or releasing a lockinaccordance with 
the disclosed subject matter; 

FIG. 2 is a flowchart illustrating an embodiment of a tech 
nique for acquiring and/or releasing a lockinaccordance with 
the disclosed subject matter; 

FIG. 3 is a state diagram illustrating an embodiment of a 
state machine utilized by a technique for acquiring and/or 
releasing a lock in accordance with the disclosed subject 
matter, 

FIG. 4 is a table detailing the possible states of a state 
machine utilized within an embodiment of a technique for 
acquiring and/or releasing a lock in accordance with the dis 
closed subject matter; and 

FIG. 5 is a block diagram illustrating an embodiment of an 
apparatus and a system that allows for acquisition and release 
of a lock in accordance with the disclosed Subject matter. 

DETAILED DESCRIPTION 

In the following detailed description, numerous details are 
set forth in order to provide a thorough understanding of the 
present disclosed subject matter. However, it will be under 
stood by those skilled in the art that the disclosed subject 
matter may be practiced without these specific details. In 
other instances, well-known methods, procedures, compo 
nents, and circuits have not been described in detailso as not 
to obscure the disclosed subject matter. 

FIG. 1 is a flowchart illustrating an embodiment of a tech 
nique for acquiring and/or releasing a lockinaccordance with 
the disclosed subject matter. Block 110 illustrates that a 
requesting thread, or agent associated with the thread, may 
select an action to perform upon the lock. In one embodiment, 
the action may be selected from a group of actions including: 
acquiring the lock, trying to acquire the lock, or releasing the 
lock. 

Block 120 illustrates that the current state of the lock may 
be asynchronously queried. In one embodiment, the lock may 
utilize a state machine with four valid states, such as, for 
example the state machine shown in FIG. 3. 

FIG. 3 is a state diagram illustrating an embodiment of a 
state machine utilized by a technique for acquiring and/or 
releasing a lock in accordance with the disclosed subject 
matter. One embodiment of the state machine may include 
four valid states. The embodiment may also involve a lock 
that includes a flag value, a pointer to a first thread in a queue 
of threads waiting to acquire the lock, and a pointer to a last 
thread in the queue to acquire the lock. In one embodiment, 
the flag value may indicate both whether or not the lock is 
being held and if there is a queue of threads waiting to acquire 
the lock. In other embodiments, the flag value may only 
indicate whether or not the lock is being held, and another 
value may indicate if a queue exists. It is also contemplated 
that the existence of the queue may be determined by the first 
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and last thread pointers. It is further contemplated that the 
"pointer to the threads may be an address value, a unique 
thread identifier or some other value that would facilitate 
access to the threads. In the embodiments illustrated by FIGS. 
3 and 4, the state of the lock may be determined by the flag 
value and thread pointers; however, other techniques for 
determining the lock state are contemplated. 

State 310 may indicate that no thread holds the lock and 
there are no threads waiting in a queue to acquire the lock. In 
the illustrated embodiment, the flag value, the first thread 
pointer, and the last thread pointer may all be set to Zero. 
However, it is contemplated that other values may be used in 
other embodiments to represent this un-acquired State. In this 
embodiment, state 310 may be the initial state of the lock. 
Also in this embodiment, the lock, since it is not held, may not 
be released. In one embodiment, an attempt to release the lock 
may result in an error. Furthermore, in this embodiment, the 
lock may only be acquired (via eitheran acquire or try action). 
The act of acquiring the lock may move the lock to state 320. 
However, other embodiments are contemplated. 

State 320 may indicate that a thread holds the lock and no 
threads are waiting in the queue. In the illustrated embodi 
ment, the flag value may be set to one, and the first and last 
thread pointers may be set to zero. However, it is contem 
plated that other values may be used in other embodiments to 
represent this acquired State. In this embodiment, if the lock is 
released, the lock may return to state 310. Also, in this 
embodiment, if the lock is acquired, the lock may move to 
state 330. However, other embodiments are contemplated. 

State 330 may indicate that a thread holds the lock and one 
thread is waiting in the queue. In the illustrated embodiment, 
the flag value may be set to two, and the first and last thread 
pointers may point to the same thread. This thread is repre 
sented in FIGS. 3 & 4 as “H” which stands for the thread at the 
head of the queue. However, it is contemplated that other 
values may be used in other embodiments to represent this 
state. In this embodiment, if the lock is released, the lock may 
return to state 320. Also, in this embodiment, if the lock is 
acquired, the lock may move to state 340. However, other 
embodiments are contemplated. 

State 340 may indicate that a thread holds the lock and that 
more than one thread is waiting in the queue. In the illustrated 
embodiment, the flag value may be set to two, and the first and 
last thread pointers may point to the different threads. The last 
thread is represented in FIGS. 3 & 4 as “T” which stands for 
the thread at the tail of the queue. However, it is contemplated 
that other values may be used in other embodiments to rep 
resent this state. In this embodiment, if the lock is released, 
the lock may return to either state 330 or remain at state 340, 
depending upon whether releasing the lock changes the queue 
length to one. Also, in this embodiment, if the lock is 
acquired, the lock may remain at State 340. It is contemplated 
that when the lock remains at state 340 after a release or 
acquire action, that either the first or last thread pointer may 
be changed to represent the performed action. However, other 
embodiments are contemplated. 

FIG. 4 is a table detailing the possible states of a state 
machine utilized within an embodiment of a technique for 
acquiring and/or releasing a lock in accordance with the dis 
closed subject matter. It provides a Summary of the state 
machine illustrated in FIG.3. Row 410 Summarizes state 310. 
Row 420 Summarizes state 320. Row 430 summarizes state 
330. Row 440 Summarizes state 340. However, FIGS. 3 & 4 
merely illustrate one embodiment of the disclosed subject 
matter and other embodiments are contemplated. 

Returning to FIG. 1, block 130 illustrates that once the 
current state of the lock has been determined, in block 120, 
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4 
the lock's next state may be speculatively determined. In one 
illustrative example, the thread may request that the lock be 
acquired. The current state of the lock may show that the lock 
is not presently held. Therefore, utilizing the embodiment of 
the state machine illustrated by FIG. 3, the next state of the 
lock, after the requested “acquire' action is performed, may 
be speculatively determined to be a state that represents the 
lock being held, but having no threads in a queue waiting to 
acquire the lock. 

Block 140 illustrates that an attempt to transition the lock to 
the next state may be made. It is contemplated that this, and 
possibly any, alteration of the lock's state may be done via a 
technique that attempts to minimize the occurrence of race 
conditions and other undesirable thread related effects. A race 
condition is often defined as an undesirable situation that 
occurs when a device or system attempts to perform two or 
more operations at Substantially the same time, but because of 
the nature of the device or system, the operations must be 
done in the proper sequence in order to be done correctly. In 
one embodiment, the alteration may be performed by a “com 
pare-and-store' operation (a.k.a. a “test-and-set operation) 
that confirms that a variable is equal to an expected value 
before allowing the variable to be set to a new value. However, 
these are merely a few non-limiting examples to which the 
disclosed subject matter is not limited by. 

Block 150 illustrates that the state transition may not be, in 
Some embodiments, successful. It is contemplated that, in one 
embodiment, the state of the lock may change between block 
120 and block 140. It is also contemplated that the thread or 
performer of the technique may not be aware of this change in 
state before the transition is attempted. In one illustrative 
example, a second thread may alter the state of the lock 
between blocks 120 and 140. This may cause the attempted 
state transition to fail. It is contemplated that transition may 
fail if Such a change, for example, has occurred. However, 
other possible failures are contemplated. 

Block 160 illustrates that, if the state transition of block 
140 failed, the selected action may be examined. The selected 
or requested action of block 110 may be, in one embodiment: 
try to acquire the lock, acquire the lock, or release the lock. 
However, other actions are within the scope of the disclosed 
Subject matter. 

Block 170 illustrates that, in one embodiment, if the 
selected action was to merely try to acquire the lock and the 
state transition failed, the technique may indicate to the 
requesting thread that the lock was not acquired. Conversely, 
in one embodiment, if the selected action was “acquire' or 
“release.” FIG. 1 illustrates that the technique may repeat 
blocks 120, 130, and 140, until the lock has successfully 
transitioned State. 

FIG. 2 is a flowchart illustrating an embodiment of a tech 
nique for acquiring and/or releasing a lockinaccordance with 
the disclosed subject matter. FIG. 2 is an extension of FIG. 1 
that details an embodiment of a technique that may be 
employed if the state transition of block 140 of FIG. 1 is 
Successful. 

Block 210 of FIG. 2 illustrates that different events may 
transpire depending upon the action selected (see block 110 
of FIG. 1). If the selected action was “acquire' or “try.” block 
220 illustrates that different actions may be performed based 
upon whether or not the lock was acquired. In one illustrative 
embodiment, acquiring the lock may be synonymous with 
transitioning the lock into state 310 of FIG. 3. However, this 
is merely one illustrative embodiment, and other embodi 
ments are contemplated. 

Block 230 illustrates, if the lock was acquired, that an 
indication that the lock was acquired may be made to the 
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thread. In one embodiment, this indication may include dese 
lecting (or setting to the “false' state) a spin flag in the thread. 
This spin flag may have prevented execution of the thread 
while it waited on the acquisition of the lock. However, it is 
contemplated that other forms of indication are possible and 
that this is merely one illustrative example. It is also contem 
plated that the indication may only be made in certain 
embodiments of the disclosed subject matter. 

Block 250 illustrates that, if the lock was not acquired and 
the selected action was “acquire the thread requesting the 
lock may be added to a queue of threads waiting to acquire the 
lock. In one embodiment, the thread may simply be added to 
the end or tail of the queue. However, it is contemplated that 
other schemes may be used to prioritize access to the lock. 

In one illustrative embodiment, the added thread may be 
the first and only thread in the queue. For example, the lock 
may be transitioned from state 320 of FIG.3 to state 330. In 
this case, adding the thread to the queue may include setting 
the flag Value of the lock to two, and placing a pointer (or 
some other value to facilitate access) to the thread in the first 
and last thread pointer values of the lock. However, this is 
merely one highly specific embodiment of the disclosed sub 
ject matter and other embodiments are contemplated. 

In a second illustrative embodiment, the added thread may 
be the second thread in the queue. For example, the lock may 
be transitioned from state 330 to state 340. In this case, adding 
the thread to the queue may include not changing the flag 
value or the first thread pointer of the lock, and placing a 
pointer (or some other value to facilitate access) to the thread 
in the last thread pointer value of the lock. However, this is 
merely one highly specific embodiment of the disclosed sub 
ject matter and other embodiments are contemplated. 

In a third illustrative embodiment, the added thread may be 
the third or higher thread in the queue. For example, the lock 
may be transitioned from a previous state 340 to new state 
340. In this case, adding the thread to the queue may include 
not changing the flag value or the first thread pointer of the 
lock, but placing a pointer (or Some other value to facilitate 
access) to the thread in the last thread pointer value of the 
lock. This new last (or “tail”) thread pointer would replace the 
previous last thread pointer. However, this is merely one 
highly specific embodiment of the disclosed subject matter 
and other embodiments are contemplated. 

Block 255 of FIG. 2 illustrates that the now queued thread 
may wait to receive notification that the lock is acquired. It is 
contemplated that in one embodiment, the thread may await 
notification that the lock is available to be acquired. In one 
embodiment, the thread may be prevented from executing 
while waiting. In another embodiment the thread may con 
tinue to execute a portion of the thread that does not need or 
desire access to the resource controlled by the lock. 

Block 260 illustrates that, if the selected action was to 
release the lock, the number of threads in or, in another 
embodiment, the existence of a queue of threads waiting to 
acquire the lock may be determined. In one embodiment, the 
approximate size of the queue may be determined by a flag 
value associated with the lock. In another embodiment, the 
existence or depth of the queue may be determined by com 
paring the first and last queued thread pointers. However, 
these are merely two illustrative examples and it is contem 
plated that other schemes for determining the existence or 
depth of a queue may be used. 

Block 270 illustrates that if no queue exists, the lock may 
be released. In one embodiment, illustrated by FIG. 3, this 
may involve transitioning the lock from state 320 to state 310. 
In this embodiment, block 270 of FIG.2 may be synonymous 
with block 140 of FIG. 1. However, it is contemplated that 
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6 
other embodiments may include a more involved releasing 
mechanism, such as for example, a pre-defined return value or 
centralized status mechanism. These are merely a few non 
limiting embodiments. 

Block 280 of FIG. 2 illustrates that if a queue does exist, the 
first thread in the queue may be identified or accessed. In one 
embodiment, this may involve utilizing the pointer value 
associated with the first thread pointer value of the lock. 
However, this is merely one illustrative embodiments and 
other embodiments are contemplated. 

Block 283 illustrates that the first thread may be removed 
from the queue. In one embodiment this may include editing 
both the state of the lock and the de-queued thread. However, 
other schemes for de-queuing the thread are contemplated. 
Three highly specific embodiments are described below: 
however, these are merely a few non-limiting examples. 

In one illustrative embodiment, the de-queued thread may 
be the first and only thread in the queue. For example, the lock 
may be transitioned from state 330 of FIG.3 to state 320. In 
this case, removing the thread from the queue may include 
setting the flag value of the lock to one, and setting the first 
and last thread pointer values to zero. However, this is merely 
one highly specific embodiment of the disclosed Subject mat 
ter and other embodiments are contemplated. 

In a second illustrative embodiment, the queue may only 
include two threads. For example, the lock may be transi 
tioned from state 340 to state 330. In this case, removing the 
thread from the queue may include not changing the flag 
value or the last thread pointer of the lock, while placing a 
pointer (or Some other value to facilitate access) to the second 
queued thread in the first thread pointer value of the lock. In 
one embodiment, the first thread may include a “next thread” 
value that includes a pointer to the next thread in the queue. 
This next thread value may be accessed to determine the 
proper value to set the new first thread pointer in the lock. 
However, this is merely one highly specific embodiment of 
the disclosed Subject matter and other embodiments are con 
templated. 

In a third illustrative embodiment, the queue may include 
more than two threads. For example, the lock may be transi 
tioned from a previous state 340 to a new state 340. In this 
embodiment the actions may be identical to the second illus 
trative embodiment. Unlike the second embodiment, where 
the first and last thread pointers ultimately contained the same 
value in state 330, this embodiment would result in the first 
and last thread pointers containing different values in state 
340. However, this is merely one highly specific embodiment 
of the disclosed subject matter and other embodiments are 
contemplated. 

Block 286 of FIG. 2 illustrates that the de-queued thread 
may be notified that it has acquired the lock. In one embodi 
ment, this indication may include deselecting (or setting to 
the “false' state) a spin flag in the thread. This spin flag may 
have prevented execution of the thread while it waited on the 
acquisition of the lock. However, it is contemplated that other 
forms of indication are possible and that this is merely one 
illustrative example. It is also contemplated that the indica 
tion may only be made in certain embodiments of the dis 
closed subject matter. 

It is also contemplated that in one embodiment, some, if not 
all, of the actions illustrated in FIG.2 may be included as part 
of blocks 140 & 150 of FIG. 1. In this embodiment, blocks 
140 & 150 may be implemented as an atomic action, such as, 
for example, a “compare-and-store operation (a.k.a. a “test 
and-set operation) that confirms that a variable is equal to an 
expected value before changing the variable to be set to a new 
value. 
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FIG. 5 is a block diagram illustrating an embodiment of an 
apparatus 501 and a system 500 that allows for acquisition 
and release of a lock 510 in accordance with the disclosed 
subject matter. In one embodiment, the lock 510 may include 
a state value 520. The state value may include a flag value 523 
to indicate whether or not the lock is currently held and/or the 
approximate length of a queue of threads 550 waiting to 
acquire the lock, a first thread value 525 to facilitate access to 
a first thread 560, and/or a last thread value 528 to facilitate 
access to a last thread 580. 

In one embodiment, the system 500 may include a queue of 
threads 550 that are waiting to acquire the lock 510. While 
FIG. 5 illustrates a queue having at least four threads and 
queue having Zero or more threads is within the scope of the 
disclosed subject matter. The queue may include a first thread 
560, a last thread 580, a second thread 570, and a plurality of 
other threads 590. In one embodiment, for example if the 
queue includes only one thread, the first and last thread may 
be identical. In one embodiment, each thread in the queue 
may include a wait value 593 that indicates that the thread is 
waiting to acquire the lock, and/or a next thread value 597 that 
facilitates access to the next thread in the queue. However, it 
is contemplated that other state and memory structures may 
be utilized by the threads. 

In one embodiment, the apparatus 501 and system 500 may 
include a lock acquirer 530 to facilitate acquiring the lock 
510. In one embodiment, the lock acquirer may be capable of 
performing all or part of the technique illustrated by FIGS. 1 
& 2 and described above. In another example, the lock 
acquirer may be capable of determining if the lock is held. If 
So, the lock acquirer may place a requesting thread within the 
queue 550. It is contemplated that the requesting thread may 
be placed at the end of the queue, or in the front or middle of 
the queue if a prioritized queue Scheme is used. However, 
these are merely a few non-limiting examples of embodi 
ments within the scope of the disclosed subject matter. 

In one embodiment, the apparatus 501 and system 500 may 
include a lock releaser 540 to facilitate releasing the lock 510. 
In one embodiment, the lock releaser may be capable of 
performing all or part of the technique illustrated by FIGS. 1 
& 2 and described above. In another example, the lock 
releaser may be capable of determining if a queue 550 exists 
or is empty. If the queue exists, the lock acquirer may remove 
the first thread 560 from the queue and move the second 
thread 570 to the first position in the queue. The lock releaser 
may then notify the first thread 560 that the lock is available. 
It is contemplated that, in one embodiment, the lock releaser 
may use the next thread value 597 to access the second thread 
and the wait value 593 to notify the first thread that the lock is 
available. However, these are merely a few non-limiting 
examples of embodiments within the scope of the disclosed 
Subject matter. 

In one embodiment, the apparatus 501 and system 500 may 
be capable of limiting the dynamic memory allocation and 
deallocations to a number Substantially related or propor 
tional to the sum of the number of locks, and the number of 
threads. It is further contemplated that alterations of the 
lock's state 520 or the thread’s values 593 & 597 may be done 
via a technique that attempts to minimize the occurrence of 
race conditions and other undesirable thread related effects. 
In one embodiment, the alteration may be performed by a 
“compare-and-store' operation (a.k.a. a “test-and-set opera 
tion) that confirms that a variable is equal to an expected value 
before allowing the variable to be set to a new value. It is also 
contemplated that a threads wait value 593 and next thread 
value 597 may be stored within a memory and within separate 
cache lines of that memory. In another embodiment, the 
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8 
lock's queue length value 523 and last thread value 528 may 
be stored within the same cache line of a memory. The lock's 
first thread value 525 and a duplicate or shadowed version of 
the last thread value may be stored within a second memory 
cache line. However, these are merely a few specific embodi 
ments of the disclosed subject matter and other embodiments 
are possible and contemplated. 
The techniques described herein are not limited to any 

particular hardware or software configuration; they may find 
applicability in any computing or processing environment. 
The techniques may be implemented in hardware, software, 
firmware or a combination thereof. The techniques may be 
implemented in programs executing on programmable 
machines such as mobile or stationary computers, personal 
digital assistants, and similar devices that each include a 
processor, a storage medium readable or accessible by the 
processor (including Volatile and non-volatile memory and/or 
storage elements), at least one input device, and one or more 
output devices. Program code is applied to the data entered 
using the input device to perform the functions described and 
to generate output information. The output information may 
be applied to one or more output devices. 

Each program may be implemented in a high level proce 
dural or object oriented programming language to communi 
cate with a processing system. However, programs may be 
implemented in assembly or machine language, if desired. In 
any case, the language may be compiled or interpreted. 

Each Such program may be stored on a storage medium or 
device, e.g. compact read only memory (CD-ROM), digital 
versatile disk (DVD), hard disk, firmware, non-volatile 
memory, magnetic disk or similar medium or device, that is 
readable by a general or special purpose programmable 
machine for configuring and operating the machine when the 
storage medium or device is read by the computer to perform 
the procedures described herein. The system may also be 
considered to be implemented as a machine-readable or 
accessible storage medium, configured with a program, 
where the storage medium so configured causes a machine to 
operate in a specific manner. Other embodiments are within 
the scope of the following claims. 

While certain features of the disclosed subject matter have 
been illustrated and described herein, many modifications, 
Substitutions, changes, and equivalents will now occur to 
those skilled in the art. It is, therefore, to be understood that 
the appended claims are intended to cover all Such modifica 
tions and changes that fall within the true spirit of the dis 
closed subject matter. 
What is claimed is: 
1. A method of managing a lock utilized by a plurality of 

threads executing on a computing device to coordinate access 
to a shared resource, the method comprising: 

selecting by one of the threads, an action to be performed 
by the thread upon the lock, wherein the action is 
Selected from a group comprising: 
acquiring the lock, 
trying to acquire the lock, and 
releasing the lock; 

asynchronously querying and receiving a first state of the 
lock as a current state of the lock by the thread, the lock 
being considered to be in any one of at least four states in 
any point in time, the States defined by a state machine 
associated with the lock; 

speculatively determining by the thread, a second State of 
the lock based at least in part on the first state and the 
Selected action; and 

attempting to perform by the thread, the selected action to 
transition the lock from the first state to the speculatively 
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determined second state, the attempting including deter 
mining if the first state remains the current state of the 
lock, and, if the first state remains the current state, 
performing the selected action to transition the current 
state of the lock to the second state. 

2. The method of claim 1, further including, if the state 
transition fails and if the selected action was either acquiring 
or releasing the lock, repeating, until the state transition Suc 
ceeds: 

asynchronously querying the first state of the lock; 
speculatively determining the second state of the lock; 
attempting to transition the lock from the queried first state 

to the speculatively determined second state. 
3. The method of claim 2, further including, if 
the state transition Succeeds, 
the selected action is acquiring the lock, and 
the speculatively determined second state represents the 

acquisition of the lock, indicating the acquisition of the 
lock. 

4. The method of claim 3, further including, if 
the state transition Succeeds, 
the selected action is acquiring the lock, and 
the speculatively determined second state does not repre 

sent the acquisition of the lock, adding the thread to the 
end of a queue of threads waiting to acquire the lock; 
waiting to receive notification that the thread may 
acquire the lock; and indicating the acquisition of the 
lock. 

5. The method of claim 2, further including, if 
the state transition Succeeds, and 
the selected action is releasing the lock, determining the 
number of threads in a queue to acquire the lock utilizing 
the speculatively determined second state of the lock. 

6. The method of claim 5, further including, if the queue 
includes at least a first thread, 

removing the first thread from the queue; and 
notifying the first thread that the first thread has acquired 

the lock. 
7. The method of claim 1, further including, if 
the selected action is trying to acquire the lock and 
the state transition fails, indicating that the lock was unable 

to be acquired. 
8. The method of claim 1, further including, if 
the state transition Succeeds and 
the selected action is trying to acquire the lock, indicating 

the acquisition of the lock. 
9. The method of claim 1, further including, if 
the state transition Succeeds, 
the selected action is acquiring the lock, and 
the speculatively determined second state represents the 

acquisition of the lock, indicating the acquisition of the 
lock. 

10. The method of claim 9, further including, if 
the state transition Succeeds, 
the selected action is acquiring the lock, and 
the speculatively determined second state does not repre 

sent the acquisition of the lock, adding the thread to the 
end of a queue of threads waiting to acquire the lock; 
waiting to receive notification that the thread may 
acquire the lock; and indicating the acquisition of the 
lock. 

11. The method of claim 1, further including, if 
the state transition Succeeds, and 
the selected action is releasing the lock, determining the 
number of threads in a queue to acquire the lock utilizing 
the speculatively determined second state of the lock. 
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10 
12. The method of claim 11, further including, if the queue 

includes at least a first thread, 
removing the first thread from the queue; and 
notifying the first thread that the first thread has acquired 

the lock. 
13. The method of claim 1, wherein the thread includes: 
a unique thread identifier; 
a next thread field to facilitate access to the next thread in a 

queue of threads waiting to acquire the lock; and 
the thread is only capable of waiting for a single lock at a 

time. 
14. The method of claim 1, wherein the action of acquiring 

the lock includes the inability to timeout or fail to acquire the 
lock. 

15. The method of claim 1, wherein the lock's current state 
may change between 

asynchronously querying the first state of the lock; and 
attempting to transition the lock from the queried first state 

to the speculatively determined second state. 
16. The method of claim 1, wherein each of the first and 

second states is a selected one of: 
the lock is not held and there no threads waiting to access 

the shared resource, 
the lock is held and there are no threads waiting to access 

the shared resource, 
the lock is held and there is one thread waiting to access the 

shared resource, and the lock is held and there are at least 
two threads waiting to access the shared resource. 

17. An apparatus comprising: 
a processor; 
a storage medium coupled to the processor, and having 

stored therein programming instructions to be operated 
by the processor to implement a lock acquirer to acquire 
a lock, having a multi-part state value defined by a state 
machine associated with the lock; wherein the lock 
acquirer performs an acquisition of the lock via 
asynchronously querying and receiving a first state of 

the lock as a current state of the lock, by the lock 
acquirer, the lock being considered to be in any one of 
at least four states in any point in time, and each state 
is represented by the multi-part state value; 

speculatively determining by the lock acquirer, a second 
state of the lock based at least in part on the first state 
of the lock; and 

attempting to perform, by the lock acquirer, the acqui 
sition of the lock to transition the lock from the first 
state to the speculatively determined second state, the 
attempting including determining if the first state 
remains the current state of the lock, and, if the first 
state remains the current state, performing the acqui 
sition to transition the current state of the lock to the 
second state. 

18. The apparatus of claim 17, wherein the lock acquirer is 
further capable of performing two general actions, including 
acquiring the lock, trying to acquire the lock; and 

wherein, if the state transition fails and the general action is 
acquiring the lock, the lock acquirer is further capable 
of repeating, until the state transaction Succeeds: 

asynchronously querying the first state of the lock; 
speculatively determining the second state of the lock; and 
attempting to transition the lock from the queried first state 

to the speculatively determined second state. 
19. The apparatus of claim 18, wherein, if the state transi 

tion fails and the general action is trying to acquire the lock, 
the lock acquirer is further capable of 

indicating that the lock was unable to be acquired. 
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20. The apparatus of claim 19, wherein, if the state transi 
tion Succeeds and the general action is trying to acquire the 
lock, the lock acquirer is further capable of 

indicating that the lock was acquired. 
21. The apparatus of claim 18, wherein, if 
the state transition Succeeds, 
the general action is acquire the lock, and 
the speculatively determined second state represents the 

acquisition of the lock, the lock acquirer is further 
capable of 

indicating that the lock was acquired. 
22. The apparatus of claim 21, wherein, if 
the state transition fails, 
the general action is acquire the lock, and 
the speculatively determined second state does not repre 

sent the acquisition of the lock, the lock acquirer is 
further capable of, 

adding the thread to the end of a queue of threads waiting 
to acquire the lock; 

waiting to receive notification that the thread may acquire 
the lock; and indicating the acquisition of the lock. 

23. The apparatus of claim 22, wherein the lock acquirer is 
unable to timeout of fail if the selected general action is 
acquiring the lock. 

24. An apparatus comprising: 
a processor; 
a storage medium coupled to the processor, and having 

stored therein programming instructions to be operated 
by the processor to implement a lock releaser to release 
a lock, the lockhaving a multi-part state value defined by 
a state machine associated with the lock; 

wherein the lock releaser, release said hold on the lock via 
asynchronously querying and receiving a first state of 

the lock as a current state of the lock, by the lock 
releaser, the lock being considered to be in any one of 
at least four states in any point in time, and each state 
is represented by the multi-part state value; 

speculatively determining by the lock releaser, a second 
state of the lock based at least in part on the first state 
of the lock; and 

attempting to perform, by the lock releaser, the releasing 
of the lock to transition the lock from the first state to 
the speculatively determined second state, the 
attempting including determining if the first state 
remains the current state of the lock, and, if the first 
state remains the current state, performing the releas 
ing to transition the current state of the lock to the 
second state. 

25. The apparatus of claim 24, wherein, if the state transi 
tion fails, the lock releaser is further capable of repeating, 
until the state transaction Succeeds: 

asynchronously querying the first state of the lock; 
speculatively determining the second state of the lock; and 
attempting to transition the lock from the queried first state 

to the speculatively determined second state. 
26. The apparatus of claim 24, wherein, if the state transi 

tion succeeds, the lock releaser is further capable of deter 
mining the number of threads in a queue of threads waiting to 
acquire the lock utilizing the speculatively determined second 
state of the lock. 

27. The apparatus of claim 26, wherein, if the queue 
includes at least a first thread, the lock releaser is further 
capable of: 

removing the first thread from the queue; and 
notifying the first thread that the first thread has acquired 

the lock. 
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28. The apparatus of claim 27, wherein the lock releaser is 

capable of removing the first thread from the queue utilizing 
a thread having: 

a unique thread identifier; and 
a next thread value to facilitate access to the next thread in 

the queue. 
29. The apparatus of claim 24, wherein the lock is capable 

of changing state in between the time the lock releaser 
asynchronously queries the first state of the lock; and 
attempts to transition the lock from the queried first state to 

the speculatively determined second state. 
30. An article comprising: 
a storage medium; and 
a plurality of programming instructions stored on the stor 

age medium and configured, when executed by a pro 
cessor to coordinate access to a shared resource for a 
plurality of threads, by performing a method of: 

selecting by one of the threads an action to be performed a 
thread upon a lock utilized by the thread, wherein the 
action is selected from a group comprising: 
acquiring the lock, 
trying to acquire the lock, 
and releasing the lock; 

asynchronously querying and receiving a first state of the 
lock as a current state of the lock, by the thread, the lock 
being considered to be in any one of at least four states in 
any point in time, and each state is represented by a 
multi-part state value defined by a state machine associ 
ated with the lock; 

speculatively determining by the thread, a second State of 
the lock based at least in part on the first state of the lock 
and the selected action; and 

attempting to perform by the thread, the selected action to 
transition the lock from the first state to the speculatively 
determined second state, the attempting including deter 
mining if the first state remains the current state of the 
lock, and, if the first state remains the current state, 
performing the selected action to transition the current 
state of the lock to the second state. 

31. The article of claim 30, further including instructions 
providing for, if the state transition fails and if the selected 
action was either acquiring or releasing the lock, repeating, 
until the state transition Succeeds: 

asynchronously querying the first state of the lock; 
speculatively determining the second state of the lock; 
attempting to transition the lock from the queried first state 

to the speculatively determined second state. 
32. The article of claim 31, further including instructions 

providing for, if 
the state transition Succeeds, 
the selected action is acquiring the lock, and 
the speculatively determined second state represents the 

acquisition of the lock, indicating the acquisition of the 
lock. 

33. The article of claim 32, further including instructions 
providing for, if 

the state transition Succeeds, 
the selected action is acquiring the lock, and 
the speculatively determined second state does not repre 

sent the acquisition of the lock, adding the thread to the 
end of a queue of threads waiting to acquire the lock; 
waiting to receive notification that the thread may 
acquire the lock; and indicating the acquisition of the 
lock. 

34. The article of claim 31, further including instructions 
providing for, if 

the state transition Succeeds, and 
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the selected action is releasing the lock, determining the 
number of threads in a queue to acquire the lock utilizing 
the speculatively determined second state of the lock. 

35. The article of claim 34, further including instructions 
providing for, if the queue includes at least a first thread, 

removing the first thread from the queue; and 
notifying the first thread that the first thread has acquired 

the lock. 
36. The article of claim 30, further including instructions 

providing for, if 
the selected action is trying to acquire the lock and 
the state transition fails, indicating that the lock was unable 

to be acquired. 
37. The article of claim 30, further including instructions 

providing for, if 
the state transition Succeeds and 
the selected action is trying to acquire the lock, indicating 

the acquisition of the lock. 
38. The article of claim 30, further including instructions 

providing for, if 
the state transition Succeeds, 
the selected action is acquiring the lock, and 
the speculatively determined second state represents the 

acquisition of the lock, indicating the acquisition of the 
lock. 

39. The article of claim 38, further including instructions 
providing for, if 

the state transition Succeeds, 
the selected action is acquiring the lock, and 
the speculatively determined second state does not repre 

sent the acquisition of the lock, adding the thread to the 
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end of a queue of threads waiting to acquire the lock; 
waiting to receive notification that the thread may 
acquire the lock; and indicating the acquisition of the 
lock. 

40. The article of claim 30, further including instructions 
providing for, if 

the state transition Succeeds, and 
the selected action is releasing the lock, determining the 

number of threads in a queue to acquire the lock utilizing 
the speculatively determined second state of the lock. 

41. The article of claim 40, further including instructions 
providing for, if the queue includes at least a first thread, 

removing the first thread from the queue; and 
notifying the first thread that the first thread has acquired 

the lock. 
42. The article of claim 30, wherein the thread includes: 
a unique thread identifier; 
a next thread field to facilitate access to the next thread in a 

queue of threads waiting to acquire the lock; and 
the thread is only capable of waiting for a single lock at a 

time. 
43. The article of claim 30, wherein the action of acquiring 

the lock includes the inability to timeout or fail to acquire the 
lock. 

44. The article of claim 30, wherein the lock's current state 
may change between 

asynchronously querying the first state of the lock; and 
attempting to transition the lock from the queried first state 

to the speculatively determined second state. 

k k k k k 



UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. : 7,500,242 B2 Page 1 of 2 
APPLICATION NO. : 10/658626 
DATED : March 3, 2009 
INVENTOR(S) : Sanjiv M. Shah et al. 

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below: 

Column 9 
At line 18, “the lock, indicating should have a line break immediately after “the lock, and 
“indicating should begin a new line immediately thereafter. 
At line 24, “the lock, adding should have a line break immediately after “the lock, and “adding 
should begin a new line immediately thereafter. 
At line 27, “the lock; and indicating should have a line break immediately after “the lock; and and 
“indicating should begin a new line immediately thereafter. 
At line 31, “the lock, determining should have a line break immediately after “the lock, and 
“determining should begin a new line immediately thereafter. 
At line 41, “fails, indicating should have a line break immediately after “fails, and “indicating 
should begin a new line immediately thereafter. 
At line 45, “the lock, indicating should have a line break immediately after “the lock, and 
“indicating should begin a new line immediately thereafter. 
At line 51, “the lock, indicating should have a line break immediately after “the lock, and 
“indicating should begin a new line immediately thereafter. 
At line 58, “the lock, adding should have a line break immediately after “the lock, and “adding 
should begin a new line immediately thereafter. 
At line 61, “the lock; and indicating should have a line break immediately after “the lock; and and 
“indicating should being a new line immediately thereafter. 
At line 65, “the lock, determining should have a line break immediately after “the lock, and 
“determining should begin a new line immediately thereafter. 

Column 10 
At line 22, “there no threads should read --there are no threads--. 
At line 27, “resource, and the lock should have a line break immediately after “resource, and and “the 
lock should begin a new line immediately thereafter. 
At line 35, “the lock; wherein the lock' should have a line break immediately after “the lock; and 
“wherein the lock should begin a new line immediately thereafter. 

Signed and Sealed this 

Twelfth Day of October, 2010 

David J. Kappos 
Director of the United States Patent and Trademark Office 



CERTIFICATE OF CORRECTION (continued) Page 2 of 2 
U.S. Pat. No. 7,500,242 B2 

Column 11 
At line 9, “the lock, the lock' should have a line break immediately after “the lock, and “the lock' 
should begin a new line immediately thereafter. 
At line 16, “the lock, the lock should have a line break immediately after “the lock, and “the lock 
should begin a new line immediately thereafter. 
At line 21, “the lock; and indicating should have a line break immediately after “the lock; and and 
“indicating should begin a new line immediately thereafter. 

Column 12 
At lines 22-23, the line ending “the lock, should read --the lock, and--, and the line beginning “and 
releasing should read --releasing--. 
At line 53, “the lock, indicating should have a line break immediately after “the lock, and 
“indicating should begin a new line immediately thereafter. 
At line 60, “the lock, adding should have a line break immediately after “the lock, and “adding 
should begin a new line immediately thereafter. 
At line 63, “the lock; and indicating should have a line break immediately after “the lock; and and 
“indicating should begin a new line immediately thereafter. 

Column 13 
At line 1, “the lock, determining should have a line break immediately after “the lock, and 
“determining should begin a new line immediately thereafter. 
At line 12, “transition fails, indicating should have a line break immediately after “transition fails and 
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