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Description

A Method Of Identifying And Protecting The Integrity Of A Set Of Source Data

Technical Field

The present invention relates to a method of identifying and protecting

the integrity of a set of source date, and in particular to such a method that

extends the capability of error detection and correction methods to include

improved identification and protection.

Background Art

What W. W. Peterson said in Scientific American in 1962, "Error-free

performance is the goal of every good communication system," is still a truism.

Yet, in the global business model, there is an emergence of fundamentally

different, malicious attacks that: a) modify designs, b) tamper with hardware,

and c) contain spoofed software in mission- and safety-critical systems. In the

past conventional error detection and correction (EDAC) techniques have

largely been adequate to satisfy a specified probability of undetected (random)

error threshold for data transfers, particularly when protecting boot firmware in

embedded systems. However, in today's marketplace, additional fortification of

these algorithms is needed to address the identification, integrity and security

issues of outsourced system development and data delivery. The problem of

detecting, correcting, tracing, or countering a deliberate corruption of systems

and data due to a cyber attack is of particular concern. Peterson talked of

protection from "noise," yet, today we must include protection from intelligent

attacks, in critical environments. These critical environments must be fortified

to survive through the loss of physical security. Litanies of techniques have

been tailored to various levels of need. Generally, encryption is used to secure

most critical data, but there is a niche need for data protection (or tamper

detection) through systematic encoding that doesn't utilize encryption. Some

dual-redundant systems have stringent real-time startup and response

requirements. Any extension to EDAC processing or additional security

algorithms to address malicious attacks must still meet the timing requirements.



In response to potential boot firmware security breaches, some

computing devices provide security measures to ensure that the boot firmware

comes from a trusted source. These security measures rely on digital

signatures, which uniquely identify the source of the associated boot firmware.

The computing device can decode a digital signature to identify the firmware

and accept or reject the boot based on the comparison of the signature to a

known value. The difficulty with this approach when there is a malicious attack

on the design, is that the known value can easily be modified to provide a

match to the calculated value. Other deficits would be of a computing device

that only verifies the firmware once after installation, or only at boot time. After

the boot, the firmware is assumed to not have been altered dynamically. These

threats aren't prevented by passive security measures.

Advances in error control coding have enabled their use to be ubiquitous

in digital information storage and transfer. Examples of this digital information

include phones, the internet, DVDs, electronic commercial transactions, disk

drives, ISBN numbers, UPC codes, and RFID tags.

The generalized abstraction of the parts of error control coding are given

in the prior art. In a basic example of the prior art, Fig. 1-a, source data enters

an EDAC encoder, and after encoding, it is then transmitted or transferred over

a channel. On the data sink end, after the channel, the encoded data is

checked for errors by the EDAC decoder. One type of system, using this basic

design, responds with a retry request if an error is detected. In another type,

errors are corrected by the decoder. Both types of systems have limits on the

number and type of errors that are detectable, correctable, undetectable, and

uncorrectable. These types of EDAC systems are not designed, in general, to

provide protection from cyber attacks, but are designed to handle random or

burst errors, or some combination of random and burst errors.

The prior art of Fig. 1-b adds data security by adding encryption

encoding and decoding. Some performance and size limits are improved by

preceding the encryption with a compression stage, as is well known in the art.

Typically these steps are much more time intensive than just the EDAC stage,

and impractical in some real-time embedded systems for the associated risk.



More examples in the art exist that show variations to the basic example

mentioned and to the more complex example, or combinations through

concatenation, interleaving, redundancy, and feedback. The use of these

variations has led to disk drives boasting of probabilities of undetected errors,

after error correction, on the order of 10 18.

Some applications require very low probabilities of undetected errors.

For the most critical avionics applications, there are requirements of undetected

error probabilities of 0 9, plus no single point of failure, and no common cause

for hardware systems. For a similar critical software system, it would be

required to satisfy what is called "Level A" objectives, rather than the 10~9 , but

still satisfy the other requirements.

It has been pointed out that there are potential gaps in the level of

protection from cyber attack in the end-to-end life cycle of critical avionics

software systems. The solution to protecting the gaps has been the

dependability of the EDAC encoder remainder, attached to the boot code

image, 902, at development time, see Fig. 7 904.

Additional mitigation procedures are necessary when it is assumed that

the strong protections provided in the various physical layers and devices will

result in adequate end-to-end protection of data, from emerging threats at

higher levels, for the data's life cycle. A practical partial solution, again, is to

attach sufficient protection to the data at the source and let it remain attached

for the data's lifespan, checking it along the way. As mentioned this sole

reliance on EDACs for protection is no longer sufficient for critical systems, in

light of the new threats, but any solution has to be simple, cheap, adequate,

and fast, as always.

In U.S. Pat. No. 3,786,439, issued on January 15, 1974, McDonald

introduced the novel idea, "Error detection is enhanced by using multiple

independent error codes combined with non-linear changes in the data field as

applied to different error codes." It is then said to use a non-linear permutation

by "scrambling track-to-error code relationships between a plurality of

independent codes." The definition of non-linear is not explicitly defined, but

later in the discussion it seems to mean not to do a cyclic permutation. It

indicates breaking the data set into subsets with one ECC-3 covering all data



end-to-end in the statements " ... generate a second non-linearly related data

field" and "with the non-linear difference between the two codes, a high degree

of reliability is provided in that the probability of an error condition residing in

the same mathematical subfield of the two codes becomes highly remote."

Later, it is stated that each of the polynomials has an 1 + x term. In the claims,

following the methods would indicate "a third set of errors less than the first and

second sets by including errors not in said first and second sets. .."

Following McDonald, in U.S. Pat. No. 5,392,299, issued on February 2 1,

1995, Rhines et al., introduces the idea of an triple orthogonally interleaved

error correction system. The system is for random & burst enhanced protection

tailored to the channel at hand. The scrambling is fixed and the method

requires an orthogonal interleaving of three parts. The definition of orthogonal

is a 'shuffling' to enhance the protection against burst errors. Later it states

that it is well known in the art to employ an interleaving process either before or

after encoding to provide additional protection against included errors. The

interleaving is defined to be a process where consecutive bytes are separated

from each other, to protect against burst errors.

In U.S. Pat. No. 5,673,316, issued on September 30, 1997, Auerbach et

al. discuss the creation and distribution of a cryptographic envelope that is an

aggregation of information parts, where each of the parts to be protected are

encrypted.

In the abstract of "Factoring Large Numbers with the TWINKLE Device,"

Adi Shamir states "The security of the RSA public key cryptosystem depends

on the difficulty of factoring a large number n which is the product of two equal

size primes p and q. He also states "The current record in factoring large RSA

keys is the factorization of a 465 bit number ... [The TWINKLE] technique can

increase the size of factorable numbers by 100 to 200 bits . .." and that " . . . can

make 512 bit RSA keys (which protect 95% of today's E-commerce on the

Internet very vulnerable."

In the 1996 paper by Berrou, it states "2) Non uniform interleaving: It is

obvious that patterns giving the shortest distances, such as those represented

in Fig. 5, can be 'broken' by appropriate non uniform interleaving, in order to

transform a separable FC [Finite Codeword - finite distance from 0] pattern into



either a non separable or a non FC." "Non uniform interleaving must satisfy

two main conditions: the maximum scattering of data, as in usual interleaving,

and the maximum disorder in the interleaved data sequence. The latter, which

may be in conflict with the former, is to make redundancy generation by the two

encoders as diverse as possible."

Disclosure of Invention

The invention is a method of identifying and protecting the integrity of a

set of source data. The source data may be in the form of software or

transmitted data. Steps (a) and (b) may be programmable. The source data

may also be totally or partially embedded in hardware.

An embodiment of the invention may include the following steps:

(a) passing the source data through a transformation to produce a

transformed set of source date;

(b) distorting the transformed set of source data with a distortion

function to produce an intermediate set of source data; and

(c) passing the intermediate set of source data through an EDAC

(Error Detection and Correction) algorithm to produce a remainder and

attaching the remainder to the set of source data to produce an encoded set of

source data.

In an alternative embodiment, the method may also include the step of

passing the set of source date through a second EDAC algorithm to produce a

second remainder and attaching the second remainder to the encoded set of

source data.

In the case of embedded systems, one or both remainders may be

calculated prior to embedding the set of source data, such as, by the build

computer.

EDAC algorithms typically encode the source data and produce a

remainder that serves to alert the user to alterations, either intentional or

accidental, in the source data. Many EDAC algorithms are known that would

be suitable for the practice of this invention. The EDAC algorithm and, if used,

the second EDAC algorithm may be the same or different. The EDAC

algorithms typically operate by using a polynomial divisor. The EDAC



algorithms may use different polynomials. Examples of EDAC algorithms

known in the prior art include CRC algorithms, Reed-Solomon encoding, Viterbi

encoding, Turbo encoding, MD5 algorithms and SHA-1 hash algorithms.

One simple type of transformation is an interleaver. Many types of

interleavers are known in the art. Interleavers alter the relative position of

portions of the source data. As shown in U.S. Patent No. 5,393,299, an

interleaving could be selected to make the results orthogonal to the original. In

addition, an interleaver could be as simple as swapping the position of pairs of

bits 2 (a "2-bit rotation"). Depending on the chosen polynomial, a 2-bit rotation

could be considered an affine transformation. Interleavers can also operate on

larger blocks of data in more complex ways. A prior art interleaver is the so-

called Forney interleaver. Interleavers can be totally or partially implemented in

hardward. For example, an interleaver could include a serial-to-parallel data

converter whose output is interleaved by a criss-cross wiring matrix. The

interleaver can also be implemented as a serial-to-parallel data converter

whose output is interleaved by an N-by-N FLASH memory or an N-by-N RAM

memory. The transformation may also be implemented in software, for

example, by performing an affine transformation that makes a non-orthogonal

transformation on the source data. Other such transformation may include

transforms without an inverse function, without preserving rigid motion, or a

LangGanong Transformation, or from a non-axiomatic transformation.

One example of the distortion function may comprise an exclusive OR

operation between the transformed set of source data and a binary pattern.

The binary pattern may be extracted from an N-by-N RAM memory.

One type of non-axiomatic transformation includes the distortion function

as a part of the transformation. An example is a mapping from m elements to n

elements, where m<n or m>n. In some embodiments, the method may also

include the step of verifying the integrity of the source date by recalculating one

or both remainders, comparing the recalculated value of the remainders with

the original value of the remainders, comparing the recalculated values of the

remainders with the original value of the remainders and providing an indicator

if comparison between either set of remainders is not the same. The

remainders may be verified periodically or aperiodically. The values of the



remainders may be provided to a display means, by placement on a serial bus,

by placement on a parallel bus or to control logic. The values of the

remainders may be provided in response to a request.

Brief Description Of Drawings

FIG. 1-a is an illustration of the basic elements of digital communication

systems in the prior art.

FIG. 1-b is an illustration of more comprehensive elements of digital

communication systems in the prior art.

FIG. -c is an illustration of the composition of the IDAC Encoder and

the IDAC Decoder elements of the present invention.

FIG. 1-d is an illustration of the EDAC1 Encoder, EDAC2 Encoder, and

other components of the IDAC Encoder.

FIG. 2 is an illustration of the "T" copies of an EDAC Encoder

component in an embodiment of an IDAC Encoder.

FIG. 3 is an illustration of the EDAC1 Decoder, EDAC2 Decoder, and

other components of the IDAC Decoder.

FIG. 4 is an illustration of a dual redundant embodiment of two IDAC

Decoders with challenge components.

FIG. 5-a is an illustration of the breakdown of the Public or Secret

Transformation block of an IDAC Encoder or IDAC Decoder.

FIG. 5-b is an illustration of one embodiment of the Transformation

Function block of IDAC, using a Forney Interleaver.

FIG. 5-c is an illustration of another embodiment of the Transformation

Function block of IDAC, using serial to parallel and parallel to serial converters

around a 'wire' interleaver.

FIG. 5-d is an illustration of still another embodiment of the

Transformation Function block of IDAC, using a 'wire' interleaver.

FIG. 5-e is an illustration of another embodiment of the Transformation

Function block of IDAC, using a 1-bit stack.

FIG. 5-f is an illustration of another embodiment of the Transformation

Function block of IDAC, using an NxN FLASH or RAM.



FIG. 5-g is an illustration of combining the Transformation Function block

with the Distortion Function block of IDAC, by using a LangGanong Transform.

FIG. 5-h is an illustration of a non-axiomatic transformation in an

embodiment of the IDAC.

FIG. 6-a is an illustration of an embodiment of the Distortion Function

block of IDAC, using and NxN FLASH or RAM.

FIG. 6-b is an illustration of another embodiment of the Distortion

Function block of IDAC, using and LxL FLASH or RAM, that is non-invertible,

not one-to-one, and not onto.

FIG. 6-c is an illustration of an embodiment of a combined

Transformation Function block and a Distortion Function block of IDAC, using

an NxN FLASH or RAM, that i s updateable.

FIG. 6-d is an illustration of another embodiment of a combined

Transformation Function block and a Distortion Function block of IDAC, using

an NxN FLASH or RAM, that is updateable.

FIG. 7 is an illustration of the elements in the end-to-end life cycle of

dual-redundant embedded firmware protected by EDAC Encoders and

Decoders.

Best Mode for Carrying Out the Invention

In the following descriptions and discussion the term "codeword"

includes the original set of source data plus a relatively unique tag (also called

a digital signature or hash) that is the result of one of many possible encodings,

as is well known in the art, such as, without limitation, a) Cyclic Redundancy

Check (CRC), b) Reed-Solomon, c) Viterbi, d) Turbo, e) Low Density Parity

Check (LDPC), f) Message Digest 5 (MD5), and g) Secure Hash Algorithm

(SHA-1 ) . The set of source data may also be referred to herein as a message,

data message or source data. The remainder from an EDAC algorithm may

also be referred to herein as a residue.

The present invention relies on a counter-intuitive idea when using error

detection and correction codes. The idea is to add errors to the data, in fact, so

many errors as to exceed the capability of the EDAC. By adding errors, when

encoding a copy of the data message that has been transformed, on the



receiving end, spoofing will be revealed (or reveal errors that were previously

undetectable or uncorrectable). The technique improves the ability to detect

spoofs, and can be added to the data message at creation time as a fortified

digital signature that is harder to tamper than just the first EDAC. So the basic

idea is to use one EDAC just as in the prior art, and then use the second one

as an identifier, or digital signature, using the same encoder as the first one (or

a duplicated encoder in hardware or in software). In addition, since the

transformation step and the distortion step have been separated and done in

parallel, they become programmable. The details of the steps can be public or

private, etc. as mentioned before. Another advantage is, since it is done in

parallel, it is scalable. For example, let's take a 32-bit CRC (call it REM1 ). By

running the data message through a transformation and distortion, a second

32-bit CRC (or REM2) is available, without having to resort to an independent

polynomial. Running the data through a third transform and distortion, yields,

yet, another 32-bit CRC (say, REM3), for a total, so far of 96-bits. For a rather

small 512 byte message, the possibilities for the distortions are 24096- 1 , which is

a very large number. By adding a non-axiomatic transformation, say, a

mapping from 4096 to 8192, the possibilities are much larger. There are

numerous other potential advantages. The details of some embodiments

follow.

As illustrated in FIG. -c, in one embodiment source data enters an

Identification, Detection, and Correction (IDAC) Encoder 100 and is routed to

two separate EDAC Encoders, EDAC1 Encoder 200 and EDAC2 Encoder 300.

The EDAC1 Encoder can be any of the many that are well known in the art.

The data is encoded and the residue is passed to the channel, again, as is well

known in the art. The EDAC2 Encoder can include any encoder, too, but for

this embodiment, we will use the same type of encoding as EDAC1 . A duplicate

copy of the source data is encoded and is presented to block 300 and the

residue is passed to the channel, as before. The details of blocks 200 and 300

are described later. Likewise, the IDAC Decoder 500 comprises an EDAC1

Decoder 600 and an EDAC2 Decoder 700, that are described later.

If EDAC2 300 is configured with an affine transformation internally, then

its EDAC functions are similar to U.S. Patent No. 3,786,439, except without



using an independent code and EDAC2's transformed data is not the data that

is transmitted or transferred to the channel. EDAC2 is not transforming the

data to make it more resistant to burst errors as in U.S. Patent No. 3,786,439,

so EDAC2 sends the original unaltered data, systematically. The intention of

EDAC2 is to make it more resistant to malicious attacks. Also, U.S. Patent No.

3,786,439 does not include a distortion step. There are several other

dissimilarities.

As illustrated in FIG. 1-d, the source data enters the illustrative

embodiment of the IDAC Encoder 100 at 102. The data enters the message

buffer/fifo 104 unchanged, under control or at locations provided by the Control

and Timing block 128, simultaneously or sequentially processed by the Public

or Secret Transformation block 3 14 via 118 , of EDAC2 300 (the component

details of EDAC2 are marked with a dash-dot-dot line), also directed by 128.

This block, 314, makes a locally known change (or locally temporarily

generated, or remotely received and provided by 128 via 126) to the data and

then transfers the altered data to the Remainder Generator 2 block 316, of

EDAC2 300, as check/identifier. A more detailed description is provided in the

section entitled Data Transformations set out below. At this time (or sequence

step) or using the same locations provided by 128, the Remainder Generator 1

block 212, of EDAC1 200 (the component details of EDAC1 are marked with a

dash-dot line), accumulates the check data that is well known in the art. After

all the source data has been processed by blocks 314, 316, 212, 104; block

212 via 122 sends its check data to the REM1 block 206, of EDAC1 200, and

block 3 16 sends its check data to the REM2 block 308, of EDAC2 300, via 124.

The unaltered message source data from 102, goes through block 104, to 110

under control of block 128 either before the source data, after the source data,

some combination, or alone. The REM1 check/identifier data and the REM2

check/identifier data are merged with this source data at 1 0 under control of

block 128. The process just described, can be realized in hardware only

circuits and/or a combination of hardware and software (firmware). Optional

overrides for safety or security to disable the checking, when incorporated into

verification designs or detect and counter designs, if needed 130. The balance



of dependability and security can be tailored per application via block 130,

meaning to be only safety, to be only security, or to be some combination.

As illustrated in FIG. 2, since the encoding operations of EDAC1 200

and EDAC2 300 are done in parallel, the IDAC can be configured with T copies

of EDAC2-type encoders. (The component details of EDAC T 400 are marked

with a dash-dot line.) T copies of the decoding operation are possible as well.

As illustrated in FIG. 3, again, the source data enters this embodiment of

the IDAC Decoder at 102. The source data in this case, already has the check

symbols merged with the message at 102, resulting in a codeword that is to be

recomputed and verified by the embodiment in FIG. 3, with the locally known or

remotely provided through 128. The primary check symbol is removed at the

REM1 SRC block 552, and the secondary check symbol is removed at REM2

SRC block 554. The message portion of the codeword is processed through

block 104. The difference between the processes of FIG. 1-d and FIG. 3 is that

in FIG. 3, a new set of check symbols is calculated for blocks 206 and 308, and

compared by block 560, under control of block 128, a pass/fail indication or the

REM is presented to block 128, via 558. The control and timing processes of

block 128 signal block 564 for correctable integrity errors with feedback to the

message via 162 or counter-action.

The embodiment of FIG. 4 is an enhancement to FIG. 1-d and FIG. 3

utilizing two copies, 800-A and 800-B, of the apparatus and methods of the

IDAC, with challenge components added. Each copy could be implemented as

cross-checks between a dual-redundant hardware only apparatus and method;

and as a hardware/software combination; or some other dual or more variation.

In this case singleton, periodic or aperiodic challenges come in the form of

locally generated, locally received, or locally known or pseudorandom message

alterations (affine, non-axiomatic, or received), determined at the beginning of a

challenge epoch. These alterations are presented to the other side 832, 138

(or 834, 139) of the system and an actual secondary check symbol must be

presented to the first side 150, 846, 144 (or 166, 848, 140) before the

expiration of the epoch. (If a message transformation consists of only a linear

transformation, a previously colliding spoof could remain colliding, as seen

previously in Example 1.) Due to infeasibility of the polynomial reconstruction



problem, it is unlikely that the message is spoofed by a malevolent source

during the epoch. The minimum length of an epoch is unknown to the author,

but research indicates it could be an NP-hard (NP-Complete) calculation. The

applicant is unaware of any known solutions. According to the paper

["Cryptography and Decoding Reed-Solomon Codes as a Hard Problem,"

Aggelos Kiayias and Moti Yung, 2005, IEEE, 0-7803-9491-7], choosing the

number of bit changes to be greater than the square root of (n*(k-1 )) (see paper

for details), the polynomial reconstruction problem remains unsolvable. So

choosing the number of bit changes to be just under this value seems to mean

that any additional bit changes from malicious sources would result in

exceeding the threshold, and thus be unsolvable (i.e., unspoofable) by the

malevolent source. In other words, the correction capability of the EDAC

algorithm has been exceeded by too much. Another possibility is to supply the

alteration as a one-time pad, which is well known in the art to be unsolvable.

As illustrated in FIG. 5, the Public or Secret Transformation block 314

comprises two components, a Transformation Function 302, with data entering

via 118 and exiting via 319; and a Distortion Function 304, with data entering

via 3 9 ,and exiting via 115.

FIG. 5-b is an embodiment of the Transformation Function 302, that is

comprised of a Forney Interleaver 302B, that is well known in the art.

FIG. 5-c is an embodiment 302C of the Transformation Function 302,

comprised of a first a Serial to Parallel converter, followed by a wire interleaver,

followed by a Parallel to Serial converter, all components well known in the art.

FIG. 5-d is an embodiment 302D of the Transformation Function 302,

comprised of parallel input data 118, a wire interleaver, with transformed

parallel data exiting at 3 19 .

FIG. 5-e is an embodiment 302E of the Transformation Function 302,

comprising a 1-bit stack 314 to rotate every two bits. Serial input data enters at

118, and 306 controls the stack. 307 selects and controls the data for output

3 19 from the 2 to 1 multiplexer Mux 3 16 after the transformation.

FIG. 5-f is an embodiment of the Transformation Function 302,

comprised of a NxN FLASH or RAM 318. There is a one-to-one mapping from

input 118 to output 319. The FLASH entries for the transformation are entered



beforehand. The FLASH may be removable, as needed. A data pattern at 118

is used as an address to look up entries in 318, then the entered value of that

address is output at 3 19. Depending on the preconfigured entries of the

FLASH, this transformation could be an example of a non-axiomatic

transformation. For a data message with N = 64Kbytes, the FLASH would be

32GBytes.

FIG. 5-g is an embodiment of the Transformation Function 302,

comprised of a LangGanong Transformation 302G described previously.

FIG. 5-h is an embodiment of the Transformation Function 302,

comprised of a Non-Axiomatic Transformation 302H described previously.

FIG. 6-a is an embodiment 352A of the Distortion Function 302,

comprised of a NxN FLASH or RAM 354. There is a one-to-one mapping from

input 118 to output 319. The FLASH entries for the distortion are entered

beforehand. The FLASH may be removable, as needed. A data pattern at 319

is used as an address to look up entries in 354, then the entered value of that

address is output at 1 5. Depending on the preconfigured entries of the

FLASH, this distortion could be part of an example of a non-axiomatic

transformation. For a data message with N = 64K bytes, the FLASH would be

32G bytes.

FIG. 6-b is an embodiment 352B of the Distortion Function 302,

comprised of a LxL FLASH or RAM 356. There need not be a one-to-one or

onto mapping from input 118 to output 319, when using a non-axiomatic

transformation. The FLASH entries for the distortion are entered beforehand.

The FLASH may be removable, as needed. A data pattern at 319 is used as

an address to look up entries in 356, then the entered value of that address is

output at 115 . Depending on the preconfigured entries of the FLASH, this

distortion could be part of an example of a non-axiomatic transformation. For a

data message with L = 64K bytes, the FLASH would be 32G bytes. Some input

wires of 319 may not be connected (NC) to the FLASH, and some input wires

can be shorted together. Some output wires of 115 can be tied to logical " 1" at

358, and some can be tied to logical "0" at 360, to create the distortion following

a non-axiomatic transformation.



FIG. 6-c is an embodiment 352C of the Distortion Function 302,

comprised of a NxN FLASH or RAM 354. There is a one-to-one mapping from

input 1 8 to output 319. The FLASH entries for the distortion are entered

beforehand. The FLASH may be removable, as needed. A data pattern at 319

is used as an address to look up entries in 354, then the entered value of that

address is output at 115. Depending on the preconfigured entries of the

FLASH, this distortion could be part of an example of a non-axiomatic

transformation. For a data message with N = 64K bytes, the FLASH would be

32G bytes. The data pattern of challenges come in via 126 selected by Mux

362 and stored in FLASH 354.

Fig. 6-d is an embodiment 352d of the Distortion Function 302,

comprised of a N-bit register 366 followed by a N-bit XOR 364. A data pattern

at 319 is the output from the Transformation Function that is XOR'd with the

contents of the N-bit register. The N-bit register is updateable via 126. If so

configured, data pattern challenges come in via 126.

FIG. 7 illustrates the usage of IDAC Encoders and Decoders in the life

cycle of embedded firmware. The embodiment in the build computer 902, is a

software implementation that attaches the REM1 and REM2 digital signatures

(identification and EDAC) of the encoder 904, before storage in the

Configuration Management archive 918. For various activities, such as,

installation, verification, test, quality assurance, repository storage, escrow

storage, export activities, certification, reuse, maintenance, development, the

data message is retrieved from the archive and identified and verified by the

IDAC Decoder 906. For a dual-redundant installation, two copies are installed

via 908, and again identified and verified by the IDAC Decoder/Encoder 912. If

using a Field-Loadable device, or upon entry at a foreign port, or certification or

inspection activities, the data is identified and verified at 914. Finally, another

IDAC Decoder/Encoder 916 identifies and verifies the data before loading into

the destination 920. In the dual-redundant system 922 is a duplicate of the first

path and devices.



Operation Of The Invention

Unauthorized or unintended modifications to digital data are detectable

by error detection and correction methods, as is well known in the art. The new

improvement embodied in the invention is the increased ability to detect

previously undetected alterations over using the prior art. The apparatus and

method accomplishes this improvement by changing the original message at

locations known or provided to both the receiver and the sender, then

calculating a secondary check symbol on this now second message. The

second message need not be stored, only the secondary check could be

transmitted or transferred, to become part of the codeword.

Data Transformations (Public Or Secret Transformations)

The transformation consists of either an affine or non-axiomatic

transformation. Affine transformations include linear transformations and

translations. Non-axiomatic transformations, defined earlier, include non-linear

transformations that are neither one-to-one or onto, and translations. One

example of an affine transformation is a permutation and an offset (possibly

implemented with a shift and an XOR; for parallel input data, just the hard-wired

criss-crossing of the data bits and a half-adder; or swapped flip-flop outputs for

serial data.), where the result is a member of the original set. An example of a

non-axiomatic transformation may yield a result that is outside the original set

(and could be implemented by inserting or changing bits before, during, or after

the message data bits. In addition, it could be implemented by deleting or

ignoring some bits, or shorting (dot-OR) bits together, of the message.)

Hardware and/or Software, or both could be implemented in parallel for an

increase in performance, and could be repeated with different transformations,

multiple times, for increased strength, hardness, and a decrease of undetected

alterations.

A couple of examples will serve to demonstrate both a weaker and a

stronger application of the methods. First the weaker use of the method that

fails to detect a spoofed change to digital data, but still provides a distinct

signature, is outlined.



Example 1

For simplicity of explanation and calculation, take a 3-byte message to

be sent (using a 16-bit CRC algorithm). That message is spoofed, such that, it

has the same residue as the original, such as:

TYPE MESSAGE RESIDUE (CRC)

Original 0x2A301C 0xDAC2

Spoofed becomes 0xC06454 0xDAC2 (matches)

Then toggle st bit at received end (this is the distortion step, but applied

without an affine transformation). (Mathematically this means do the following

0x2A301Ce 0x800000 = 0xAA301C .)

rec'd orig then is 0xAA301 C 0xD62E

rec'd spoof becomes 0x406454 0xD62E (matches again -

spoof not detected)

How about making the distance between toggles > 16 bits? Toggle 1st and last

bits (23 bits apart) (limited to a distortion-only step, again):

(Mathematically: 0x2A301C Θ 0x800001 = 0xAA301D .)

rec'd orig then is 0xAA301 D 0xC7A7

rec'd spoof becomes 0x406455 0xC7A7 (still not detected)

Next let's precede the distortion with an affine transformation, in this case,

switching every two bits.

Example 2

TYPE MESSAGE RESIDUE (CRC)

Original 0x2A301 C 0xDAC2

Spoofed becomes 0xC06454 0xDAC2 (matches)



Then rotate every two bits at the received end (a trivial selection of an affme

transformation):

rec'd orig then is 0x1 5302C 0x2728

rec'd spoof becomes 0xC098A8 0x3289 (no match - spoof

detectable)

The next case is to rotate every two bits and toggle first bit at the received end:

rec'd orig then is 0x95302C 0x2BC4

rec'd spoof becomes 0x4098A8 0x3E65 (no match - different

detection)

A non-trivial selection of an affine transformation requires a rigorous analysis of

the system against known relationships for known polynomials, when

probability calculations are needed.

So what happened in example 1? It might be explained by talking about

distance, but distance has a different meaning in different contexts. On the

number line, the distance between two points, say 7 and 4, is just the absolute

value of their difference, (|7 - 4 | = 3). In Euclidean 2-space, the distance

between two points, a = (xo, yo), and c = (x , y ), is typically thought of using the

Pythagorean Theorem for a triangle, with vertices (xo, yo). ( i yo)>(xi. yi)-

Without loss of generality, ac is the hypotenuse. So,

This is also called the norm | | ac ||.

Other possible definitions for distance are:

(* ) dist( c ) := max( |xi-x 0| , |yi-yo| )

This definition, (* ) , is somewhat peculiar; it says the distance is defined to be



the length of only the longer side.

The definition, (**), of distance says it is just the sum of the two sides, forgetting

the square root.

Definition, (***), is more peculiar, the distance between any two distinct points

is always 1!

When we use finite sets of numbers, the peculiarities continue. Let's

pick a field, Fie, with primitive element, alpha (a), a2 := a + 1.

0 0000

1 = 0001

a = 0010

a 2 - 0100

a 3 = 1000

a4 = 001 1
a5 = 0 110

a 6 = 1100

a 7 = 101 1

a 8 = 0101

a 9 = 1010

a 10 = 0 111

a 1 1 = 1110

a12 = 1111

a 13 = 1101

a 14 = 1001

Or,



0 = 0* α3 + 0*α2 + 0* α1 + 0*α°

1 = 0* α3 + 0*α2 + 0*α1 + 1*α°

α = 0* α3 + 0*α2 + 1* α1 + 0*α°

α2 = 0* α3 + 1*α2 + 0* α1 + 0*α°

α3 = 1* α3 + 0*α2 + 0* α1 + 0*α°

:= (α+1) by definition = 0*α3 + 0*α2 + 1*α1 + 1*α°

α5 = (α * α ) = ((α+1)*α) = α2 + α = 0* α3 + 1* α2 + 1*α1 + 0* α°

α6 = (α * α2) = ((α+1)*α2) = α3 + α2 = 1* α3 + 1* α2 + 0*α1 + 0* α°

α7 = (α * α3) = ((α+1)*α3) = α4 + α3 = 1* α3 + 0* α2 + 1*α1 + 1*α°

and so forth...

The "distance" between a4 and a is 1, since a 4 = a + implies a 4 - a =

(a+1) - a = 1.

or using the coefficient bits:

(0 0 1 )

XOR (0 0 1 0)

(0 0 0 1) = 1, the same as above.

Likewise the distance between a8 and a4 is (a2+ 1) - (a+1) = a2+a.

or using the bits:

(0 0 1 1)

XOR (0 1 0 1)

(0 1 1 0) = + , as above.

If we rearrange the table above by numerical order for the 4-digit binary

numbers, we see a different context for order and distance:

0 - 0000

1 - 0001

a - 0010

a - 00 1

a - 0100

a8 - 0101

a - 0 110



α - 0

α3 - 1000

α14- 1001

α9 - 1010

α - 101 1

α6 - 100

α13- 1101

α1 1- 110

α12- 111

Still another way to look at the failure of detecting a spoof of Example 1

Suppose we have two messages, m i and m2, that have the same CRC, say r.

Then

= m i (mod n), for some n, and

r-i = m2 (mod n).

This implies

m2 = m (mod n) <=> n|(m2 - m ) [by property of congruences,

n|(m2 - m ) <=> m2 = m + kn, for some k.

<=> (m2 + d) = (m + d) + kn, [d is a change made to

each message...].

<=> n|(( m2 +d ) - (mi + d )).

<=> (m2 + d) = (mi + d) (mod n).

So the remainder, say r2 = (m2 +d)(mod n), is the same for each of the two

modified messages □.

In general, an orthogonal transformation implies that the transformation

in a Euclidean space preserves collinearity, distance, and perpendiculars.

Rotations and translations of 3-space are examples. An affine transformation

implies it preserves collinearity, but not distance and not perpendiculars, yet

provides existence and uniqueness. Affine transformations are order-



preserving for lines. A shear transformation is an example of an affine

transformation that is not orthogonal. A Forward Error Correction (FEC) EDAC

could be used with an affine transformation, since it is lossless. A more formal

definition of an affine transformation (or affine morphism) is: A mapping

T :Em → Emis called an affine transformation if there is an invertible m by m

matrix A and a vector b e such that, for all x e

Tx = Ax +b.

A non-invertible transform implies that it cannot be affine because of the

existence criteria necessary to be an affine transformation. We define a non-

axiomatic trahsformation to imply that it does not preserve collinearity, distance,

or perpendiculars; and it doesn't imply either existence or uniqueness. A non-

axiomatic transformation is for use with Automatic Repeat Request (ARQ)

EDACs, for use fortifying identification signatures, or with other information

assurance methods. A non-axiomatic transformation provides a mapping S :

S E → E .

We define a LangGanong Transform as a multiplication by a coefficient

matrix of a P-linear system matrix created by using the LangGanong Theorem

on a given Zariski surface. It is suggested that such a surface with a large

genus would be preferred. For a trivial example of selecting a LangGanong

Transform:

Let,

z2 = xy 5 +y (be our Zariski surface),

and f = x, so p = 2,

and g(x,y) = xy 5 +y.

The degree of t is bounded by 4 . We find from

a =Dp l D x,



or from the LangGanong Theorem,

v + vi,

Then

c2 0 0 0 1 0 0 0 0 0 0 0 0 0

The transformation proceeds as is well known in the art.

Interleaving

Like distance, 'interleaving' has a different meaning is different contexts.

In some prior art, the interleaving is used in cases where burst errors are

prevalent, to spread sequential data around, so that the likelihood of a burst

causing an undetectable or uncorrectable error is small. In the case of the tape

drive EDAC patent, the edges of the tape were more susceptible to error, so

the physical track numbers at edges were logically rearranged ('interleaved') to

distribute the probability of error to other tracks. The triple orthogonal patent,

'interleaved' rows and/or columns of data, again to reduce the effects of burst

errors. The turbo patent states several aims, summarized as: 1) very high

corrective capacity, 2) efficient, 3) highly reliable decoding, 4) very high bit

rates, 5) relatively easy manufacturer of coders and decoders, 6) requires only

one clock, 7) high overall coding efficiency rate, 8) high-performance decoders,

9) implantation of the decoding method on a surface of silicon, 10) making

numerous types of decoders, 11) profitable, 12) simple, and 13) for a wide

variety of applications. These turbo codes are clearly fantastic. Again the



usage in most of the embodiments, in the turbo patent covering interleaving, is

to rearrange the sequential data, so as to improve the decoder's correction

capacity, as one would expect from an EDAC method.

One goal of our interleaving is just to change the sequence of the data

so that the encoding results in a distinct residue. By not restricting the

interleave to be orthogonal, or linear, or possibly invertible, for a data message

of a non-trivial size, the number of ways to interleave is greatly increased. In

the non-axiomatic embodiment, it could be the result of a mapping (morphism,

or relationship),

S E" → EV

where u > v, or u < v, the matrices S, W , A, and C are not invertible, for

x and for e , that is not one-to-one, not onto, such that

SxW =
Cy + d

The only rule would be, that it is repeatable for a given input.

Industrial Applicability

The presented apparatus and methods extend the capability of a given

EDAC system and provide improved protection from cyber attacks on

embedded systems for their life cycle. The apparatus and methods apply, also,

to the secure delivery of other digital data.

In general, the invention identifies and ensures improved dependable

execution of boot firmware in a computer system, by associating a simple

extended signature at system development time, allowing recording and

documentation of the signature during system verification and certification,

monitoring and verifying the firmware in all aspects of the life cycle, such as,

configuration management archival, field-loading verification, run-time

verification, response to challenges by run-time health maintenance systems,

verification at port of entry repositories, verification and traceability by

certification authorities, history tracking by researchers, inside escrow archives,



and in reuse in next generation systems. A large number of multiple distinct

signatures are possible to be associated with the input digital data by using

different transformations or distortions. The embodiment, addressing boot

firmware is for illustration, and no restriction to its use on boot firmware digital

data is implied.
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Claims

1. A method of identifying and protecting the integrity of a set of source

data, comprising the steps of:

(a) passing the source data through a transformation to produce a

transformed set of source date;

(b) distorting said transformed set of source data with a distortion

function to produce an intermediate set of source data; and

(c) passing the intermediate set of source data through an EDAC

algorithm to produce a remainder and attaching said remainder to the set of

source data to produce an encoded set of source data.

2. The method of claim 1 , -further comprising the step of passing the

encoded set of source data through a second EDAC algorithm to produce a

second remainder and attaching said second remainder to the encoded set of

source data.

3. The method of claim 1 wherein said transformation comprises an

interleaver comprising a 2-bit rotation.

4 . The method of claim 1 wherein the distortion function of step (b)

comprises an exclusive OR operation between said transformed set of source

data and a binary pattern.

5. The method of claim 1 wherein said set of source data is an embedded

set of source data.

6. The method of claim 5 wherein said remainder is calculated prior to

embedding said set of source data.

7 . The method of claim 1 wherein said transformation comprises an

interleaver comprising a Forney interleaver.

8. The method of claim 1, wherein said transformation comprises an

interleaver comprising a serial-to-parallel data converter whose output is

interleaved by a criss-cross wiring matrix.

9 . The method of claim 1, wherein said transformation comprises an

interleaver comprising a serial-to-parallel data converter whose output is

interleaved by an N-by-N FLASH memory.



10. The method of claim 1, wherein said transformation comprises an

interleaver comprising a serial-to-parellel data converter whose output is

interleaved by an N-by-N RAM memory.

11. The method of claim 4 , wherein said binary pattern is extracted from an

N-by-N RAM memory.

12. The method of claim 1, wherein said transformation comprises an affine

transformation.

13. The method of claim , wherein said transformation comprises a non-

axiomatic transformation.

14. The method of claim 1, wherein said transformation is selected from the

group consisting of transforms without an inverse function, without preserving

rigid motion, and a LangGanong Transform matrix.

5 . The method of claim 2, wherein said EDAC algorithm and said second

EDAC algorithm are the same.

16. The method of claim 2 , wherein said EDAC algorithm and said second

EDAC algorithm are different.

17. The method of claim 16, wherein said first EDAC algorithm comprises a

first polynomial and said second EDAC algorithm comprises a second

polynomial that is different from said first polynomial.

18. The method of claim 1 wherein said EDAC algorithm is selected from the

group comprising a CRC algorithm, Reed-Solomon encoding, Viterbi encoding,

Turbo encoding, MD5 algorithms and SHA-1 hash algorithms.

19. The method of claim 5 wherein steps (a) and (b) are programmable.

20. The method of claim 17 wherein said remainders are verified

periodically.

2 1 . The method of claim 17 wherein said remainders are verified

aperiodically.

22. The method of claim 1, further comprising the step of verifying the

integrity of said source date comprising the steps of recalculating said

remainder, comparing the recalculated value of said remainder with the value

of said remainder calculated in step (c) and providing an indicator the

comparison shows that said remainder and said recalculated value of said

remainder is not the same.



23. The method of claim 22, further comprising the step of providing said

remainder to a sink.

24. The method of claim 23, wherein said sink is selected from the group

consisting of a display means, placement on a serial bus, placement on a

parallel bus, and control logic.

25. The method of claim 22, further comprising the step of providing said

remainder in response to a request.
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