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Interference burst In each frame. Communications link capacity can be improved during the presence of interference by
synchronizing the data frame to the timing of the interference bursts. The bursts then occupy fixed time slots in each data frame,
enabling standard single time slot transmissions for the remaining communications channels in the data frame.
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ABSTRACT

A technique for time domain avoidance of communications link interference
sources characterized by intermittent, periodic short bursts of energy. A transmitting
source can be assigned two time slots within a time domain multiple access data frame
over which each data packet can be transmitted. The time slots are separated by a
duration greater than that of an interference burst, such that an interference burst does
not affect both time slots in any given frame. Therefore, the data packet can be
received on at least one of the two assigned time slots. Transmitter power consumption
can be reduced by calculating the timing of the periodic interference bursts, and only
transmitting a data packet on one of the two assigned time slots that will not coincide
with an interference burst in each frame. Communications link capacity can be
improved during the presence of interference by synchronizing the data frame to the
timing of the interference bursts. The bursts then occupy fixed time slots in each data

frame, enabling standard single time slot transmissions for the remaining

communications channels in the data frame.
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TITLE OF THE INVENTION

Method for Avoiding Interference In A Digital Communication System

BACKGROUND OF THE INVENTION
1. Field of the Invention

This invention relates generally to wireless digital communication systems. In
particular, the invention discloses a technique for increasing the performance of a

wireless communication link operating in the presence of an external source of

intermittent interference.

2. Description of the Prior Art

Cordless telephones have become increasingly popular in recent years. As
improved technology is incorporated into cordless telephone designs, their sound
quality and reliability have greatly improved, leading to the increasing proliferation and
acceptance of cordless telephone devices in residential, and even commercial,
environments.

However, as cordless telephones (which operate via a wireless radio frequency
(RF) communication link established between the phone handset and a base unit) and
other wireless devices have become more popular, the electromagnetic spectrum over
which such devices communicate has, in turn, become increasingly crowded.
Additionally, increasing numbers of other electronic devices are being used throughout
society. Many such devices radiate electromagnetic energy that “poliutes” the spectrum

over which wireless devices must communicate. As a result of these spurious
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transmissions and radiated noise, wireless devices commonly experience crosstalk and
interference that inhibits the accurate and reliable transmission of signals.

In order to reduce the crowding of the electromagnetic spectrum designated for
use by cordless telephones and other personal wireless devices, numerous frequency
domain interference avoidance techniques, such as dynamic channel allocation, have
been developed. Such techniques typically involve altering of the radio frequencies
corresponding to the “channels” over which a wireless device communicates in an
attempt to avoid externally generated radiated electromagnetic energy. Also, additional
frequency bands have been allocated for personal wireless communications devices,
thereby spreading out device traffic and reducing the potential for interference.

Systems known in the art utilize many techniques to avoid the effects of RF
interference that occur in a device’s communication band. Many such techniques
involve changing the system’s frequency domain RF transmission characteristics. For
example, calls may be handed off to a different carrier frequency, or noisy channels in
the hopping pattern of a frequency hopping spread spectrum system may be substituted
for different channels. Such channel substitution techniques are particularly effective in
avoiding continuous narrowband sources of interference, such as may be generated by
other cordless telephones.

Recently, the 2.4 GHz ISM band has become popular for use by cordless
telephones and other wireless devices. Telephones operating in the 2.4 GHz ISM band
commonly employ a Time Domain Multiple Access (“TDMA”) communication protocol
comporting with the Digital Enhanced Cordless Telecommunications (“DECT") standard,

as defined in ETSI standard ETS 300 175-2, Section 4.2 (September 1996). Due to the
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characteristics and regulation of the 2.4 GHz band, devices operating thereon may offer
increased range and/or bandwidth compared to other available frequency bands.

The DECT standard is being widely adopted throughout the world for wireless
applications including cordless telephones, wireless offices and wireless telephone lines
to the home. The DECT standard allows for multiple communication links between
devices on a single RF carrier frequency through the use of time domain multiplexing.
Following the success of DECT in Europe, Africa and South America, a variant of DECT
has been developed for the North American market called Worldwide Digital Cordless
Telecommunications ("WDCT"). The WDCT standard is currently becoming popular for
use at the 2.4 GHz ISM band.

However, one substantial difficulty faced by designers of electronic equipment
utilizing the 2.4 GHz ISM band is interference generated by operation of a common
household microwave oven. During their operation, microwave ovens generate
substantial levels of RF energy throughout the 2.4 GHz frequency range. Therefore,
when a microwave oven is in operation, a nearby, active 2.4 GHz cordless telephone of
prior art design would commonly experience substantial interference. Such interference
would degrade the sound quality of the telephone call to an objectionable, if not
unusable, level. The impact of microwave oven radiation on cordless telephone
operation is particularly significant when users place the cordless telephone base unit
directly on top of a microwave oven. In certain circumstances, it is possible that a
cordless telephone call conducted in the presence of microwave oven generated

interference would be dropped altogether.

T o s i & A 4 VALY L Sl - MATV il 4 ¢ it b A S T A it M ey 3 s L TS TR S LR L S S LTV by S Sy i - ST AP LA e Al A, MY S e ey - O
~ B e e e SISV
PPl dn! wls wu’'s durey. 4 s




CA 02346618 2001-05-07

Prior art frequency domain interference avoidance techniques are of limited
effectiveness in the presence of an interference source that emits interfering energy
over a substantial portion of a communication band. It is estimated that a microwave
oven may radiate substantial levels of interfering RF energy on a majority of the
frequency channels defined in the 2.4 GHz ISM band.

Accordingly, it is an object of this invention to provide a method that can be used
in conjunction with a wireless communications system to avoid electromagnetic
interference radiated by a microwave oven, or similar source.

In addition to reliability and sound quality, power efficiency of a cordless
telephone handset is an important consideration in cordiess telephone design.
Cordless telephone customers demand telephones with extended battery life, such that
talk time and time between required charging of the telephone handset needs to be as
great'as possible. However, consumers also desire compact and light weight portable
telephone handsets, which, in turn, limits the physical size and, in turn, the electrical
capacity of the battery that may be incorporated. While compact, high energy density
battery technologies are one solution, they tend to be expensive, thereby increasing the
cost of a cordless telephone that uses high density batteries to extend talk time.
Therefore, it is highly desirable, and therefore it is an object of this invention, to provide
a cordless telephone design that is power efficient.

Finally, some advanced wireless communications systems utilize multiple
communication links over a single time domain multiplexed data frame. For example,
advanced cordless telephone base units may support multiple portable handsets;

wireless data communications may involve multiple devices on different time slots of a
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common carrier; and Wireless Local Loop technology may provide wireless telephone
line service to a plurality of handsets in one or more homes using a common RF carrier.
Therefore, it is an object of this invention to provide an interference avoidance
technique that efficiently utilizes the capacity of a communications channel.

These and other objects of this invention will become apparent to those of

ordinary skill in the art in view of the invention described herein.
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SUMMARY OF THE INVENTION

The invention allows a digital communications system to avoid interference that
Is comprised of short periodic bursts of energy, such as that emitted by a microwave
oven onto many frequéncy channels of the 2.4 GHz ISM frequency band. Upon
detecting the presence of such interference, the transmitter is assigned two separate
time slots in a time domain multiple access communications link. The slots are
separated in time by a period greater than the duration of one of the interference bursts
to be avoided. In accordance with one aspect of the invention, each transmitted data
packet can be transmitted during both assigned time slots, so that at most one of the
transmitted packets can be corrupted by an interference burst. When the periodicity of
the interference bursts is identified, a transmitter can be instructed to transmit each data
packet only once, on an assigned time slot that will not be affected by the interference
burst. Finally, in accordance with another aspect of the invention, the communication
system may synchronize to periodic interference bursts to increase the capacity of the
communication system during the interference condition. The interference bursts are
centered on one or more fixed time slots in the data frame, such that communications

can occur in the remaining time slots without doubling the bandwidth assigned to each

communication link by assigning redundant time slots.
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BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 is a time-domain graph of electromagnetic energy radiated from a
microwave oven according to a first characteristic of the microwave radiation.
Figure 2 is a time-domain graph of electromagnetic energy radiated from a

microwave oven according to a second characteristic of the microwave radiation.

FFigure 3 depicts the format of a WDCT frame.

Figure 4 shows the WDCT frame slot utilization during enhanced mode
operation.

Figure 5 is a schematic block diagram of a communications system that

implements the methods of this invention.

Figure 6 depicts the system frame format upon synchronization with a source of

periodic burst interference.
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DETAILED DESCRIPTION OF THE DRAWINGS

While this invention is susceptible to embodiment in many different forms, there are
shown in the drawings and will be described in detail herein several specific embodiments.
The present disclosure is to be considered as an exemplification of the principle of the
invention intended merely to explain and illustrate the invention, and is not intended to limit
the invention in any way to embodiments illustrated. In particular, while the invention is
described herein in the context of a 2.4 GHz WDCT cordless telephone embodiment, it
Is understood that the invention disclosed could be applied to any time duplexed
communications link operating in the presence of intermittent broad-band interference.

A microwave oven emits high levels of electromagnetic energy centered around
the 2.4 GHz frequency range while in use. The electromagnetic radiation emitted by a
microwave oven is periodic in time, having a cycle frequency equal to the frequency of
the AC power supply to the microwave oven -- typically 60 Hz in North America. Two
primary time domain characteristics of this electromagnetic radiation have been
identified as interfering with wireless communications conducted in the 2.4 GHz ISM
band. What is termed “segment A” radiation is depicted by the time domain power
meter graph iliustrated in Figure 1, and occupies a substantial portion in the time
domain of the channels on which it appears. Segment A radiation is comprised of high
level emission on numerous frequencies around 2.4 GHz for approximately one half of
the duration of an AC power cycle, or about 8 ms, during which time the microwave
oven magnetron is powered. This high level emission is followed by an absence of
emission for the remaining half of each cycle, during which time the microwave

magnetron is not powered.
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It has been observed that segment A radiation appears on a limited number of
frequency channels utilized by 2.4 GHz WDCT cordless telephones. In particular,
segment A radiation has been observed to interfere with approximately 10 of the 94
cordless telephone channels defined in the 2.4 GHz ISM band. Therefore as a practical
matter, segment A radiation can be effectively avoided by implementing known
frequency domain interference avoidance techniques, such as a frequency hopping
dynamic channel allocation algorithm, which avoid any communication over the
susceptible channels in the presence of segment A radiation. Thus, for a system
operating in the 2.4 GHz ISM band, such a prior art technique would result in the ability
to transmit information over one or more of the 84 remaining channels identified as not
being subject to segment A radiation.

Microwave ovens have also been observed to generate electromagnetic radiation
demonstrating a second characteristic, referred to herein as segment B radiation, which
s depicted by the time domain graph illustrated in Figure 2. One period of segment B
radiation is comprised of two high-level bursts of energy approximately 1 ms in duration,
occurring at the beginning and at the end of the half of the AC power cycle during which
the microwave magnetron is powered.

However, unlike segment A radiation, segment B radiation has been found to
interfere with a majority of the 2.4 GHz ISM channels. Prior art frequency domain
interference avoidance techniques such as dynamic channel allocation described
above, are therefore not effective solutions to isolate the frequency channels
susceptible to segment B radiation because such schemes lave too few clean channels

available over which communications can be conducted. As a result, systems
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implementing prior art dynamic channel allocation end up suffering significant levels of
periodic interference, and associated high error rate and poor audio quality.

Therefore, this invention provides a time domain method for implementing a
reliable wireless communication system using frequency channels susceptible to
periodic, bursty electromagnetic interference such as the segment B interference
described above. The embodiment depicted in the block diagram of Figure 5 is a
cordless telephone system that employs a TDMA frequency hopping wireless

communications link with a WDCT-based frame structure. The composition and timing

of a typical WDCT data frame is disclosed in Figure 3.

Figure 4 depicts the WDCT frame structure with which the cordless telephone
system of Figure 5 conducts calls. The frame supports four physical links. During
normal operation in the absence of segment B interference, transmissions from base
unit 14 to portable unit 29 (the “downlink™) are assigned to one of time slots 6, 7, 8 or 9.
Each time slot is preceded by a 416 ys guard band, during which time communication
does not occur. Communications from portable handset 29 to base unit 14 (“uplink™)
are assigned to time slots 10, 11, 12 or 13 accordingly. Therefore, during normat
operation, base unit 14 can support up to four full-duplex communication links to
separate handsets.

However, segment B radiation can inhibit reliable communications for the
duration of each interference burst -- such as when either handset 29 or base unit 14 is
located near an active microwave oven. Oftentimes, consumers place base unit 14

directly on top of a microwave oven, thereby further exacerbating the impact of such

segment B radiation.
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In accordance with one aspect of the invention, the cordless telephone set of
Figure S preferably enters an enhanced operation mode upon detection of interference
from segment B radiation. Numerous methods can be utilized to determine when the
enhanced operation mode should be entered. A basic system can simply count the
number of errors on each time slot, and when the number of errors on a given time slot
exceeds a predetermined threshold, enhanced mode is initiated. However, such a
basic system will utilize enhanced mode in the presence of any type of interference,
regardless of whether it is periodic and bursty or not.

An alternative method for detecting segment B interference involves observing
and/or recording the timing information when each error occurs, e.g. the packet and
timeslot number that was received with an error. Such a system could enter enhanced
mode upon observing a series of errors somewhat evenly spaced in time. However,
because the time resolution for observing errors is necessarily limited to the duration of
a time slot with associated guard band, multiple errors must typically be observed
before the interference burst period can be calculated with reasonable accuracy.

A further and preferred example method of detecting the presence of segment B
radiation involves observing the time at which packets are incorrectly received with
respect to the timing of the AC power line supplying power to the cordless telephone
base. Base unit 14 is powered by wall AC power source 15 through AC to AC converter
16. The power input is then routed to AC to DC converter 17 for distribution to the base
unit circuitry. The AC power input is also routed to zero crossing detector 18. Zero

crossing detector 18 generates an output signal which is applied to an interrupt of

11
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microcontroller unit (“MCU”) 19, whereby MCU 19 can determine the frequency and
polarity of AC power source 15. |

Microwave oven 23 is also connected to and powered by AC power source 15.
The timing and operation of the magnetron inherent in microwave 23 is dependent upon
the frequency and phase of AC power source 15. In turn, the timing of segment B
emission 24 is also dependent upon the frequency and phase of AC power source 15.
By providing base unit 14 with this information, the timing of received errors with respect
to the phase of AC power source 15 can be determined. If errors occur repeatedly at a
consistent timing position with respect to the phase of AC power source 15, MCU 19
determines that segment B radiation is present, and signals transceiver 26 to initiate the
enhanced mode of operation. After segment B interference is detected once, the base
unit may determine that a microwave oven, or other source of periodic interference, is
present in the vicinity of the base unit. Accordingly, the base unit may subsequently
employ a lower threshold for determining that a segment B interferer is active, such that
the enhanced mode of operation is initiated after detection of a lower number of periodic
errors.

During the enhanced mode, active physical links between a base unit and
portable handset are assigned redundant time slots in the WDCT frame in addition to
the primary timeslots upon which they normally communicate. Each transmitted data
packet is conveyed independently over both the primary and redundant links.

Moreover, in order to ensure that a segment B interference burst does not influence

both the primary and redundant timeslots for a given physical link, the timeslots are
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separated in time by an interval different than that between any two segment B bursts,
and greater than the duration of a single segment B burst.

For example, base unit 14 and handset 29 normally communicate on downlink
time slot 9 and uplink time slot 13 of communication link 27. Base unit 14 detects .
segment B radiation 24, and places communication link 27 into enhanced mode. In
enhanced mode, each downlink data frame is transmitted twice, on both time slots 7
and 9. Similarly, each uplink data frame can be transmitted twice, on both time slots 11
and 13. Moreover, the period between downlink slots 7 and 9 or uplink slots 11 and 13
iIs 1.67 ms. The time period between consecutive segment B radiation bursts is
approximately 7ms or 9ms, and the duration of a segment B radiation burst is typically
approximately 1 ms. Therefore, a single segment B radiation burst will not interfere with
both primary and redundant uplink or downlink time slots, and two consecutive segment
B radiation bursts will not interfere with both primary and redundant uplink or downlink
time slots. Therefore, using the timing scheme of the present invention, at least one of
the primary or redundant time slots is likely to be communicated across link 27 without
Interference from segment B radiation 24.

In order to maintain proper operation of the receiver while in enhanced mode, it is
desirable to maintain a constant rate stream of data into the receiver Coder/Decoder
("CODEC”). The CODEC is the transceiver component that is responsible for
converting received digital data into audible information. A CODEC is typically designed
to accept data at a constant, predetermined rate. Accordingly, a buffer is serially
incorporated into the CODEC input data path, such that for any given data packet,

copies of the packet are received on both the primary and redundant links before one

13
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copy is selectively conveyed to the CODEC. The information from a data packet
received without error, whether over the primary or redundant time slot, is buffered into
the CODEC for playback at a constant rate with timing referenced to the WDCT frame.

While the enhanced mode is effective in ensuring the integrity of communication
link 27 in the presence of segment B radiation 24, the enhanced mode operation in the
embodiment described inherently requires the transmission of each data packet twice.
Typically, a substantial portion of the power required to operate a portable handset is
used to transmit RF signals. Therefore, enhanced mode operation may substantially
iIncrease the power required to operate handset 29, and in turn reduce its talk time and
battery life.

Therefore, in accordance with another aspect of this invention, the enhanced
mode can be implemented in a manner eliminating the requirement that handset 29
transmit each data packet twice if handset 29 determines the periodic timing of the
interference source. By measuring the timing of the segment B interference bursts, as
described above in reference to the detection of segment B interference, a transceiver
can pre-determine with which, if any, of the uplink time slots the segment B burst will
interfere. The handset then transmits only on the uplink time slot that will not suffer
from segment B interference.

In the previously-described embodiment in which base unit 14 directly measures
the timing of AC power source 15, base unit 14 must transmit information to handset 29
indicative of the determined segment B interference timing. Thus, during enhanced
mode operation, base unit 14 specifies to handset 29 the time slot upon which the

handset shall transmit. In particular, a field in the downlink packet header is utilized to
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specify which of the active uplink time slots should be utilized by handset 29 to transmit
its data packet. Furthermore, to avoid potential synchronization problems when two
portable handsets are transmitting at the same time on the same RF channel, handset
29 does not transmit at all unless and until it receives a time slot assignment in the
packet header from base unit 14. By carefully limiting handset transmissions to known
“clear” time slots, handset power is conserved and system reliability is improved.

Although the handset transmitter operates on only one of two potential uplink
time slots, in the embodiment illustrated the handset receiver continues to monitor both
downlink time slots. Such operation may be desirable inasmuch as receiver circuits
typically draw far less power than transmitters, and robustness of the communication
link is improved since the base unit can attempt to contact the portable unit via either or
both time slots. Furthermore, by actively receiving communications on both the primary
and redundant time slots, handset 29 and/or the base unit 14 can determine when
communications over both time slots are consistently being received without error,
indicating that the segment B interference source is no longer present. At this time,
handset 29 and base unit 14 can reenter the normal, non-redundant communications
mode.

While the enhanced mode as has been described is effective in avoiding the
effects of segment B radiation for a given communications link, the use of redundant
time slots for each link reduces the number of connections available within the WDCT
frame by half. However, in some systems this problem can be mitigated by
synchronizing the transmission frame to the timing of the segment B radiation. The

WDCT frame is modified by altering its duration. The frame duration can be controlled

15




CA 02346618 2001-05-07

to align the frame timing such that the segment B bursts are centered within a single
fixed time slot in each frame. Communications over other uncorrupted timeslots can
then be conducted in standard mode, avoiding the need to assign a redundant time slot
to every active communication link.

In accordance with this aspect of the invention, a detection circuit that includes
AC to AC converter 16 and zero crossing detector 18 for detecting the timing of AC
power source 15 is employed to provide the timing to MCU 19. MCU 19 then identifies
the phase shift inherent between the AC power as detected by MCU 19, and the AC
power as applied to the magnetron of microwave oven 23 by monitoring the timing of
detected segment B radiation bursts. MCU 19 then controls the communication link

data timing such that the center of a predetermined time slot is aligned with a segment

B radiation burst, as depicted in Figure 6.

Figure 6 depicts a time domain graph of a data frame in a system that has been
synchronized with the segment B radiation pattern, which is inherently synchronizea
with the 60 Hz AC power source. Segment B bursts 60 and 61 are spaced
approximately every 8.3 ms, or half the period of the AC power cycle. The frame
duration is 1/60Hz, or about 16.67 ms. Using a WDCT-type frame structure with
modified timing that includes four downlink slots and four uplink slots, each data time
slot has a duration of approximately 1.39 ms, and is surrounded on each side by 693 us
guard bands. By synchronizing the frame timing so that segment B burst 60 is centered
in the time period of downlink slot 62, and by centering segment B burst 61 within uplink
slot 63, the segment B radiation pattern only eliminates one uplink-downlink timeslot

pair. Therefore, communications can be conducted on all other time slots by using any
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of 84 channels in standard mode -- without the doubled bandwidth otherwise inherent in

enhanced mode operation.

It is recognized that the technique described herein could be used in conjunction
with alternative frame timing formats to minimize the need for enhanced mode
operation. For example, the frame length could be established as any integer multiple
or divisor of the segment B radiation period. To the extent that alignment of segment B
bursts within the transmission frames remains constant over time, standard mode
communications can be conducted on remaining clear time slots, and a net capacity
improvement over full enhanced mode operation can be seen.

The foregoing description and drawings merely explain and illustrate the invention
and the invention is not limited thereto except insofar as the appended claims are so
limited, inasmuch as those skilled in the art, having the present disclosure before them will
be able to make modifications and variations therein without departing from the scope of

the invention.
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| claim:

1. A method for transmitting data packets over a time division multiple access data
link when the link is subject to intermittent bursts of interference that are short in

duration relative to the duration of a data frame, the method comprising the steps of:

transmitting data packets within a first assigned time slot on the wireless data
link;

detecting the presence of the intermittent bursts of interference;

assigning a second time slot upon which data packets are to be transmitted,
where the second time slot is spaced in time from the first time slot by a duration greater

than the typical duration of an interference burst;

transmitting each data packet within the second time slot.

2. A method for transmitting data packets over a time division multiple access data
link when the link is subject to periodic bursts of interference that are short in duration
relative to the duration of a data frame, the method comprising the steps of:

detecting the presence of the periodic bursts of interference;

assigning a first time slot and a second time slot upon which data packets can be
transmitted, where the second time slot is spaced in time from the first time slot by a
duration greater than the typical duration of an interference burst;

determining when a periodic burst will appear on either the first or the second

time slot during each data link frame;

selecting either the first or second time slot for transmission of a data packet

such that an interference burst does not occur during the selected time slot;

18
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transmitting the data packet on the selected time slot.

3.  The method of claim 2, in which the step of detecting the presence of periodic
bursts of interference is further comprised of the substeps of

observing the timing at which packets with errors are received;

determining from the observed timing that received packets with errors are

5 periodically spaced in time.

4, The method of claim 2, in which the data packets are sent from a transmitter to a

receiver, the receiver is powered by an AC power source, and the step of detecting the

presence of periodic bursts of interference is further comprised of the substeps of:
detecting the timing of the AC power source;
5 observing the phase of the AC power source at the time a packet with an error is
received by the receiver,
receiving subsequent data packets with errors by the receiver when the phase of

the AC power source is equal to the observed phase.

5. The method of claim 1, in which the step of detecting the presence of the
intermittent bursts of interference is further comprised of the substeps of
selecting either a first threshold value if intermittent bursts of interference have

been previously detected, or a second threshold value if intermittent bursts of
5 interference have not been previously detected:;

monitoring the error rate of packets transmitted over the data link;

19
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determining that the error rate has exceeded the selected threshold value.

6. The method of claim 2, in which the data packets are exchanged between a first
transceiver and a Second transceiver, the step of selecting either the first or second time
slot is further comprised of the substep of transmitting from the first transceiver to the
second transceiver an indication as to whether the second transceiver should
communicate via the first time slot or the second time slot, and the step of transmitting

the data packet on the selected time slot is performed by the second transceiver.

7. A method for transmitting data packets over a time division multiple access data
link when the link is subject to bursts of interference that occur periodically with a known
period between bursts and are short in duration relative to the duration of a data frame,
and where the data packets are transmitted in frames of duration that is a muitiple or

fraction of the interference burst period, the method comprising the steps of:

detecting the phase of the data frame with respect to the bursts of interference;

synchronizing the data frame phase to the interference bursts, such that the

interference bursts occur during a predetermined time slot in the data frame;

transmitting data packets during one or more time slots other than the slot during

which the interference bursts occur.

20
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