wo 2019/072299 A3 | I 000000000 O O O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
18 April 2019 (18.04.2019)

(10) International Publication Number

WO 2019/072299 A3

WIPO I PCT

(51) International Patent Classification:
G060 20/38 (2012.01)

(21) International Application Number:
PCT/CN2018/122166

(22) International Filing Date:
19 December 2018 (19.12.2018)

(25) Filing Language: English

(26) Publication Language: English

(71) Applicant: ALTBABA GROUP HOLDING LIMITED
[—/CN]; Fourth Floor, One Capital Place, P.O. BOX 847,
George Town, Grand Cayman (KY).

(72) Inventor: WANG, Jiyuan; Alibaba Group Legal Depart-
ment 5/F, Building 3, No.969 West Wen Yi Road, Yu Hang
District, Hangzhou, Zhejiang 311121 (CN).

(74) Agent: BEIJING BESTIPR INTELLECTUAL PROP-
ERTY LAW CORPORATION; Room 409, Tower B, Ka
Wah Building, No. 9 Shangdi 3rd Street, Haidian District,
Beijing 100085 (CN).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
KR,KW,KZ,LA,LC,LK,LR,LS,LU,LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every

kind of regional protection available): ARIPO (BW, GH,

(54) Title: DATA ISOLATION IN A BLOCKCHAIN NETWORK

Workflow
Node 320A

Workflow
Node: 3208

Blockehain
Node 210A

418 “\L
B Propose Transaction and Sign—m
I 420
Vedfy Transaction
s 425
—/arification Suncesd and Sign 1
435 430
Undate Private State J Updae Prvate State I
Slere Transacton j—440
Summary in: Private -
Bluckehain
445 i .,
T 1—After Aggregation of Plurality of Transactions. Updats Account Statuses on Public Blockehain— ’a 0

FiIG. 4

(57) Abstract: Implementations of the present specification include receiving a request to perform a private transaction associated
with at least one account; in response to receiving the request, performing, by a workflow node, the private transaction; in response
to performing the private transaction, generating, by the workflow node, a representation of the private transaction configured to be
accessible only to entities that are authorized to access the private transaction; storing, in a private blockchain, the representation of
the private transaction, generating, by the workflow node, an account record for the at least one account associated with the private
transaction based at least in part on the private transaction, wherein the account record is configured to be accessible to at least one
entity that is not authorized to access the representation of the private transaction in the private blockchain; and storing, in a public

blockchain, the account record.

[Continued on next page]



WO 2019/072299 A3 1[I 1]} 0000 0000 O OO0

GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, IR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SL SK, SM,
TR). OAPI (BF, BJ, CF, CG, CL CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

—  with international search report (Art. 21(3))

—  before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))

— upon request of the applicant, before the expiration of the
time limit referred to in Article 21(2)(a)

(88) Date of publication of the international search report:
08 August 2019 (08.08.2019)



INTERNATIONAL SEARCH REPORT International application No.
PCT/CN2018/122166

A. CLASSIFICATION OF SUBJECT MATTER
G06Q 20/38(2012.01)1

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

G06Q; HO4L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

CNABS;CNTXT;CNKLDWPLSIPOABS: blockchain, isolation, transaction, node, store, private blockchain, public blockchain,
security

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X CN 108154367 A (ZHISHULIANWANG TECHNOLOGY CHENGDU CO LTD) 12 June 1-19
2018 (2018-06-12)
claim 1
X CN 108805656 A (BEIJING JINGDONG CENTURY TRADING COLTD ETC.) 13 1-19

November 2018 (2018-11-13)
paragraph [0121]

A CN 105488675 A (BUBI BEIJING NETWORK TECHNOLOGY CO LTD) 13 April 2016 1-19
(2016-04-13)
all documents

A CN 108805568 A (QUARK CHAIN TECHNOLOGY SHENZHEN CO LTD) 13 November 1-19
2018 (2018-11-13)
all documents

D Further documents are listed in the continuation of Box C. See patent family annex.

*  Special categories of cited documents: «1> later document published after the international filing date or priority
date and not in conflict with the application but cited to understand the
principle or theory underlying the invention

«x> document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive step
when the document is taken alone

«A” document defining the general state of the art which is not considered
to be of particular relevance

«“g» earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on priority claim(s) or which is vy
cited to establish the publication date of another citation or other Y : : : : :
ecial reason (4s S Pf. d considered to involve an inventive step when the document is
special reason (as specified) combined with one or more other such documents, such combination

«“0” document referring to an oral disclosure, use, exhibition or other being obvious to a person skilled in the art
means “&” document member of the same patent family

«p>” document published prior to the international filing date but later than
the priority date claimed

document of particular relevance; the claimed invention cannot be

Date of the actual completion of the international search Date of mailing of the international search report
04 July 2019 15 July 2019
Name and mailing address of the [SA/CN Authorized officer
National Intellectual Property Administration, PRC
6, Xitucheng Rd., Jimen Bridge, Haidian District, Beijing XU,Lihong
100088
China
Facsimile No. (86-10)62019451 Telephone No. 86-(010)-62411223

Form PCT/ISA/210 (second sheet) (January 2015)



INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No.

PCT/CN2018/122166

Patent document

Publication date

Patent family member(s)

Publication date

cited in search report (day/month/year) (day/month/year)
CN 108154367 A 12 June 2018 None
CN 108805656 A 13 November 2018 None
CN 105488675 A 13 April 2016 None
CN 108805568 A 13 November 2018 None

Form PCT/ISA/210 (patent family annex) (January 2015)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - wo-search-report
	Page 4 - wo-search-report

