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(57) Abstract: A client computer,
proxy server computer, label server
computer, and a content monitoring
center are provided for filtering
network content. When a request
is received at the client computer
for a network resource, the client
computer requests the resource
from either the proxy or label
server computer. If the request is
made to the proxy server, the proxy
server searches a block database
and an allow database to determine
if the client computer is blocked
from retrieving the resource. If
the client computer is blocked from
retrieving the resource, the proxy
server computer returns an error
message to the client computer. If
the client computer is not blocked
from retrieving the resource, the
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proxy server computer retrieves the resource on behalf of the client computer and transmits the requested resource to the client

computer. The requested resource may then be displayed at the client computer. If the request is made to the label server, the label
server searches a block database and an allow database and returns the search results to the client computer. The client computer

receives the search results and displays an error message if the client computer is blocked from retrieving the requested resource.
If the client computer is not blocked from retrieving the requested network resource, the client computer retrieves the requested
resource directly from a server computer hosting the resource. The requested resource may then be displayed at the client computer.

A content monitoring center monitors available network resources to identify those resources that the client computer should not

the proxy and label servers.

be permitted to retrieve. The content monitoring center then utilizes this data to update the block and allow databases utilzed by
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METHOD AND SYSTEM FOR FILTERING CONTENT
AVAILABLE THROUGH A DISTRIBUTED COMPUTING NETWORK

Field of the Invention

This invention generally relates to the field of network computing and, more
specifically, to a method and system for filtering content that is available through a
distributed computing network.

Background of the Invention

With the advent and explosion of the Internet, literally millions of World
Wide Web ("WWW" or "Web") sites have been created. Web sites exist today that
provide information in virtually every known subject area, like news, weather, stocks
and other business information, hobbies, technology, and more. The content
provided by these Web sites is typically available to anyone using a standard
personal computer connected to the Internet and that has a Web browser application
program. The large body of information available through these types of Web sites is
of great value to researchers, employees, hobbyists, and students of all ages.

Along with the explosion in the number of Web sites available on the Internet
has come a similar explosion in the number of available Web sites dealing with
information that may be illegal or considered offensive. For instance, Web sites exist
today that provide child pornography, information on racism, hate groups, graphic
violence, and other content that may be objectionable. While appreciated by some,
these types of Web sites are particularly offensive to many adults, and especially
offensive and even potentially harmful to children. Moreover, these types of Web
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sites may be accessed through computers located in places where it would be
considered inappropriate to access such Web sites, such as an office setting.

With the proliferation of potentially offensive Web sites, the likelihood that
these Web sites will be encountered while utilizing the WWW has increased
dramatically. A simple keyword search for non-objectionable material is likely to
produce search results that include Web links to potentially offensive content. Once
such search results have been displayed to the user, the user'is only one mouse click
away from the potentially harmful Web sites. An unsupervised child or an employee
working on a company computer can then easily access these Web sites, and may
even do so inadvertently through an erroneous selection. In response to this, methods
and systems for filtering Internet content have been created to filter and restrict the
Web sites that a particular computer may access. However, the previous methods
and systems for filtering network content suffer from several drawbacks.

One type of system for filtering Internet content utilizes a database located at
the client computer executing the Web browser to identify "blocked" Web sites.
When a request is received for a Web site, a check of the block database is made to
determine if access to the Web site has been blocked. If the Web site is listed in the
database, access to the Web site is blocked and the Web browser is not permitted to
access the requested Web site. If the Web site is not blocked, the Web browser is
permitted to connect to the requested Web site. While this type of system produces
acceptable results, the main drawback of this system is that the user must manually
update the contents of the block database or manually request an update of the
database from the provider of the filtering system. If the user does not update the
database, a user of the computer may be permitted access to objectionable Web sites -
that are not listed in an outdated database. Moreover, even if the database could be
automatically updated on the client computer, the typically large size of such
databases and the slow speeds of most Internet connections make updating such a
database located on a client computer impracticable.

Another type of system for filtering Internet content relies on a proxy server
computer to filter content for a group of computers connected to a LAN ("Local Area
Network"). When a request for a Web site is received from one of the computers
connected to the LAN at the proxy server, the proxy server checks a database of
blocked sites to determine if the sited has been blocked. If the site has not been
blocked, the proxy server connects to the requested Web site on behalf of the
requesting computer and provides the requested Web page to the computer. If the
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site has been blocked, an error message is provided to the requesting computer. This
type of system works exceptionally well in an office environment or a school setting
where many computers connect to the Internet through a proxy server. However, this
type of filtering system is impracticable in a home setting where a single computer
may access the Internet without the use of a proxy server. A proxy server simply
cannot be required in a home setting to provide content filtering for a single client
computer.

Therefore, in light of these problems, there is a need for a method and system
for filtering content available through a distributed computing network that does not
require a user to manually update a database of blocked Web sites or store a large
database of blocked sites at the client computer. Furthermore, there is a need for a
method and system for filtering content available through a distributed computing
network that does not require the use of a proxy server computer for each individual
client computer.

Summary of the Invention

The present invention solves the above described problems by providing a
method and system for filtering content available through a distributed computing
network, like the Internet. According to one actual embodiment of the invention, a
method and system for filtering network content is provided that does not require
manual updating of a block database stored at the client computer, and does not
require the storage of a large block database at the client computer. Moreover, the
present invention provides a method and system for filtering network content that
may be utilized by a single client computer without the use of a proxy server located
proximate to the client computer.

Generally described, the present invention provides a system for filtering
network content. According to one actual embodiment of the present invention, a
client computer, proxy server computer, and a content monitoring center are
provided. The client computer comprises a standard personal computer executing a
Web browser application program. The client computer also comprises application
software that intercepts requests for network resources, such as Web sites, and
redirects these requests to the proxy server. Therefore, when a request is received at
the client computer for a network resource, such as a Web site, the client computer
requests the resource from the proxy server computer instead of requesting the

resource directly from the server computer hosting the network resource.
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The proxy server computer is connected to the Internet via a very high-speed
connection and receives requests for network resources from the client computer.
The proxy server computer maintains a "block" database that identifies network
resources that the client computer is not permitted to access. Additionally, the proxy
server computer may maintain an "allow" database identifying network resources that
the client computer is explicitly permitted to access. The proxy server computer
receives requests for network resources from the client computer and, in response,
searches its block and allow databases to determine if the client computer is blocked
from retrieving the requested network resource. If the client computer is blocked
from retrieving the requested network resource, the proxy server computer returns an
error message to the client computer. If the client computer is not blocked from
retrieving the requested network resource, the proxy server computer retrieves the
network resource on behalf of the client computer and transmits the requested
resource to the client computer. The requested resource may then be displayed at the
client computer.

According to an embodiment of the present invention, a content monitoring
center is also provided. The content monitoring center monitors resources available
on the network, such as Web sites, to identify resources that the client computer
should not be permitted to retrieve. The content monitoring center then utilizes this
data to maintain the block and allow databases utilized by the proxy server. Like the
proxy server, the content monitoring center is connected to the Internet via a very
high-speed Internet connection. Utilizing the high-speed connection, the content
monitoring center can continually update the block and allow databases located at the
proxy server, even if these databases grow very large. By updating these databases
frequently, offensive network resources may be blocked almost immediately after
they are created and go "live" on the Internet. Moreover, because the block database
is located at the proxy server and updated by the content monitoring center, the user
of the client computer does not have to manually update a database.

According to an embodiment of the present invention, the client computer
also maintains a "block" database identifying network resources to be blocked. Such
a database may be searched by the client computer prior to contacting the proxy
server computer to determine if the requested resource has been blocked. If the
requested resource has been blocked, an error message will be generated at the client
computer and the client computer will not be permitted to access the requested
resource. Likewise, the client computer may also maintain an "allow" database to
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override the inclusion of a resource in the proxy server block database that blocks a
particular site. The client computer may also search the allow database prior to
contacting the proxy server. If a requested resource is identified in the allow
database, the client computer is explicitly allowed to retrieve the resource, so
therefore the proxy server is not contacted. If a requested resource is not identified in
the allow database or the block database, the proxy server is utilized as described
above. By maintaining block and allow databases at the client computer, a user of
the client computer can block or explicitly allow network resources that are not
identified in the block and allow databases maintained by the proxy server.

According to another actual embodiment of the present invention, a client
computer, a label server computer, and a content monitoring center are provided for
filtering network content. When a request for a network resource is received at the
client computer, a request to validate the network resource is transmitted to the label
server computer. The label server computer is connected to the Internet via a high-
speed connection. The label server computer receives the request to validate the
network resource from the client computer and, in response, searches a block
database and an allow database to determine if the requested resource is identified in
either of these databases. The label server then returns the search results to the client
computer.

The client computer receives the search results from the label server and
determines whether the search results indicate that the client computer is permitted to
retrieve the requested network resource. If the client computer is permitted to
retrieve the requested network resource, the client computer retrieves the network
resource directly from the server computer hosting the requested network resource.
If the client computer is not permitted to retrieve the network resource, an error
message is displayed at the client computer. As in the proxy server embodiment, the
client computer may also search block and allow databases located at the client
computer prior to contacting the label server to override the block and allow
databases located at the label server. Additionally, as in the proxy server
embodiment, the block and allow databases stored at the label server may be updated
by a content monitoring center.

In accordance with yet other aspects of the invention, a method, a computer-
controlled apparatus, and a computer-readable medium containing instructions are

also provided for filtering network content.
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Brief Description of the Drawings

The foregoing aspects and many of the attendant advantages of this invention
will become more readily appreciated as the same become better understood by
reference to the following detailed description, when taken in conjunction with the
accompanying drawings, wherein:

FIGURE 1 is a block diagram illustrating an exemplary operating
environment for aspects of the present invention.

FIGURE 2 is a block diagram illustrating an actual embodiment of the
present invention for filtering network content available over a distributed computing
network.

FIGURE 3 is a block diagram showing an illustrative client computer utilized
in an embodiment of the present invention.

FIGURE 4 is a block diagram showing an illustrative proxy server computer
utilized in an actual embodiment of the present invention.

FIGURE 5 is a block diagram showing an illustrative label server computer
utilized in an actual embodiment of the present invention.

FIGURE 6A is a flow diagram illustrating the operation of a client computer
utilizing a proxy server to filter network content in an actual embodiment of the
present invention.

FIGURE 6B is a flow diagram illustrating the operation of a client computer
utilizing a label server to filter network content in an actual embodiment of the
present invention.

FIGURE 7 is a flow diagram illustrating the operation of a proxy server
computer for filtering network content in an actual embodiment of the present
invention.

FIGURE 8 is a flow diagram illustrating the operation of a label server
computer for filtering network content in an actual embodiment of the present
invention.

Detailed Description of An Illustrative Embodiment

The present invention provides a method, system for filtering content
available through a distributed computing network. Aspects of the present invention
are embodied in one or more server computers and other system components
accessible through, and utilizing, the Internet. As is well known to those skilled in
the art, the term "Internet" refers to the collection of networks and routers that use the
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Transmission Control Protocol/Internet Protocol ("TCP/IP") to communicate with
one another. A representative section of the Internet 2 is shown in FIGURE 1, in
which a plurality of local area networks ("LANs") 102 and a wide area network
("WAN") 106 are interconnected by routers 104. The routers are special purpose
computers used to interface one LAN or WAN to another. Communication links
within the LANs may be twisted wire pair, or coaxial cable, while communication
links between networks may utilize 56 Kbps analog telephone lines, 1 Mbps digital
T-1 lines, 45 Mbps T-3 lines or other types of high-speed communications links
known to those skilled in the art. Furthermore, computers, such as client computer
300, and other related electronic devices can be remotely connected to either the
LANSs 102 or the WAN 106 via a modem and temporary telephone link, or other type
of network connection. It will be appreciated that the Internet 2 comprises a vast
number of such interconnected networks, computers, and routers and that only a
small, representative section of the Internet is shown in FIGURE 1.

Communication over the Internet typically take place based upon an
information exchange between client computers and server computers. Each client
computer and server computer is assigned an Internet Protocol ("IP") address that
uniquely identifies the computer on the Internet. The IP addresses of server
computers may also be mapped to domain names using a series of name server
computers also accessible over the Internet. As will be described in more detail
below, the IP address of a server computer may be utilized to filter network resources
available from the server computer.

As the Internet has grown, so has the number of network resources available
to users of the Internet. Network resources are files and other data available on the
Internet and, in particular, through the WWW. Network resources available over the
Internet are typically identified using a Uniform Resource Locator ("URL"), such as
"http://www.n2h2.com/index.html." A URL has two parts: (1) a scheme and (2) a
scheme-specific part. The scheme identifies the high-level protocol through which

the resource is to be transferred. The scheme-specific part contains additional
information useful in establishing a connection between a client and a server. The
phrase "http" is the scheme for network resources available via the Web. This
indicates that the Internet address specified communicates using HTTP. The
remainder of the URL following the colon is the scheme-specific part. Generally,
this portion of the URL identifies a host HITP server name and the file system path
to the network resource to be transferred. As will be described in more detail below,
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the URL of a network resource may be utilized to filter the network resource. Those
skilled in the art should appreciate that while the described embodiment of the
present invention filters network resources available over the WWW, network
resources available via any other transmission protocol may be similarly filtered. For
instance, network resources available via the File Transfer Protocol ("FTP"), Gopher,
or other type of Wide Area Information Server may be filtered in a similar manner.

As is appreciated by those skilled in the art, the WWW is a vast collection of
interconnected or "hypertext" documents written in the HyperText Markup Language
("HTML"), or another standard markup language, and that are electronically stored at
"Web sites" throughout the Internet. A Web site is a server computer connected to
the Internet that has mass storage facilities for storing hypertext documents and that
runs administrative software for handling requests for those stored hypertext
documents. As is known to those skilled in the art, a Web server may also include
facilities for storing and transmitting application programs, such as application
programs written in the JAVA® programming language from Sun Microsystems, for
execution on a remote computer. Likewise, a Web server may also include facilities
for executing scripts and other application programs on the Web server itself. In
general, Web servers are stateless with respect to client transactions. The stateless
nature of the Web simplifies the server and client architectures.

A client computer may retrieve network resources from the Web by utilizing
a Web . browser application program. A Web browser, such as Netscape's
NAVIGATOR® or Microsoft's INTERNET EXPLORER®), is a software application
program for providing displaying network resources available on the Web.
Generally, when a request is made by a user to retrieve a network resource, the Web
browser transmits a request for the network resource to the server computer
identified in the URL of the network resource. In response to the request, the server
computer hosting the network resource transmits the resource to the client computer.
When the requested resource is received at the client computer, the Web browser
uses the contents of the resource to construct and display its contents. Typically, a
network resource, such as an HTML file, contains various commands for displaying
text, graphics, controls, background colors, and other types of display features. The
resource may contain the URL addresses of other network resources that should be
included in the visual representation of the resource, such as graphics, sounds,
animation files, or hyperlinks.
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Referring now to FIGURE 2, several embodiments of the present invention
will be described. According to one actual embodiment of the present invention, a
client computer 300, a proxy server computer 400, and a content monitoring center
206 are provided that are connected to the Internet 2. The client computer 300
comprises a standard personal computer executing a Web browser application
program. The client computer 300 also comprises application software that
intercepts requests for network resources, such as Web sites, and redirects these
requests to the proxy server 400. When a request is received at the client computer
for a network resource, such as a Web site hosted by one of Web servers 204A-204N,
the client computer 300 requests the resource from the proxy server computer 400
rather than requesting the resource directly from the server computer hosting the
network resource. The client computer 300 will be described in greater detail below
with reference to FIGURES 3, 6A, and 6B.

The proxy server 400 computer is connected to the Internet 2 via a high-speed
connection, such as a T-3 or an OC-3 connection known to those skilled in the art.
The proxy server 400 is located at a separate location from the client computer 300
and is accessible to many client computers. The proxy server computer 400 receives
requests for network resources from the client computer 300 over the Internet 2. The
proxy server computer 400 also maintains a "block" database that identifies network
resources that the client computer is "blocked" from retrieving. Additionally, the
proxy server computer 400 may maintain an "allow" database that contains the
identity of network resources that the client computer 300 is explicitly permitted to
retrieve,

The proxy server computer 400 receives requests for network resources from
the client computer 300 and, in response, searches its block and allow databases to
determine if the client computer 300 is blocked from retrieving the requested
network resource. If the client computer 300 is blocked from retrieving the requested
network resource, the proxy server computer 400 returns an error message to the
client computer 300. If the client computer 300 is not blocked from retrieving the
requested network resource, the proxy server corriputer 400 retrieves the network
resource on behalf of the client computer 300 and transmits the requested resource to
the client computer300. The requested resource may then be displayed at the client
computer 300. Additional aspects of the proxy server computer 400 are described
below with respect to FIGURES 4 and 7.
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According to another actual embodiment of the present invention, a client
computer 300, a label server computer 500, and a content monitoring center 206 are
provided that are connected to the Internet 2. When a request is received at the client
computer 300 for a network resource such as a Web site served by one of Web server
computers 204A-204N, a request to validate the network resource is transmitted to
the label server computer 500. Like the proxy server computer, the label server
computer 500 is also connected to the Internet 2 via a high-speed connection. The
label server computer 500 receives the request to validate the network resource from
the client computer 300 and, in response, searches a block database and an allow
database to determine if the requested resource is identified in either of these
databases. The label server computer 500 then returns the search results to the client
computer. The label server computer 500 will be described in more detail below
with respect to FIGURES 5 and 8.

The client computer 300 receives the search results from the label server and
determines whether the search results indicate that the client computer 300 is
permitted to retrieve the requested network resource. If the client computer 300 is
permitted to retrieve the requested network resource, the client computer 300
retrieves the network resource directly from the server computer hosting the
requested network resource without the aid of the label server computer 500. If the
client computer 300 is not permitted to retrieve the network resource, an error
message is displayed at the client computer 300.

According to an embodiment of the present invention, a content monitoring
center 206 is also provided. The content monitoring center 206 monitors resources
available on the network, such as Web sites served by Web server computers 204A-
204N, and identifies resources that the client computer 300 should not be permitted
to retrieve. Typically, network resources that the client computer 300 is not
permitted to receive are identified by IP address or by a specific URL at which the
resource is located. The content monitoring center 206 then transmits this data to the
proxy server computer 400 or label server computer 500 so that the data can be used
to update the block and allow databases. The content monitoring center 206 is also
connected to the Internet via a very high-speed Internet connection. Utilizing the
high-speed connection, the content monitoring center 206 can periodically update the
block and allow databases located at the proxy server computer 400 and the label
server computer 500.
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Referring now to FIGURE 3 a client computer 300 utilized in an embodiment
of the present invention will be described. Those of ordinary skill in the art will
appreciate that the client computer 300 includes many more components than those
shown in FIGURE 3. However, it is not necessary that all of these generally
conventional components be shown in order to disclose an illustrative embodiment
for practicing the present invention. The client computer 300 includes a network
interface unit (not shown) for providing a communications connection 334 for
connecting to the Internet or other type of distributed computing network. Those of
ordinary skill in the art will appreciate that such a network interface unit includes the
necessary circuitry for such a connection, and is also constructed for use with the
TCP/IP protocol, the particular network configuration of the LAN, WAN, or Internet
Service Provider it is connecting to the Internet through, and a particular type of
coupling medium. The client computer 300 may also be equipped with a network
interface unit capable of communicating with an Internet Service Provider through a
point to point protocol ("PPP") connection or a Serial Line Interface Protocol
("SLIP") connection as known to those skilled in the art.

The client computer 300 also includes a ROM BIOS 310, central processing
unit 302, and a system memory 304. The system memory 304 generally comprises a
random access memory ("RAM") 306, a read-only memory ("ROM") 308 and a
permanent mass storage device 314, such as a disk drive. The system memory 304
typically stores an operating system (not shown) for controlling the operation of the
client computer 300, and may also store application programs. The storage device
314 and system memory 304 also includes a WWW browser application program
316, such as Netscape's NAVIGATOR® or Microsoft's INTERNET EXPLORER®
browsers, for accessing the WWW. It will be appreciated that these components may
be stored on a computer-readable medium and loaded into the system memory 304 of
the client computer 300 wusing a drive mechanism associated with the
computer-readable medium, such as a floppy drive, CD-ROM/DVD-ROM drive, or
hard disk drive (not shown). An input interface (not shown) may also be provided
for receiving input from input devices 330, such as a mouse or keyboard. Likewise,
an output interface (not shown) may also be provided for outputting information to
the communications connection 334, a video display adapter, speakers, printers, and
the like. The system memory 304, communications connection 334, input devices
332, and output devices 330 are all connected to the central processing unit 302 via
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system bus 312. Other peripherals may also be connected to the central processing
unit 302 in a similar manner.

The storage device 314 also includes a configuration application program
322. The configuration application 322 may be utilized by a user of the client
computer 300 to specify configuration settings, such as the level of network content
that should be filtered for a particular user of the client computer 300. For instance, a
user may choose between a "safe haven," where the highest level of potentially
offensive network content is filtered, a "protected surfing" level, where a lower level
of network content is filtered, or a "free ride" level, where no filtering takes place.
These configuration settings would then be saved by the configuration application
322 in the configuration database 320.

The configuration application 322 may also allow a user of the client
computer 300 to input the URL or IP address of network resources that the client
computer should be blocked from retrieving, or that the client computer should be
explicitly permitted to retrieve. The identities of these "blocked" or "allowed" sites
are then stored in the local block database 326 or the local allow database 328, -
respectively. As will be described in greater detail below with respect to FIGURES
6A and 6B, the local block database 326 and the local allow database 328 may be
queried prior to contacting either the proxy server or the label server to determine if
the requested network resource should be blocked or allowed. By checking these
databases prior to contacting a label or proxy server, the client computer 300 can
override the block and allow databases maintained at the label or proxy server. In
this manner, a user of the client computer 300 can explicitly allow or block the
retrieval of a network resource.

The storage device 314 also maintains an administrative control dynamically
linked library ("DLL") 318. According to an embodiment of the invention, the
administrative control DLL 318 intercepts requests for network resources before they
are transmitted over the Internet. To accomplish this, the administrative control DLL
318 interfaces with Layered Service Provider 324 or through another socket interface
as known to those skilled in the art. The administrative control DLL 318 may then
cause a search to be made of the local block database 326 and the local allow
database 328 for the requested network resource. If the requested network resource
is identified in the local allow database 328, the administrative control DLL may
transmit a request for the requested network resource through the layered service
provider 324. If the requested network resource is identified in the local block
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database 328, the administrative control DLL 318 may generate an error message to
be displayed by the WWW browser application program 316. If the requested
network resource is not identified in either the local block database 326 or the local
allow database 328, the administrative control DLL 318 will make a request to a
label server or a proxy server for the requested resource. The operation of such a
request to a proxy server or a label server is described below with respect to
FIGURES 6A and 6B, respectively. Those skilled in the art should appreciate that
the administrative control DLL 318 may also utilize the configuration database 320
to identify the filtering level for the current user of the client computer 300. The
administrative control DLL 318 may then use this information to determine whether
the user of the client computer 300 is permitted to retrieve the requested network
resource according to their assigned filtering level.

Those skilled in the art should appreciate that while the client computer 300 is
described as a conventional personal computer, the invention described herein may
be utilized in connection with other types of computing devices capable of receiving
network content. For instance, the invention may be utilized to filter content
delivered to a cellular phone, a personal digital assistant, a set-top box, or other
similar computing devices known to those skilled in the art.

Referring now to FIGURE 4 a proxy server computer 400 utilized in an
embodiment of the present invention will be described. Those of ordinary skill in the
art will appreciate that the proxy server computer 400 includes many more
components then those shown in FIGURE 4. However, it is not necessary that all of
these generally conventional components be shown in order to disclose an illustrative
embodiment for practicing the present invention. The proxy server computer 400
includes a network interface unit (not shown) for providing a communications
connection 434 for connecting to the Internet or other type of distributed computing
network. Those of ordinary skill in the art will appreciate that such a network
interface unit includes the necessary circuitry for such a connection, and is also
constructed for use with the TCP/IP protocol, the particular network configuration of
the LAN or WAN it is connecting through, and a particular type of coupling medium.

The proxy server computer 400 also includes conventional components such
as a( ROM BIOS 410, central processing unit 402, and a system memory 404. The
system memory 404 generally comprises a random access memory ("RAM") 406, a
read-only memory ("ROM") 408 and a permanent mass storage device 414, such as a
disk drive. The system memory 404 typically stores an operating system 416 for
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controlling the operation of the proxy server computer 400, such as UNIX, Linux, or
Windows NT or 2000 provided by Microsoft Corporation. The storage device 414
and system memory 304 also includes software components such as the proxy
application program 418 and the database update application program 428. It will be
appreciated that these components may be stored on a computer-readable medium
and loaded into the system memory 404 of the proxy server computer 400 using a
drive mechanism associated with the computer-readable medium, such as a floppy
drive, CD-ROM/DVD-ROM drive, or hard disk drive. An input interface (not
shown) may also be provided for receiving input from input devices 430, such as a
mouse or keyboard. Likewise, an output interface (not shown) may also be provided
for outputting information to the communications connection 434, a video display
adapter, printers, and other output devices known to those skilled in the art. The
system memory 404, communications connection 434, input devices 432, and output
devices 430 are all connected to the central processing unit 402 via system bus 412.
Other peripherals may also be connected to the central processing unit402 in a
similar manner.

The storage device 414 also maintains a block database 422 and an allow
database 426. The block database 422 comprises the identity of network resources
that a client computer is not permitted to retrieve. The allow database 426 comprises
the identity of network resources that a client computer is explicitly permitted to
retrieve. More particularly, the block database 422 may comprise an Internet
Protocol address identifying one or more blocked network resources 436 or a URL
identifying one or more blocked resources 420. Those skilled in the art should
appreciate that a network resource may similarly be blocked based upon
objectionable words contained within the URL or based upon other terms or
parameters attached to or associated with a URL. Similarly, the allow database 426
may comprise an Internet Protocol address identifying one or more allowed network
resources 438, or a URL identifying one or more allowed network resources 424.

As mentioned briefly above, the storage device 414 maintains a database
update application program 428. The database update application program 428 is
operative to periodically receive database updates to the block database 420 and the
allow database 426 from a content monitoring center. The database updates may be
periodically requested from the content monitoring center by the database update
application 428, or may be "pushed" from the content monitoring center to the proxy
server computer 400 as known to those skilled in the art.
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As also mentioned briefly above, the storage device 414 maintains a proxy
application program 418. The proxy application 418 receives requests for network
resources from client computers. Based on these requests, the proxy application 418
searches the block database 422 and the allow database 426 to determine if the
requesting client computer is permitted to retrieve the requested network resource. If
the client computer is not permitted to retrieve the requested resource, an etror
message is returned to the client computer. If the client computer is permitted to
retrieve the requested network resource, the proxy application 418 connects to a
server computer hosting the requested network resource and retrieves the resource on
behalf of the client computer. The proxy application 418 then provides the resource
to the client computer. Operation of the proxy application program 418 is described
in greater detail below with reference to FIGURE 7.

Referring now to FIGURE 5, a label server computer 500 utilized in an
embodiment of the present invention will be described. Those of ordinary skill in the
art will appreciate that the label server computer 500 includes many more
components then those shown in FIGURE 5. However, it is not necessary that all of
these generally conventional components be shown in order to disclose an illustrative
embodiment for practicing the present invention. The label server computer 500
includes a network interface unit for providing a communications connection 532 for
connecting to the Internet or other type of distributed computing network. Those of
ordinary skill in the art will appreciate that such a network interface unit includes the
necessary circuitry for such a connection, and is also constructed for use with the
TCP/IP protocol, the particular network configuration of the LAN or WAN it is
connecting through, and a particular type of coupling medium.

The label server computer 500 also includes conventional components such
as a ROM BIOS 510, central processing unit 502, and a system memory 504. The
system memory 504 generally comprises a random access memory ("RAM") 506, a
read-only memory ("ROM") 508 and a permanent mass storage device 514, such as a
disk drive. The system memory 504 typically stores an operating system 516 for
controlling the operation of the proxy server computer 400, such as UNIX, Linux, or
Windows NT or 2000 provided by Microsoft Corporation. The storage device 514
and system memory 504 also includes software components such as the label server
application program 518 and the database update application program 526. It will be
appreciated that these components may be stored on a computer-readable medium
and loaded into the system memory 504 of the label server computer 500 using a
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drive mechanism associated with the computer-readable medium, such as a floppy
drive, CD-ROM/DVD-ROM drive, or hard disk drive. An input interface may also
be provided for receiving input from input devices 530, such as a mouse or keyboard.
Likewise, an output interface (not shown) may also be provided for outputting
information to the communications connection 532, a video display adapter, printers,
and other output devices known to those skilled in the art. The system memory 504,
communications connection 532, input devices 530, and output devices 528 are all
connected to the central processing unit 502 via system bus 512. Other peripherals
may also be connected to the central processing unit 502 in a similar manner.

The storage device 514 also maintains a block database 518 and an allow
database 522. The block database comprises the identity of network resources that a
client computer is not permitted to retrieve. The allow database comprises the
identity of network resources that a client computer is explicitly permitted to retrieve.
More particularly, the block database 518 may comprise an Internet Protocol address
identifying one or more blocked network resources 534 or a URL identifying one or
more blocked resources 520. Similarly, the allow database 522 may comprise an
Internet Protocol address identifying one or more allowed network resources 536, or
a URL identifying one or more allowed network resources 524.

As mentioned briefly above, the storage device 514 maintains a database
update application program 526. As with the proxy server, the database update
application program 526 is operative to periodically receive database updates to the
block database 518 and the allow database 522 from a content monitoring center.
The database updates may be periodically requested from the content monitoring
center by the database update application 526, or may be "pushed" from the content
monitoring center to the label server computer 500 as known to those skilled in the
art. l

The storage device 514 also maintains a label server application program 517.
The label server application 517 receives requests to validate network resources from
client computers. Based on these requests, the label server application 517 searches
the block database 518 and the allow database 522 for the requested network
resource. The label server application 517 then provides the results of its search to
the client computer. Operation of the label server application program 517 is
described in greater detail below with reference to FIGURE 8.

Referring now to FIGURE 6A, an illustrative Routine 600 for the operation of
a client computer utilizing a proxy server to filter network content will be described.
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Routine 600 begins at block 602, where a request is received at the client computer
for a network resource. Typically, the request will take the form of an HTTP address
provided at the client computer by a user. From block 602, Routine 600 continues to
block 604 where a search of the block and allow databases located at the client
computer is performed. As described above, the block and allow databases located at
the client computer may be updated by a user of the client computer and allow the
user to override the block and allow databases located at the proxy server.

From block 604, Routine 600 continues to block 606, where a determination
is made as to whether the client computer is explicitly allowed to retrieve the
requested network resource. In particular, if the URL or the IP address of the
requested network resource is identified in the allow database, then the client
computer is explicitly permitted to retrieve the requested resource. If it is determined
that the client computer is allowed to retrieve the requested network resource, the
Routine 600 branches to block 608, where the client computer connects directly to
the server computer hosting the requested resource and retrieves the requested
resource. The requested resource may then be displayed by the client computer.

If, at block 606, it is determined that the client computer is not explicitly
allowed to retrieve the requested network resource, Routine 600 continues to block
610. A determination is made at block 610 as to whether the client computer is
explicitly blocked from retrieving the requested network resource. In particular, a
determination is made as to whether the URL or IP address of the requested network
resource is identified in the block database located at the client computer. If the
requested network resource is identified in the block database, the Routine 600
branches to block 616, where an error message is displayed at the client computer.
The Routine 600 then continues from block 616 to block 602. If the requested
network resource is not identified in the block database, the Routine 600 continues to
block 612.

At block 612, the client computer transmits a request for the network resource
to a proxy server computer. The format of the request may comprise an HTTP
packet including the IP address of the client computer and the URL and IP address of
the requested network resource. As described below with respect to FIGURE 7, the
proxy server computer is operative to receive the request from the client computer
and to determine whether the client computer may retrieve the requested network
resource. The proxy server computer then transmits a response to the client
computer indicating whether or not the client computer may retrieve the requested
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network resource. Accordingly, Routine 600 continues from block 612 to block 614,
where a determination is made as to whether the proxy server computer has permitted
the client computer to retrieve the requested resource. If the proxy server computer
does not permit the client computer to retrieve the requested resource, Routine 600
branches to block 616, where an error message is displayed at the client computer.

If, at block 614, it is determined the proxy server computer has permitted the
client computer to retrieve the requested resource, Routine 600 continues to block
618. At block 618, the requested network resource is retrieved through the proxy
server and the network resource is displayed at the client computer. Routine 600
then continues from block 618 to block 602, where another request to retrieve a
network resource may be processed.

Referring now to FIGURE 6B, an illustrative Routine 650 for the operation of
a client computer utilizing a label server to filter network content will be described.
Routine 650 begins at block 652, where a request is received at the client computer
for a network resource. As described above, the request typically takes the form of
an HTTP address provided at the client computer by a user but may take another
form known to those skilled in the art. From block 652, Routine 650 continues to
block 654 where a search of the block and allow databases located at the client
computer is performed. Those skilled in the art should appreciate that the label
server may be utilized to filter network content without the use of the block and
allow databases located at the client computer.

From block 654, Routine 650 continues to block 656, where a determination
is made as to whether the client computer is explicitly allowed to retrieve the
requested network resource. As described above, if the URL or IP address of the
requested network resource is identified in the allow database, then the client
computer is explicitly permitted to retrieve the requested resource. If it is determined
that the client computer is allowed to retrieve the requested network resource, the
Routine 650 branches to block 658, where the client computer connects directly to
the server computer hosting the requested resource and retrieves the requested
resource. The requested resource may then be displayed at the client computer.

If, at block 656, it is determined that the client computer is not explicitly
allowed to retrieve the requested network resource, Routine 650 continues to block
660. A determination is made at block 660 as to whether the client computer is
explicitly blocked from retrieving the requested network resource. If the requested
network resource is identified in the block database, the Routine 650 branches to
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block 668, where an error message is displayed at the client computer. The Routine
650 then continues from block 668 to block 652. If the requested network resource is
not identified in the block database, the Routine 650 continues to block 662.

At block 662, the client computer transmits a request to validate the network
resource to a label server computer. As with the proxy server, the format of the
request may comprise an HTTP packet including the IP address of the client
computer and the URL and IP address of the requested network resource. As
described in more detail below with respect to FIGURE 8, the label server computer
is operative to receive the request from the client computer, and to search a block and
allow database located at the label server computer. The label server computer then
transmits a response to the client computer in the form of search results indicating
whether or not the requested network resource was identified in its block or allow
databases. Therefore, Routine 650 continues from block 662 to block 664, where the
client computer receives the search results produced by the label server computer.

From block 664, the Routine 600 continues to block 666, where a
determination is made as to whether the search results received from the label server
computer indicate that the client computer is allowed to retrieve the requested
network resource. If the requested network resource was identified in the allow
database located at the label server, or was not identified in the block database
located at the label server, the client computer will be permitted to retrieve the
requested network resource. If the client computer is not permitted retrieve the
requested resource, Routine 650 branches to block 668, where an error message is
displayed at the client computer. If, at block 666, it is determined that the client
computer may retrieve the requested resource, Routine 650 continues to block 670.
At block 670, the requested network resource is retrieved by the client computer
directly from the server computer hosting the requested network resource. The client
computer does not utilize the label server to retrieve the requested network resource.
From block 670, Routine 600 continues to block 652, where another request to
retrieve a network resource may be processed in a similar manner.

Referring now to FIGURE 7, an illustrative Routine 700 for filtering network
content at a proxy server will be described. Routine 700 begins at block 702, where
a request for a network resource is received at from a client computer. As described
above with respect to FIGURE 5 and 6, the request comprises an HTTP packet
including the IP address of the client computer and the URL or IP address of the
requested network resource. From block 702, the Routine 700 continues to block
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704, where the block and allow data bases are searched for the URL or IP address of
the requested network resource. Methods for searching a database are well known to
those skilled in the art.

From block 704, Routine 700 continues to block 706, where a determination
is made as to whether the requested network resource is blocked. The network
resource will be blocked if the URL or IP address of the requested network resource
is identified in the block database and are not identified in the allow database. If the
URL or IP address of the requested network resource is not identified in either
database, access to the network resource will be permitted. If, at block 706, it is
determined that the URL or IP address of the requested network resource is blocked,
the Routine 700 branches to block 708 where an error message is returned to the
client computer from the proxy server computer. The Routine 700 then returns to
block 702, where additional requests may be received by the proxy server computer
and processed in a similar fashion.

If, at block 706, it is determined that the URL or IP address of the requested
network resource is not blocked, Routine 700 will continue to block 710. At block
710, the proxy server computer connects to the server computer hosting the requested
network resource on behalf of the client computer. Routine 700 then continues to
block 712 where the requested network resource is retrieved by the proxy server
computer. At block 714, a script file may be inserted into the requested network
resource. According to an actual embodiment of the invention, a script written in
JavaScript from Sun Microsystems is inserted into the URL. The script causes the
Web browser executing on the client computer to display a banner associated with a
provider of the filtering system. Those skilled in the art should appreciate that such a
script may be utilized to display other information or provide other types of
functionality.

From block 714, Routine 700 continues to block 716 where the requested
network resource is returned to the client computer. The client computer may then
display the requested network resource utilizing a Web browser or may utilize the
requested network resource for another purpose. The Routine 700 then continues
from block 716 to block 702, where another request for a network resource is
received and processed in a similar fashion.

Turning now to FIGURE 8, an illustrative Routine 800 for filtering network
content utilizing a label server will be described. Routine 800 begins at block 802,
where a request is received to validate a URL or IP address from the client computer.
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Typically, the request will comprise the URL or IP address corresponding to the
requested URL and the IP address of the client computer. Routine 800 then
continues from block 802 to block 804, where the label server computer searches its
block and allow databases for the specified URL or IP address. From block 804, the
Routine 800 continues to block 806, where the results of the search are returned to
the client computer. The routine 800 then continues to block 808, where it ends.

In light of the above, it should be appreciated by those skilled in the art that
the present invention provides a method, system, computer-controlled apparatus, and
computer-readable medium for filtering network content. While an actual
embodiment of the invention has been illustrated and described, it will be appreciated
that various changes can be made therein without departing from the spirit and scope

of the invention.
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The embodiments of the invention in which an exclusive property or privilege
is claimed are defined as follows:

1. A method for filtering network content comprising:

receiving a request for a network resource at a client computer;

in response to the request, searching the database located at the client
computer to determine if the client computer is blocked from receiving the network
resource;

transmitting a request to retrieve the requested network resource to a proxy
server in response to determining that the requested network resource is not blocked;

determining whether the proxy server permits the client computer to retrieve
the requested network resource; and

in response to determining that the proxy server permits the client computer
to retrieve the requested network resource, retrieving the requested network resource
through the proxy server.

2. The method of Claim 1, further comprising:

searching a database located at the client computer in response to the request
for a network resource to determine if the client computer is explicitly allowed to
retrieve the network resource; and

in response to determining that the client computer is allowed to retrieve the
network resource, retrieving the network resource at the client computer without
utilizing the proxy server.

3. The method of Claim 2, further comprising:

in response to determining that the client computer is blocked from retrieving
the network resource, not permitting the client computer to retrieve the network
resource and displaying an error message at the client computer.

4, The method of Claim 3, wherein the network resource comprises a file
created in a standard page markup language.

5. The method of Claim 4, wherein the database located at the client
computer comprises a network address or a uniform resource locator corresponding

to a network resource that the client computer is blocked from retrieving.
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6. The method of Claim 5, wherein the database located at the client
computer further comprises a network address or a uniform resource locator

corresponding to at least one network resource that the client computer may retrieve.

7. A computer-readable medium comprising instructions which, when
executed by a computer, cause the computer to perform the method of Claims
1,2,3,4,5, or 6.

8. A method for filtering network content comprising;

receiving a request for a network resource at a client computer;

in response to the request, searching a database located at the client computer
to determine if the client computer is blocked from retrieving the network resource;

transmitting a request to a label server to retrieve the requested network
resource in response to determining that the requested network resource is not
blocked;

receiving search results from the label server in response to the request;

determining whether the search results indicate that the client computer may
retrieve the network resource; and

in response to determining that the client computer may retrieve the requested
network resource, retrieving the requested network resource from a server computer
hosting the requested resource.

9. The method of Claim 8, further comprising:

searching a database located at the client computer in response to the request
for a network resource to determine if the client computer is explicitly allowed to
retrieve the network resource; and .

in response to determining that the client computer is allowed to retrieve the
network resource, retrieving the network resource at the client computer without
contacting the label server.

10.  The method of Claim 9, further comprising:
in response to determining that the client computer is blocked from retrieving
the network resource, not permitting the client computer to retrieve the network

resource and displaying an error message at the client computer.
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11.  The method of Claim 10, wherein the network resource comprises a

file created in a standard page markup language.

12. The method of Claim 11, wherein the database located at the client
computer comprises a network address or a uniform resource locator for at least one

network resource that the client computer is allowed to retrieve.

13. The method of Claim 12, wherein the database located at the client
computer further comprises a network address or a uniform resource locator for at

least one network resource that the client computer is allowed to retrieve.

14. A computer-readable medium comprising instructions which, when
executed by a computer, cause the computer to perform the method of Claims
8,9,10,11,12, or 13.

15. A method for filtering network content comprising:

receiving a request from a client computer for a network resource at a proxy
server;

in response to the request, searching a database located at the proxy server to
determine if the client computer is blocked from retrieving the requested network
resource;

connecting to a server computer hosting the requested network resource and
retrieving the requested network resource in response to determining that the client
computer is not blocked from retrieving the network resource; and

returning the network resource to the client computer.

16. A method of Claim 15, further comprising:
inserting a script into the requested network resource to create a modified
network resource.

17.  The method of Claim 15, further comprising:

searching a database located at the proxy server to determine if the client
computer is explicitly allowed to retrieve the requested network resource; and

in response to determining that the client computer is allowed to retrieve the
network resource;
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retrieving the network resource on behalf of the client computer, and
transmitting the network resource to the client computer.

18.  The method of Claim 17, further comprising:
in response to determining that the client computer is blocked from retrieving

the requested network resource, returning an error message to the client computer.

19.  The method of Claim 18, wherein the network resource comprises a
file created in a standard page markup language.

20.  The method of Claim 19, wherein the database located at the proxy
server comprises a network address or a uniform resource locator for a network

resource that the client computer is blocked from retrieving.

21.  The method of Claim 20, wherein the database located at the proxy
server further comprises a network address or a uniform resource locator for at least

one network resource that the client computer is allowed to retrieve.

22.  The method of Claim 20, wherein the database located at the proxy

server is updated from a content monitoring center.

23. A computer-readable medium comprising instructions which, when
executed by a computer, cause the computer to perform the method of Claims
15,16,17,18,19,20,21 or 22.

24. A method for filtering network content comprising:

receiving a request from a client computer to validate a network resource at a
label server;

in response to the request, searching a database located at the label server to
determine if the requested network resource is identified in a list of blocked network
resources; and

returning the results of searching the database to the client computer.

25.  The method of Claim 24, further comprising:
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searching a database located at the label server to determine if the requested
network resource is identified in a list of allowable network resources.

26.  The method of Claim 25, wherein the network resource comprises a
file created in a standard page markup language.

27. The method of Claim 26, wherein the database located at the label
server comprises a network address or a uniform resource locator for a network

resource that the client computer is blocked from retrieving.

28.  The method of Claim 27, wherein the database located at the label
server comprises a network address or a uniform resource locator for at least one

network resource that the client computer is allowed to retrieve.

29.  The method of Claim 27, wherein the database is updated from a

content monitoring center.

30. A computer-controlled apparatus capable of performing the method of
Claims 1, 8, 15, or 24.

31. A system for filtering network content comprising:

a proxy server,

a client computer capable of connecting to the proxy server via a distributed
computing network,

and a network resource available on the distributed computing network, and
wherein the client computer is operative to:

receive a request for the network resource,

search a database located at the client computer to determine if the client
computer is blocked from retrieving the network resource,

transmit a request to the proxy server to retrieve the network resource, and

in response to receiving authorization from the proxy server, retrieve the
network resource through the proxy server.

32, The system of Claim 31, wherein the client computer is further
operative to:
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search a database located at the client computer to determine if the client
computer is allowed to retrieve the network resource; and

in response to determining that the client computer is allowed to retrieve the
network resource, retrieving the network resource at the client computer without
utilizing the proxy server.

33.  The system of Claim 31, wherein the proxy server is operative to:

receive a request from the client computer for the network resource;

in response to the request, searching a database located at the proxy server to
determine if the client computer is blocked from retrieving the requested network
resource;

connecting the proxy server to a server computer hosting the requested
network resource to retrieve the network resource in response to determining that the
network resource is not blocked; and

transmitting the network resource to the client computer.

34, The system of Claim 33, wherein the proxy server is further operative
to:
search a database located at the proxy server to determine if the client

computer is explicitly allowed to retrieve the requested network resource.

35.  The system of Claim 34, wherein the proxy server is further operative
to:

receive an update to the database located at the proxy server from a content
monitoring center.

36. A system for filtering network content comprising:

a label server,

a client computer capable of connecting to the label server via a distributed
computing network,

and a network resource available on the distributed computing network, and
wherein the client computer is operative to:

receive a request for the network resourcé;

search a database located at the client computer to determine if the client
computer is blocked from retrieving the network resource;
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in response to determining that the client computer is not blocked from
retrieving the network resource, transmitting a request to the label server to retrieve
the network resource;

receive search results from the label server;

determine whether the search results permit the client computer to retrieve the
network resource; and

in response to determining that the search results permit the client computer
to retrieve the network resource, retrieving the network resource.

37.  The system of Claim 36, wherein the client computer is further
operative to:

search a database located at the client computer to determine if the client
computer is allowed to retrieve the network resource; and

in response to determining that the client computer is allowed to retrieve the
network resource, retrieving the network resource at the client computer without

contacting the label server.

38.  The system of Claim 36, wherein the label server is operative to:

receive a request from a client computer to validate a network resource;

in response to the request, searching a database located at the label server to
determine if the client computer is blocked from retrieving the requested network
resource; and

returning the search results to the client computer.
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