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1
APPLICATION PROGRAMMING
INTERFACE ANOMALY DETECTION

COPYRIGHT NOTICE

A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office
patent file or records, but otherwise reserves all copyright
rights whatsoever.

FIELD

The field relates generally to information processing
systems, and more particularly to application programming
interface (API) management.

BACKGROUND

Enterprises with complex information technology (IT)
systems rely on a multitude of software applications. Inte-
gration of the applications and passage of data between the
applications is accomplished by using application program-
ming interfaces (APIs). The APIs can be implemented on top
of other systems and the behavior of the APIs can be directly
impacted by the runtime states of the applications and
associated components such as, for example, databases.

When an underlying application that implements an API
has issues or outages, the behavior of the API can be
adversely impacted. Resource issues such as, for example,
high central processing unit (CPU) utilization, high memory
utilization, high volumes of input/output (I0) operations and
thread locking can directly impact the response time of an
API or cause the API to time out. Resource issues may also
cause the API and the implementing application to return
errors. Conventional approaches often fail to determine API
issues or outages in advance of their occurrence and often
fail to adequately handle API problems when they occur.

SUMMARY

Embodiments provide an APl anomaly detection and
resolution platform in an information processing system.

For example, in one embodiment, a method comprises
collecting parameters corresponding to processing by a first
application programming interface of at least one applica-
tion programming interface transaction, analyzing the
parameters using one or more machine learning algorithms,
and predicting, based at least in part on the analyzing,
whether the at least one application programming interface
transaction is anomalous. In the method, the first application
programming interface is designated as being in an anoma-
lous state responsive to predicting that the at least one
application programming interface transaction is anoma-
lous. One or more application programming interface
requests for the first application programming interface are
routed to a second application programming interface
responsive to the anomalous state designation.

Further illustrative embodiments are provided in the form
of a non-transitory computer-readable storage medium hav-
ing embodied therein executable program code that when
executed by a processor causes the processor to perform the
above steps. Still further illustrative embodiments comprise
an apparatus with a processor and a memory configured to
perform the above steps.
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2

These and other features and advantages of embodiments
described herein will become more apparent from the
accompanying drawings and the following detailed descrip-
tion.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts an information processing system with an
anomaly detection and resolution platform in an illustrative
embodiment.

FIG. 2 depicts an operational flow for API anomaly
prediction and API routing in an illustrative embodiment.

FIG. 3A depicts a plot illustrating isolation of a normal
state point in an illustrative embodiment.

FIG. 3B depicts a plot illustrating isolation of an anoma-
lous state point in an illustrative embodiment.

FIG. 4 depicts a process for state designation in an
illustrative embodiment.

FIG. 5 depicts example pseudocode for implementing a
state designation layer of a broker engine in an illustrative
embodiment.

FIG. 6 depicts an operational flow for API routing and
management of primary and secondary APIs in an illustra-
tive embodiment.

FIG. 7 depicts a process for API anomaly prediction and
API routing according to an illustrative embodiment.

FIGS. 8 and 9 show examples of processing platforms that
may be utilized to implement at least a portion of an
information processing system according to illustrative
embodiments.

DETAILED DESCRIPTION

Tustrative embodiments will be described herein with
reference to exemplary information processing systems and
associated computers, servers, storage devices and other
processing devices. It is to be appreciated, however, that
embodiments are not restricted to use with the particular
illustrative system and device configurations shown.
Accordingly, the term “information processing system” as
used herein is intended to be broadly construed, so as to
encompass, for example, processing systems comprising
cloud computing and storage systems, as well as other types
of processing systems comprising various combinations of
physical and virtual processing resources. An information
processing system may therefore comprise, for example, at
least one data center or other type of cloud-based system that
includes one or more clouds hosting tenants that access
cloud resources. Such systems are considered examples of
what are more generally referred to herein as cloud-based
computing environments. Some cloud infrastructures are
within the exclusive control and management of a given
enterprise, and therefore are considered “private clouds.”
The term “enterprise” as used herein is intended to be
broadly construed, and may comprise, for example, one or
more businesses, one or more corporations or any other one
or more entities, groups, or organizations. An “entity” as
illustratively used herein may be a person or system. On the
other hand, cloud infrastructures that are used by multiple
enterprises, and not necessarily controlled or managed by
any of the multiple enterprises but rather respectively con-
trolled and managed by third-party cloud providers, are
typically considered “public clouds.” Enterprises can choose
to host their applications or services on private clouds,
public clouds, and/or a combination of private and public
clouds (hybrid clouds) with a vast array of computing
resources attached to or otherwise a part of the infrastruc-
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ture. Numerous other types of enterprise computing and
storage systems are also encompassed by the term “infor-
mation processing system” as that term is broadly used
herein.

As used herein, “real-time” refers to output within strict
time constraints. Real-time output can be understood to be
instantaneous or on the order of milliseconds or microsec-
onds. Real-time output can occur when the connections with
a network are continuous and a user device receives mes-
sages without any significant time delay. Of course, it should
be understood that depending on the particular temporal
nature of the system in which an embodiment is imple-
mented, other appropriate timescales that provide at least
contemporaneous performance and output can be achieved.

As used herein, “application programming interface
(API)” or “interface” refers to a set of subroutine definitions,
protocols, and/or tools for building software. Generally, an
API defines communication between software components.
APIs permit programmers to write software applications
consistent with an operating environment or website. As
noted herein, APIs are used to integrate and pass data
between applications, and may be implemented on top of
other systems.

FIG. 1 shows an information processing system 100
configured in accordance with an illustrative embodiment.
The information processing system 100 comprises user
devices 102-1, 102-2, . . . 102-M (collectively “user devices
102”), application programming interfaces (APIs) 103-1,
103-2, . ..103-S (collectively “APIs 103”), and one or more
administrator devices (“Admin device(s)”) 105. The user
devices 102, APIs 103 and administrator devices 105 com-
municate over a network 104 with an anomaly detection and
resolution platform 110. The variable M and other similar
index variables herein such as K, L. and S are assumed to be
arbitrary positive integers greater than or equal to two.

The user devices 102 and administrator devices 105 can
comprise, for example, Internet of Things (IoT) devices,
desktop, laptop or tablet computers, mobile telephones, or
other types of processing devices capable of communicating
with the anomaly detection and resolution platform 110 over
the network 104. Such devices are examples of what are
more generally referred to herein as “processing devices.”
Some of these processing devices are also generally referred
to herein as “computers.” The user devices 102 and admin-
istrator devices 105 may also or alternately comprise virtu-
alized computing resources, such as virtual machines
(VMs), containers, etc. The user devices 102 and/or admin-
istrator devices 105 in some embodiments comprise respec-
tive computers associated with a particular company, orga-
nization or other enterprise.

The terms “user” or “administrator” herein are intended to
be broadly construed so as to encompass numerous arrange-
ments of human, hardware, software or firmware entities, as
well as combinations of such entities. Anomaly detection
and resolution services may be provided for users utilizing
one or more machine learning models, although it is to be
appreciated that other types of infrastructure arrangements
could be used. At least a portion of the available services and
functionalities provided by the anomaly detection and reso-
Iution platform 110 in some embodiments may be provided
under Function-as-a-Service (“FaaS”), Containers-as-a-Ser-
vice (“CaaS”) and/or Platform-as-a-Service (“PaaS”) mod-
els, including cloud-based FaaS, CaaS and PaaS environ-
ments.

Although not explicitly shown in FIG. 1, one or more
input-output devices such as keyboards, displays or other
types of input-output devices may be used to support one or
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more user interfaces to the anomaly detection and resolution
platform 110, as well as to support communication between
the anomaly detection and resolution platform 110 and
connected devices (e.g., administrator devices 105) and/or
other related systems and devices not explicitly shown.

In some embodiments, the administrator devices 105 are
assumed to be associated with repair technicians, system
administrators, information technology (IT) managers, soft-
ware developers, release management personnel or other
authorized personnel configured to access and utilize the
anomaly detection and resolution platform 110.

The APIs 103 comprise subroutine definitions, protocols,
and/or tools for building software. The APIs 103 define
communication between software components, are used to
integrate and pass data between applications, and may be
implemented on top of other systems. The APIs 103 may be
found on the user devices 102, administrator devices 105
and/or on one or more processing devices or virtualized
computing resources other than the user devices 102 or
administrator devices 105.

System behavior (e.g., transactional system behavior) is
not always constant, and instead varies depending, for
example, on the day of the week and time of year. A variety
of factors can impact the performance and latency of the
APIs 103 and their underlying implementing systems. For
example, API performance can be impacted by the volume
of transactions, numbers of users, amounts of database load,
other prescheduled jobs running at the same time, etc. These
factors may vary over the course of, for example, a day,
week or month. Other factors that can affect API perfor-
mance include, but are not necessarily limited to, increased
seasonal load (e.g., Black Friday and other holiday sales),
extract, transform and Load (ETL) processing, batch jobs
running at certain times, and an underperforming database.
As a result, many enterprises often grapple with slow APIs,
API call time-outs, unresponsive user interfaces, and
reduced customer satisfaction.

Conventional approaches are reactive in nature when
attempting to address API performance issues. Many enter-
prises attempt to handle API issues after they result in
outages. Advantageously, illustrative embodiments are pro-
active in nature, providing techniques to use machine learn-
ing to predict anomalies in API behavior and to adequately
respond when such anomalies are predicted. Once anoma-
lous behavior is identified in connection with an API (e.g.,
one of the APIs 103), the embodiments proactively switch
operations to another API (e.g., another one of the APIs 103)
prior to the occurrence of any issues. The embodiments
provide a predictive and proactive framework for APl issues.
The framework is configured to predict API performance
issues based on advanced detection of anomalies in API
behavior. By leveraging a large amount of historical data for
each of a plurality of APIs 103 in normal situations and
utilizing an unsupervised machine learning model, anoma-
lous or outlier API behavior is predicted. Using the historical
dataset, the machine learning model learns responses and
latency for each API 103 in normal situations and identifies
anomalous behavior when the API metrics deviate from
what has been learned as being normal. The framework is
also configured to redirect API requests to alternate (e.g.,
secondary) APIs upon determining that the state of a primary
API is anomalous.

The anomaly detection and resolution platform 110 in the
present embodiment is assumed to be accessible to the user
devices 102, APIs 103 and/or administrator devices 105 and
vice versa over the network 104. The network 104 is
assumed to comprise a portion of a global computer network



US 11,989,287 B2

5

such as the Internet, although other types of networks can be
part of the network 104, including a wide area network
(WAN), a local area network (LAN), a satellite network, a
telephone or cable network, a cellular network, a wireless
network such as a WiFi or WiIMAX network, or various
portions or combinations of these and other types of net-
works. The network 104 in some embodiments therefore
comprises combinations of multiple different types of net-
works each comprising processing devices configured to
communicate using Internet Protocol (IP) or other related
communication protocols.

As a more particular example, some embodiments may
utilize one or more high-speed local networks in which
associated processing devices communicate with one
another utilizing Peripheral Component Interconnect
express (PCle) cards of those devices, and networking
protocols such as InfiniBand, Gigabit Ethernet or Fibre
Channel. Numerous alternative networking arrangements
are possible in a given embodiment, as will be appreciated
by those skilled in the art.

Referring to FIG. 1, the anomaly detection and resolution
platform 110 includes a data collection engine 120, an
anomaly prediction engine 130 and a broker engine 140. The
data collection engine 120 includes a transaction data col-
lection layer 121, an API log collection layer 122 and a
historical API parameters repository 123. The anomaly
prediction engine 130 includes a machine learning layer 131
comprising anomaly prediction and training layers 132 and
133. The broker engine 140 includes a state designation
layer 141, an anomaly counter 142 and a routing layer 143.

The transaction data collection layer 121 of the data
collection engine 120 collects parameters corresponding to
processing by the APIs 103 of API transactions. The param-
eters may be collected from the APIs 103 and/or from
applications used for monitoring API metrics, such as, for
example, Elasticsearch®, Logstash® and Kibana® (ELK),
Splunk® and other monitoring tools. The parameters com-
prise, for example, API identifiers (e.g., API names), API
request time and/or date, API response time and/or date and
differences between request and response times. Other
parameters can include, for example, user information, error
information and input/output (IO) parameters (e.g., through-
put, 1O operations per second (IOPS), latency). As used
herein, “API transactions” or “transactions” are to be
broadly construed and refer to, for example, API operations
initiated by, for example, a request or call to an API. The API
operations include, but are not necessarily limited to, read
operations, write operations and/or subroutines used to, for
example, integrate and pass data between applications. The
transaction data collection layer 121 collects current or
real-time API transaction data for API operations which are
in progress or have been recently completed (e.g., within
microseconds or milliseconds). As explained in more detail
herein, the collected transaction data, including the corre-
sponding parameters, is inputted to the anomaly prediction
engine 130 to assess whether the transactions are anomalous
and whether there is an issue with an API 103.

The API log collection layer 122 collects historical API
parameters similar to those collected by the transaction data
collection layer 121 such as, for example, API identifiers,
API request time and/or date, API response time and/or date,
differences between request and response times, user infor-
mation, error information and input/output (IO) parameters
(e.g., throughput, 10 operations per second (IOPS), latency).
The historical API parameters may be collected from the
APIs 103 and/or from applications used for monitoring API
metrics, such as, for example, the monitoring tools men-
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6

tioned herein above, which log API and application activity.
The historical API parameters relating to normal API opera-
tions (e.g. when an API is operating without any issues or
problems) are stored in the historical API parameters reposi-
tory 123 and input to the anomaly prediction engine 130 to
be used as training data by the training layer 133. The
historical API parameters relating to normal API operations
are used to train the machine learning models used by the
anomaly prediction layer 132 to learn which parameters
correspond to normal operation of the respective APIs 103.

The anomaly prediction engine 130, more particularly, the
anomaly prediction layer 132 of the machine learning layer
131, analyzes the parameters collected by the transaction
data collection layer 121 using one or more machine learn-
ing algorithms, and predicts, based at least in part on the
analyzing, whether API transactions being executed by the
APIs 103 are anomalous. For example, under normal oper-
ating conditions, each API 103 may have a specific response
time that can vary between the APIs 103. During issues,
outages and/or overloaded situations, the response times
may vary, and may be considered as outliers or anomalies by
the anomaly prediction layer 132. The anomaly prediction
layer 132 analyzes the parameters collected by the transac-
tion data collection layer 121 to identify abnormal patterns
in the data to determine outliers. For example, based on
historical parameter data, the training layer 133 trains the
machine learning model to identify what constitutes normal
operational parameters in APIs 103. Deviations from normal
operations found in, for example, real-time API invocation
metrics, are considered anomalies by the anomaly prediction
layer 132.

The anomaly prediction layer 132 leverages an unsuper-
vised learning approach and machine learning models to
detect anomalies in the APIs 103 to accurately predict
outages. By predicting a potential outage before it occurs,
the anomaly prediction layer 132 provides a basis for a
decision by the broker engine 140 to designate a state of an
API 103 as anomalous and route API requests to a different
one of the APIs 103, thus proactively eliminating the effects
of an outage prior to a failure and enabling correction of
problems with APIs without any service interruptions. As
explained further herein, some of the APIs 103 connected to
the anomaly detection and resolution platform 110 operate
as primary APIs, while other ones of the APIs 103 operate
as secondary APIs. According to an embodiment, the pri-
mary APIs are first options to respond to API calls or
requests, and the parameters collected from the primary
APIs in connection with responding to the API calls or
requests are analyzed by the anomaly prediction engine 130
to determine if there are any anomalies. If a primary API is
designated as anomalous, API requests are routed to a
secondary API. As explained in more detail herein, in
accordance with one or more embodiments, data corre-
sponding to the operation of the primary APIs is stored, and
the stored data is used to generate respective secondary APIs
that can function in place of respective ones of the primary
APIs.

Based, at least in part, on inputs from the anomaly
prediction engine 130 comprising determinations of whether
API transactions are anomalous, a state designation layer
141 of the broker engine 140 determines whether an AP1 103
(e.g., a primary API) should be designated as being in an
anomalous state. According to an embodiment, the broker
engine 140 maintains one or more flags to store states of
respective ones of a plurality of APIs 103. In a normal
condition for a given API, the flag is set to NORMAL and
the routing layer 143 directs all calls to the API to the given
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API. The flag may be set to ANOMALOUS when the
machine learning model of the anomaly prediction engine
130 determines that API transactions corresponding to the
given API are anomalous. When the flag is set to ANOMA-
LOUS, the routing layer 143 direct all calls to the given API
to a secondary API. As explained in more detail herein, in
one or more embodiments, an API is not designated as
anomalous until a threshold consecutive number of API
transactions associated with the given API (recorded by the
anomaly counter 142) have been predicted as anomalous.

The broker engine 140 can be implemented as a central-
ized, static component for multiple APIs 103 (e.g., as a
gateway pattern) or as one broker for respective ones of the
APIs 103 (e.g., as a proxy pattern). The state designation
layer 141 manages the flags to maintain the state of APIs so
that routing can be performed by the routing layer 143 to the
appropriate endpoints.

Referring to the operational flow 200 in FIG. 2, API
transaction parameters 221 collected by, for example, a
transaction data collection layer (e.g., transaction data col-
lection layer 121) are input to the anomaly prediction engine
230, which is the same or similar to the anomaly prediction
engine 130. The anomaly prediction engine 230 illustrates a
pre-processing component 235, which processes the incom-
ing API transaction parameters and the historical API param-
eter data 236 for analysis by the machine learning (ML)
layer 231. For example, the pre-processing component 235
removes any unwanted characters, punctuation, and stop
words. As can be seen in FIG. 2, the anomaly prediction
engine 230 analyzes the incoming API transaction param-
eters 221 using an ML layer 231 comprising anomaly
prediction and training layers 232 and 233. The ML layer
231 is the same or similar to machine learning layer 131.
Based on the analysis, the anomaly prediction layer 232
determines, based on the transaction parameters, whether a
transaction for a given API is anomalous 238-1 or normal
238-2.

The ML layer 231 leverages unsupervised learning meth-
odology for outlier detection of the behavior of the APIs
103. In an embodiment, the machine learning layer 231 (or
131) implements multivariate anomaly detection using an
isolation forest algorithm, which does not require labeled
training data. The isolation forest algorithm identifies
anomalies among the normal observations, by setting up a
threshold value in a contamination parameter that can apply
for real-time predictions. The isolation forest algorithm has
the capacity to scale up to handle extremely large data sizes
(e.g., terabytes) and high-dimensional problems with a large
number of attributes, some of which may be irrelevant and
potential noise. The isolation forest algorithm has relatively
low linear time complexity and prevents masking and
swamping effects in anomaly detection. A masking effect is
where a model predicts normal behavior when the behavior
is anomalous. A swamping effect is where a model predicts
anomalous behavior when the behavior is normal.

In illustrative embodiments, the machine learning model
used by the ML layer 231 (or 131) isolates an anomaly by
creating decision trees over random attributes. This random
partitioning produces significantly shorter paths since fewer
instances of anomalies result in smaller partitions, and
distinguishable attribute values are more likely to be sepa-
rated in early partitioning. As a result, when a group (e.g.,
forest) of random trees collectively produces shorter path
lengths for some particular points, then they are highly likely
to be anomalies. A larger number of splits are required to
isolate a normal point, while an anomaly can be isolated by
a shorter number of splits. For example, referring to the plots
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301 and 302 in FIGS. 3A and 3B, a normal state point is
isolated with 10 splits and an anomalous state point is
isolated with four splits. The splits are shown as horizontal
and vertical lines in the plot of points. The number of splits
determine the level at which the isolation occurred and is
used by the anomaly prediction layer 232 (or 132) to
generate an anomaly score. The process is repeated multiple
number of times and the isolation level of each point is
noted. Once an iteration is completed, the anomaly score of
each point/instance suggests the likeliness of an anomaly.
The score is a function of the average level at which the
point is isolated. The top points/instances having an anomaly
score exceeding a threshold are labeled as anomalies by the
anomaly prediction layer 232 (or 132). Alternatively, the ML
layer 231 (or 131) uses supervised learning models such as,
for example, support vector machines (SVMs) or neural
networks.

In illustrative embodiments, the transaction data collec-
tion layer 121 collects API transaction parameters, and
inputs the collected parameters to the anomaly prediction
engine 130 (or 230) to perform anomaly prediction. The
machine learning model (e.g., isolation forest model) is
trained using historical parameter data (e.g., historical API
parameter data 236). If the anomaly prediction layer 132 (or
232) identifies parameter values deviating from typical
values for a given API and/or having an anomaly score
exceeding a threshold, the anomaly prediction layer 132 (or
232) identifies a transaction associated with a given API as
anomalous (e.g., anomalous 238-1). If the anomaly predic-
tion layer 132 (or 232) identifies parameter values consistent
with typical values for a given APl and/or having an
anomaly score less than a threshold, the anomaly prediction
layer 132 (or 232) identifies a transaction associated with a
given API as normal (e.g., normal 238-2).

As further depicted in FIG. 2, the predicted transaction
state is transmitted to a broker engine 240 (which is the same
or similar to the broker engine 140). The broker engine 240
designates an API as being in an anomalous or normal state,
and routes subsequent API requests to a primary API 203-1
or a secondary API 203-2 based on the designation. As noted
herein, according to one or more embodiments, a single
instance of an anomalous transaction for a specific API does
not give rise to an anomalous API designation. Instead, once
a configurable threshold number of consecutive anomalous
transactions for the same API is reached, the API will be
designated as anomalous, so that all subsequent requests for
that API will be routed to a secondary/back-up API. The
broker engine 140 (or 240) performs the tasks required to
transfer API requests from a primary API 203-1 that is
predicted to fail to a fail-over API (e.g., secondary API
203-2) so that transactional integrity, continued API perfor-
mance and quality of service are maintained. According to
an embodiment, once an anomalous state is designated, the
broker engine 240 sends an alert or notification to one or
more administrator devices (e.g., administrator devices 105)
so that users (e.g., operational team members) may initiate
an investigation of the potential API issue.

The state designation layer 141 of the broker engine 140
determines whether to route an API request to a primary API
or a secondary API based on an input from the anomaly
prediction engine 130, and a routing layer 143 forwards the
request to the appropriate end point. The broker engine 140
utilizes a circuit breaker configuration where, for example,
a circuit of the broker engine 140 is closed during normal
operation and open when an API is designated as being in an
anomalous state. When a normal (e.g., non-anomalous) state
is designated, API requests are forwarded to the primary
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API. When an anomalous state is designated, API requests
are forwarded to the secondary API.

The anomaly counter 142 of the broker engine 140 tracks
a number of anomalous transactions corresponding to a
particular API. For example, when an API transaction is
predicted as anomalous by the anomaly prediction engine
130, the anomaly counter 142 begins a new count of
anomalous transactions if the transaction is a first transaction
predicted to be anomalous for the particular API. The
anomaly counter 142 also begins a new count of anomalous
transactions if the transaction is a first transaction predicted
to be anomalous for a particular API after a normal trans-
action for that API. Consecutive anomalous transactions for
a given API increment the anomaly count for the given API,
while normal a transaction for the given API resets the
anomaly count to O for the given API.

Referring to the state designation process 400 in FIG. 4,
upon reaching a predetermined threshold number of anoma-
lous transactions for a given API (in a non-limiting example,
a default value can be 5 consecutive anomalous transac-
tions), the state designation layer 141 of the broker engine
140 sets a state of the given APl as ANOMALOUS 450-2.
As seen in FIG. 4, the state was previously NORMAL 450-1.
As a result of being designated as anomalous, the routing
layer 143 forwards API requests for that API to a secondary
API. According to an embodiment, if an API is in a desig-
nated ANOMALOUS state 450-2 for a predetermined period
of time, the state designation layer 141 will commence a
procedure to verify whether the API is in proper working
order, or if the API issues remain. If the API is found to be
in proper working order following verification, the state
designation layer 141 will return the API to a normal state
designation, where the routing layer 143 will send subse-
quent API requests to the API (i.e., primary API). For
example, referring to FIG. 4, after a predetermined period of
time of being in the designated ANOMALOUS state 450-2,
the state designation layer 141 will change the state of the
API to RETRY 450-3. When in the RETRY state 450-3, an
incoming API request will be sent to the primary API and not
the secondary API, and the transaction parameters will be
analyzed by the anomaly prediction engine 130 to determine
whether the transaction is normal or anomalous. If, during
the RETRY state 450-3, the transaction for the primary API
is predicted as anomalous by the anomaly prediction engine
130, the state designation layer 141 will change the state of
the primary API back to ANOMALOUS 450-2 and wait for
the predetermined period of time to again elapse before
again switching to the RETRY state 450-3 and re-attempting
to verify whether the API is in proper working order. When
in the RETRY state 450-3, if a transaction for a primary API
is predicted as normal by the anomaly prediction engine 130,
the state designation layer 141 will change the state of the
primary API to NORMAL 450-1 and the subsequent API
requests will be forwarded to the primary API. The threshold
number of consecutive anomalous transactions and the pre-
determined period of time to wait before verifying if an API
is in working order may be configured by a user or default
values can be used.

FIG. 5 illustrates example pseudocode 500 for imple-
menting the state designation layer 141 of the broker engine
140. The pseudocode includes routines for changing the
designated API states to and from NORMAL, ANOMA-
LOUS and RETRY based on predictions made by the
anomaly prediction engine 130. According to the pseudo-
code 500, API states are defined as O0=NORMAL,
1=ANOMALOUS, 2=RETRY, where the default=0.
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According to the pseudocode 500, the routing layer 143
checks the state value and forwards API requests to primary
or secondary endpoints based on the state value of the API.
For example, if the API state=0, the primary API is called,
and a response time of API is calculated based on a differ-
ence between the API request time and reply time. If
response time exceeds a threshold API response time, the
response time and other API parameters are passed to
anomaly prediction engine 130, which uses the machine
learning layer 131 to analyze the parameters and determine
whether the transaction is anomalous. If anomalous, the
anomaly counter 142 increments the anomaly count for the
API, and sets a “last anomaly time” to a current time. Once
the anomaly count reaches a threshold value, the API state
is set to ANOMALOUS.

When in the anomalous state, if the time elapsed from the
last anomaly time exceeds a threshold time, then the API
state is set to RETRY, where the primary API is called in
response to an API request. Similar to the initial process, a
response time of primary API is calculated based on a
difference between the API request time and reply time. If
response time exceeds a threshold API response time, the
response time and other API parameters are passed to
anomaly prediction engine 130, which uses the machine
learning layer 131 to analyze the parameters and determine
whether the transaction is anomalous. If the transaction is
determined to be anomalous, the anomaly counter 142
increments the anomaly count, and the API state is returned
to ANOMALOUS. If the transaction is determined to be
normal, the API state is returned to NORMAL, and the
anomaly counter is reset to O for that APIL.

Referring to the operational flow 600 in FIG. 6, based on
input from the anomaly prediction engine 638 indicating
whether transactions for given APIs are normal or anoma-
lous, a broker engine 640 (the same or similar to broker
engine 140) routes API calls for a given API to the given API
(primary API 603-1) when the broker engine 640 designates
the API as being in a NORMAL state, and to the secondary
API 603-2 when the broker engine 640 designates the
primary API as being in an ANOMALOQOUS state.

Secondary APIs for read operations (e.g., GET) can be
created by the anomaly detection and resolution platform
110 by building read-only APIs from a read-only data
repository 649. The read-only data repository 649 can be
kept up to date by sourcing data from an API producer 648
on a periodic basis, which can be configurable based on
delay tolerance. Other APIs that update data in a source
system (e.g., PUT, POST, DELETE) use an asynchronous
mechanism with persistence (persistent message layer 647)
to guarantee transactional integrity.

According to an embodiment, the anomaly detection and
resolution platform 110 is compatible with the vendor spe-
cific software, commands, formats and data of different APIs
103 and monitoring tools to which it is connected. The data
collection engine 120 retrieves vendor specific data and
metadata from APIs 103 and monitoring tools to which the
anomaly detection and resolution platform 110 is connected.
The vendor specific data and metadata may be in a native
command format of the corresponding APIs 103 or moni-
toring tools from which the vendor specific data and meta-
data are retrieved.

According to one or more embodiments, the historical
API parameters repository 123, read-only data repository
649 and other data repositories or databases referred to
herein can be configured according to a relational database
management system (RDBMS) (e.g., PostgreSQL). In some
embodiments, the historical API parameters repository 123,
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read-only data repository 649 and other data repositories or
databases referred to herein are implemented using one or
more storage systems or devices associated with the
anomaly detection and resolution platform 110. In some
embodiments, one or more of the storage systems utilized to
implement the historical API parameters repository 123,
read-only data repository 649 and other data repositories or
databases referred to herein comprise a scale-out all-flash
content addressable storage array or other type of storage
array.

The term “storage system” as used herein is therefore
intended to be broadly construed, and should not be viewed
as being limited to content addressable storage systems or
flash-based storage systems. A given storage system as the
term is broadly used herein can comprise, for example,
network-attached storage (NAS), storage area networks
(SANSs), direct-attached storage (DAS) and distributed DAS,
as well as combinations of these and other storage types,
including software-defined storage.

Other particular types of storage products that can be used
in implementing storage systems in illustrative embodi-
ments include all-flash and hybrid flash storage arrays,
software-defined storage products, cloud storage products,
object-based storage products, and scale-out NAS clusters.
Combinations of multiple ones of these and other storage
products can also be used in implementing a given storage
system in an illustrative embodiment.

Although shown as elements of the anomaly detection and
resolution platform 110, the data collection engine 120,
anomaly prediction engine 130 and/or broker engine 140 in
other embodiments can be implemented at least in part
externally to the anomaly detection and resolution platform
110, for example, as stand-alone servers, sets of servers or
other types of systems coupled to the network 104. For
example, the data collection engine 120, anomaly prediction
engine 130 and/or broker engine 140 may be provided as
cloud services accessible by the anomaly detection and
resolution platform 110.

The data collection engine 120, anomaly prediction
engine 130 and/or broker engine 140 in the FIG. 1 embodi-
ment are each assumed to be implemented using at least one
processing device. Each such processing device generally
comprises at least one processor and an associated memory,
and implements one or more functional modules for con-
trolling certain features of the data collection engine 120,
anomaly prediction engine 130 and/or broker engine 140.

At least portions of the anomaly detection and resolution
platform 110 and the elements thereof may be implemented
at least in part in the form of software that is stored in
memory and executed by a processor. The anomaly detec-
tion and resolution platform 110 and the elements thereof
comprise further hardware and software required for running
the anomaly detection and resolution platform 110, includ-
ing, but not necessarily limited to, on-premises or cloud-
based centralized hardware, graphics processing unit (GPU)
hardware, virtualization infrastructure software and hard-
ware, Docker containers, networking software and hard-
ware, and cloud infrastructure software and hardware.

Although the data collection engine 120, anomaly pre-
diction engine 130, broker engine 140 and other elements of
the anomaly detection and resolution platform 110 in the
present embodiment are shown as part of the anomaly
detection and resolution platform 110, at least a portion of
the data collection engine 120, anomaly prediction engine
130, broker engine 140 and other elements of the anomaly
detection and resolution platform 110 in other embodiments
may be implemented on one or more other processing
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platforms that are accessible to the anomaly detection and
resolution platform 110 over one or more networks. Such
elements can each be implemented at least in part within
another system element or at least in part utilizing one or
more stand-alone elements coupled to the network 104.

It is assumed that the anomaly detection and resolution
platform 110 in the FIG. 1 embodiment and other processing
platforms referred to herein are each implemented using a
plurality of processing devices each having a processor
coupled to a memory. Such processing devices can illustra-
tively include particular arrangements of compute, storage
and network resources. For example, processing devices in
some embodiments are implemented at least in part utilizing
virtual resources such as virtual machines (VMs) or Linux
containers (L.XCs), or combinations of both as in an arrange-
ment in which Docker containers or other types of LXCs are
configured to run on VMs.

The term “processing platform” as used herein is intended
to be broadly construed so as to encompass, by way of
illustration and without limitation, multiple sets of process-
ing devices and one or more associated storage systems that
are configured to communicate over one or more networks.

As a more particular example, the data collection engine
120, anomaly prediction engine 130, broker engine 140 and
other elements of the anomaly detection and resolution
platform 110, and the elements thereof can each be imple-
mented in the form of one or more [.XCs running on one or
more VMs. Other arrangements of one or more processing
devices of a processing platform can be used to implement
the data collection engine 120, anomaly prediction engine
130 and broker engine 140, as well as other elements of the
anomaly detection and resolution platform 110. Other por-
tions of the system 100 can similarly be implemented using
one or more processing devices of at least one processing
platform.

Distributed implementations of the system 100 are pos-
sible, in which certain elements of the system reside in one
data center in a first geographic location while other ele-
ments of the system reside in one or more other data centers
in one or more other geographic locations that are poten-
tially remote from the first geographic location. Thus, it is
possible in some implementations of the system 100 for
different portions of the anomaly detection and resolution
platform 110 to reside in different data centers. Numerous
other distributed implementations of the anomaly detection
and resolution platform 110 are possible.

Accordingly, one or each of the data collection engine
120, anomaly prediction engine 130, broker engine 140 and
other elements of the anomaly detection and resolution
platform 110 can each be implemented in a distributed
manner so as to comprise a plurality of distributed elements
implemented on respective ones of a plurality of compute
nodes of the anomaly detection and resolution platform 110.

It is to be appreciated that these and other features of
illustrative embodiments are presented by way of example
only, and should not be construed as limiting in any way.
Accordingly, different numbers, types and arrangements of
system elements such as the data collection engine 120,
anomaly prediction engine 130, broker engine 140 and other
elements of the anomaly detection and resolution platform
110, and the portions thereof can be used in other embodi-
ments.

It should be understood that the particular sets of modules
and other elements implemented in the system 100 as
illustrated in FIG. 1 are presented by way of example only.
In other embodiments, only subsets of these eclements, or
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additional or alternative sets of elements, may be used, and
such elements may exhibit alternative functionality and
configurations.

For example, as indicated previously, in some illustrative
embodiments, functionality for the anomaly detection and
resolution platform can be offered to cloud infrastructure
customers or other users as part of FaaS, CaaS and/or PaaS
offerings.

The operation of the information processing system 100
will now be described in further detail with reference to the
flow diagram of FIG. 7. With reference to FIG. 7, a process
700 for anomaly detection and resolution as shown includes
steps 702 through 710, and is suitable for use in the system
100 but is more generally applicable to other types of
information processing systems comprising an anomaly
detection and resolution platform configured for proactive
detection and resolution of API issues.

In step 702, parameters corresponding to processing by a
first API of at least one API transaction are collected. In step
704, the parameters are analyzed using one or more machine
learning algorithms. The parameters comprise at least one of
an API identifier, an API request time, and an API response
time.

Step 706 comprises predicting, based at least in part on
the analyzing, whether the at least one API transaction is
anomalous. In step 708, the first API is designated as being
in an anomalous state responsive to predicting that the at
least one API transaction is anomalous. Before designating
the first API as being in an anomalous state, a determination
is made whether a threshold number of API transactions of
a plurality of API transactions associated with the first API
have been predicted as anomalous. The threshold number
comprises a consecutive number of API transactions that
have been predicted as anomalous. In step 710, API requests
for the first API are routed to a second API responsive to the
anomalous state designation. In one or more embodiments,
data corresponding to operation of the first AP is stored, and
the second API is generated based, at least in part, on the
stored data.

The one or more machine learning algorithms utilize an
unsupervised learning technique to detect one or more
outlier parameters of the parameters, and comprise, for
example, an isolation forest algorithm. The one or more
machine learning algorithms are trained with training data
comprising historical parameter data.

According to an embodiment, the anomalous state desig-
nation of the first API is verified by routing at least one API
request to the first API instead of the second API, and
collecting additional parameters corresponding to process-
ing by the first API of an API transaction associated with the
at least one API request. The additional parameters are
analyzed using the one or more machine learning algo-
rithms, and based at least in part on the analyzing, a
prediction is made whether the API transaction associated
with the at least one API request is anomalous. The veritying
is performed after a predetermined time period of routing the
one or more API requests for the first API to the second API.

The anomalous state designation of the first API is main-
tained responsive to predicting that the API transaction
associated with the at least one API request is anomalous.
The anomalous state designation of the first API is changed
to a normal state designation responsive to predicting that
the API transaction associated with the at least one API
request is not anomalous. Subsequent API requests for the
first API are routed to the first API responsive to the normal
state designation.
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It is to be appreciated that the FIG. 7 process and other
features and functionality described above can be adapted
for use with other types of information systems configured
to execute anomaly detection and resolution services in an
anomaly detection and resolution platform or other type of
platform.

The particular processing operations and other system
functionality described in conjunction with the flow diagram
of FIG. 7 are therefore presented by way of illustrative
example only, and should not be construed as limiting the
scope of the disclosure in any way. Alternative embodiments
can use other types of processing operations. For example,
the ordering of the process steps may be varied in other
embodiments, or certain steps may be performed at least in
part concurrently with one another rather than serially. Also,
one or more of the process steps may be repeated periodi-
cally, or multiple instances of the process can be performed
in parallel with one another.

Functionality such as that described in conjunction with
the flow diagram of FIG. 7 can be implemented at least in
part in the form of one or more software programs stored in
memory and executed by a processor of a processing device
such as a computer or server. As will be described below, a
memory or other storage device having executable program
code of one or more software programs embodied therein is
an example of what is more generally referred to herein as
a “processor-readable storage medium.”

Iustrative embodiments of systems with an anomaly
detection and resolution platform as disclosed herein can
provide a number of significant advantages relative to con-
ventional arrangements. For example, the anomaly detection
and resolution platform uses machine learning to proactively
predict API outages to minimize impact on applications
relying on API operations. The embodiments advanta-
geously leverage an unsupervised learning approach and
machine learning models to detect anomalies in API trans-
actions and accurately predict API outages. By predicting an
upcoming outage before it occurs, the embodiments facili-
tate routing of API requests to different APIs and eliminate
the effects of outages by addressing them prior to their actual
occurrence.

As an additional advantage, the embodiments implement
a broker engine utilizing a circuit breaker arrangement and
which tracks API states. The broker engine automatically
routes API requests to alternate API end points, thus seam-
lessly handling underlying issues without impacting users.

Outages are predicted using advanced anomaly detection
based on API transaction parameters. Responsive to a pre-
dicted outage, the embodiments manage routing of API
requests from a primary APIs to secondary (e.g., failover)
APIs, while maintaining transactional integrity, and quality
of service (QoS).

By leveraging machine learning for anomaly detection,
the embodiments monitor various API parameters including,
for example, API metrics such as, for example, the time it
takes for an API to respond to a request. By measuring
normal parameter values, the machine learning model
detects anomalies when parameter values deviate from nor-
mal values. Based on identification of an anomaly, a decision
can be made to switch to a secondary API before an outage
of the primary API occurs. While the issues in the primary
API are investigated, operations can flow through the sec-
ondary API uninterrupted, maintaining continuity. Since the
embodiments address API failures before they can occur, the
embodiments advantageously eliminate the need for API
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consuming applications to have awareness of API perfor-
mance issues and build failover mechanisms to address API
outages.

It is to be appreciated that the particular advantages
described above and elsewhere herein are associated with
particular illustrative embodiments and need not be present
in other embodiments. Also, the particular types of infor-
mation processing system features and functionality as illus-
trated in the drawings and described above are exemplary
only, and numerous other arrangements may be used in other
embodiments.

As noted above, at least portions of the information
processing system 100 may be implemented using one or
more processing platforms. A given such processing plat-
form comprises at least one processing device comprising a
processor coupled to a memory. The processor and memory
in some embodiments comprise respective processor and
memory elements of a virtual machine or container provided
using one or more underlying physical machines. The term
“processing device” as used herein is intended to be broadly
construed so as to encompass a wide variety of different
arrangements of physical processors, memories and other
device components as well as virtual instances of such
components. For example, a “processing device” in some
embodiments can comprise or be executed across one or
more virtual processors. Processing devices can therefore be
physical or virtual and can be executed across one or more
physical or virtual processors. It should also be noted that a
given virtual device can be mapped to a portion of a physical
one.

Some illustrative embodiments of a processing platform
that may be used to implement at least a portion of an
information processing system comprise cloud infrastruc-
ture including virtual machines and/or container sets imple-
mented using a virtualization infrastructure that runs on a
physical infrastructure. The cloud infrastructure further
comprises sets of applications running on respective ones of
the virtual machines and/or container sets.

These and other types of cloud infrastructure can be used
to provide what is also referred to herein as a multi-tenant
environment. One or more system elements such as the
anomaly detection and resolution platform 110 or portions
thereof are illustratively implemented for use by tenants of
such a multi-tenant environment.

As mentioned previously, cloud infrastructure as dis-
closed herein can include cloud-based systems. Virtual
machines provided in such systems can be used to imple-
ment at least portions of one or more of a computer system
and an anomaly detection and resolution platform in illus-
trative embodiments. These and other cloud-based systems
in illustrative embodiments can include object stores.

Tlustrative embodiments of processing platforms will
now be described in greater detail with reference to FIGS. 8
and 9. Although described in the context of system 100,
these platforms may also be used to implement at least
portions of other information processing systems in other
embodiments.

FIG. 8 shows an example processing platform comprising
cloud infrastructure 800. The cloud infrastructure 800 com-
prises a combination of physical and virtual processing
resources that may be utilized to implement at least a portion
of the information processing system 100. The cloud infra-
structure 800 comprises multiple virtual machines (VMs)
and/or container sets 802-1, 802-2, . . . 802-L implemented
using virtualization infrastructure 804. The virtualization
infrastructure 804 runs on physical infrastructure 805, and
illustratively comprises one or more hypervisors and/or
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operating system level virtualization infrastructure. The
operating system level virtualization infrastructure illustra-
tively comprises kernel control groups of a Linux operating
system or other type of operating system.

The cloud infrastructure 800 further comprises sets of
applications 810-1, 810-2, . . . 810-L running on respective
ones of the VMs/container sets 802-1, 802-2, . . . 802-L
under the control of the virtualization infrastructure 804. The
VMs/container sets 802 may comprise respective VMs,
respective sets of one or more containers, or respective sets
of one or more containers running in VMs.

In some implementations of the FIG. 8 embodiment, the
VMs/container sets 802 comprise respective VMs imple-
mented using virtualization infrastructure 804 that com-
prises at least one hypervisor. A hypervisor platform may be
used to implement a hypervisor within the virtualization
infrastructure 804, where the hypervisor platform has an
associated virtual infrastructure management system. The
underlying physical machines may comprise one or more
distributed processing platforms that include one or more
storage systems.

In other implementations of the FIG. 8 embodiment, the
VMs/container sets 802 comprise respective containers
implemented using virtualization infrastructure 804 that
provides operating system level virtualization functionality,
such as support for Docker containers running on bare metal
hosts, or Docker containers running on VMs. The containers
are illustratively implemented using respective kernel con-
trol groups of the operating system.

As is apparent from the above, one or more of the
processing modules or other components of system 100 may
each run on a computer, server, storage device or other
processing platform element. A given such element may be
viewed as an example of what is more generally referred to
herein as a “processing device.” The cloud infrastructure
800 shown in FIG. 8 may represent at least a portion of one
processing platform. Another example of such a processing
platform is processing platform 900 shown in FIG. 9.

The processing platform 900 in this embodiment com-
prises a portion of system 100 and includes a plurality of
processing devices, denoted 902-1, 902-2, 902-3, . .. 902-K,
which communicate with one another over a network 904.

The network 904 may comprise any type of network,
including by way of example a global computer network
such as the Internet, a WAN, a LAN, a satellite network, a
telephone or cable network, a cellular network, a wireless
network such as a WiFi or WiIMAX network, or various
portions or combinations of these and other types of net-
works.

The processing device 902-1 in the processing platform
900 comprises a processor 910 coupled to a memory 912.
The processor 910 may comprise a microprocessor, a micro-
controller, an application-specific integrated circuit (ASIC),
a field-programmable gate array (FPGA), a central process-
ing unit (CPU), a graphical processing unit (GPU), a tensor
processing unit (TPU), a video processing unit (VPU) or
other type of processing circuitry, as well as portions or
combinations of such circuitry elements.

The memory 912 may comprise random access memory
(RAM), read-only memory (ROM), flash memory or other
types of memory, in any combination. The memory 912 and
other memories disclosed herein should be viewed as illus-
trative examples of what are more generally referred to as
“processor-readable storage media” storing executable pro-
gram code of one or more software programs.

Articles of manufacture comprising such processor-read-
able storage media are considered illustrative embodiments.
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A given such article of manufacture may comprise, for
example, a storage array, a storage disk or an integrated
circuit containing RAM, ROM, flash memory or other
electronic memory, or any of a wide variety of other types
of computer program products. The term “article of manu-
facture” as used herein should be understood to exclude
transitory, propagating signals. Numerous other types of
computer program products comprising processor-readable
storage media can be used.

Also included in the processing device 902-1 is network
interface circuitry 914, which is used to interface the pro-
cessing device with the network 904 and other system
components, and may comprise conventional transceivers.

The other processing devices 902 of the processing plat-
form 900 are assumed to be configured in a manner similar
to that shown for processing device 902-1 in the figure.

Again, the particular processing platform 900 shown in
the figure is presented by way of example only, and system
100 may include additional or alternative processing plat-
forms, as well as numerous distinct processing platforms in
any combination, with each such platform comprising one or
more computers, servers, storage devices or other processing
devices.

For example, other processing platforms used to imple-
ment illustrative embodiments can comprise converged
infrastructure.

It should therefore be understood that in other embodi-
ments different arrangements of additional or alternative
elements may be used. At least a subset of these elements
may be collectively implemented on a common processing
platform, or each such element may be implemented on a
separate processing platform.

As indicated previously, components of an information
processing system as disclosed herein can be implemented at
least in part in the form of one or more software programs
stored in memory and executed by a processor of a process-
ing device. For example, at least portions of the functionality
of one or more elements of the anomaly detection and
resolution platform 110 as disclosed herein are illustratively
implemented in the form of software running on one or more
processing devices.

It should again be emphasized that the above-described
embodiments are presented for purposes of illustration only.
Many variations and other alternative embodiments may be
used. For example, the disclosed techniques are applicable
to a wide variety of other types of information processing
systems and anomaly detection and resolution platforms.
Also, the particular configurations of system and device
elements and associated processing operations illustratively
shown in the drawings can be varied in other embodiments.
Moreover, the various assumptions made above in the
course of describing the illustrative embodiments should
also be viewed as exemplary rather than as requirements or
limitations of the disclosure. Numerous other alternative
embodiments within the scope of the appended claims will
be readily apparent to those skilled in the art.

What is claimed is:

1. A method, comprising:

collecting parameters corresponding to processing by a
first application programming interface of at least one
application programming interface transaction;

analyzing the parameters using one or more machine
learning algorithms;

predicting, based at least in part on the analyzing, whether
the at least one application programming interface
transaction is anomalous;
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designating the first application programming interface as
being in an anomalous state responsive to predicting
that the at least one application programming interface
transaction is anomalous; and

routing one or more application programming interface

requests for the first application programming interface
to a second application programming interface respon-
sive to the anomalous state designation;

wherein the second application programming interface is

configured based on functionality of the first applica-
tion programming interface to enable the second appli-
cation programming interface to operate and process
the one or more application programming interface
requests in place of and with the functionality of the
first application programming interface;

wherein the steps of the method are executed by a

processing device operatively coupled to a memory.

2. The method of claim 1, further comprising determining
whether a threshold number of application programming
interface transactions of a plurality of application program-
ming interface transactions associated with the first appli-
cation programming interface have been predicted as
anomalous before designating the first application program-
ming interface as being in an anomalous state.

3. The method of claim 2, wherein the threshold number
of application programming interface transactions com-
prises a consecutive number of application programming
interface transactions that have been predicted as anoma-
lous.

4. The method of claim 1, wherein the parameters com-
prise at least one of an application programming interface
identifier, an application programming interface request
time, and an application programming interface response
time.

5. The method of claim 1, wherein the one or more
machine learning algorithms utilize an unsupervised learn-
ing technique to detect one or more outlier parameters of the
parameters.

6. The method of claim 5, wherein the one or more
machine learning algorithms comprise an isolation forest
algorithm.

7. The method of claim 6, further comprising training the
one or more machine learning algorithms with training data
comprising historical parameter data.

8. The method of claim 1, further comprising verifying the
anomalous state designation of the first application program-
ming interface, wherein the verifying comprises:

routing at least one application programming interface

request to the first application programming interface
instead of the second application programming inter-
face;

collecting additional parameters corresponding to pro-

cessing by the first application programming interface
of an application programming interface transaction
associated with the at least one application program-
ming interface request;

analyzing the additional parameters using the one or more

machine learning algorithms; and

predicting, based at least in part on the analyzing, whether

the application programming interface transaction
associated with the at least one application program-
ming interface request is anomalous.

9. The method of claim 8, further comprising maintaining
the anomalous state designation of the first application
programming interface responsive to predicting that the
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application programming interface transaction associated
with the at least one application programming interface
request is anomalous.

10. The method of claim 8, further comprising changing
the anomalous state designation of the first application
programming interface to a normal state designation respon-
sive to predicting that the application programming interface
transaction associated with the at least one application
programming interface request is not anomalous.

11. The method of claim 10, further comprising routing
subsequent application programming interface requests for
the first application programming interface to the first appli-
cation programming interface responsive to the normal state
designation.

12. The method of claim 8, wherein the verifying is
performed after a predetermined time period of routing the
one or more application programming interface requests for
the first application programming interface to the second
application programming interface.

13. The method of claim 1, further comprising:

storing data corresponding to operation of the first appli-

cation programming interface; and

generating the second application programming interface

based, at least in part, on the stored data.

14. An apparatus comprising:

a processing device operatively coupled to a memory and

configured to:

collect parameters corresponding to processing by a first

application programming interface of at least one appli-
cation programming interface transaction;

analyze the parameters using one or more machine learn-

ing algorithms;

predict, based at least in part on the analyzing, whether the

at least one application programming interface trans-
action is anomalous;

designate the first application programming interface as

being in an anomalous state responsive to predicting
that the at least one application programming interface
transaction is anomalous; and

route one or more application programming interface

requests for the first application programming interface
to a second application programming interface respon-
sive to the anomalous state designation;

wherein the second application programming interface is

configured based on functionality of the first applica-
tion programming interface to enable the second appli-
cation programming interface to operate and process
the one or more application programming interface
requests in place of and with the functionality of the
first application programming interface.

15. The apparatus of claim 14, wherein the processing
device is further configured to determine whether a thresh-
old number of application programming interface transac-
tions of a plurality of application programming interface
transactions associated with the first application program-
ming interface have been predicted as anomalous before
designating the first application programming interface as
being in an anomalous state.

16. The apparatus of claim 15, wherein the threshold
number of application programming interface transactions
comprises a consecutive number of application program-
ming interface transactions that have been predicted as
anomalous.
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17. The apparatus of claim 14, wherein the processing
device is further configured to verify the anomalous state
designation of the first application programming interface,
wherein, in verifying, the processing device is configured:

route at least one application programming interface

request to the first application programming interface
instead of the second application programming inter-
face;

collect additional parameters corresponding to processing

by the first application programming interface of an
application programming interface transaction associ-
ated with the at least one application programming
interface request;

analyze the additional parameters using the one or more

machine learning algorithms; and

predict, based at least in part on the analyzing, whether the

application programming interface transaction associ-
ated with the at least one application programming
interface request is anomalous.
18. An article of manufacture comprising a non-transitory
processor-readable storage medium having stored therein
program code of one or more software programs, wherein
the program code when executed by at least one processing
device causes said at least one processing device to perform
the steps of:
collecting parameters corresponding to processing by a
first application programming interface of at least one
application programming interface transaction;

analyzing the parameters using one or more machine
learning algorithms;

predicting, based at least in part on the analyzing, whether

the at least one application programming interface
transaction is anomalous;

designating the first application programming interface as

being in an anomalous state responsive to predicting
that the at least one application programming interface
transaction is anomalous; and

routing one or more application programming interface

requests for the first application programming interface
to a second application programming interface respon-
sive to the anomalous state designation wherein the
second application programming interface is config-
ured based on functionality of the first application
programming interface to enable the second application
programming interface to operate and process the one
or more application programming interface requests in
place of and with the functionality of the first applica-
tion programming interface.

19. The article of manufacture of claim 18, wherein the
program code causes said at least one processing device to
further perform the step of determining whether a threshold
number of application programming interface transactions
of a plurality of application programming interface transac-
tions associated with the first application programming
interface have been predicted as anomalous before desig-
nating the first application programming interface as being
in an anomalous state.

20. The article of manufacture of claim 19, wherein the
threshold number of application programming interface
transactions comprises a consecutive number of application
programming interface transactions that have been predicted
as anomalous.



