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This document describes tools capable of enabling a protection agent to
determine, from memory inaccessible from an operating-system privilege mode,
Whether one or more resources of an operating system have been modified. In some
_instances, these tools may enable the protection agent to reside withina virtual machine
monitor. In other instances, the tools may enable the protection agent to reside within a
distinct virtual partition provided by the virtual machine monitor. By operating outsidc
of the operating-system privilege mode, the protection agent may be less vulnerable to

attacks by entities operating within the operating-system privilege mode.
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