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[0130]

SSS0ol 10-1689295

(&, AA 34)& A8k, 1 43, 5719 %%‘f& HetolHlEe] diste] 7285 (20134), 36384 (20141d) %
9651 (20158 ) 7o) HAH T, velrt, 579 Fdg HelolWlES] 206 (20131), 219 (20141) B 545 (2015
Wyzdel AA THo Agow gulEA EREISS AT & AL, 7079 (2013), 63165 (2014) 2
9106 (2015%)7lo] eeo = Znut=A RIS <l

=
I 5 ATk Yobrt, oM == dREE §30
@ & el Algkshs As AT Wil Aok 100 HAAlEgle

[oX

T 172 2 dyo] A AAlde] upE A= 7Y (Malware infection) F3ol wWE s AS Yo A=
£ UEhd 9ol

o] = o F= 7+ (Malware infection) 3o sk A= 54 ZA3E vepd ado|g, o] 1d8& 3
zotd, dAdmE 79 F8 Fo 52709 FL93 Beto|WlE (unique security event)ol thale]l A (&, AA|
FA)S F5A Y. 2 A, 52719 FL3TE HotolHIE thdle] 1411259 (2013\d), 18492488 (2014d) 2
14810746 (20153)7 o] X = Act. yolrb, 52709 F¥3k Heto|HlES 504 (20134), 131 (2014\d) 2 337
(2015:) o] HAl w4 Agoer ut=d FEMES ST 5 AMaL, 1410755 (20131d), 18492357
(2014) B 14810409 (2015%)7e] e¥o = Sutad ERHASS AT + AUk, voprt, R 7
FrEdol gk 2 Lol AgtelE AE AF WO A== 100 HAE ] FlE ATt

o

E 188 E ol o AAde] w2 AKX A% (information transmission) F&o| WE s HAE W9
5)

o] =& AR A% (information transmission) 3o that A= =A Axs yepd 1ot} o] IdE
Az, AR HAE F38 Fo 14719 #LY3F welo]HE (unique security event)ol thdte] HE (F, AA)
TA)S s, o1 Ad, 14709 FY43 Hoto|wlEd thdle] 42543 (2013\d), 7356 (2014d) 2 16756
(20158d) el A HATE. vrolrt, 14709 Fdgh Heto|HIES] 1277 (2013W), 471 (20141d) 9 29 (20154)
A Al A0l BEo=E Q—B}E’ﬂl EFEYSS geld & dglar, 41266 (2013), 6885 (20141d) 2 16727
(2015¥) o] oo SntEd # 1213% golgd 4= Ak, volrt, AR AL Fo tidk E o] A
el Abs AT W A Ee= 100 HAMES] FEAEIT.

T 19 B ude] d AAde] wE 3d 2= (File upload) F3el WE A% 3 Wye AFd=E g
W =doltt

o] T < 2= (File upload) 3o W3 AIw =4 AxE Yehd adolt), o] 28E #HxsH,
B drE §8 Fo 21709 Fdd Heko|WlE (unique security event)o] thdte] AE (5, A4 ¥34)
gttt 1 Ay, 21709 FUst HololWIE ujste] 88414 (2013W), 1222146 (2014%_) 2 28795133
(20158d) 7o) © ¥ 3 HWelolWlES 22 (2013¢), 37 (20149) H 54

o]

=4

S 3 4 9glar, 88392 (2013), 1222109 (2014
A9eS BT 5 AU tobt, T JRE FHof

b

o] =Me A% 7]uke] Heto]HIE (threshold based security event)el] that x5 AZFo] Aew =4 Ay}
S e "oty @] A AAldel mEWA, AAIX 7)Hke] HQle|HlES] A9 20141 3 W o]
A A %Z‘.Qi 218 E 7)o HotolMEY =R, A%k, TCP null scan @ UDP port scanol W3t &5

TAE HolgE o] &3l AU, eivksld, 2011d o]% o] TCP null scan % UDP
port scan°ﬂ EH?& dolee gl7] wolth. webA, o] IS HxstH, 6719 dAA] 71Eke] HeFoHIEY] O
sto] 215 719 AR (5, Al T4)S gt 1 A, 6719 AAA 7)eke] Hro|MIEe| djste] 215 7

>

) =
o AA| FZo] AEgow ZulE/ EFHISS FAT F AUTE. Holrt, AAIA] 7Nk RHoto|WlEe| st
B o] Aotsls s A5 WWY A 100 HAEYe] ). wgo] A AAjde] wE Holo]
HIE A5 A% FX= 34 3 718k HetoHIES 25 AF WHE A, 2 e d HAde F
A2 B #A 8ol a&FoZ He RUHY F FHS FIY £ IEF FES HAHESZEE A
A FAE AEeE Aeola, 9¥S FHAS e sojgk. & 2oy o HAAdd & ¥4 {3 7]uke] Hel
olHlEd 3 xF #HAE WhHE EA F= (feature extraction) @A, 3 &7 (type classification) ©
A 2/%E= A5 A5 (automated verification) ©WHAIS ¥Egst 4= Qlth. B dgo] AotstE A5 AS WH Y
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—=  True postive
1

Destination
1P=White [P

A= pon-verification )
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Source [P=
Institute [P?

e Tmepostive )

]
non-verification

(i Y-

- | D IP address
|_-Comparison
1 $13010

1| @ Feature

| .7 COMPAXiSon

- §13020

- (3) Histary
|4 Companson

L S13030
| % Option

. @ Darknet
AT compartson

|

~— 813040

The number of signature rules

Atack Type 003 2006 2015 Unique signature rales
Malicious URL 713 5 36
Malware download 4 2 1 5
Malware infection ] 26 19 52
Information transmission 10 8 3 14
File upload 12 15 10 A
Threshold - ] - b
Total 9% T0 38 134
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EHI5
Number of Number of Number of
Fvent name total security events total security events total security events Aceiracy
2003 | 2004 | 2015 | 2013 | 2004 | 2015 | 2003 | 20014 | 2015
1 en¥¥E¥rer 443,032 | 157594 | R9182 | 66 17 18 | 4420566 | 157577 | 89064 | 100%
1| bPEE*Ecomen | 3050 | 6382 | MEI| B3 ] ] 337 | 8RR | 30861 | 100%
3| gattFrog | 260710 | 47526 | 36608 | LI ] O | 260700 | 475254 | 36608 | 100%
4 R#*ng B BT O% 10 2 1| 378 [ 1T | M 100%
5 | ughetEgryt i 0 0 | 6 0 ] ) 0 ] 100%
6 fxe S0 | 10807 | 0 4 0 | WIT | 0T 0 100%
T wwwsa***m 4 0 [ ] ] 4] 0 ] 100%
36 [P (R s aaa] g4t 14 M| 1 ] ] [ 0 100%
Total 2704 574] M42475 | 97003 | 138 11 10 |2704,536) 942364 | 796802 | 100%
=916
MNumber of Number of Number of
Evenl name total security events total security events tofal security events Aecuracy
2003 | 2004 | 2015 | 2013 | 2004 | 2015 | 2013 | 204 | 2005
1 mg*t-H+E V1 I 1 o 0 26 45 S | 6396 | 3008 100%
2 iframe(**7250) 19 2 2 ] 1 fl 13 2 2 100%
3 il | 0 0 1 0 0 [ ] ] 100%
4 (#4854 axe) 153 | LME | 125 1 0 0 20 | LME | 123 | 100%
5 | RAT{rer##*) D | vy | 48 | 0 3 i b | 2930 | 48T | 100%
Total TS5 | 3R] 9831 | 2o 208 S5 | T0m | 36065 | 906 | 100%
EHI7
Number of Mumber of Number of
Event name total security events total security events total security events | Accuracy
2003 | a4 | 2015 | 2003 | 2014 | 2015 | 2013 | 2084 | 2015
1 gt gubteee | SATH0 | 3% | 603 94 4] 0 | 694 | 3867 | 63 100%
2 G*#*#3.7 1 M 8 17 3 0 270 | 13 ] 100%
3 |ddos-tool{su******us)| 3330 | 16787 | B840 59 ] I 300 | 15787 | 839 100%
4 | to¥teo-pttH | 46900 | 3367 | 7036 56 12 5| 4e66 | 360 | TS | L00%
5 h***th 19947 | 473905 [11951086] 25 ] 2 19,622 | 473.895 |1195L001]  100%
6 | Da*¥+t 511 187 5 41 11 13 I 176 52 4 100%
7 Gu***ai{A*¥) 167 | 81 264 ) ] b 1667 | 85 | 1% 100%
51 Bit¥*****ner 0 [L706L447(18097 895 O ] 12 [
52 PAS*ST 0 14 0 [ 4 ] R ] 100%
Total [ 411,259 18,492 488 { 14810746 504 13 337 |LAL0,755) 18,490,357 14 810.408)  100%
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EHi8
Number of Number of Number of
Evend name total security events total security events fotal security events | Accuracy
013 | 2004 | 2015 | 2003 | 2004 | 2005 | 2003 | 2004 | 2015
1 D*5 I | 430 | BATY [ LO30D | M6 | 240 | 3858 | B4SE | LOD%
2 Fresdy W T | s 151 3 2 1030 | 765 | 4 | 100%
3 A¥#nfo() 1483 | 681 | 12§ i 12 0| 14 [ 69 | 125 | 100%
4 | RTA{cat®+***12) | 167 1| a9 4 0 )] 159 A7 |6 L00%
S dot*m | 56 | M | 3 | 4 | 0 | 0 [ 32 | M [ 3 | I00%
6 | suteHegene** | 116 | 388 | 26 ] 0 0 | L3 | 38 | 26 | L00%
7 [V 113 105 ! j 2 ] m | m i L00%
8 | URLjmwwg****aiakr] | M6 | 2 ] U] | 0 100%
9 da*****% hot I [ W[ ] 0 0 0] M L00%
10 ftago¥*erep 1ot 50 | 0 0| 13008 | 153 f L00%
11 port{ 5+ ] I ] i ] 0 16 i L00%
12| do**** ks 0 [ 6 [ 0 0 L 0 0 @ | 0 | 100%
13 pord{1##3)) ] B 3 ] I 4 ] n | 3l L00%
14| k¥ eom ] 483 3 b l ] i # | B L00%
Total 4243 | T35 | 1676 [ L3 L 4T 9 [ 41266 | 6885 | 16727 | 100%
EH19
Number of Number of Number of
Event name total security events total security events total security events | Accuracy
013 | 2014 | 2015 | 2013 | 2004 | 2015 | 2013 | 2014 [ 2018
1 file{up***#) 9,086 | STLAYE | 676223 | 3 3 3| TRIBL | 571695 | 676,220 | 100%
1 | SGuissrsaygDeeer) | 4 | 09765 843097 4 4 | b | 509761 |8450.236] 100%
3 po*¥-negFes+ 15 H n 2 1 0 13 3 n 100%
4 | ¥ FLE Br##) | 157 | 43 | W0 ) § 4 155 | 428 | %5 | 100%
5| Da**##(filets*++) 0 | 632 ] 12 M ] | B9 | 0%
6 | weh***#ipp***¥) | N 1 11 1 1 0 % 0 1 100%
T | web**#3*(php ***) | 492 | W51 | 53516 [ O 1 2 492 | 2R250 | S3SM | 100%
20| websHeWHLL) | 0 § ] ] 1 ] ] 4 0 100%
2| atiack{u®**#) 0 137 | 0 ] 1 ] ] 1306 | 0 100%
Total R4 (1200146 2805135 22 k1l 54 8R392 1203009 2ET5009] 100%
EHH20
Event name Nomber of te positives period Accuracy
1 TCP syn flooding 13 2014.01.01~2014.10.20 99%
1 TCP service scan 3 2014.01.01~2014.10.20 100%
3 UDPflooding fragmented 4 2014.01.01~2014.10.20 9%
4 TCP null scan 1 2009.01.01~2011.12.31 100%
5 UDP pott scan 182 2009.01.01~2011.12.31 100%
] UDP flooding same TP 2 2014.01.01~2014.10.20 100%
Total 235
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