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ABSTRACT

A communication device and method for throttling transmitted data is p'ro*{rided. Token
parameters of an aggregate token bucket, associated with a communication application,
are distributed, at a processing unit, to respective apphcation token buckets associated
with at least two further applications. The communication application is enabled to
recerve respective data from the at least two further applications for transmission to a
network via a communication interfaces. The respective data received from the at least

- two further applications is throttled via the respective application token buckets.
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A COMMUNICATION DEVICE FOR THROTTLING TRANSMITTED DATA

FIELD
[0001) The specification relates generally to communication devices, and specifically to

a communication device for throttling transmitted data and a method therefor.

BACKGROUND
[0002] The evolution of computers is currently quite active in the mobile device
environment. It 1s known to use token buckets to throttle data transmitted from mobile
devices. More recently, there has been a veritable explosion of the number and type of
applications that are configured to the unique form factors and computing environments

of mobile devices.

SUMMARY
[0003] An aspect of the specification provides a communication device comprising: a
processor, and a communication interface, the processor enabled to: distribute token
parameters of an aggregate token bucket, associated with a communication application, to
respective application token buckets associated with at least two further applications, the
communication application enabled to receive respective data from the at least two
further applications for transmission to a network via the communication interface; and,
throttle the respective data received from the at least two further applications via the
respective application token buckets.
[0004] The processor can be further enabled to: determine respective weights associated
with each of the respective application token buckets, such that the token parameters
associated with the aggregate token bucket are distributed to each of the respective
application token buckets according to the respective weights.
[6005] Each of the respective weights can be determined from respective data rates
associated with each of the at least two further applications.

[0006] The processor can be further enabled to redistribute the distributed token

parameters among the respective application token buckets associated with active
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applications when at least one of: one or more of the at least two further applications
becomes inactive; and one or more additional further applications become active.

[0007] The token parameters can comprise: a maximum token bucket size for controlling
bursts of the data; and a refresh rate, wherein respective maximum token buckets sizes
and respective refresh rates are determined for each of the respective application token
buckets such that a respective maximum token bucket size sum is approximately the
maximum token bucket size, and a respective refresh rate sum is approximately the
refresh rate.

[0008] The token bucket parameters can be scaled periodically according to scaling data
recelived from a remote computing device. The scaling data can comprise time of day
network usage probabilities. The scaling data can be based on historical network usage.
The scaling data can be one of: for a plurality of communication devices, including the
communication device, such that transmitted data is similarly scaled for each of the
plurality of devices; and, specific to the communication device such that transmission of
the data at the communication device is scaled independent of the other of the plurality of
devices,

[0009] At least one set of respective token parameters can be associated with a respective
application token bucket is adjusted according to respective scaling parameters received
from a remote computing device.

[0010] Another aspect of the specification provides a method comprising: distributing, at
a processor of a computing device, token parameters of an aggregate token bucket,
associated with a communication application processed by the processor, to respective
application token buckets associated with at least two further applications, the
communication application enabled to receive respective data from the at least two
further applications for transmission to a network via a communication interface of the
computing device; and, throttling, at a processor, the respective data received from the at
least two further applications via the respective application token buckets.

[0011] The method can further comprise: determining, at the processor, respective
welghts associated with each of the respective application token buckets, such that the

token parameters associated with the aggregate token bucket are distributed to each of the

respective application token buckets according to the respective weights. Each of the
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respective weights can be determined from respective data rates associated with each of
the at least two further applications.

[0012] The method can further comprise redistributing, at the processor, the distributed
token parameters among the respective application token buckets associated with active
applications when at least one of: one or more of the at least two further applications
becomes 1nactive; and one or more additional further applications become active.

[0013] The token parameters can comprise: a maximum token bucket size for controlling
bursts of the data; and a refresh rate, wherein respective maximum token buckets sizes
and respective refresh rates are determined for each of the respective application token
buckets such that a respective maximum token bucket size sum 1s approximately the
maximum token bucket size, and a respective refresh rate sum is approximately the
refresh rate.

[0014] The token bucket parameters can be scaled periodically according to scaling data
received from a remote computing device.

[0015] The scaling data can comprise time of day network usage probabilities.

[0016] The scaling data can be based on historical network usage.

[0017] The scaling data can be one of: for a plurality of communication devices,
including the communication device, such that transmitted data is similarly scaled for
each of the plurality of devices; and, specific to the communication device such that
transmission of the data at the communication device is scaled independent of the other
of the plurality of devices,

[0018] At least one set of respective token parameters can be associated with a respective

application token bucket is adjusted according to respective scaling parameters received
from a remote computing device.

[0019] Yet a further aspect of the specification provides a computer program product,
comprising a computer usable medium having a computer readable program code
adapted to be executed to implement a method comprising: distributing, at a processor of
a computing device, token parameters of an aggregate token bucket, associated with a
communication application processed by the processor, to respective application token

buckets associated with at least two further applications, the communication application

enabled to receive respective data from the at least two further applications for
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transmission to a network via a communication interface of the computing device; and,
throttling, at a processor, the respective data received from the at least two further

applications via the respective application token buckets.

BRIEF DESCRIPTIONS OF THE DRAWINGS

[0020] For a better understanding of the various implementations described herein and to
show more clearly how they may be carried into effect, reference will now be made, by
way of example only, to the accompanying drawings in which:

[0021] Fig. 1 depicts a system for throttling transmitted data at a communication device,
according to non-limiting implementations.

[0022] Fig. 2 depicts a communication device for throttling transmitted data, according to
non-limiting implementations.

[0023] Fig. 3 depicts applications and token buckets of the communication device of Fig.
2, according to non-limiting implementations.

[0024] Fig. 4 depicts a method for throttling transmitted data at a communication device,
according to non-limiting implementations.

[0025] Fig. 5 depicts distribution of token parameters among the token buckets of the
communication device of Fig. 2, according to non-limiting implementations.

[0026] F1g. 6 depicts the communication device of Fig. 2 determining token bucket
parameter distribution, according to non-limiting implementations.

[0027] Fig. 7 depicts a system for throttling transmitted data at a communication device,
according to non-limiting implementations.

[0028] Fig. 8 depicts a communication device for throttling transmitted data, according to
non-limiting implementations.

10029] Fig. 9 depicts a graph of network load over a given time period, according to non-
[imiting implementations.

[0030] Fig. 10 depicts a table of scaling factors, according to non-limiting
implementations.

[0031] Fig. 11 depicts a method f determining time of day (TOD) distribution/scaling

factors, according to non-limiting implementations.
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[0032] Fig. 12 depicts a system for throttling transmitted data at a communication device,

according to non-limiting implementations.

[0033] Fig. 13 depicts a communication device for throttling transmitted data, according

to non-limiting implementations.
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DETAILED DESCRIPTION
[0034] Fig. 1 depicts a system 100 comprising a communication device 101 enabled to
transmit data 102-1, 102-2, 102-3 with one or more of a plurality of remote
communication devices 103-1, 103-2 via a communication network 105 (also referred to
hereafter as network 105), according to non-limiting implementations. Communication
device 101 will be also referred to hereafter as device 101, and plurality of remote
communication devices 103-1, 103-2 will also be referred to hereafter generically as a
device 103, and collectively as devices 103. This convention will be used elsewhere 1n
the present specification. Each of device 101 and device 103 are linked to communication
network 105 via a respective link 106, 108-1, 108-2. It is appreciated that, in some
implementations, the bandwidth of network 105 and/or link 106 (and/or links 108) can be
limited. In other implementations, device 101 can be authorized to use only a given
amount of bandwidth. In any event, it is appreciated that, in present implementations,
data 102 is to be throttled, as will be explained below. System 100 further comprises a
server 120 for providing token parameters 122 to device 101 linked to communication
network 105 via link 108-3.
[0035] Device 101 can be any type of electronic device that can be used in a self-
contained manner and to interact with network 105 via link 106. Interaction includes
displaying of information at device 101 as well as to receive input at device 101 that can
in turn be sent one or more of devices 103 via link 106.
[0036] It is hence appreciated that device 101 comprises any suitable communication
device for communicating with network 105, including but not limited to any suitable
combination of computing devices, personal computers, laptop computers, portable
electronic devices, mobile computing device, portable computing devices, tablet
computing devices, laptop computing devices, PDAs (personal digital assistants),
cellphones, smartphones and the like. Other suitable communication devices are within
the scope of present implementations.
[0037] Each device 103 can be similar to or different from device 101 and can include
but are limited to any suitable combination of computing devices, personal computers,
laptop computers, portable electronic devices, mobile computing device, portable

computing devices, tablet computing devices, laptop computing devices, PDAs (personal
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digital assistants), cellphones, smartphones and the like. Other suitable communication
devices are within the scope of present implementations. Further, while two devices 103
are depicted in Fig. 1, it is appreciated that system 100 can comprise any suitable number
of devices 103, which can be more or less than two.

[0038] Each link 106, 108 comprises any suitable link with network 105, including any
suitable combination of wired and/or wireless links, wired and/or wireless devices and/or
wired and/or wireless networks, including but not limited to any suitable combination of
USB (universal serial bus) cables, serial cables, wireless links, cell-phone links, celiular
network links (including but not limited to 2G, 2,5G, 3G, 4G+, and the like )wireless
data, Bluetooth links, NFC (near field communication) links, WiFi links, WiMax links,
packet based links, the Internet, analog networks, the PSTN (public switched telephone
network), access points, and the like, and/or a combination.

10039] Network 105 can comprise any suitable combination of wired and/or wireless
networks as desired, including but not limited to the Internet, the PSTN (public switched
telephone network), analog networks, packet switched networks, WikF1 networks, WiMax
networks, and the hke. _

[0040] Server 120 can be based on any well-known server environment including a
module that houses one or more central processing units, volatile memory (e.g. random
access memory), persistent memory (e.g. hard disk devices) and network interfaces to
allow server 120 to communicate over hink 108-2. For example, server 120 can be a Sun
Fire V480 running a UNIX operating system, from Sun Microsystems, Inc. of Palo Alto
Calif., and having four central processing units each operating at about nine-hundred
megahertz and having about sixteen gigabytes of random access memory. However, 1t 18
to be emphasized that this particular server 1s merely exemplary, and a vast 'array ot other
types of computing environments for server 120 are contemplated. It is further more
appreciated that server 120 can comprise any suitable number of servers that can perform
different functionality of server implementations described herein. Functionality of server
120 will be described in further detail below.

[0041] Attention is directed to Fig. 2, which depicts a schematic diagram of device 101
according to non-limiting implementations. It should be emphasized that the structure in

Figure 2 is purely exemplary, and contemplates a device that can be used for both
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wireless voice (e.g. telephony) and wireless data (e.g. email, web browsing, text)
communications. Device 101 comprises at least one mnput device 200 generally enabled
to receive input data, and can comprise any suitable combination of input devices,
including but not himited to a keyboard, a keypad, a pointing device, a mouse, a track
wheel, a trackball, a touchpad, a touch screen and the like. Other suitable input devices
are within the scope of present implementations.

[0042] Input from input device 200 is received at processor 208 (which can be
implemented as a plurality of processors). Processor 208 1s configured to communicate
with a non-volatile storage unit 212 (e.g. Erasabie Electronic Programmable Read Only
Memory (“EEPROM?”), Flash Memory) and a volatile storage unit 216 (e.g. random
access memory (“RAM”)). Programming mstructions that implement the functional
teachings of device 101 as described herein are typically maintained, persistently, in non-
volatile storage unit 212 and used by processor 208 which makes appropriate utilization
of volatile storage 216 during the execution of such programming instructions. Those
skilled in the art will now recognize that non-volatile storage unit 212 and volatile storage
216 are examples of computer readable media that can store programming instructions
executable on processor 208. Furthermore, non-volatile storage unit 212 and volatile
storage 216 are also examples of memory units and/or memory modules.

[0043] Processor 208 in turn can also be configured to a display 224 and optionally a
speaker. Display 224 comprises any suitable one of or combination of CRT (cathode ray
tube) and/or flat panel displays (e.g. LCD (liqud crystal display), plasma, OLED
(organic light emitting diode), capacitive or resistive touchscreens, and the like).

[0044] In some implementations, input device 200 and display 224 are external to device

101, with processor 208 in communication with each of input device 200 and display 224

via a suitable connection and/or hink.

[0045] Processor 208 also connects to a network communication interface 228, which
can be implemented in some implementations as radios configured to communicate over
respective links. In general, it will be understood that interface 228 is configured to

correspond with the network architecture that is used to implement link 106. In other

implementations a plurality of links with different protocols can be employed and thus

interface 228 can comprise a plurality of interfaces to support each link. It should be
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understood that in general a wide variety of configurations for device 101 are

contemplated.

{0046] In particular, non-volatile storage unit 212 can store an application 236 for
throttling transmission of data to network 105, which can be processed by processor 208.
For example, non-volatile storage unit 212 also stores a communication application 240
and a plurality of further applications 242-1, 242-2, 242-3...242-n. Non-volatile storage
unit 212 further stores an aggregate token bucket 250 associated with communication
application 240, and respective application token buckets 252-1, 252-2, 252-3...252-n
associated with respective further applications 242-1, 242-2, 242-3...242-n. 1t 1s further
appreciated that while four applications 242 are depicted in Fig. 2, any suitable number of
applications 242 can be stored at device 101, and can be more or less than four.

[0047] It is appreciated that each of applications 240, 242 and token buckets 250, 252 can
be processed by processor 208 along with application 236 to throttle data from device
101.

[0048] For example, attention is directed to Fig. 3 which depicts a schematic diagram of
relationships between applications 240, 242, and when processed by processor 208, as
well relationships between application 240 and interface 228. Specifically, application
240 comprises a communication application that transmits data 102 to network 105 via
interface 228. In some non-limiting implementations, application 240 can comprise a
messaging application, including but not limited to chat applications; indeed, it is
appreciated that while messaging and/or chat applications are nominaily used to transmit
and receive text data, such messaging and/or chat applications can be enabled to transmit
and receive any other type of suitable data, such as multimedia data, video data, music
data, image data, and the like, as well as any suitable file transfer data, including but not
limuted to a URL link..

10049] Each of Application 242 can comprise any suitable application for generating
and/or processing data 102, including but not limited to multimedia data, video data,
music data, image data and the like, though it is appreciated that any type of suitable data
is within the scope of present implementations. However, applications 242 are generally
appreciated to have limited or no messaging functionality. Hence, In  present

implementations, applications 240, 242 can be enabled to interact with cach other such
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that data generated at one or more of applications 242 can be transmitted to network 105
via application 240.

10050} It 1s also appreciated that one or more of applications 242 can comprise an
application associated with application 240. For example, application 242-1 can comprise
an application for generating message data and/or chat data while application 240 can
comprise an associated client for transmitting data generated by application 242-1.

[0051] It 1s further appreciated that only a given number of applications 242 can be active
at any given time. Further, active applications 242 can become inactive, while 1nactive
applications 242 can become active, for example by respectively closing and opening
given applications 242. In example implementations depicted in Fig. 3, it ts appreciated
that only three applications 242-1, 242-2, 242-3 are active and generating data 102-1,
102-2, 102-3 which are received at application 240 and transmitted to network 105 via
interface 228. However, any of the inactive applications 242 can become active at any
time and/or any of active applications 242 can become inactive at any given time,

[0052] In any event, it is appreciated that with the wide availability and increase in
popularity of media rich bandwidth intensive applications the load on networks including
but not limited to carrier networks, is growing exponentially. With the deployment of
more social applications, many of which become viral in a very short time, pressure 1S
arowing on service providers and/or network operators to maintain good user experience,
however it is appreciated that many service providers and/or network operators also need
to control the amount of data throughput devices can push through a network, keeping
network expansion costs under control and within budget while keeping user experience
high. Such control of data is also needed to control rogue users and/or applications to
prevents them from flooding networks, potentially degrading the user experience.

[0053] Hence, token buckets 250, 252 are provided; aggregate token bucket 250 throttie
data transmission from application 240, while application token buckets 252 throttles
transmission of data from respective applications 242. The associations between each

token bucket 250, 252 and its respective application 240, 242 are depicted in Fig. 3 via

stippled lines there between.

[0054] However, it is also appreciated that in present implementations, there is a

relationship between aggregate token bucket 250 and application token buckets 252. kor

10
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example, aggregate token bucket 250 can be provided with token parameters 122 for

throttling transmission of data from device 101. For example, token parameters 122 can
be provided to device 101 from server 120: in these implementations, server 120 is
associated with a service provider and/or network operator which determines token
parameters 122 for device 101, and indeed determines respective token parameters for
each device associated with the service provider and/or network operator; in some
implementations, the token parameters can be the same for each device associated with
the service provider and/or network operator, however it is appreciated that token
parameters can be determined on a device by device basis.

[06055] Non-limiting examples of token parameters can include but are not limited to a

maximum token bucket size, also referred to hereafter as TB size, and a token bucket

refresh rate, also referred to hereafter as refresh rate. In non-limiting examples, TB size
comprises a maximum amount of data that can be transmitted by application 240, for
example 1000 kB (kilobytes); and the refresh rate can comprise a rate at which token
bucket 250 is refreshed, for example 100 kB/minute (kBm). Using these parameters, the
tnitial size of token bucket 250 is 1000 kB, such that application 240 can transmit up to
1000 kB without restriction, and the token bucket 250 is refreshed at a rate of 100 kBm.
Hence, application 240 can transmit bursts of data 102 up to 1000 kBm, but if the
transmit rate of data 102 exceeds the refresh rate of 100kBm, the transmit rate of data 102
will shortly be limited to 100 kBm once the 1000 kB in token bucket 250 is used up.

[0056] In general, the maximum total bucket size (i.e. a suitable allowable data burst) can
be determined from a total capacity of network 105 optionally combined with a
probability of reaching a total network capacity {(e.g. if all devices on network 105 were
to simultaneously burst the maximum total bucket size). Further, refresh rates tor devices
can be determined from data usage associated with network 105, including but not

limited to average traffic parameters associated with network 105 divided by the number
of devices on network 1035, however any other suitable type of data usage parameter 1s
within the scope of present implementations. For example, other data usage parameters

other than average data usage are within the scope of present implementations.
[0057] In any event, token parameters can be distributed to the respective application

token buckets 252 to throttle data 102 from each application 242, for example by

11
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processing application 236. In other words, when token bucket 150 1s provided with
token parameters 122, processor 208 distributes token parameters 122 to token buckets
252 upon processing application 236.

[0058] For example, the aggregate token bucket size and refresh rate are distributed
between token buckets 252. As such, attention is now directed to Fig. 4 which depicts a
method 400 for enabling access of a first mobile electronic device to at least one network
accessible by a second mobile electronic device. In order to assist in the explanation of
method 400, 1t will be assumed that method 400 is performed using system 100,
Furthermore, the following discussion of method 400 will lead to a further understanding
ol system 100 and its various components. However, it 1s to be understood that system
100 and/or method 400 can be varied, and need not work exactly as discussed herein in
conjunction with each other, and that such variations are within the scope of present
implementations. It is appreciated that method 400 can be specifically implemented in
system 100 by device 101 processing application 236.

[0059] It is appreciated that method 400 assumes that token parameters 122 have been
received at aggregate token bucket 250 as described above.

10060] At block 401, token parameters 122 of aggregate token bucket 250 are distributed
to respective application token buckets 252 associated with at least two further
applications 242, the communication application 240 enabled to receive respective data
102 from the at least two further applications 242 for transmission to network 105 via the
communication interface 228.

[0061] At block 403, respective data 102 received from the at least two further
applications 242 is throttled via the respective application token buckets 252.

[0062] For example, attentions is directed to Fig. 5 which depicts a schematic diagram of
aggregate token bucket 250 and application token buckets 252. Token parameters 122
comprise a maximum aggregate token bucket size, T, and refresh rate R. Each of TB size
T and refresh rate R is distributed between token buckets 252 by distributing each ot TB
size T and refresh rate R into portions, for example respective TB sizes bl, b2, b3...bn,

and respective refresh rates rl, r2, r3...rn, where the sum of all the respective TB sizes

bl, b2, b3...bn add up to TB size T, and the sum of all the respective refresh rates rl, 12,

r3...mn add up to refresh rate R.

12
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[0063] Further, it is generally appreciated that, in some implementations, token
parameters 122 are distributed between token buckets 252 associated with active
applications 242. As such, in Fig. 5, it is assumed that applications 242-1, 242-2, 242-3
are activated as in Fig. 4, and hence TB size T and refresh rate R is distributed among
associated token buckets 252-1, 252-2. 252-3 via respective token bucket sizes bl, b2, b3
and respective refresh rates rl, r2, r3. Hence, application 242-1 1s throttled to TB size bl
and refresh rate r1 via token bucket 252-1, application 242-2 is throttled to TB size b2
and refresh rate r2 via token bucket 252-2, and application 242-3 1s throttled to TB size
h3 and refresh rate 3 r2 via token bucket 252-3. Further, b1 +b2+b3=T, and r1+r2+r3=R.

[0064] In other words, in these implementations, token parameters 122 comprnse: a
maximum token bucket size T for controlling bursts of data 102; and a refresh rate, R
wherein respective maximum token buckets sizes b and respective refresh rates r are
determined for each of the respective application token buckets 252 such that a respective
maximum token bucket size sum is approximately the maximum token bucket size, and a
respective refresh rate sum is approximately the refresh rate. However, In SOme
implementations, a respective maximum token bucket size sum can be approximately the
maximum token bucket size, and a respective refresh rate sum can be approximately the
refresh rate. For example, the respective maximum token bucket size sum can be within a

first given range and/or a first given percentage of the maximum token bucket size, and a

respective refresh rate sum can be within a second given range and/or a second given

percentage the refresh rate.

[0065] It is further appreciated that no token parameters 122 are distributed to other
token buckets 252, such as token bucket 252-n.

10066] However, in other implementations, token parameters 122 can be distributed
between token buckets 252 associated with both active applications 242 and at least one
inactive application 242. For example token parameters 122 can be distributed to a token
bucket associated with an inactive application 242 whose probability of being activated
within a given time period is above a threshold value, the probability of being activated
based on historical usage or any other suitable method; when the inactive application 242
does not become inactive within the given time period, token parameters 122 can be

redistributed among token buckets 252 associated with active applications 242. In turther

13
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tmplementations, a probability factor can be used to determine token parameters 122 for
aggregate TB based on historical usage data of any and/or all applications 242 during a
given time period; in some implementations, token parameters 122 of the aggregate TB
can then be redistributed among active applications 242 during the same given time
period.

(0067} While any suitable method for distributing each of TB size T and refresh rate R
into portions is within the scope of present implementations, in some non-limiﬁng
implementations, the distribution 1s performed wvia weights associated with each
application 242. For example, each application 242-1, 242-2, 242-3...242-n can be
associated with respective weights W1, W2, W3...W,. For example, weights W can be
determined from data rates associated with each active application 242. Data rates wl,
w2, w3...w, in any suitable manner including but not limited to being determined from
one or more of a data rate associated with each application 242, an application developer
requested data rate associated with each application 242, historical data rates associated
with each application 242, test data rates assoctated with each application 242 and the
like.

[0068) In some implementations, when each application 242 is installed, a data rate
parameter can be provided as part of the installation data received from an applications
server (not depicted). When an application 242 is upgraded, the data rate associated with
the application 242 can change via update data received from an update server (not
depicted) and/or an applications server.

[0069] An application developer requested data rate associated with each application 242
can be determined by receiving data from a developer of a given application 242
indicating a preferred data rate at which the given application 242 will optimally perform.
[0070] An historical data rate of a given application 242 can be determined by storing
data rates that the given application 242 uses when active and determining an average

historical data rate there from.

[0071] A test data rate of a given application 242 can be determined from test data

associated with the given application 242 to determine a data rate at which the given

application will optimally perform.

14
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[0072] It is further appreciated that one or more data rates wl, w2, w3...w, can be
received along with token parameters 122, and/or from any other suitable remofe
computing device.

[0073] In any event, once data rates wl, w2, w3...w, associated with each application
242 are determined, device 101 (e.g. via processor 208) can determine respective weights
associated with each of the respective application token buckets 252 such that token
parameters 122 associated with aggregate token bucket 250 are distributed to each of the
respective application token buckets 252 according to the respective weights. In other
words, each of the respective Weights are determined from respective data rates
associated with each of active applications 242.

[0074] Hence, for example, assuming that data rates wl, w2, w3 have been determined
and are respectively associated with active applications 242-1, 242-2, 242-3, then
respective weights for each active application 242 can be determined by dividing the
associated data rate w by the sum of the data rates of all the active applications. Hence,
weights W1, W2, W3 associated with active applications242-1, 242-2, 242-3 are
determined by processor 208, as depicted in Fig. 6:

[(0075] Wi=wl/(wl+w2+w3);

[0076] W2=w2/(wl+w2+W3); and

[0077] W3=w3/(wl+w2+w3). :
(0078] Hence, each application token bucket size bl, b2, b3 can be determined by
multiplying the aggregate TB size T by the respective weight wl, w2, w3. Similarly, each
application refresh rate rl, 12, r3 can be determined by multiplying the aggregate refresh
rate R by the respective weight wl, wl, wi.

[0079] Hence, for each active application 242-1, 242-2, 242-3:

[0080] bI=w1*T, rl=wl*R;

[0081] b2=w2*T, r2=w2*R; and

10082] b3=w3*T, r3=w3*R.

[0083] Once these (b,r) values afe distributed to token buckets 252-1, 252-2, 252-3 of
active applications 242-1, 242-2, 242-3, and token buckets 252-1, 252-2, 252-3 then
cause data 102-1, 102-2, 102-3 to be throttled from active applications 242-1, 242-2, 24.2-
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[0084] It is yet further appreciated that method 400 can be repeated to redistribute token
parameters 122 among the respective application token buckets 252 associated with
active applications 242 when at least one of: one or more of applications 242 becomes
inactive; and one or more of applications 242 become active. Hence, data 102 from each
active application 242 is throttled accordingly.

[0085] It is yet further appreciated that at least one of applications 242 can remain

unthrottled. For example, in implementations where one more of applications 242 can
comprise an application associated with application 240 (such as application 242-1

comprising an application for generating message data and/or chat data while application

240 can comprise an associated client for transmitting data generated by application 242-
1), the one or more applicationé 242 associated with application 240 can remain
unthrottled. Using application 242-1 as a non-limiting example, token bucket 250 can be
used to throttle data for application 242, except for data 102-1 originating from
application 242-1. Hence, data 102-1 is not throttled, and further there is no application
token buckets 252-1 associated therewith. Hence, token parameters 122 are distributed
only between application token buckets 252-2....252-n, to throttle associated applications
242-2...242-n. Furthermore, 1n s;)me of these implementations, data 102 from the
unthrottied épplication 242 can be assigned transmission priority. In this way, data 102
from an application 242 associated with communications application 242 can be
unaffected by throttling, and further third party applications using communications
application 240 to transmit data can be throttled and/or controlled.

[0086] Attention is now directed to Figs. 7 and 8, which are substantially similar to
respectively Figs. 1 and 2, with like elements having like numbers, however with an “a”
appended thereto. However, with reference to kig. 7, which depicts system 100a, in these
implementations, server 120a is further enabled as a communications server. In some
implementations server 120a can be associated with communication application 240a
such that all communications between communication application 240a data and other
devices 103a pass through server 120a. For example, while in Fig.7, server 120a 1S
depicted as in communication with network 105a, in other implementations, server 120a

can be an element of network 105a such that data 102a received from application 240a 1s
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routed to server 120a before being transmitted by server 120a to a respective device 103a.
It 1s further appreciated that otherwise server 120a can be similar to server 120.

{0087} In any event, server 120a 1s generally enabled to determine scaling data 832 by
analyzing traffic there through to determine loads on server 120a and/or any associated
network, such as network 105a, as well as transmit scaling data 832 to devicelOla to
periodically scale token parameters 122a of token bucket 250a. In turn, scaled token
parameters can be distributed to application token buckets 252 as described above. It is
appreciated that scaling data 832 can be transmitted periodically and/or on demand and/or
as loads on server 120a and/or an associated network change.

[0088] For example, server 120a can determine time ot day network usage probabilities
which can be normalized and thereafter provided as a table in scaling data 832. For
example, in some implementations, an average network usage can be determined by
averaging network usage over a given time period and/or by determining a sample period
mean. Further, network usage can be provided for predetermined unitS of time, such as
' every hour. Hourly network usage can then be scaled by dividing the hourly network
usage by the average network usage, such that a value of a normalized network usage

124 1 *

probability of indicates that network usage 1s average at a given hour. Similarly, a

normalized network usage probability of “1.17 indicates that network usage 1s 10% above
average at another given hour. Hence, for example, scaling data 832 can comprise a table
of normalized network usage probabilities, each of which can be used as scaling factor

for token parameters 122a. an example portion of scaling data 832 is depicted 1n Table 1:
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[0089] Table 1

[0090] While Table 1 is arranged in rows and columns, in other implementations scaling
data 832 can comprise any suitable format. Further, in these implementations, scaling
data 832 comprises hourly times (e.g. 20:00, 21:00, etc.) for given days (e.g. Tuesday and
Wednesday) and scaling factors associated with each hour, the scaling factors determined
as described above.

[0091] A non-limiting example of determining a mean of network load/usage 1s provided
in Fig. 9, which depicts a graph 900 of network load over a 24 hour period, with a mean
usage of 0.80 MB, which is normalized to D=1, D being a time of day (TOD) scaling
factor. However, it is appreciated that the TOD scaling factor, D, could be normahzed to
any other suitable scaling factor other than “1”, and further could be based on any
suitable time period, other than a 24 hour period. Another example, of scaling data 832 is
provided in Fig. 10, which depicts a table 1000 of scaling factors D (e.g. tor Monday:
DOmon, Dimon....etc.) arranged by rows corresponding to days of the week and
columns corresponding to hours of the day.

[0092] A method 1100 of determining TOD distribution/ scaling factors D 1s depicted in
Fig. 11: Hourly usage data is collected for the global population of devices on network
105 implementing communications application 240a and third party application usage
(i.e. applications 242a). Mean usage is determined for given sample periods (e.g. over a
day, week, month). D=1 is set as the mean usage value and a D value 1s calculated for
cach hourly interval. For example, with reference to Fig. 9, when the Sample Period
Mean=0.80MB, D=1. Then, if the calculated mean usage at hour “2Mon”=1.60MB, then
D2Mon in table 1000 1.60/0.80 = 2.0. In other words, in these implementations scaling
data 832 is based on historical network usage. Again, however, it appreciated that D
could be normalized to any other suitable scaling factor other than “1”, and further could

be based on any suitable time period, other than a 24 hour period, and that the above
calculation is provided as an example only, and not to be considered unduly limiting,

[0093] In any event, once scaling data 832 is received, token parameters 122a are scaled
periodically according to scaling data 832 as will be described hereafter. For example, 1f

T, R are the aggregate token bucket sizes and refresh rates as described above, then each

of T, R can be scaled hourly using the TOD distribution factor D for that hour:
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[0094] Ta=T*D; and

[0095] Ra=R*D. .

[0096] Further, the token bucket size ba (corresponding to token bucket size b described
above) and refresh rate ra (corresponding to refresh rate r described above) for each
application 242a can be determined from:

[0097] ba=W*Ta

[0098] ra=W*Ra,

[0099] where “W” is the weight for each respective application described above.

00100} Furthermore, using Table 1, or method 1100, or any other suitable scaling
data 832, at 1 hr intervals, processor 208a, via processing of application 236a,
recalculates aggregate TB size Ba, and token refresh rate Ra using D values for that hour.
{00101} Furthermore, in these implementations, data for ecach respective
application 242a can be collected. For example, data collection counters can be set to
zero each hour and data collected for each respective application 242a and transmitted to
server 120a, either periodically, e.g. hourly, or at any other suitable time. For example,
such collected data can be transmitted to server 120a as part of a parameter change
request to change ToD D scaling factors/parameters.

00102} Furthermore, it is appreciated that as applications 242a become active or
inactive, token parameters 122a are redistributed as described above.

100103} It is further appreciated that a plurality of communication devices, similar
to device 101a, scaling data 832 can either be the same for all devices interacting with
server 120a and/or network 105a. In other words, server 120a can be enabled to provide
communications and/or analysis for the plurality of communication devices, including
device 101a, and determine scaling data for each of the plurality of communication
devices and transmit scaling data to each of the plurality of communication devices. In

some of these implementations, scaling data transmitted to all of the plurality of

communication devices can be the same scaling data, such as scaling data 832 such that

transmitted data is similarly scaled for each of the plurality of communication devices:.
However, in other implementations, scaling data can be specific to one or more of the

plurality of the communication device such that transmission of data at the one or more

of the plurality of communication devices is scaled independent of the others of the
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plurality of communication devices. Hence, transmission of data 102a from device 101a
can be controlled independently of any other devices using network 105a and/or server
120a. For example, consider that device 101a is associated with a rogue user who has
caused one or more of applications 240a, 242a to transmit large amounts of data 1023
such that a larger than allotted amount of bandwidth of network 105a is being used by
device 101a. Server 120a can determine that device 101a 1s transmitting large amounts of
data 102a and transmit scaling data 832 to device 101a comprising scaling values (1.¢.
TOD D scaling factors/parameters) that cause the amount of data 102a to be transmitted
to be severely throttled, such as TOD D scaling factors of approximately 0.1-0.3, or any
other suitable scaling factors.

100104] It 1s yet further appreciated that scaling data 832 can include weighting
data for a given application 242a to cause the given application 242a to be throttled in a
specific manner, For example, consider when the given application 242a 1s upgraded and
bandwidth usage is thereby increased, that can be larger than an acceptable threshold
value. To address this problem, at least one set of respective token parameters associated
with a respective application token bucket 252a is adjusted according to respective
scaling parameters received from a remote computing device such as server 120a, such
that transmussion of data 102 is throttled to acceptable levels and/or to pumtive levels.
[00105] Attention is now directed to Figs. 12 and 13 which are similar to Figs. 7
and 8 respectively, with like elements havi.ng like numbers with a “b” appended thereto
rather than an “a”. However system 100b further comprises a control server 1220 1n
communication with server 120b via a link 108b-4 and in communication with device
101b via a link 108b-5, each of links 108b-4 and 108b-5 being similar or different to
other links 108 and/or link 106b. 1t is further appreciated that server 1220 can be similar

to server 120b, but enabled to analyze statistics received from device 101b and trigger
server 120b to transmit data 832b to device 101b. In any event, in these implementations,
processor 208b of device 101b is further enabled to collect statistics on data usage and/or
transmission by applications 242 and transmit a statistics log 1230 to control server 1220
periodically (e.g. once every 24 hours) and/or at any other suitable time. It 1s furthermore

appreciated that data collection at device 101b for log 1230 can be implemented on a

periodic basis; for example, statistics can be collected for data usage/transmission on an
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hourly basis. Log 1230 can be processed by server 1220 and when it is determined that
scaling data 832b should be updated at device 101b, server 1220 transmit a parameter
change request 1240 to server 120b to cause/trigger server 120b to transmit scaling data
832b. In this manner, scaling data 832b can be updated based on data usage by
applications 242b at device 101b.

[00106] Those skilled in the art will appreciate that in some implementations, the
functionality of devices 101, 101a, 101b, server 120, 120a, 120b, and control server 1220
can be implemented using pre-programmed hardware or firmware elements (e.g.,
application specific integrated circuits (ASICs), electrically erasable programmable read-
only memories (EEPROMs), etc.), or other related components. In other
implementations, the functionality of devices 101, 101a, 101b, server 120, 120a, 120b,
and control server 1220 can be achieved using a computing apparatus that has access to a
code memory (not shown) which stores computer-readable program code for operation of
the computing apparatus. The computer-readable program code could be stored on a
computer readable storage medium which is fixed, tangible and readable directly by these
components, (e.g., removable diskette, CD-ROM, ROM, fixed disk, USB drive).
Furthermore, it is appreciated that the computer-readable program can be stored as a
computer program product comprising a computer usable medium. Further, a persistent
storage device can comprise the computer readable program code. It is yet further
appreciated that the computer-readable program code and/or computer usable medium
can comprise a non-transitory computer-readable program code and/or non-transitory

computer usable medium. Alternatively, the computer-readable program code could be

stored remotely but transmittable to these components via a modem or other interface
device connected to a network (including, without limitation, the Internet) over a
transmission medium. The transmission medium can be either a non-mobile medium
(¢.g., optical and/or digital and/or analog communications lines) or a mobile medium
(e.g., microwave, infrared, free-space optical or other transmission schemes) or a
combination thereof.

100107] A portion of the disclosure of this patent document contains material
which 1s subject to copyright protection. The copyright owner has no objection to the

facsimile reproduction by any one of the patent document or patent disclosure, as it
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appears 1n the Patent and Trademark Office patent file or records, but otherwise reserves

all copyrights whatsoever.

[00108] Persons skilled 1n the art will appreciate that there are yet more alternative
implementations and modifications possible, and that the above examples are only
1llustrations of one or more implementations. The scope, therefore, is only to be limited

by the claims appended hereto.
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What is claimed is:

L. A communication device comprising:

a processor, and a communication mterface, the processor configured to:
distribute token parameters of an aggregate token bucket, associated with a
communication application, to respective application token buckets associated with
at least two further applications, the communication application configured to
recetve respective data from the at least two further applications for transmission to
a network via the communication interface:
determine respective weights associated with each of the respective
application token buckets from respective data rates associated with each of the at
least two further applications, such that the token parameters associated with the
aggeregate token bucket are distributed to each of the respective application token
buckets according to the respective weights;
throttle the respective data received from the at least two further applications
via the respective application token buckets; and,
redistribute the distributed token parameters among the respective apphcation
token buckets associated with active applications when at least one of:
one or more of the at least two further applications becomes inactive; and

onec or more additional further applications become active.

2. The communication device of claim 1, wherein the token parameters comprise:

a maximum token bucket size for controtling bursts of the data; and a refresh rate,
wherein respective maximum token buckets sizes and respective refresh rates are
determined for each of the respective application token buckets such that a respective
maximum token bucket size sum is approximately the maximum token bucket size, and a

respective refresh rate sum is approximately the refresh rate.

3. The communication device of any of claims 1 to 2, wherein the token bucket
parameters are scaled periodically according to scaling data received from a remote

communication device.
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4. T'he communication device of claim 3, wherein the scaling data is one or more of:

comprising time of day network usage probabilities;
based on historical network usage; and,
1s one of:

for a plurality of communication devices, including the communication
device, such that transmitted data is similarly scaled for each of the plurality
of devices; and,

specific to the communication device such that transmission of the data
at the communication device is scaled independent of the other of the

plurality of devices.

5. A method comprising:

distributing, at a processor of a communication device, token parameters of an
aggregate token bucket, associated with a communication application, to respective
application token buckets associated with at least two further applications, the
communication application configured to receive respective data from the at Jeast two
further applications for transmission to a network via a communication interface;

determining, at the processor, respective weights associated with each of the
respective application token buckets from respective data rates associated with each of
the at least two further applications, such that the token parameters associated with the
aggregate token bucket are distributed to each of the respective application token buckets
according to the respective weights;

throtthing, at the processor, the respective data received from the at least two
further applications via the respective application token buckets; and,

redistributing, at the processor, the distributed token parameters among the
respective application token buckets associated with active appiicaiioﬁs when at least one

of:

one or more of the at least two further applications becomes inactive; and

one or more additional further applications become active.

6. The method of claim 5, where the token parameters comprise:
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a maximum token bucket size for controlling bursts of the data; and a refresh rate,
wherein respective maxunum token buckets sizes and respective refresh rates are
determined for each of the respective application token buckets such that a respective
maximum token bucket size sum is approximately the maximum token bucket size, and a

respective refresh rate sum is approximately the refresh rate.

7. The method of any of claims 5 to 6, wherein the token bucket parameters are
scaled periodically according to scaling data received from a remote communication

device.

8. The method of ¢laim 7, wherein the scaling data is one or more of:
comprismg time of day network usage probabilitics; .
based on historical network usage; and,
1S one of:
for a plurality of communication devices, including the communication device,
such that transmitted data 1s similarly scaled for each of the plurality of devices; and,
specific to the communication device such that transmission of the data at the

communication device is scaled independent of the other of the plurality of devices.

9. A computer-readable medium storing a computer program, wherein execution of
the computer program 1s for:

distributing, at a processor of a communication device, token parameters of an
aggregate token bucket, associated with a communication application, to respective
application token buckets associated with at least two further applications, the
communication application configured to receive respective data from the at least two
further applications for transmission to a network via a communication interface:

determining, at the processor, respective weights associated with each of the
respective application token buckets from respective data rates associated with each of
the at least two further applications, such that the token parameters associated with the
aggregate token bucket are distributed to each of the respective application token buckets

according to the respective weights; throttling, at the processor, the respective data

[~
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recerved from the at Icast two further applications via the respective application token
buckets; and,

redistributing, at the processor, the distributed token parameters among the
respective application token buckets associated with active applications when at least one
of:

one or more of the at least two further applications becomes inactive; and

one or more additional further applications become active.

10. The computer-readable medium ot claim 9, where the token parameters comprise:
a maximum token bucket size for controlling bursts of the data; and a refresh rate,
wherein respective maximum token buckets sizes and respective refresh rates are
determined for each of the respective application token buckets such that a respective
maximum token bucket size sum is approximately the maximum token bucket size, and a

respective refresh rate sum is approximately the retresh rate.

11.  The computer-readable medium of any of claims 9 to 10, wherein the token
bucket parameters are scaled periodically according to scaling data received from a

remote communication device.

12. The computer-readable medium of claim 11, wherein the scaling data 1s one or
more of:
comprising time of day network usage probabilities;
based on historical network usage; and,
is one of;
for a plurality of communication devices, including the communication device,
such that transmitted data is similarly scaled for each of the plurality of devices; and,
specific to the communication device such that transmission of the data at the

communication device 1s scaled independent of the other of the plurality of devices.
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