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(57) Abstract: Correcting errors of a variable data payload includes receiving
a data payload command to transfer a variable data payload from a memory
controller to a memory device, determining, based on a size of the variable
data payload, a number of cache lines for the variable data payload, assigning
the variable data payload to the number of cache lines, transferring each of
the cache lines with a cyclic redundancy check (CRC) character from the
memory controller to the memory device to create a transfer, and validating,
based on the CRC character, each of the cache lines of the transfer.
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CORRECTING ERRORS OF AVARIABLE DATA PAYLOAD

BACKGROUND

[8081] A memory contfroller is g digital circuit which manages the flow
of data payloads to and from memory devices of a computing system. The flow
may be executed by a memory command cycle. The memory command cycle
may include a number of commands such as a data pavicad command, an
activate command, and a read command or g write command. The read
command may read data payloads from the memory devices. The write
command may write the data payloads to the memory devices. The memory
devices may be dynamic random-access memory {DRAM]), synchronous
dynamic random-access memory (SDRAM), non-volatile memory such as flash

memory, other memory devices, or combinations thersof.

BRIEF DESCRIFTION OF THE DRAWINGS

[8002] The accompanying drawings illustrate various examples of the
principies described herein and are a part of the specification. The examples do
not imit the scope of the claims.

[00683] Fig. 1is a diagram of a sysiem for correcting errors of a
variable data payload, according to one example of principles described hersin.
[86084] Fig. 2 is a diagram of a system for correcting errors of a
variable data pavicad, according to ong example of principles described herein.
[6005] Fig. 3 is a flowchart of a method for correcting errors of a

variable data payload, according to one example of principles described herein.
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[6008] Fig. 4 is a flowehart of a method for correcting errors of a
variable data payload, according to one example of principles described herein.

[8007] Fig. 5is a diagram of a correcting system, according to one
example of principles described herein,

[8088] Fig. 6 is a diagram of a correcting system, according fo one
example of principles described herein.

[8008]  Throughout the drawings, identical reference numbers

designate similar, but not necessarily identical, slements.

DETAILED DESCRIPTION

[6010] As mentioned above, 3 memory controller is a digital circuit
which manages the flow of data payloads {0 and from memory devices. Further,
the data payloads may be associated with a size. The size may be in terms of
bytes. If the size of a data payload is sixty-four bytes, the memory controlier
may read or write the sixty-four bytes to or from the memory devices.,

(60111  Often, the size of the dala payloads transferred to and from the
memory devices may vary in size. Further, memory controllers fimit the number
of bytes transferred for each data payload based on a read command or a write
command 1o a fixed number of byles, such as sixty-four bytes. Transferring
larger amounts of data payloads increases the demand on the memory
coniroller and the memory devices. Further, the memory controlier may be
oplirmized for fransferring a burst length of the data pavioad or a block of the
data payload. i the memory controlier transfers a burst length of the dala
payioad to a memory device optimized for blocks of the data payload, the
memory controller may experience delays. As a resuli, the data payioad is not
transferred o and from the memory devices at an optimal rate.

[6012]  Further, errors may be introduced inio the data payload while
transferring the data pavicad o and from memory devices. When an error is
detected in the data payload, the entire data payload is retransmitted to correct
the error. i the data payload is large in size, this can negatively impact the

performance of the memory controller and the memory devices.
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[6013]  The principles described herein include a method for correcting
errors of a variable data pavicad. Such a method includes receiving a data
payload command to transfer a variable data payload from a memory coniroller
o g memory device, determining, based on a size of the variable data payioad,
a number of cache lines for the variable dala payload, assigning the variable
data pavioad {o the number of cache lines, transferring each of the cache lines
with a cyclic redundancy check {CRC} character from the memory controlier to
the memaory device to create a transfer, and validating, based on the CRC
character, each of the cache lines of the transfer. Such a method allows the
transfer of variable payloads beitween the memory coniroller and memory
device to enable multiple memory technologies to be attached to the same
memory controller as long as they are using the same protocol. As a result, the
method minimizes the retransmission of the variable data payioad by
retransmitting cache lines associated with errors instead of the entire variable
data pavicad.

[6014]  In the present specification and in the appended claims, the
term “data pavicad command” means a mechanism {o control the transfer of a
variable data payload between a memory controller and a memory device. The
data payload command may include a start address for transferring each of the
cache lines of the variable dala pavioad to the memory device, a length of the
variable data payload, a tfermination character associated with the variable data
payioad, or combinations thereof.

[6015]  in the present specification and in the appended claims, the
term “variable data payload” means information transferred between g memory
controller and a memory device. The variable data payload may be associaled
with & size, the size varying depending on the amount of information associated
with each variabie data payioad. The size of the variable data payload may be
sent to the memory devices.

[6816] In the present specification and in the appended claims, the
term “memory comntroller” means is a digital circuit which manages the flow of
variable data payloads to and from al least one memory device. The flow may

be executed by a memory command cycle. The memory command cycle may
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include a number of commands such as a data payioad command, an activate
conimand, and a read command or a write command. The read command may
read data payloads from the memory devices. The write command may wrile
the data pavicads to the memory devices.

60171  In the present specification and in the appended claims, the
term “memory device” means a mechanism to store a variable data payload as
cache lines in memory. The memory devices may include dynamic random-
access memory (BRAM), synchronous dynamic random-access meamory
(SDRAM]}, non-volatile memory such as flash memory, other memory devices or
combinations thereof. Further, the memory devices may include a number of
error registers and an overflow bit.

[6018]  In the present specification and in the appended claims, the
term “cache ling” means a portion of the variable data payioad that is transferred
to a memory device. The cache line is fixed in size and ranges from 16 to 256
bytes.

[6019]  In the present specification and in the appended claims, the
term “CRC Character” means a mechanism used to detect accidental changes
made to a cache line while transferring the cache line from a memory coniroller
to a memory device. A CRC characier may be a short, fixed-length binary
sequence that is concatenated o a cache line before the cache line is
fransferred to the memory device.

[60208]  In the following description, for purposes of explanation,
numerous specific details are set forth in order (o provide a thorough
understanding of the present systems and methods. # will be apparent,
howevaer, 10 one skilled in the art that the present apparatus, systems, and
methods may be practiced without these specific details. Reference in the
specification o “an example” or similar language means that a particular
feature, structure, or characteristic described in conneclion with that example is
included as described, but may not be included in other examples.

[8021] Fig. 1is a diagram of a system for correcting errors of a
variable data pavicad, according to onsg example of principles described herein.

As wili be described below, a correcting system is in communication with a
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memory confroller and memory devices o receive a data paylead command to
transfer a variable data payioad from a memory controller {o a memory device.
The correcting system determines, based on a size of the variable data pavload,
a number of cache lines for the variable data pavioad. Further, the correcting
system assigns the varigble daia payioad o the number of cache lines. The
correcting system transfers each of the cache lines with a CRC character from
the memory controller to the memory device to create a transfer. Further, the
correcting system validates, based on the CRC character, each of the cache
fines of the transfer,

[8022] Asillustrated, the system (100} includes a memory conirolier
(102). The memory controller (102} may be a digital circuit which manages the
flow of variable data payloads to and from memory devices {108). The flow may
be execuled by a memory command cycle. Further, the variable payload data
may be fransferred via a bus (108). The bus (108} may include a
cormnmand/address (C/A} bus and a data bus. More information about the
memory controller (102} will be described in other parts of this specification.

[8023]  The system (100} further includes the memory devices (108).
The memory devices (108} may include a number of types of memory
technologies as iong as the memory devices (106} use the same protocol.
Further, the memory devices {106} may be attached {o the memory controller
{102} via the bus {(108). More information about the memory devices (106} will
be described in other parts of this specification.

[8024]  The system (100} further includes a correcting system (104).
The correcting system (104} is in communication with the memory controller
(102} and the memory devices {106} to receive a data payload command to
transfer a variable daia payload from the memory controlier {102} to the memory
devices {(106).

10025]  Further, the correcting system (104) determines, based on a
size of the variable data payload, a number of cache lines for the variable data
pavioad. The size of the variable data payload may be sent fo the memory
devices (106} or a memory buffer depending on the architecture of the memory
devices (106).
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[6026] The correcling system (104) further assigns the variable data
payload to the number of cache lines. If the correcling system (104}
determines five cachs lines are neaded for the variable data payload, portions
of the variable data pavload ars assigned o the five cache lines.

18027] Further, the correcling system {104} transfers each of the
cache lines with a CRC character from the memory coniroller (102} to the
mernory devices {100} to create a transfer. [f the correcting system (104)
detarmines five cache lines are neaded for the variable data pavload, five cache
fines are transferred from the memory confroller (102) to the memory devices
(106} to create the transfer.

[8028] Further, the correcling system (104} validates, based on the
CRC characier, each of the cache lines of the transfer. The correcting system
{104) validatas, based on the CRC character, sach of the cache lines of the
transfer via a validating engine {114). Such a system (100} aliows the fransfer
of variable payioads between the memory controller (102) and memory devices
{106} to enable multiple memory technologies {o be atlached to the memory
controller (102} as long as they are using the same protocel. As a result, the
system {100} minimizes the retransmission of the variable data pavload by
refransmitting cache lines associated with errors instead of the entire variable
data payload. More information about the correcting system (106) will be
describad later on in this specification,

[6028] While this example has been described with reference to the
correcting system being located between the memory controller and the
mermory devices, the correcting system may be located in any appropriste
focation according o the principles described herein. For example, the
correcting system may be located on the memory coniroller, the memory
devices, other locations, or combinalions thereof.

[8030] Fig. 2 is a diagram of a sysiem for correcting errors of a
variable data payload, according to one example of principles described hersin.
As mentioned above, a correcting system is in communication with a memory
controlier and memory devices {o receive a data payload command o transfer g

variable data payload from a memory controller to a memory device. The
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correcting system delermines, based on a size of the variable dala payload, a
number of cache lines for the variable data payload. Further, the correcting
system assigns the variable data payioad o the number of cache lines. The
correcting system transfers each of the cache lines with a CRC characler from
the mearmory coniroller to the memory device (o create a transfer. Further, the
correcting system validates, based on the CRC character, each of the cache
lines of the transfer.

[6031]  Asillustraled, the system (200} includes a memory controlier
(202}. As mentioned above, the memory confroller {202) may be a digital circuit
which manages the flow of a variable data payload to and from memory devices
{206} of the system {200}, The flow may be executed by a memory command
cyele. The memory command cycle may include a number of commands such
as a data payload command, an aclivate command, and a read command or a
write command. The read command may read the variable data payload from
the memory devices (206). The variable data pavioad may be read from the
mermory devices {206) by the memory controlier (202) via a bus {(208). As
mentionad above, the bus (208) may include a C/A bus and a dafa bus. The
C/A bus may transfer commands between the memory controller (202} and the
memory devices {(206). The data bus may transfer variable data payloads
between the memory controller (202) and the memory devices (208). Further,
the write command may write the variable data payload to the memory devices
(208}. The variable data payload may be wrilten fo the memory devices (206}
by the memory coniroller (202) via the bus (208). As a resull, the variable
pavioad data may be transferred based on the memory command cyele, vig the
bus {(208).

[8032] Asillustrated, the memory coniroller (202) may include variable
data payloads (212). The variable data payloads (212) may be information that
is 1o be transferred between the memory controller (202} and the memory
devices {206}. In Fig. 2, the variable data payioads (212} includes variable data
pavioad A (212-1}, variable dala pavioad B (212-2}, and variable data pavicad C
{212-3). The variable dala payload may be associated with a size. The size of

the variable data payloads (212) may vary. For example, variable data payioad
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A {212-1) may be one-hundred twenty eight bytes. Variable data payload B
(212-2} may be one-hundred ninety-two bytes. Variable data payload C (212-3)
may be thirty-two bytes. Further, the size of the variable data payload may be
sent to the memory devices (208},

[8033] Asillusirated, the memory controlier (202) may include a
number of data payioad commands (218). The daia payicad commands {216}
may be a mechanism to conirol the fransifer of the variable data payloads (212}
between the memory controller (202} and the memory devices (208}, As
flustrated, the data payload commands (216) include data payioad command A
(216-1}, data pavioad command B {(216-2), and data payiload command C (216-
3). Data payioad command A {(216-1) may include a write command to write
varigble data payload A (212-1} to memory device A (206-1). Data payload
command B (216-2) may include a write command o write variable data
payload B (212-2} to memory device B (208-2). Data payload command C
{218-3} may include a write command {o write variable data payload C (212-3}
to memory device B (206-2).

[0034] Further, the data payiload commands (216} may include a start
address for transferring each of the cache lines to the memory devices (206).
For example, data payload command A {216-1} may indicale to transfer variable
data payload A {(212-1) starling at address of O0x002F of memory device A {(206-
1). As a resull, a first cache line associated with variable data payload A (212-
1) is transferred o the start address of 0x002F for memory device A (206-1}.

[8035] Further, the dafa pavioad commands (218} may further include
a length of the variable dala payloads {(212). The length of the variable data
payioads (212) may be representative of the size of the variable data payloads
(212}. The length of the variable data payloads (212} may be represented in
hexadecimal, binary, other representations, or combingtions thereof,

[80636]  Further, the data payload commands (216) may include a
termination character associated with the variable data payloads (212). The
termination character may be a special character that allows the correcting

system (204} to determine the size of egch of the variable dala pavioads (212).
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[8037]  The system (200} further includes the memory devices (208).
The memory devices (208} may include a number of types of memory
technologies as iong as the memory devices (206} use the same protocol. The
types of memory devices {206} may include dynamic random-3ccess memory
(DRAM), synchronous dynamic random-access memory (SDRAM), non-volatile
memory such as flash memory, other memory devices, or combinations thereof.
As a result, some of the memory devices (208} may be oplimized for varigble
data payloads that are fransferred in burst length while some of the memory
devices (206} may be optimized for variable data pavioads that are transferred
in blocks.

[8038] As illusirated, the memory devices {208} include memory
device A (206-1) and memory device B (206-2}. As will be described below,
memory device A (206-1) stores, in memory, cache lines (218) associated with
variable data payload A (212-1). Further, memaory device B (208-2) stores, in
mernory, cache lines (220} associated with variable data pavioad B (212-1}.

[6038] Further, the memory devices (206) may include error registers
{220, 224). As will be described in other paris of this specification, the error
registers (220, 224) may store errors associated with cache lines transferred
from the memory controller (202) to the memory devices (206). Further, the
error registers may include overflow bits (222, 228}, The overiflow bits (222,
226} indicate when the ermror registers (220, 224) are full. More information
about the error registers and the overflow bits will be described in other parts of
this specification.

[6040]  The system (200} further includes a correcting system (204).
The correcting system (204). In one example, the comrecting system (204)
includes a processor and computer program code. The computer program code
is communicatively coupled o the processor. The computer program code
includes a number of engines (214). The engines (214} refer {0 program
instructions to perform a designated function. The computer program code
causes the processor to execule the designated function of the engines {(214).
in other examples, the engines (214) refer to a combination of hardware and

program instructions to perform a designated function. Each of the engines
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{214} rmay include a processor and memory. The program instructions are
stored in the memory and cause the processor to execute the designated
function of the engine. As illustrated, the correcting system (204) includes a
receiving engine (214-1), a size determining engine (214-2), g cache line
determining engine {214-3), an assigning engine {(214-4}, a CRC engine {(214-
5}, a transferring engine {(214-6}, a validating engine (214-7), and a
retransmitling engine (214-8).

[6041]  The receiving engine {(214-1) receives a datla pavioad
command o transfer a variable data payload from the memory controlier (202)
to the memory device (206). The receiving engine (214-1) may receive data
payload command A {(216-1) to transfer variabie daia payioad A (212-1) from
the memory confroller (202} fo memory device A (206-1}. The receiving engine
{214-1) may further receive data payload command B (216-1) {o transfer
variable data payload B (212-2} from the memory controlier {202) to memory
device B (206-2). Still further, the receiving engine (214-1) may receive data
pavioad command C (216-3) to transfer variable data payload C (212-2) from
the memory controlier (202) to memory device B (206-2).

[8042] The size determining engine (214-2) determines a size of the
variable data payload. As described above, variable data payload A (212-1)
may be determined to be one-hundred twenty eight byles. Variable data
payioad B (212-2) may be determined to be one-hundred ninety-two bytes.
Variable data payload C (212-3) may be thirty-two bytes.

[8843]  The cache line determining engine {214-3} defermines, based
on the size of the variable data payioad, a number of cache lines for the variable
data pavicad. If a cache line is sixty-four bytes, the cache line determining
engine {214-3) determines two cache lines are needed to transfer variable data
payload A (212-1) from the memory coniroller (202} (o memory device A (206-
1). Similarly, the cache line determining engine (214-3) determines three cache
line is needed for variable data pavicad B (212-2).

[8044] As mentioned above, the correcting system (204) includes an
assigning engineg (214-4). The assigning engine (214-4) assigns the variable

data pavicad to the number of cache lines. For example, the assigning engine

10
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{214-4) assigns variable data payload A {212-1} fo two cache lines. As will be
described below, the two cache lines for variable data payload A {(212-1} are
transferred to memory device A {(206-1} as cache line A (218-1) and cache line
B {218-2). Further, variable dala payload B’s three cache lines are transferred
o memory device B (206-2) as cache ling C (220-1), cache line D {220-2}, and
cache line & {220-3).

[8845] The CRC engine (214-5) determines a CRC character for each
of the cache lines (218, 220). A CRC character may be a mechanism used to
detect accidental changes made io a cache line while fransferring the cache line
from the memory controller (202} and the memory devices (208). The CRC
character may be a short, fixed-length binary sequence that is concatenated to
a cache ling. The CRC engine (214-5) may determineg the CRC characters
based on various methods and tachniques.

[86846]  The transferring engine {214-6) transfers each of the cache
lines with a CRC character from the memory controller (202} to the memory
devices (206}, Variable data payload A (212-1) is transferred fo memory device
A (206-1) as cache ling A (218-1) and cache line B (218-2). Further, cache line
A {218-1} and cache line B {218-2) may include CRC characters.

180477  Further, variable data payload B (212-2) is transferred o
memory device B (206-2) as cache line C (220-1), cache line D (220-2), and
cache line £ {220-3). Cache line C (220-1), cache line D (220-2), and cache
line k£ (220-3} may include CRC characters.

[8048] The validating engine {214-7} validates, based on the CRC
character, each of the cache lines of the transfer. The validaling engine (214-73
validates, based on the CRC character, each of the cache lines of the transfer
by obtaining the CRC character associated with each of the cache lines before
the transfer and oblaining the CRC character associated with each of the cache
lines after the transfer.  For example, the validating engine (214-7) obtains the
CRC characier associated with cache line A {218-1) before the transfer and
obtains the CRC character associated with cache line A (218-1) after the

transfer. Further, the validating engine (214-7} obtains the CRC characler

11
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associated with cache line B (218-2) before the transfer and obtains the CRC
character associalted with cache line B (218-2) after the transfer.

[8048] The validating engine {214-7} further validates, based on the
CRC characier, each of the cache lines of the transfer by comparing the CRC
characlers for each of the cache lines to determing if an error has occurred
while transferring the cache lines from the memory controller (202} to the
mernory device (206). Further, the validating engine {(214-7) stores, based on
overfiow bits {222, 228} of error registers (220, 224), an address of the cache
fine associated with the error in at least one of the error registers (220, 224) of
the memory devices {206). For exampile, the validating engine (214-7)
compares the CRC characters for cache line A (218-1} before and after the
ransfer. If the CRC characters for cache line A (218-1) match, an error did not
occur during the transfer. However, if the CRC characters for cache line A (218~
1} do not match, an error did occur during the transfer. As a result, the address
of cache line A {218-1)} is stored in error register A (220-1). Further, the
validating engine (214-7) compares the CRC chargcters for cache line B (218-
2). M the CRC characters for cache line B (218-2) match an error did not occur
during the transfer. However, if the CRC characters for cache line B (218-2) do
not match an error did occur during the transfer. As a resull, since the error
registers (220} are full, the overflow bit (222} is set,

[80650]  The retransmiiting engine (214-8) retransmils at least one of
the cache lines to correct errors associated with the transfer. The retransmitting
engine (214-8) retransmits at least one of the cache lines to correct the errors
associated with the transfer by determining if the overflow bit (222, 226) of error
registers (220, 224) is set. An overflow bit (222, 226) of 0 indicates the overfiow
bit (222, 226} is not set. An overflow bit (222, 226) of 1 indicales the overflow
bit (222, 226} is sel. Further, the overflow bit (222, 226} of the error registers
(220, 224) is set when an error threshold is exceeded. The error threshold may
correspond o the number of error registers of the memory device. For
example, memory device A (206-1) includes one error register, error register A
{220-1). As a resull, the error threshold for memory device A (206-1}is one. If

the variable data payload is received and the overflow bit (222, 226} has not
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been set, then the memory controller (202) sels the datla pavioad size {o thirly
two bytes or sixty-four bytes and schedules re-tries only for the transfers which
have exhibited uncorrectable errors. If the overflow bit (222, 228} is sei, the
whole variable data payload will be refried. If the variable data pavyioad
coniinues to be uncorrectable after the retry it will be flagged as an
uncorrectable ermror.

[8851]  As a resull, the retransmitling engine (214-8) retransmits,
based on the overflow bit {222, 226}, at least one of the cache lines associated
with the error. Further, each of the cache lines is retransmitted when ths
overflow bit (222, 226} is set.

[8052] An overail example of the system {200} will now be described.
The receiving engine (214-1) receives data payload command A (216-1) o
fransfer a variable data pavicad A (212-1) from the memory conirolier (202) o
memory device A {(206-1}. The size determining engine {214-2) determines the
size of variable data payload A (212-1) as one-hundred fwenty-eight byles. The
cache line delermining enging (214-3} determines that variable data payload A
(212-1} is 1o be represenied as two cache lines. The assigning engine (214-4)
assigns variable data pavload A {212-1} to two cache lines. The CRC engine
(214-5) determines eight bit CRC characters for each of the fwo cache lines for
varigble data payload A (212-1}. The transferring engine (214-8) transfers, the
two cache lines with the CRC characiers from the memory controller (202} o
memory device A (206-1) as cache line A (218-1) to cache line B {218-2). The
validating engine (214-7) turther validates, based on the CRC character, each of
the cache lines of the ransfer as described above. In this example, cache line
A (218-1) includes an error because the CRC characters do not match., As a
result, the address of cache line A {218-1) is stored in error register A (220-1}.
Further, cache line B {218-2) does not include an error because the CRC
characters match. Since the overflow bit (222} was not set, cache line A (218-1)
is retransmitied by the retransmitling engine (214-8}.

[6053] Fig. 3 is a flowchart of a method for correcling errors of a
variable data pavicad, according to onsg example of principles described herein.
The method (300} may be execuied by the system (100} of Fig. 1. The method

13
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{300} may be executed by other systems such as sysiem 200, system 500, or
system 800. In this example, the method {300} includes receiving (301} a data
payload command to transfer a variable data payload from a memory coniroller
o g memory device, determining (302}, based on the size of the variable data
payload, a number of cache lines for the variable data payload, assigning {303}
the variable data payioad to the number of cache lines, transferring (304 each
of the cache lines with a CRC character from the memory controiler to the
memory device, and validating (305}, based on the CRC character, each of the
cache lines of the transfer,

[8054] As mentioned above, the method (300} includes receiving
(301} a data payload command to fransfer a variable data pavicad from a
memeory comntrolier to a memory device. The dala pavload command may
include a start address in the memory device, a length of the variable data
payioad, a termination character, or combinations thereof.

[8055] As mentioned above, the method (300) includes determining
{302}, based on the size of the variable data payload, a number of cache lines
for the variable data pavioad. The method (300) determines, based on the size
of the variable data pavload, the number of cache lines for the variable data
payload by determining a burst length, determining a bit width of the memory
device, and determining a prefeich amount as described above.

[8056] As mentioned above, the method (300) includes assigning
{303} the variable data payload to the number of cache lines. If the method
(300} determines four cache lines are needed for the variable data payload, the
variable data pavicad is divided into four equal sizes. Each of the four equal
sizes of the variable data paylead is assigned io a cache line,

[B0S7]  As mentioned above, the method (300} includes fransferring
{304} each of the cache lines with a CRC character from the memory controller
to the memory device. If the variable data payload is divided into four cache
lines, each of the four cache lines is sent {0 the memory device with a CRC
character.

[6058] As mentioned above, the method (300) includes validating

{305), based on the CRC characler, each of the cache lines of the transfer.
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Validating, based on the CRC character, each of the cache lines of the transfer
includes obtaining the CRC character associated with each of the cache lines
before the transfer and obtaining the CRC character associated with sach of the
cache lines after the transfer,

[8058]  Further, validating (308}, based on the CRC character, each of
the cache lines of the transfer includes comparing the CRC characters for each
of the cache lines to delermine if an error has occurred while transferring the
cache lines from the memory controlier to the memory device and storing,
based on a flow bit of emror regisiers, an address of the cache ling associated
with the error in at least one of the error registers of the memory device.

[8068] Further, the validaling {305) may be performed in parallel with
the transferring (304). This may reduce the time the method (300) takes to
validate each of the cache lines. While this method (300} has been described
with reference to transferring cache lines, the method (300} may transfer the
entire variable data payload.

[6081] Fig. 4 is a flowehart of a method for correcting errors of a
variable data pavioad, according to one exampla of principles described herein.
The method (400} may be executed by the system (100} of Fig. 1. The method
{(40C) may be executed by other systems such as systemn 200, system 500, or
system 600. In this example, the method {400} includes receiving (401) a data
payload command 1o transfer a variable data payload from a memory controller
to a memory device, determining (402) the size of the variable data payioad,
determining (403}, based on a size of the variable data payioad, a number of
cache lines for the variable data payload, assigning {(404) the variable data
pavioad to the number of cache lines, determining {405) a CRC character for
each of the cache lines, transferring (406} each of the cache lines with the CRC
characler from the memory controller to the memory device to creale a transfer,
validating {407}, based on the CRC characler, each of the cache lines of the
transfer, and retransmitting (408} at ieast one of the cache lines o correct errors
associated with the transfer.

[6062] As mentioned above, the method (400) includes determining

(402} a size of the variable data payload. The size of the variable daia payload
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may be sent on predefined address tanes of the memeory controller and encoded
in hex, For exampls, a hex value of 0xGO0F indicates that the variable data
payload is one-kilobyte.

[6083] As mentioned above, the method (400) includes determining
{405} the CRC character for each of the cache lines. Depending on the size,
complexity, and operation of the memory controller and the memory devices,
the CRC character may vary in length. For a simple memory controller and the
memory devices, the CRC character may be three bits. For a complex memory
controller and the memory devices, the CRC character may be gight bits. The
CRC character for each of the cache lines may be distinct from one another.
The CRC character for each of the cache lines may be the same vaiue.

[6084] As mentioned above, the method (400} includes refransmitting
{408} at least one of the cache lines 1o correct errors associated with the
transfer. Retransmitling the at least one of the cache lines to correct the errors
associated with the transfer includes determining if an overfiow bit of error
registers is set. if the overflow bit is not set, cache lines with errors are
retransmitied by the method (400). If the overflow bil is set, all of the cache
tines associated with the variable data payload is retransmitied by the method
(400C).

(60651  To avoid retransmitling large amounts of data and to improve
the performance of the memory controller, the memory coniroller may keep
track of the addresses of each of the cache lines during the validating (407},
This may be accomplished via a counter. The counier increments the physical
address of the cache line received after each validating (407} check ocours.
Further, since the physical addresses of the cache lines that have exhibited
errors have been siored and if the retransmitling (408) is successiul, the method
(400} repopulates the corrected cache line inside the variable data payicad.

[8086]  While this method (400) has been described with reference o
using CRC characters for validation, other techniques may be used. OGther
techniques may include ulilizing error correcting code.

[6067] Fig. 5is a diagram of g correcling system, according to ong

example of principles described herein. The correcting system {500) includes a
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receiving engine {514-1), g size delermining engine (514-2), a cache line
determining engine {514-3}, an assigning engine {514-4}, a CRC engine (514
5), a ransferring engine (514-6}, validating engine (514-7}, and a refransmiiting
engine {514-8). The engines (814) refer to a combination of hardware and
program instructions to perform a designated function. Each of the engines
{514} may include a processor and memory. The program instructions are
stored in the memory and cause the processor (o execute the designated
function of the engine,

[0068] The receiving enging {514-1) receives a data payioad
conmmand o transfer a variable data payload from a memory controller to a
memory device. The receiving engine (514-1}) may receive one dala payioad
command o transfer a variable data payleoad from a memory controller to 3
memory device. The receiving engine (514-1) may receive several dala
payload commands {o ransfer several variable data payload from a memory
controller to a memory device.

[6068] The size delermining engine (514-2) determines a size of the
variable data payload. The size delermining engine (514-2) may defermine the
size of the variable data payload in bils, bytes, kilobytes, gigabyles, lerabytes,
other sizes, or combinations thereof.

[8078] The cache line delermining engine {514-3) determines, based
o the size of the variable data payload, a number of cache lines for the variable
data pavioad. The cache line determining engine (514-3) determiines the
number of cache lines based on the size of the cache lines. If a variable data
pavioad is one kilobyte and a cache lines is sixty four byles, the cache line
determining engine {514-3) defermines sixteen cache lines are needed for the
variable data payload.

18071} The assigning engine {(514-4} assigns the variable data
payload to the number of cache lines. If sixieen cache lines are needed for the
variable data payload, the assigning engine (514-4) assigns the variable data

pavioad fo sixteen cache lines.
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[86072] The CRC engine (614-5) delermines the CRC characler for
each of the cache lines. The CRC character may be two bits, four bits, sight
bits, or other lengths of bits depending on the size of the variable data pavicad.

[8073] The transferring engine (514-8) transfers each of the cache
fines with 3 CRC character from the memory controller {0 the memory device.
The transferring engine {(514-6) may transfer each of the cache lines with a CRC
character from the memory coniroller to the memory device in 3 sequential
order.

[0074] The validating engine (514-7) validates, based on the CRC
character, each of the cache lines of the transfer. The validating engine (514-7)
may randomiy validate at least one cache line of the transfer.

[8075]  The retransmilting engine (514-8) retransmits at least one of
the cache lines to correct errors associated with the fransfer. The retransmitting
engine {514-8) retransmits at least one of the cache lines to correct errors
associated with the transfer based on an overflow bit.

[6078] Fig. 6 is a diagram of g correcling system, according to ong
axample of principles described herein. In this exampls, correcting system
(600} includes processing resources (602) that are in communication with a
machine-readable storage medium (804). Processing resources (602) include
at least one processor and other resources used o procass instructions. The
machine-readable siorage medium (604) represents generally any memory
capable of storing data such as instructions or data structures used by the
correcting system (80C). The instructions shown stored in the machine-
readable storage medium (804} includes receiving insiructions (6086}, size
determining insiructions (608), cache line determining instructions (610},
assigning instructions (612}, CRC determining instructions (614), transferring
instructions (6186}, validating instructions (618}, retransmitling instructions {620).

[80677]  The machine-readable storage medium (604) contains
computer readable program code to cause tasks {o be executed by the
processing resources (602}, The machine-readable storage medium may be
tangible and/or physical storage medium. The machine-readable storage

medium may be any appropriate storage medium that is not a transmission
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storage medium. A non-exhaustive list of maching-readable siorage medium
types includes non-volatile memory, volatile memory, random access memory,
write only memaory, flash memory, electrically erasable program read only
memory, or types of memory, or combinations thereof.

[8078] The receiving insiructions (606} represents instructions that,
when executed, cause the processing resources (602) to receive a data payload
command o transfer g variable data pavioad from a memory controller to a
memory device. The size determining instructions (608) represents insiructions
that, when executed, cause the processing resources {802) o determine a size
of the variable data pavicad.

[8078] The cache line delermining instructions {610) represents
insiructions that, whean execuled, cause the processing resources {802} o
determineg, based on the size of the variable data payload, a number of cache
lines for the variable data payload. The assigning instructions (612} represents
instructions that, when execuled, cause the processing resources (602} to
assign the variable dala pavioad io the number of cache lines.

[8088] The CRC determining instructions {(614) represents instructions
that, when executed, cause the processing resources {(602) {o determine the
CRC character for each of the cache lines. The transferring instructions {616}
represents instructions that, when exscuted, cause the processing resources
{602} to transfer each of the cache lines with a CRC character from the memory
coniroller to the memory device.

[8881]  The validating instructions (618} represents instructions that,
when execuled, cause the processing resources (602) to validate, based on the
CRC character, each of the cache lines of the transfer. The refransmitting
instructions (620} represents instructions that, when executed, cause the
processing resources (802) fo retransmit at least one of the cache lines to
correct errors associated with the transfer.

[64682] Further, the machine-readable siorage medium (604} may be
part of an instaliation package. In response to installing the instaliation
package, the instructions of the machine-readable storage medium (604) may

be downloaded from the instaliation package’s source, such as a poriable
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medium, a server, a remote networll location, another location, or combinations
thereof. Portable memory media that are compatible with the principles
described hersin include DVDs, CDs, flash memory, portable disks, magnetic
disks, optical disks, other forms of portable memory, or combinations thereof. In
other examples, the program instructions are already instalied. Here, the
memory resocurces can include integrated memory such as a hard drive, a solid
staie hard drive, or the like.

[6083] In some examples, the processing resources (602} and the
meamory resources {602} are located within the same physical component, such
as a server, or a network component. The machine-readable storage medium
{504} may be part of the physical component’s main memory, caches, registers,
nor-volatile memory, or elsewhere in the physical component’s memory
hierarchy. Alternatively, the machine-readable storage medium (604) may be in
communication with the processing resources {602) over a network. Further,
the data struciures, such as the libraries, may be accessed from a remole
location over a network connection while the programmed instruclions are
focated locally. Thus, the correcting system (600) may be implemeniedon a
user device, on a server, on a collection of servers, or combinations thereof,

[8084] The correcting system {600) of Fig. 6 may be part of a general
purpose computer. However, in allerative examples, the correcting sysiem
{600) is part of an application spacific integrated circuit.

[G6885] The preceding description has been presented to flustrate and
describe examples of the principles described. This description is not intended
to be exhaustive or to limit these principles to any precise form disclosed. Many

modifications and variations are possible in light of the above teaching.
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CLAIMS

WHAT IS CLAIMED 15!

1. A method for correcting errors of g variable data payload, the

method comprising:

receiving a data payload command to transfer a variable
data pavioad from a memory controller 1o a memory devics;

determining, based on a size of the variable data payload, a
number of cachs lines for the variable data payload;

assigning the variable data payicad fo the number of cache
lines;

transferring each of the cache lines with a cydlic
redundancy check {CRC) character from the memory controller to
the memory device o creale a transfer; and

validating, based on the CRC characler, sach of the cache

lines of the transfer.

2. The maethod of claim 1, in which validating, based on the CRC

character, each of the cache lines of the transfer comprises:

obtaining the CRC character associated with each of the
cache lines befors the transfer;

obtaining the CRC character associated with each of the
cache lines after the transfer;

comparing the CRC characters for each of the cache lines
to determine it an error has cccurred while transferring the cache
fines from the memory controller to the memory device; and

storing, based on an overflow bil, addresses of the cache
lines associated with the error in at least one error register of the

memory device.
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3. The method of claim 1, further comprising refransmitting at least
one of the cache lines to correct errors associated with the

fransfar.

4, The method of claim 3, in which retransmitling the at least one of
the cache lines to comrect the errors associated with the transfer
comprises:

determining if an overflow bit is set; and
refransmitting, based on the overfiow bit, al lsast one of the

cache lines associated with the error.

5, The method of claim 4, in which the overflow bit is sef when an
error threshold is exceedad, the error threshold corresponding (o a

number of error registers of the memory device.

6. The msthod of claim 4, in which each of cache lines is

refransmitied when the overflow bit is set.

7. The maethod of claim 1, further comprising:
determining the size of the varigble dala pavioad; and

determining the CRC character for each of the cachs lines.

8. A systemn for correcting errors of a variable data payload, the

system comprising:

an assigning engine to assign a variable data pavilcadio a
number of cache lines;

a CRC determining engine to delermine a cyclic
redundancy check (CRC) character for each of the cache lings:

a transferring engine to transfer each of the cache lines with
the CRC character from a memory controller to a memory device

{o creale a transfer;
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a validating engine to validate, based on the CRC
charactar, each of the cache lines of the transfer; and
a retransmitling engine {o retransmit at least one of the

cache lines to correct srrors associated with the transfer,

g The systemn of claim 8, in which validating engine validates, based

on the CRC character, each of the cache lines of the transfer by:

obiaining the CRC character associaled with each of the
cache lines before the transfer;

obtaining the CRC character associated with each of the
cache lines after the fransfer;

comparing the CRC characters for each of the cache lines
o determine if an error has occurred while transferring the cache
lines from the memory controller to the memory device; and

storing, based on an overflow bit, addresses of the cache
lines associated with the error in al least one error register of the

memory device.

10.  The system of claim §, in which the refransmitting engine
retransmiis the at lsast one of the cache lines o correct the errors
associated with the transfer by:

determining if an overflow bit is sel; and

refransmitting, based on the overfiow bit, al lsast one of the
cache lines associated with the error;

in which the overflow bit is set when an error threshoid is
exceeded, the error threshold corresponding to a number of error

registers of the memory devics.

11, The system of claim 8, further comprising:
a receiving engine o receive g data payload command to
transfer the variable data payload from the memory controlier to

the memory device;
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a size determining engine to determine a size of the
variable data pavipad; and

a cache line determining engine to delerming, based on the
size of the variable data payload, the number of cache lings for the

variahle data pavioad.

12. A machine-readable storage medium sncoded with instructions for
correcting errors of a variable data payload, the instructions
executable by a processor of a system to cause the system o

assign a variable data payload to a number of cache lines;

transfer each of the cache lines with a cyelic redundancy
check {CRC) character from a memory coniroller to a memory
device {o create a transfer;

validate, based on the CRC character, each of the cache
lines of the transfer; and

retransmit at least one of the cache lines to correct errors

associated with the transfer.

13.  The product of daim 12, further comprising instructions that, when

execuied, cause the processor {o:

obtain the CRC character associated with each of the
cache lines before the transfer;

obrtain the CRC character associated with each of the
cache lines after the fransfer;

compare the CRC characters for each of the cache lines to
determine it an error has occurred while transferring the cache
lines from the memory controller to the memory device; and

store, based on an overfiow bil, addresses of the cache
lines associated with the error in at least one error register of the

memory device.
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The product of claim 12, further comprising instructions that, when
executed, cause the processor {o

determine if an overfiow bit is set; and

retransmil, based on the overflow bit, at least ons of the

cache lines associated with the error.

The product of dlaim 12, further comprising instructions that, when
execuied, cause the processor {o:

receive a data payload command o transfer the variable
data pavioad from the memory controller to the memory device;

determine, based on a size of the variable data payload, the
rurmber of cache lines for the variable data payload;

determine the size of the variable data pavload; and

detarmine the CRC character for each of the cache lines.
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