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Abstract:

A method of maintaining the security of an authentication session comprises operating a camera
device to continuously capture a view of an environment of a computing device, performing face
detection to detect all faces in the environment, performing comparisons between faces detected in
the environment and faces of a set of authorized users, at a first time, detecting a first face of an
authorized user of the set in the view of the environment and, in response, allowing the authorized
user to operate the computing device, and at a second time after the first time, one of failing to detect
the first face or detecting a second face that is not of an authorized user of the set in the view of the
environment, and, in response, at least partially blocking operator access to input and output devices
including blocking a display of the computing device.
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SYSTEM AND METHOD FOR CONTINUOUS PRIVACY-PRESERVING FACIAL-
BASED AUTHENTICATION AND FEEDBACK

TECHNICAL FIELD
The presently disclosed subject matter generally relates to the field of user
authentication and session security for electronic devices. More particularly, the present
disclosure relates to systems and methods for biometric access control to electronic devices

on a continuous or semi-continuous basis.

BACKGROUND

The most common interaction with an authentication mechanism for an electronic
device is when a user enters their password to log into a computer, mobile device, or a
website. The user may enter the password once, it is authenticated by the operating system
(“OS™), and then a user session is unlocked. The session may remain unlocked until it goes
into sleep mode due to inactivity for a certain period of time or until the user locks or logs out
explicitly.

In a less common, but ever-increasing fashion, two-step authentication may be used to
unlock a user session on an electronic device. In these cases, a user provides a second
authentication factor, for example, a physical device, a one-time passcode, or a biometric
pattern. What all these authentication solutions have in common is that they authenticate the
user only once, at the unlocking phase. Once successfully authenticated, there are no further
restrictions or controls on access to the device resources to protect against unauthorized
access cxcept for limited number of administrative tasks that occasionally might require re-
authentication of the user.

Security issues may arise if a user leaves their unlocked computer or other device or
system unattended. The computer may not know that a person who accesses the user session
after an initial login is the same person using the computer who authenticated on the login
screen, or another person who has come across an unlocked and unattended computer. This
may be a particular concern if that computer is in a hospital where private patient records are
stored or in a bank or [inancial institution with access (o millions of bank accounts, il the
computer is an unattended computer in a police car, or if the computer is that of a government

employee with access to confidential information.
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SUMMARY

Aspects and embodiments disclosed herein provide for an organization to implement
robust security policies that go beyond first and only authentication; to ensure that data is not
compromised at the endpoint most often abused for network security - the person using the
computer.

In accordance with one aspect, there is provided a method of maintaining the security
of an authentication session. The method comprises operating a camera device to
continuously capture a view of an environment of a computing device, performing face
dctection to detect all faces in the environment, performing comparisons between faces
detected in the environment and faces of a set of authorized users, at a first time, detecting a
first face of an authorized user of the set in the view of the environment and, in response,
allowing the authorized user to operate the computing device, and at a second time after the
first time, one of failing to detect the first face or detecting a second face that is not of an
authorized user of the set in the view of the environment, and, in response, at least partially
blocking operator access to input and output devices including blocking a display of the
computing device.

In some embodiments, blocking the display of the computing device includes one of
displaying a popup window that blocks the view of the screen or blurring the screen.

In some embodiments, blocking the display of the computing device includes
displaying an advertisement on the display.

In some embodiments, the method further comprises unblocking operation of the
computing device responsive to the detecting the first face in the view of the environment
subscquent to failing to detect the first face in the view of the environment.

In some embodiments, unblocking operation of the computing device is contingent on
not detecting the second face in the view of the environment.

In some embodiments, the method further comprises sending an alert to another
computing device responsive to onc of failing to detect the first face or detecting the second
face in the view of the environment.

In some embodiments, the method further comprises maintaining a record of faces in
the view of the environment.

In some embodiments, the method further comprises recording a video of the second
face when the second face is in view of the environment.

In some embodiments, performing the comparisons includes performing pose
eslimation (o obtain a difference veclor and performing a cosine difference calculation

2
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between a face in the view of the environment and a face of authorized user of the computing
device.

In some embodiments, the method further comprises using a tracking algorithm to
correlate history of a location of a face in the view of the environment across a time vector
and using prior recognitions of the face to adjust thresholds and allow detection when the
face is not fully visible or not at correct angles required for detection.

In some embodiments, the comparisons between faces detected in the environment
and the faces of the set of authorized users are performed multiple times per second.

In somc embodiments, the comparisons between faces detected in the environment
and the faces of the set of authorized users are performed in every frame of video captured by
the camera device.

In some embodiments, geospatial data about faces of the set of authorized users that
uniquely identifies the faces are stored locally only locally on the computing device.

In some embodiments, geospatial data about faces of the set of authorized users that
uniquely identifies the faces are encrypted and shared between multiple computing devices
connected within a local private network.

In some embodiments, the method is utilized independently of an initial form of user
authentication that initially unlocks the computing device.

In some embodiments, the method further comprises registering an authorized user
with the computing device by building and storing a record of geospatial data about the face
of the authorized user using video frames of the face from different angles captured by the
camera device.

In some embodiments, the method further comprises updating the stored record when
a positive identification of the user is made to add alternative poses and improve future face
matching effectiveness.

In some embodiments, the method further comprises building the update to the stored
record from video frames of the face from different angles captured by the camera device.

In some embodiments, the method further comprises assessing environmental
variables in the view of the environment and adjusting detection thresholds for performing a
positive detection of [aces in the view of the environment responsive Lo the environmental
variables.

In some embodiments, the method further comprises detecting and preventing
spoofing by using vector of time to detect movement in head pose and features of the face

over a lime period to prevent 2D altacks.

CA 03235841 2024-4-22



10

15

20

25

30

WO 2023/069719 PCT/US2022/047436

In some embodiments, the method further comprises using an alternative AI model
that utilizes more processing power than the method of claim 1 in exchange f(or providing
higher accuracy of face re-identification, that is leveraged with less frequency to validate and
allows reinforcement learning and online improvement for the method of claim 1.

In accordance with another aspect, there is provided a non-transitory computer
readable media having instructions encoded thereon, which when executed by a computer
processor causes the computer processor to perform a method comprising operating a camera
device to continuously capture a view of an environment of a computing device, performing
facc detection to detect all faces in the cnvironment, performing comparisons between faccs
detected in the environment and faces of a set of authorized users, at a first time, detecting a
first face of an authorized user of the set in the view of the environment and, in response,
allowing the authorized user to operate the computing device, and at a second time after the
first time, one of failing to detect the first face or detecting a second face that is not of an
authorized user of the set in the view of the environment, and, in response, at least partially

blocking operation of the computing device.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing summary, as well as the [ollowing detailed description of various
embodiments, is better understood when read in conjunction with the drawings provided
herein. For the purposes of illustration, there is shown in the drawings exemplary
embodiments; however, the presently disclosed subject matter is not limited to the specific
methods and instrumentalities disclosed.

FIG. 1 is an cxamplc functionality overview of a systcm and mcthod for biometric
user authentication as disclosed herein;

FIG. 2 is a diagram of an example of a communications flow for embodiments of a
system and method for biometric user authentication as disclosed herein;

FIG. 3A represents a face detection algorithm;

FIG. 3B represents a head pose estimation model;

FIG. 3C represents a face re-identification model;

FIG. 3D represents a human pose estimation model;

FIG. 3E represents a person re-identification model;

FIG. 4 is a flow diagram of creation of detection objects;

FIG. 5 is a flow diagram of a face matching algorithm;

FIG. 6 illustrates types of possible associations for a tracker update;

4
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FIG. 7 is a table illustrating conditions for updating of scene states; and
FIG. 8 presents a summary of technical details of three diflerent use cases [or of a

system and method for biometric user authentication as disclosed herein.

DETAILED DESCRIPTION

The presently disclosed subject matter is described with specificity to meet statutory
requirements. However, the description itself is not intended to limit the scope of this patent.
Rather, the inventors have contemplated that the claimed subject matter might also be
cmbodicd in other ways, to include different steps or clements similar to the oncs described in
this document, in conjunction with other present or future technologies.

Reference in this specification to “one embodiment” or “an embodiment”” means that
a particular feature, structure, or characteristic described in connection with the embodiment
is included in at least one embodiment of the disclosure. The appearances of the phrase “in
one embodiment’ in various places in the specification are not necessarily all referring to the
same embodiment, nor are separate or alternative embodiments mutually exclusive of other
embodiments. Moreover, various features are described which may be exhibited by some
embodiments and not by others. Similarly, various requirements are described which may be
requirements for some embodiments bul not [or other embodiments.

As used herein, a device or a module may refer to a device or combination of devices
that may include hardware, software, firmware, or combination of these. The module may be
machine-implemented instructions.

Furthermore, the described features, structures, or characteristics may be combined in
any suitable manncr in onc or more cmbodiments. In the following description, numcrous
specific details are provided, to provide a thorough understanding of embodiments of the
disclosed subject matter. One skilled in the relevant art will recognize, however, that the
disclosed subject matter can be practiced without one or more of the specific details, or with
other methods, components, materials, ctc. In other instances, well-known structurces,
materials, or operations are not shown or described in detail to avoid obscuring aspects of the
disclosed subject matter.

All numeric values are herein assumed (o be modified by the term “about,” whether or
not explicitly indicated. The term “about” generally refers to a range of numbers that one of
skill in the art would consider equivalent to the recited value (i.e., having the same or
substantially the same function or result). In many instances, the terms “about” may include

numbers that are rounded Lo the nearest signilicant figure. The recitation of numerical ranges
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by endpoints includes all numbers within that range (e.g., 1 to 5 includes 1, 1.1, 1.01, 1.05,
1.2,1.08,13,14,1.5,1.6,1.7.1.8, 1.9, 2,2.75, 3, 3.80, 4, and 5).

The following detailed description should be read with reference to the drawings, in
which similar elements in different drawings are identified with the same reference numbers.
The drawings, which are not necessarily to scale, depict illustrative embodiments and are not
intended to limit the scope of the disclosure.

It is to be understood that both the foregoing general description and the following
detailed description are exemplary and explanatory only, and are not restrictive of the
invcntion, as claimed. In this application, the usc of the singular includces the plural, the word
“a” or “‘an” means “at least one,”” and the use of “or” means “and/or,” unless specifically
stated otherwise. Furthermore, the use of the term “including,” as well as other forms, such as
“includes™ and “included,” is not limiting. Also, terms such as “element” or “component”
encompass both elements and components comprising one unit and elements or components
that comprise more than one unit unless specifically stated otherwise.

Continuous identity verification (CIV) is a mechanism that frequently (continuously
or semi-continuously) verifies a user’s authenticity after they have logged in to a computer,
workstation, or other electronic device, all of which are encompassed by the general term
“device” herein, [or the entire duration of the compulting session. Continuous identity
verification targets a large risk factor in computer security - the people who leave their
workstations unlocked and unattended. It protects against tailgating - the takeover of an
unlocked computer by another person (unattended terminal takeover) when a user goes to
lunch or a meeting. It also protects against piggybacking - when a user knowingly gives an
unauthorized person access to their system/session. It also prevents those who look over the
user’s shoulder (shoulder-surfing) to be able to read sensitive information being accessed by
the user.

Aspects and embodiments of systems and methods disclosed herein, referred to as
“Guacamole ID” usc continuous or scmi-continuous biometric matching, for cxample, facial
recognition/facial matching to ensure that the verified user is still present after initial log into
to their device and locks the session if the user leaves, or if an unauthorized person is
detected looking at the device screen. It should be understood that that the terms
“continuous™ or “semi-continuous” may include biometric matching that is performed either
continuously or in a periodic manner more than once after an initial log-in to a device, for
example, multiple times a second, between every second and every minute, for every frame

(or every 2-5 or other small number of [rames) of video captured by a video-capture device ol
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the electronic device. A user’s device may be locked if the continuous or semicontinuous
biomelric authentication [(ails, for example, il a user leaves their device or an unauthorized
user appears in a position in which they may view the screen of the device. Once the
authorized user comes back or the unauthorized person leaves the front of the screen, the

device may be automatically unlocked.

System Overview:

Aspects and embodiments of systems and methods disclosed herein leverage novel
visual analytic tcchnology for personal device access and background monitoring. These
aspects and embodiments use video footage captured from the front-facing camera or
webcam of a device, and use this footage to search for faces. The system uses known face
recognition technologies to verify that all individuals looking at the screen of a device are
among the list of authorized users by verifying their facial biometrics. In some embodiments,
all required processing may be performed in a user’s device, using an existing off-the-shelf
webcam for image capture of faces.

In some implementations, no video will be generated, saved, or sent anywhere outside
the user’s device. Optionally, for some use cases, a short video of the suspicious activities
mentioned above (such as tailgaling, piggybacking, or shoulder-surfing) will be generated. In
some embodiments, the video footage will be encrypted and can be stored on the user’s
computer (both the standalone and connected versions of GuacamolelID) or on a server (in the
connected version of GuacamolelD). The server can be deployed locally or remotely,
therefore there is no need to transfer the videos to the cloud or outside of the user’s
company’s Virtual Private Network (VPN). The system will also benefit from a company’s
existing VPN, since it ensures secure, encrypted communication between the user’s device
and the server.

Depending on the client’s policy, the authorization for adding new faces may have
three levels. A first of these levels is a “User-admin” authorization level in which the user can
add users to the list of authorized users to the system. In a “Supervisor-admin™ authorization
level the user’s supervisor or the user’s company’s IT team is the only one who can add
authorized users (o the list ol authorized users to the system for each device. In a “Hybrid-
admin™ authorization level the user can request for additional users to be added to the list of

authorized users, but the supervisor or IT team needs to review and approve them.
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The system can also work in three modes. In a Standalone (User-admin) mode the
user downloads the software in his/her device to ensure that only the authorized users are able
to see the screen at all times. If an unauthorized user is detected, the device is automatically
locked. In the case that the user opts for saving videos, the video footage of suspicious
activity is generated, encrypted and stored in the local device. A Connected (Supervisor-
admin, User-admin, Hybrid) mode includes the properties of the Standalone mode, plus a
supervisor platform. The supervisor platform is accessed by the user’s supervisor/ I'T teams
and provides detailed information about access and authentications across all assigned users’
dcvices. In addition, GuacamolcID comes with a softwarc decvelopment kit (SDK) that can be
integrated with other platforms, softwares, browsers or websites (referred to as a third party
herein) as an additional security layer tool (e.g., continuous authentication). In this case, the
system operates under an SDK mode wherein the third party will call the GuacamolelD SDK
during login and the GuacamolelD SDK gets access to the webcam/camera and secures the
third party platform through continuous authentication.

An example functionality overview of the GuacamolelD system/method is provided
in FIG. 1. As illustrated and described in FIG. 1, GuacamolelD is a desktop application
(“app”) that uses machine learning algorithms to detect, track, and identify people’s faces.
The app is able Lo register a new user’s face by asking them to follow a short and easy
procedure to extract their biometric information. It can then send that biometric information
to a secure server. When needed, GuacamolelD can start up and start running the face
matching. It verifies the person’s identity using the biometric data provided by a secure
server. One the session has expired, either due to the user’s absence, or because an unverified
individual is detected, a message is sent to the server to inform the connected cloud
application. The app also includes a heartbeat mechanism to ensure constant communication
with the server.

GuacamolelD provides for continuous face recognition. The GuacamoleID Cloud
SDK can allow a company to intcgratc GuacamolelD into their cloud application. The
GuacamolelD desktop application allows the user to register their face. The resulting
embedding file is sent to the biometric distribution server and stored for future use. One the
user is registered, al any point in the (uture, the cloud application can ask the SDK API (o
verify the person’s identity by sending the embedding file back to GuacamolelD to run the
continuous face verification. Should the registered user leave the computer at any time, or
should a different user stand in front of the computer, GuacamolelD can identify the problem
and take appropriate actions to ensure the user’s security. The GuacamolelD cloud SDK can

8
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run in the same server as the cloud application, or it can run on a sepdrate virtual machine
(“VM?”). It can be adapted Lo be scalable by separating the biometric storage solution, and
duplicating the GuacamolelD Cloud SDK VM.

The SDK will provide a JSON HTTPS API that a cloud application can use to
interface with GuacamolelD to verify peoples’ identity. It will handle requests from cloud
applications to start the verification process and communicate the response when necessary.

GuacamolelD may utilize a server to store users’ identifiable facial biometric data in
an encrypted secure file and make them available to trusted applications in the same trusted
nctwork using cncrypted communication. This will cnable uscrs to usc different workstations
in the organization without the need to register their faces in every workstation separately.
The same server architecture can be used to enforce configuration via a central management
system throughout the participating applications on the workstations of the organization.

All the communication between user’s device, server, and software are established
within the clients” VPN network to ensure encrypted communication between the user’s
device and the supervisor’s computer. FIG. 2 is a diagram of an example of a
communications flow for embodiments of GuacamolelD.

GuacamolelD will be available, but not limited, to devices including workstation
compulers, laplops, smartphones, and Lablets and operating system including Microsoft
Windows®, Apple macOS®, Linux, Android, and Apple’s iOS® operating systems.

GuacamolelD can also work in two ways. In a Constant mode of operation, as soon as
the user logs in into his/her device, GuacamolelD will start running in the background, by
default (operating system protection mode). In a Temporary mode of operation,
GuacamolelD (using SDK) can provide a similar sccurity and protection whilst a specific
document is accessed for view or a certain application is available for interaction (application
specific protection mode). GuacamoleID may operate independently of the existing Single
Sign On (SSO) process and technology for a device to keep a user-authenticated session
activc instcad of replacing the core authentication.

One process of the GuacamolelD software is responsible for detecting peoples’ faces,
detecting the orientation of faces, and using face recognition tools to verify each person’s
identity. If the system detects an unauthorized face (and/or the absence of an authorized
face), it blurs and/or locks the screen of the device in question to prevent any potential misuse
of data or the system. In some embodiments, advertisements may be displayed on the screen
of a device that has been locked. The GuacamolelD software may track viewing, e.g., how
many times, for how long an advertisement is viewed, an/or identity or demographic

9
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information about persons who have viewed the advertisements to aid in monetizing the
advertisement display.

GuacamolelD has a notification feature to alert the user and/or the supervisor/IT team
about potential breach incidents.

In the case of the Standalone version, GuacamolelD immediately notifies the
authorized registered user of the device regarding the breach of access. The notification can
happen in the form of a pop-up message, text message or an e-mail. Optionally, in the
GuacamolelD version with recording capability, GuacamolelD also records and stores the
corrcsponding vidco footage. The corresponding vidco footage is stored on the local storage
of the user’s device (laptop or workstation hard-drive).

In the connected operation mode, the notification is shown in real time by changing
the color of the icon of each user on a dashboard accessible by a supervisor, security, system
admin, or IT team. Optionally, in the GuacamolelD version with recording capability, the
software compresses the recorded footage and sends a copy to the server computer located in
the office of the supervisor or system admin for additional review. Simultaneously, the
supervisor/IT team may take preventive action to reduce the probability of information
leaking by manually locking the user’s device remotely. All the recorded videos may be

encrypled.

Feedback Process

In the connected mode, the dashboard of the GuacamolelD platform, which runs on
the local server dedicated to the supervisor, provides detailed information about access and
authentications across all assigned users’ devices. The dashboard provides a dedicated icon
with different coloring to provide continuous authentication feedback per each user's device.
The supervisor’s dashboard continuously receives the access information from the users’
devices and based on the access information (authorized face vs. unauthorized face), it
changcs the color of the dedicated icon per cach device. For example, if the user’s app
running on the device detects that an unauthorized person is accessing a user’s device the
system can show an alert in the supervisor's dashboard. Optionally, in the GuacamolelD
version with recording capability, the supervisor has a chance Lo review and analyze the
video footage related to unauthorized access. He/she can clear or mark unauthorized access
with respect to the context. The cleared videos will be removed from the reference. However,
the system stores a backup of all unauthorized video footage stored in the local supervisor’s

server [or [uture relerence [or a certain period of time

10
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Aspects and embodiments of GuacamolelD system include three main components: a

video-capture device, the GuacamolelD Software, and Artificial Intelligence (Al).

Video-capture device

The first component - The video-capture device - acts as the system’s eyes. The
devices are watching the workplace all shift long and may monitor not just the user but also
his surrounding environment. By the end of the user’s working hours, or ending of the work
scssion, the softwarc is turned off and it can be pauscd by the uscr. GuacamolcelD may utilize
integrated laptop/computer webcams as the video capture device. In the case that no
integrated webcam is available, regular USB webcams may be utilized as video capture
devices. GuacamolelD can also work with the majority of cameras that are in the market, if
they have Real Time Streaming Protocol (RTSP) streaming capabilities. In the case of
external webcams, the webcam is installed in the front view.

In some embodiments, GuacamolelD can work with not only one camera, but two or
multiple cameras to have a more robust view of the person and his/her environment.

In some embodiments, GuacamolelD uses the video-capture device to build a three-
dimensional representation of an authorized user’s [ace [or use in comparison (o an image of
the face of a user captured by the video-capture to determine if the user whose face is imaged
is the authorized user. If a particular video-capture device is incapable of capturing a three
dimensional image of a user’s face, vector of time methodology may be utilized in which two
dimensional images of the user’s face are captured at different time periods and combined to
form the three-dimensional representation utilizing, for cxample, commercially available
photogrammetry software. Ongoing evaluation of captured facial embeddings during
verification processes may be performed and better quality face image representations may
replace poorer quality existing facial embedding captured during the initial face registration
process or during prior verification processes. In some embodiments, GuacamoleID may
utilize tracking technology, to positively verify the person and track a user, so images of the
user’s face from different angles can be captured to improve the reference facial embedding
for that user. Such a methodology may also be utilized during the initial registration process
for the user so the user does not need to be explicitly instructed to look in different directions

so images of their face from different angles could be captured.

Guacamole Soltware
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After a user installs the GuacamolelD software on their device, and after entering
credentials and entering the account, the user will register their [ace so the sofltware can
recognize them.

There are two versions of the Guacamole software: Standalone & Connected. On the
Connected version platform there are two administrative levels: supervisor (viewer) and
super-admin (editor). The Guacamole for Standalone version is responsible for Al
processing, guiding users in installation, and local data storage. Optionally, this software
records videos using the webcam during a security breach and only in the connected mode,
scnds these videos to the supcervisor. The Guacamole for Conncceted version (supervisor) is a
user interface to show security breaches in users’ devices in a color-coded manner and only
in the case of the version with recording capability, gives access to supervisors to further
investigate videos reported by the Al. The dashboard can also generate reports. This software
can also be used by a super-admin to assign users to supervisors, and data analysis.

In various embodiments, all processing for major Al tasks, such as face detection,
head pose estimation, human pose estimation, face re-identification, and person re-
identification is performed on the user’s local device. Optionally, if a security breach is
detected, the software will forward a video to the server for the supervisor to review.
Allernatively, the processing may be performed in a cloud computing environment as

discussed above.

Artificial Intelligence

The third component -Al- acts as an expert supervisor’s brain. The Al includes five
main components: face detection allows the system to detect and locate faces in the camera
frame, head pose estimation allows the system to estimate in which direction the person’s
face is facing, human pose estimation, person re-identification, and finally face re-
identification allows GuacamolelD to compare previously stored values calculated from the
authorized uscrs’ faces with the current uscr of the computer to verify their identity. Each of
these algorithms may operate on a neural network such as MobileNetV2, referenced above,
that is initially trained using images from, for example, ImageNet in accordance with known
neural net training methods (o perform the tasks associated with each of these algorithms.

The Al may analyze every frame of every single workspace footage. It uses deep
learning algorithms to learn from day to day operations and behaviors seeking potential
security breaches (federated learning): Each one of the nodes (GuacamolelD installations in a
distinct device) is continuously, independently, and without sharing data with other nodes,
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being evaluated by its embedded decision maker to assess the performance of models in real-
time and periodically adjust the parameters of the [ive other Al models below based on the
environmental condition and users behavior. This internal decision maker is referred to herein
as BEL. For example, if the face detection algorithm is not performing with satisfying
performance for user A, but it may work well for user B in similar lighting conditions. BEL
may adjust the parameters of this algorithm, such as its threshold, in user A’s computer.

(1) Face Detection (FIG. 3A): For the task of face detection, GuacamolelD uses a model
based on MobileNetV2 as a backbone with a Single Shot Multibox Detector (SSD) head for
scencs shot by a front-facing camcra. The input frame of the modcl is resized from the
original image captured from the source and is normalized using the mean and std from
ImageNet, a large databases of reference images for training image recognition in Al models.
The model outputs the bounding boxes of every face detected along with its detection
probability. After gathering the bounding boxes of the selected faces, the portion
corresponding to each face is cropped and resized accordingly for use as input in the face
pose estimation and re-identification steps.

The general face detection system and process is based on a continuous re-
identification process that integrates the face matching steps within a face tracker such as the
simple online and real time tracking with a deep association metric algorithm, also known as
DeepSORT. A tracker such as DeepSORT allows GuacamolelD to track each detection over
time by performing a series of updates to the identifiers of each track through a matching
cascade that incorporates the distance between the features of the reidentification model as an
element that allows associating tracks of different moments from each other. In some
cmbodiments, if the face tracker docs not detect significant movement or change of a user’s
face over time, this may be indicative of a high probability that the face of the user being
detected during one time period is that of the same user detected during a previous time
period. A threshold for determining that the user is the same user that was previously
authenticated may thus be lowered and/or a reduced amount of computational resources (c.g.,
number of identified points of features on the user’s face and/or spatial relationships between
these points or features analyzed) may be utilized if the user’s face has not moved
significantly, for example, remaining fully within the vision-capture device [lield of view over
the time period. Similarly, if the user’s face only partially moves outside of the vision-capture
field of view or if the user turns their head while their head remains within the vision-capture
device field of view, reduced computation resources may be allocated to re-identification of
the user as compared Lo an instance in which the user’s [ace moves entirely out of the field of
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view of the vision-capture device and then returns or if another user’s face appears within the

vision-capture device field of view.

In various embodiments, the following elements are added to the conventional

DeepSORT algorithm:

10

(A) States:

() Scene state: A scene describes what happens inside the application.
The possible states defined for a surveillance scene are ABSENT, INTRUDER,
AUTHORIZED.

(ii) Maitching statc: Each track has a status that depends on the face
matching process of that track. The status may be Unverified, Identitied, and Intruder
which is associated depending on the face matching result in each update of the
tracking algorithm.

(B) Detection object: A detection object is an object that represents a face detected

in the scene. A detection object contains the coordinates of the location of the face together

15  with the confidence delivered by the facial detection model (bounding box), along with the

landmarks, head pose angles and feature embeddings detected in a single frame by the re-

identification model. The collection of all detection objects in a frame are used to update the

scene tracker and all of the track states. FIG. 4 is a [low diagram of creation of detection

objects.
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Detection objects consist of:

(i) Face bounding box: A vector that represents the coordinates of a
rectangle that bounds the face and their confidence.

(i1) Facc featurc ecmbeddings: To perform the face re-identification of
individuals, a vector description of the face of each individual is extracted by using a
face re-identification model that produces vectors which are close in cosine distance
for faces belonging to similar faces and far for faces that are different. This way, it is
possible to sct a threshold over which we consider two different faces as belonging to
the same identity or not.

(iii)  Head pose and facial landmarks: For every face detected, an estimation
of the head pose is performed with the purpose ol only processing [aces with proper
alignments to have face embeddings of enough quality. The landmarks are used to
align the face automatically for the face re-identification to work under optimal
alignment conditions.

(&) Counters:
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Counters provide a historical vector of time factor into decision making. It allows the
application to be robust and less sensitive Lo noise or brief disruptions of the continuum. For
example, if GuacamolelD is identifying a person, and some of the frames are not resulting in
a match, e.g., changing light or something passing in front of the face, the counter allows the
decision making process to know the confidence level. If 80% of the frames resulted in
positive identification, there is no need to waste computation on digging further into the
remaining 20% of the frames. But if just a single frame suggested identification, it might be
an accidental match that should be evaluated further.

(1) Intrusion countcr: It is a counter that cxists within cach track and

allows knowing in how many updates of the tracking algorithm a track has had a

maximum average cosine similarity value of less than (.25 with respect to registered

users.
(i) Absence counter: Counter that allows knowing in how many updates
of the tracking algorithm no face has been detected. Once the absence counter crosses

a certain threshold that depends on the sensitivity level of the system, the general state

of the scene will be identified as ABSENT.

(iii)  Duplicity counter: Counter that allows knowing how many updates of
the tracking algorithm include several tracks that have been associated with the same

user.

Algorithmic features

The GuacamolelD continuous re-identification system utilizes different features to
provide robustness and stability through different scenarios and conditions. A continuous
assessment of environmental variables is performed to address ill conditioned scenes. This
environmental assessment also allows the system to adjust internal parameters, such as
threshold in face matching and the number of frames required for a track to meet the
matching thresholds in real-time.

(A) A Quality Assessment Stage is provided to guarantee that the face feature
embeddings obtained in every tracker update are reliable. This stage has three parts:

1) Image quality evaluation: Images are evaluated f[or blurriness,
luminance estimate, and presence of overexposed spots in the image. All of these
values are compared to preset threshold values calibrated with exemplary images that

allow to estimate a tentative good image quality thresholding.
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(i1) Realizing an estimate of the pose of the face is used, described as a
vectlor indicating its yaw, pitch and roll orientation. These angles must be inside an
interval that will be related to how centered a face is. Whenever a face is tilted too
much so that it can’t be properly identified, the face won’t be able to be matched in
the track matching stage and the track associated to this detection will be unverified.

(iii)  Estimating facial landmarks to verify that the face has all the
characteristics required by the model to perform an appropriate pose alignment.

(B) Matching stage for each track. During the update, an average of the cosine
similarity bctween the registered ecmbeddings and the cmbedding corresponding to the
detection within the update is obtained. This average value will be compared with an
acceptance threshold that will typically be between 0.65 and 0.75. To increase the robustness
of the similarity comparison of the face reidentification, the feature embeddings in a track
whose cosine similarity are higher than the append acceptance threshold are appended to the
extended feature embeddings, which are used as an extension of the registered feature
embeddings therefore the average score calculated in future is an average of both registered
and extended feature embeddings associated with a registered user. FIG. 5 presents a flow
diagram of face matching of each track.

FIG. 6 illustrates types of possible associations for a tracker update. A track can be
authorized (green box) if it has been associated with a single authorized user in the update. It
will be Unverified (gray box) if it did not meet Quality Assessment conditions or if the value
of the similarity comparison wasn’t in the acceptance or rejection thresholds. A track will be
intruder if it was inside the rejection threshold.

(1) Acceptance threshold (Example: average similarity greater or cqual to
0.65): If this threshold is exceeded, the track will be marked as authorized and will be
associated with the user with whom the comparison gave the best value above the
threshold.

(i) Rejection threshold (Example: average similarity lesser or cqual to
0.25):

If the average cosine similarity score of a track is in the rejection threshold, the

intruder counter will be increased by one.

If the intruder counter of the track exceeds a defined amount according to the
sensitivity level of the application, the track will be marked as belonging to an intruder, in a

later update it may be unmarked as an intruder if it exceeds the acceptance threshold. If in a
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further update the score is in the acceptance threshold, the intruder counter will be reset,
while if the score is not in either threshold, the counter will keep its last value.

If the value of the comparison is in another range different from those already
mentioned, the track will be considered as not identified. After analyzing each track
individually, all tracks may be associated with a user, associated with an intruder or be
unidentified. In the event that two tracks are associated with the same user, one will be added
to the duplicity counter.

(C) System of alerts and conditions. For each tracking update, the matching states of
cach track will be identificd. Subscquently, the gencral state of the scene will be identificd.
GuacamolelD incorporates two possible policies for managing the states of the scene. These
are: Priority of intruders and priority of authorized.

(i) Intruder priority: When the system identifies intruders as a priority, the
system will have the INTRUDER status whenever there is at least one intruder
regardless of whether or not there are identified users at the scene.

(ii) Authorized priority: When the system prioritizes authorized users, the
system will have the AUTHORIZED status whenever there is at least one authorized
user within a scene.

Aller an update of the tracking algorithm, the scene states will be updated as
described in the table illustrated in FIG. 7.

(D) Optional robustness features included:

(i) A composite face reidentification model made of a bulky and a
lightweight face reidentification model can be enabled for particularly difficult
situations. The bulky modecl runs with a lower frequency but provides a more robust
measure of the facial cosine similarity. In certain specific cases, such as low lighting
or high movement, this composition is used for low frequency tasks such as
unblocking the screen of the user.

(i) Rcal time cvaluation of algorithm paramecters using reinforcecment
learning.

2) Head Pose Estimation model (FIG. 3B) : The head pose estimation model performs
angle regression that retrieves the yaw, pitch and roll corresponding to each ol the detected
faces. Each cropped face is associated with an angle-based pose. In some embodiments, the
facial pose detection model is based on a convolutional neural network (CNN) with a simple
architecture, such that the regression layers are convolutions + Rectified Linear Unit (ReLLU)

+ batch norm + (ully connected output. The model input is the image thal corresponds Lo the
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detected face of a person. The output is a vector that describes the pose of the face in terms of
angular coordinates given by the yaw, pitch, and roll. Any model that allows a
parameterization of the pose of the face can be useful as a substitute for the model described.
3) Face Re-Identification model (FIG. 3C): The face re-identification model produces
feature vectors which should be close in cosine distance for similar faces and far from
different faces. In GuacamolelD, the information given by the pose estimation model is used
to perform a comparison between similar posed faces to improve the robustness of the model
when performing constant face re-identification. In some embodiments, this model is a
lightwcight CNN nctwork which uscs MobileINctV2 as a backbonc and applics global
depthwise pooling along with a 1x1 convolution to create the final 256 float embedding
vector. The output embeddings are trained to be close in cosine distance for similar identities
and far for different identities.

4 Human Pose Estimation: The human pose estimation produces an output that
corresponds to the graphical representation of the skeleton of a person in the scene. Each
skeleton is described by the key points and the pairs. A person’s skeleton would be analyzed
to confirm their identity. For the human pose estimation model, there are several models that
can be selected. In some embodiments, the model may be implemented in a multi-person 2D
pose estimation network based on EfficientHRNet, which detects the human pose represented
as keypoint and their connections. This model in particular, contains 17 keypoints for each
individual. An alternative lightweight model can be selected, which is based in OpenPose
with a tuned MobileNetV 1 as features extractor. The representation of the skeleton is similar
to the previous model, however this model contains 18 keypoints.

(5) Person Re-Identification model: The person re-identification model works similarly to
face re-identification, though it uses images of the person’s body instead of just their face.
GuacamolelD would use this model to follow people around the scene and to avoid
unnecessary security breach alerts. The person reidentification model, uses a whole body
imagc, which can be obtained by an object detector trained to detect people in a scene, and it
outputs an embedding vector similar to the one produced by the facial re-identification
model. The output is a 256 floats vector and is also aimed to be compared through cosine

distance.

A tracking model that uses IoU (Intersection over union) is integrated for performing

spatial similarity sorting in order to complete information about the identification of users
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when re-identification confidence is low and the intersection of the boxes is certain on a
given temporal delta.

Embodiments disclosed herein may utilize a customized version of the DeepSort
algorithm since it is important to take into account that different identities can be mixed up
with occlusion when performing a purely location based tracking based on IoU. DeepSort
tracks objects not only based on the velocity, location and motion of the objects, but also by
the similarity of the feature embeddings that are produced by each object. Every object is
tracked and is associated with a track, which has a number ID and also a matched user ID.
The matching proccss creates a temporal aggregate of the similarity scores of the track with
respect to the potential users that the track belongs to. Each track has a status that depends on
the face matching process of the track, this status is updated according to the result of the
aggregate similarity comparison. The track matching stage consists of the track detection
ensemble stage, which collects the required information for a track, such as the bounding box
location and the facial descriptors, such as pose, landmarks and spoof score. Depending on
these descriptors, the face goes into a quality assessment stage, where the face is verified to
be appropriate enough for getting robust facial embedding. If the face outputs a facial
embedding, then the track associated with the face is attempted to be matched with the
registered users.

Each one of the Al algorithms may get feedback from BEL.

The Al-based methods and algorithms described above may be considered “Fast
Path”” methods. GuacamolelD may, in various embodiments, also utilize “Slow Path”
methods and algorithms. The Slow path of the model is an alternative decision making Al
model that utilizes a more resource intensive ArcFace based modcl. It improves the overall
accuracy of every facial similarity comparison at expense of an increased CPU utilization and
memory occupation. Using this model in a continuous way would have unaffordable effects
on the overall performance of the system. Therefore, when enabled, this model runs at a
lower frequency along with the basc reidentification modcl.

In addition to the Fast Path and Slow Path methods/models, the various methods and
algorithms disclosed above may also be implemented as composite models. A composite face
reidentification model is made of a resource intensive (“Slow path”) and a lightweight (“Fast
path™) face reidentification model. The (“*Slow path™) can be enabled for particularly difficult
situations such as low light or low confidence matches.

The Slow Path model may be used with lower frequency due to limitations of
computational resources butl provides a more robust measure of the facial cosine similarity,
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while the Fast Path algorithms works as described previously and may be executed with high
frequency and create the main decision-making pathway. In certain specific instances, such as
low lighting or high movement, this composition is used for low frequency tasks such as
unblocking the screen of the user.

In the composite model, if the result of the Slow Path matches the result of the Fast
Path, the Fast Path model is rewarded and if the result of the Slow Path disagrees with the
Fast Path, the Fast Path model is penalized. These rewards and penalties are used for
reinforcement learning to continuously improve the Fast Path.

In dccision logic, the final decision used when two modcls arc compounded is a
composite of the results of the two models, with increased weighting given to the more
accurate model (i.e., the Slow Path).

Slow Path reinforcement is also used to adjust thresholds of identification for Fast
Path, and the frequency of the Slow Path usage. The more reward is given, the less frequent
the Slow Path will be used and the lower the threshold of the Fast Path can go, reflecting an
emotion of confidence. Conversely, the more penalty is given by the Slow Path, the higher
the frequency of engaging the Slow Path and the higher threshold for the Fast Path to
reidentify a face, which is reflective of lowering of trust and confidence.

In addition to online learning, the disagreements of the Fast and Slow Paths can be
collected with user consent in a central fashion to perform offline learning improvement of
the Fast Path model that can be redistributed via software updates.

In some embodiments, a single device may be associated with a single authorized
user. In tight working conditions where different people often move into and out of the field
of view of a vidco-capture device of a user’s device, this may lcad to an unwanted amount of
identification of Intruders and blocking or blurring of the screen of a user’s device.
Accordingly, GuacamolelD provides for operating in a local group mode in which trusted co-
workers may be assigned trusted user status. The image of the face of a trusted user in the
ficld of view of an authenticated uscr’s device would not sct off an alarm or alert or block or
blur the screen of the authenticated user’s device. This may be similar to operating in the
“Authorized priority” mode described above. Additionally, a trusted user may be allowed to
continue use of an authorized user’s device alter initial authentication of the authorized user
(with or without the face of the authorized user remaining present in the field of view of the
video-capture device) without having to perform re-authentication. In some embodiments, the
facial profiles or registrations of different authorized and trusted users may be securely
broadcast among a small group of user devices among the group of users in the tight working
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conditions to establish in each user device a record of who is the authorized user that is

required Lo perform an initial sign-on authentication and who are the trusted users.

Use Cases:

Examples of use of GuacamolelD include but not limited to the following:

Mobile Devices (I-Pad, I-Phone, Smartphones, Tablets, etc.)

When a user uses a mobile device, GuacamolelD authenticates the user’s identity and
cnablcs access through continuous identity verification, such as through facial recognition.
Moment by moment the GuacamolelD software continuously scans to make sure the user’s
face — and only the user’s face or that of another an authorized person — has a view of the
screen of the mobile device. This vigilant protection protects the user’s privacy and
information and blocks out threats. If an unauthorized face is captured looking at the user’s
screen, a warning sign pops up and blocks their view and alerts you. As soon as the
authorized person leaves the front of the screen, the screen will be temporarily blurred, and as
soon as the authorized user comes back, the screen will be instantly unblurred. In some
embodiments, a video of the incident will be sent to a preferred preset server. The video may
contain 3-4 seconds before the event that triggered the incident to 3-4 seconds after that. A
user can also provide an e-mail address to receive notifications to alert the user if the user’s

device is being compromised.

Workstations/Terminals (Remote or Office Workforce)

When a uscr uscs a working workstation, it docsn’t matter if they arc working
remotely or at the office. GuacamolelD technology authenticates the user’s identity and
enables access through continuous facial recognition. Moment by moment GuacamolelD
continuously scans to make sure the user’s face — and only the user’s face or the face of an
authorized person— has a view of the screen of the user’s device. This vigilant protection
protects the user’s privacy and information and blocks out threats.

If an unauthorized face is captured looking at the user’s screen, a warning sign pops
up (o block their view and alert the user. As soon as the authorized person leaves the front of
the screen, the screen will be temporarily blurred, and as soon as the authorized user comes
back, the screen will be instantly unblurred. In some embodiments, the user can provide an e-
mail address to receive notifications to alert the user if their device is being compromised.
Also, the user’s designated supervisor will receive an alert and a short (e.g., 3-5 second)
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video with the footage of the intruder. The user can register/deregister other

coworkers/authorized people Lo the system elfliciently in a [ew seconds.

ATMs

When using an ATM, GuacamolelD authenticates a user’s identity and enables access
through continuous facial recognition. Moment by moment GuacamolelD continuously scans
to make sure the user’s face — and only the user’s face — has a view of the ATM screen.
This vigilant protection protects the user’s privacy and information and blocks out threats.

If the user walks away from the ATM or their face goes undctected, the ATM screen
will automatically be blurred to prevent unauthorized persons from accessing the user’s
account. If this continues for more than a certain amount of time, e.g., a minute, the session
will be terminated. If an unauthorized face is captured looking at the user’s ATM screen, or
looking over their shoulder, a warning sign pops up to block their view and alert the user.

If desired, a user can link their bank account with their biometrics (facial matching) so
when using the ATM, the GuacamolelD software SDK will be called and makes sure that the
right person is accessing the user’s bank account. If the user’s card is stolen and someone
wants to use it in an ATM, GuacamolelD will recognize that the wrong person is behind the
ATM and will automalically close the session. The user can provide an e-mail address to
receive notifications to alert them if someone is trying to use their card in an ATM. Also, the
user can receive a 3-10 second video with the footage of the intruder, so they can show it to
the police. In addition, the video footage can be shared with the bank for investigating the
fraud.

During the onboarding of customers for this feature, the account owner registers
his/her face on a trusted device (personal computer, phone or bank’s ATM device) and that

would be used as a reference for face matching. The user can update it when necessary.

Mecdical Clinics

In these settings, typically patient data subject to strict privacy and health care
protection laws are readily accessible through terminals. Locking and unlocking terminals are
hard since each time the stall touch the keyboard, they need to redo hand sanitation protocol.
In addition, terminals are frequently shared between multiple staff which makes it hard to
achieve audit logging (i.e., if something goes wrong, it won’t be easy to figure out who was

in front of the terminal at any given time).
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Education

When a user uses their computer/laptop for an exam, it doesn’t matter if they are
doing it remotely or in person. GuacamolelD authenticates the user’s identity and enables
access through continuous facial recognition. Moment by moment GuacamolelD
continuously scans to make sure the user’s face — and only the user’s face — has a view of
the user’s screen. This vigilant protection protects the user’s privacy and information and
blocks out threats.

If the user walks away from their device or their face goes undetected, the user’s
workstation is automatically blocked to prcvent unauthorized viewing and will be instantly
available once the authorized face is detected. If an unauthorized face is captured looking at
the user’s screen, a warning sign pops up to block their view and alert the user. Optionally,
the teacher, or the person in charge of the examination, will receive notifications to alert them
if a device has been compromised. A 3-10 second video with the footage of the intruder will

be sent so the person responsible can address if something illegal has occurred.

Military Equipment (De-Credit Weapons/Machinery)

For military equipment, GuacamolelD authenticates a user’s identity and enables
access through continuous facial recognition. Moment by moment GuacamolelD
continuously scans to make sure that the authorized persons have access to the equipment.
This vigilant protection protects ther military equipment and blocks out threats.

The system also works with person identification and person re-identification through
other key points of the body. So if the face i1s completely covered, the system can identify if
the right person is behind the machinery.

Unauthorized persons will not be able to use any military equipment without the
appropriate clearance. This will avoid weapon aversion, and valuable military equipment
from falling into the wrong hands. One can even design an auto-destroy system if an

unauthorized person is trying to usc the military cquipment.

Smart Vehicles (Delivery Trucks, Trains, Cars, Police Cars, Subways, Airplanes, etc.)

For vehicles, GuacamolelD authenticates a user’s identity and enables access through
continuous facial recognition. Moment by moment GuacamolelD continuously scans to make
sure that the authorized persons have access to the vehicle. It is like a two-step verification

code, but for vehicles. A user will need the key plus authentication of their identity.
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Unauthorized persons will not be able to use the vehicle. This will avoid your vehicle from

falling into the wrong hands.

If a computer is not available in the setting, GuacamoleID may use an edge-Al server,

such as NVIDIA Jetson processors to run Al algorithms and identify if the right person is

behind the machine.

For airplanes, unauthorized persons may be prevented from piloting, or even being in

the aircraft cabin. Once GuacamolelD detects an unauthorized person, the autopilot will

automatically take charge of the craft and avoid anyone hijacking the aircraft. Also, an alert

will be scent to the control cabin so additional mcasurcs can be taken.

FIG. 8 presents a summary of technical details of three different use cases for

GuacamolelD: a workstation use case, a vehicle use case, and an automated teller machine

(ATM) use case.

Additional use cases are presented in Table 1 below:

Table 1: Additional GuacamolelID Use Cases

FUNCTIONALITIES

On-demand face

verification

Continuous user
authentication for

workforce

Continuous face
verification for

customers (optional)

Access Management
(remote -
Guacamole

platform)

verifying payments/

transactions

Computer-based
biometric access to
devices,
applications,
corporate accounts

and sensitive data.

verifying b2b and

inter-bank payments

Protect devices [rom
former employees
until returned to the

company

verilying access lo

medical records

Ensuring only the
right user has access
Lo company

resources

verifying b2b and
inter-enterprise

transactions

Real-time alert
system [or instant

remediation

CA 03235841 2024-4-22




WO 2023/069719

PCT/US2022/047436

verifying bank

account owner

Protecting company
assets and
information from
off-premise use,
such as colfee shops
or co-working spaccs
by immediate
response to prying
eyes and shoulder

surfing

verifying traders in

trading desks

Provide insight on
remote work

efficiency

verifying traders

verifying access and
view to legal

documents

E-Commerce:
preventing account

take over

Know and control
who and what device
is accessing your

resources.

Patient verification
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Method claims set forth below having steps that are designated by letters or numbered
should not be considered o be necessarily limited to the particular order in which the steps
are recited.

Embodiments of the disclosure are also described above with reference to flowchart
illustrations and/or block diagrams of methods and systems. It will be understood that each
block of the flowchart illustrations and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, may be implemented by computer program
instructions. These computer program instructions may be provided to a processor of a
genceral purposc computer, special purposc computer, or other programmable data proccessing
apparatus to produce a machine, such that the instructions, which execute via the processor of
the computer or other programmable data processing apparatus, create means for
implementing the acts specified in the flowchart and/or block diagram block or blocks.

These computer program instructions may also be stored in a computer-readable memory that
can direct a computer or other programmable data processing apparatus to operate in a
particular manner, such that the instructions stored in the computer-readable memory produce
an article of manufacture including instruction means which implement the acts specified in
the flowchart and/or block diagram block or blocks. The computer program instructions may
also be loaded onto a computer or other programmable data processing apparatus Lo cause a
series of operations to be performed on the computer or other programmable apparatus to
produce a computer implemented process such that the instructions which execute on the
computer or other programmable apparatus provide steps for implementing the acts specified
in the flowchart and/or block diagram block or blocks.

In addition, mcthods and functions described herein arc not limited to any particular
sequence, and the acts or blocks relating thereto can be performed in other sequences that are
appropriate. For example, described acts or blocks may be performed in an order other than
that specifically disclosed, or multiple acts or blocks may be combined in a single act or
block.

While the invention has been described in connection with what is presently
considered to be the most practical and various embodiments, it is to be understood that the
invention is not to be limited to the disclosed embodiments, but on the contrary, is intended to
cover various modifications and equivalent arrangements.

The embodiments described above are intended only to illustrate and teach one or
more ways of practicing or implementing the present invention, not to restrict its breadth or
scope. The actual scope of the invention, which embraces all ways of practicing or
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implementing the teachings of the invention, is defined only by the following claims and their
equivalents.

What is claimed is:

29
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CLAIMS

1. A method of maintaining the security of an authentication session, the method
comprising:

operating a camera device to continuously capture a view of an environment of a
computing device;

performing face detection to detect all faces in the environment;

performing comparisons between faces detected in the environment and faces of a set
of authorized uscrs;

at a first time, detecting a first face of an authorized user of the set in the view of the
environment and, in response, allowing the authorized user to operate the computing device;
and

at a second time after the first time, one of failing to detect the first face or detecting a
second face that is not of an authorized user of the set in the view of the environment, and, in
response, at least partially blocking operator access to input and output devices including

blocking a display of the computing device.

2. The method of claim 1, wherein blocking the display of the computing device
includes one of displaying a popup window that blocks the view of the screen or blurring the

screen.

3. The method of claim 1, wherein blocking the display of the computing device

includes displaying an advertisement on the display.

4. The method of claim 1, further comprising unblocking operation of the computing
device responsive to the detecting the first face in the view of the environment subsequent to

failing to dctect the first face in the view of the cnvironment.

5. The method of claim 4, wherein unblocking operation of the computing device is

contlingent on not detecting the second face in the view ol the environment.

6. The method of claim 1, further comprising sending an alert to another computing
device responsive to one of failing to detect the first face or detecting the second face in the

view of the environment.
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7. The method of claim 1, further comprising maintaining a record of faces in the view

of the environment.

8. The method of claim 7, further comprising recording a video of the second face when

the second face is in view of the environment.

9. The method of claim 1, wherein performing the comparisons includes performing
posc cstimation to obtain a differcnce vector and performing a cosine difference calculation
between a face in the view of the environment and a face of authorized user of the computing

device.

10. The method of claim 1, further comprising using a tracking algorithm to correlate
history of a location of a face in the view of the environment across a time vector and using
prior recognitions of the face to adjust thresholds and allow detection when the face is not

fully visible or not at correct angles required for detection.

11. The method of claim 1, wherein the comparisons between laces delecled in the
environment and the faces of the set of authorized users are performed multiple times per

second.

12. The method of claim 1, wherein the comparisons between faces detected in the
cenvironment and the faces of the sct of authorized users arc performed in cvery frame of

video captured by the camera device.

13. The method of claim 1, wherein geospatial data about faces of the set of authorized
uscrs that uniqucly identifics the faccs arc stored locally only locally on the computing

device.
14. The method of claim 1, wherein geospatial data about [aces of the set of authorized

users that uniquely identifies the faces are encrypted and shared between multiple computing

devices connected within a local private network.
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15. The method of claim 1, utilized independently of an initial form of user authentication

that initially unlocks the computing device.

16. The method of claim 1, further comprising registering an authorized user with the
computing device by building and storing a record of geospatial data about the face of the
authorized user using video frames of the face from different angles captured by the camera

device.

17. The mcthod of claim 16, furthcr comprising updating the stored record when a
positive identification of the user is made to add alternative poses and improve future face

matching effectiveness.

18. The method of claim 17, further comprising building the update to the stored record

from video frames of the face from different angles captured by the camera device.

19. The method of claim 1, further comprising assessing environmental variables in the
view of the environment and adjusting detection thresholds for performing a positive

delection of faces in the view of the environmenlt responsive Lo the environmental variables.

20. The method of claim 1, further comprising detecting and preventing spoofing by using
vector of time to detect movement in head pose and features of the face over a time period to

prevent 2D attacks.

21. The method of claim 1, further comprising using an alternative Al model that utilizes
more processing power than the method of claim 1 in exchange for providing higher accuracy
of face re-identification, that is leveraged with less frequency to validate and allows

rcinforcement learning and online improvement for the method of claim 1.

22. A non-transitory computer readable media having instructions encoded thereon,
which when executed by a compuler processor causes the compulter processor (o perform a
method comprising:

operating a camera device to continuously capture a view of an environment of a
computing device;

performing lace detection o detect all faces in the environment;
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performing comparisons between [aces detected in the environment and faces of a set

of authorized users;

at a first time, detecting a first face of an authorized user of the set in the view of the

environment and, in response, allowing the authorized user to operate the computing device;

5 and

at a second time after the first time, one of failing to detect the first face or detecting a
second face that is not of an authorized user of the set in the view of the environment, and, in

response, at least partially blocking operation of the computing device.

10
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f;:m{ti@naiity Overview \\

GuacarnolelD s an application that allows continuous face verification. The GuacamoledD Cloud SDK
can aliow a company tointegrate GuacamotelD into their doud application.

The GuacamoleiD desktop application allows the user to register thelr face, the resulting embedding
fle Is sent to the bio-metric distribution server and stored for future use. Once the user i registered, at
any point in the fufure, the cloud application can ask the SDKAP! t verify the persons idendity by
sending the embediding fle back to GuacamelelD to run continuous face verffication,

Should the registered user ieave the computer 2t any time, or shoulel a different user stand in front of
ihe computer, GuacamolelD can identify the bprobiem and inform the SDK AP, so that the doud
apolication can take approriate actions to ensure the usars security,

The GuacamelelD Cloud SDK can uninthe same serveras the doud application, or it canrun on a
seprie virtual machine, It can be adagted to be scalable by separating the bio-metdic storage
solution, and duplicating the guacamolelD Cloud SDX VA
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identity using the bl metric data provided by 2
secure server, Once the session has expired,
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application. The app also Inchudes a heartbeat
mechanism {0 ensure constant communication

\\Mj the server. «/4

GuacamolelD
Ct
Q1
Threadt: Thread?: Thread3: Threadd:
User interface Communicatio Artificial intellinence {amera
; Enerunti eyt ¢ {amera
QML interface Encryntion protocols Encryption protocels Menagement

AP communication ; Yirtual Camera
o h P
management Fice etectiot (Optional
&

Face Hatching

Tragking

TOFG 1-3

FIG. 1 continued

SUBSTITUTE SHEET (RULE 26)



WO 2023/069719 PCT/US2022/047436

3/10
TOFKG -2
F--N
£ ™
Blo-metric storage
The server stores the users identifiable big-metric
dats in a encrypted secure file. The fle is only
retrieved when 2 authentication request is
racelved, .
SDK AP - ™
The SDK wif provide a JSON HTTPS AP that a Bio-metric distribution
_____ cloud application can use to intarface with The bio-metric distribution server is in chare of
GuacamolelD to veriy peoples identity. Jtwil ne ”"_"T?tf:" 55?'5“'};“05 5‘6‘{\,&‘!?\%‘“ aigeof |
handie requests from doud applications to start compmurication with the buacamoiel)
the verification process and communicate the appication. It uses encrypted communication
\fspﬁme awhen necessary grotacols to send and receive the users bio-
R S retric dats, and io receive the apps messages
\de heartheat, .
GuacamolelD
GuacamolelD doud SDK {(Dodker)
SO AP Bio-metrics
Distribution Server .
Encrypted Cloud
i Bio-metrics
ser Managemen Uientapp
ser Management communication Storage
User tdentity Bio-meticsStoragell L G
Verification APl Management
Cloud application
{Your system)

FIG. 1 continued

CA 03235841 2024-4-22

SUBSTITUTE SHEET (RULE 26)



WO 2023/069719 PCT/US2022/047436

4/10

VPN

Security Level

ﬁ% Guacamoie 1D

Users
Users on location Supervisor
at Home at Home
at the Office at the Office

operating secure equipment

FIG. 2

CA 03235841 2024-4-22

SUBSTITUTE SHEET (RULE 26)



WO 2023/069719 PCT/US2022/047436

5/10

FIG. 3A FIG. 3B

FIG. 3C

CA 03235841 2024-4-22

SUBSTITUTE SHEET (RULE 26)



CA 03235841 2024-4-22

WO 2023/069719

&6/10

nput Frame H Face detector

Foreach frame

PCT/US2022/047436

Foregch face

™

Get landmarks detector
&

ul

Crop face from
bounding box

Get head pose
estimation

&

“

Get feature embeddings
o

Generate detections
objects for track
updating

FG. 4

L Update trackers

SUBSTITUTE SHEET (RULE 26)



WO 2023/069719 PCT/US2022/047436

7110

For each track in the tracker, For each Current User in the Registered Users.

. . i gregler ,
Associate track 1D using o g UStE 13CK match
deepsortalgortn Ceeulate average gecepiancs Authorze
casine sivilenity ifeshold
between the registered] , / Evaluate average st
L n et St Jat
user and featire coshesinflarity ‘ma
. embedding of the u;”: "
- i rack detactios “
/he N\ ik deecion QCCEpanee
AL threshold
head pese argles \

\ betwesn required |

!

\ botndaries? _
N i ey Append fick fegtise
e tha) et rmb'cm o)
;5 Ecwer fﬁf&r;(}.f’f EXE‘EHG% f
than diiectreiecion enbeddings
threshold
No st insither
threshold Adld to counter of
scored elnbeda n"s

| Undsts trackmateh |
| statetodinider

Update rack matchstate to
{nverified

Fualuzte
fow score
. embeddings
N couner

| indate track match |
| satels intrader

Keep last track ma
gtate

5‘.:;:;;

FIG. 5

CA 03235841 2024-4-22

SUBSTITUTE SHEET (RULE 26)



WO 2023/069719 PCT/US2022/047436

8/10

Tracker 1
—»@ »{ Authorized

v
™
: Tracker » Authorized
1
—>{ Track 1 }[ Track 2 } > Unverified
v
Tracker
_ intruder
—>{ Track 1 }[ Track 2 }— (Duplicated)
Tracker > Authorized
| > Unverified
{ Track 2 E{ Yrack n }
L » intruder
. /

FIG. 6

CA 03235841 2024-4-22

SUBSTITUTE SHEET (RULE 26)



CA 03235841 2024-4-22

WO 2023/069719

PCT/US2022/047436
/10
Assigned frack states Priority intruder Priority Authorized
Track stales Scene States] Counter updates |Scene Statesi Counter updates
Authorized AUTHORIZED AUTHORIZED
intruder INTRUDER | intmuercountar +1 | INTRUDER { Infruder counter +1
Unverified UNVERIFIED | Unverlied counter +1 | UNYERIFIED | Unvardfied counler +1
Authorized intruder NTRUDER | intsudder counter +1 AUTHORIZED
Authorized Unverifisd AUTHORIZED | Unvesified countar +1 AUTHORIZED
intuider counter +1 Iniruder courter +1
Infruder Unverified INTRUDER NTRUDER
Unverilisd countar +1 Unvarifisd counler +4
ntruder counter +1
Authorized | Intruder | Unverified | INTRUDER AUTHORIZED
Unverilisd counter +1

SUBSTITUTE SHEET (RULE 26)




WO 2023/069719

10/10

PCT/US2022/047436

Client

Client

Client

Face detection

-Head Pose Estimation
Face Reidentification

s Human Pose Estimation
«Person Reidentification

sFace detection

Head Pose Estimation
Face Reidentification

» Human Pose Estimation
Person Reldentification

Face defection

sHead Pose Estimation
+Face Reldentification

« Human Pose Estimation
-Person Reidentification

Front Camera

!F

Employee

CA 03235841 2024-4-22

Front Camera

'
iy

Driver

FIG. 8

Customer
at ATM

SUBSTITUTE SHEET (RULE 26)




For each track in the tracker, For each Current User in the Registered Users.

i orealer
5{@ Update! uc«nacf el

AU& i) u;c‘

Associate tach 1D wsing
doepsortalgorthm i

(aleulate average el
thieshold

(osine sty
etween theregisteredt /I
user and feattre

e gvesage |
o sgpeater

\, osine simiarly / than
| embedding of the ‘ e
i detecto :
s btk deiection ety

heshold

!

i et Aopend trackfeatire
o {131 21O anbedting

5 iGher Ihm H BXl"Gnﬂdufs: fire
tan dieceiecon L ebedings

head pese anges \
\ Detwesniequbed
\ Boundaris! /

thiestaid

o {6t e
fhieshoid

[N b ad |
ACAIC COURRY OFiOW
!

scored embedings

| Undate tackmatch
| stateiohinde

&

ndate ackmetch stite to
{verifed

Bialyzte
fow scare
embeddings
ot

ek

Keep st sack matr
1 staetn e

Siae




	Page 1 - COVER_PAGE
	Page 2 - ABSTRACT
	Page 3 - DESCRIPTION
	Page 4 - DESCRIPTION
	Page 5 - DESCRIPTION
	Page 6 - DESCRIPTION
	Page 7 - DESCRIPTION
	Page 8 - DESCRIPTION
	Page 9 - DESCRIPTION
	Page 10 - DESCRIPTION
	Page 11 - DESCRIPTION
	Page 12 - DESCRIPTION
	Page 13 - DESCRIPTION
	Page 14 - DESCRIPTION
	Page 15 - DESCRIPTION
	Page 16 - DESCRIPTION
	Page 17 - DESCRIPTION
	Page 18 - DESCRIPTION
	Page 19 - DESCRIPTION
	Page 20 - DESCRIPTION
	Page 21 - DESCRIPTION
	Page 22 - DESCRIPTION
	Page 23 - DESCRIPTION
	Page 24 - DESCRIPTION
	Page 25 - DESCRIPTION
	Page 26 - DESCRIPTION
	Page 27 - DESCRIPTION
	Page 28 - DESCRIPTION
	Page 29 - DESCRIPTION
	Page 30 - DESCRIPTION
	Page 31 - DESCRIPTION
	Page 32 - CLAIMS
	Page 33 - CLAIMS
	Page 34 - CLAIMS
	Page 35 - CLAIMS
	Page 36 - DRAWINGS
	Page 37 - DRAWINGS
	Page 38 - DRAWINGS
	Page 39 - DRAWINGS
	Page 40 - DRAWINGS
	Page 41 - DRAWINGS
	Page 42 - DRAWINGS
	Page 43 - DRAWINGS
	Page 44 - DRAWINGS
	Page 45 - DRAWINGS
	Page 46 - REPRESENTATIVE_DRAWING

