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ABSTRACT

A computer has a memory storing a number of software
applications, and a registration file, indicating which
application versions are currently installed in the memory. A
software update mechanism in the computer accesses a remote file
server to obtain a release file containing a list of software
applications available from the remote server, and compares the
release file with the registration file to determine which of the
installed applications have upgrades available. When a user
selects an application for upgrading, and the update mechanism
accesses the remote file server to obtain a manifest file
containing details of the application files required to form an
updated version of this applications. The manifest file is used
to determine which of the required application files are already
available in the computer; and only those application files that
are not already available in the computer are accessed and
installed in the memory.
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UPDATING MECHANISM FOR SCFTWARE

Background to the Invention

This invention relates to an updating mechanism for software
applications.

The invention is concerned with the problem of updating a number
of software applications installed in a number of client
computers. Conventionally, this is done by distributing the
update informaticn on media such as . floppy disks or CD-ROMs. It
is also possible for users to download required updates over a
network from a file server, for example using a standard file

transfer protocol such as ftp.

Problems with these existing metheds of updating software
applications are that they are inconvenient for the user,
requiring the user to perform actions to obtain the necessary
update informaticn and to install it on the user's computer, and
that the administrative function does not know whether the update
has been done. The cbject of the present invention is to provide
& more convenient and user-friendly mechanism for performing
updates.

Summary of the Invention

According to the invention a computer includes a memory steoring a
plurality of software applications and storing a registration
file, indicating which applications are currently installed in
saild memory and their version details, the computer also
including a software update mechanism including:

{a) means for accessing a remote file server to obtain a release

file containing a list of software applications available from
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the remote server and their current version details;

(b) means for comparing said release file with said registration
file to determine which of the installed applications have
upgrades available;

(c) user interface means for allowing a user to select at least
one of said applicaticns for upgrading;

(d) means for accessing the remote file server to obtain a
manifest file containing details of the application files
required to form an updated version of the selected application;
(e) means for using the manifest file to determine which of said
application files are already available in the computer; and

(f) means for accessing the remote file server to retrieve those
application files that are not already available in the computer,
and installing those files in the memory.

Brief Description of the Drawings

Figure 1 is a block diagram of a computer network, including a
number of clients and servers.

Figure 2 is a flow chart of an uploader program.

Figures 3A and 3B are flow charts of an update program.

Figures 4 to 8 show screen displays used'by the uploader program.
Figure 9 shows a screen display used by the update program.

Description of an Embodiment of the Invention

One embodiment of the invention will now be described by way of
example with reference to the accompanying drawings.

Figure 1 shows a computer network comprising a number of client
computers 101 and a number of server computers 102,
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interconnected by a network 103. The computers 101, 102 may for
example be standard personal computers (PCs) running under the
Microsoft Windows operating system. The network 103 may employ a

conventional transport protocol, such as TCP/IP.

Each file server 102 stores a number of application files 104,
forming a number of software applications. Normally, each
application consists of several application files. The
application files are stored in compressed form, using any
standard data compression technique.

Conveniently, the server has a number of application directories,
one for each application. Each of these directories has a number
of sub-directories, which hold the new or amended application
files for different versions of the application. Typically, one
of these versions is an installer version of the applicaticn,
while the other versions are non-installers. An installer is an
executable program which, when run on a client machine, sets up
the correct envircnment for the application. Normally, the first
release of an application is an installer, and subsequent
releases are non-installers.

Each file server also stores a number of manifest files 105, one
for each version of each application stored on the server. These
manifest files are stored in the relevant sub-directories, and
each has a name constructed from the name and release number of
the application to which it relates. Each manifest file contains
a list of the application files that make up the particular
version of the application. For each application file, it
contains the following parameters:

- The filename of the application file.

~ The version number of the application file.

- The target directory into which the application file should be
installed.

- Date and time of issue.

- File size and compressed file size.
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~ An action parameter which indicates whether the file is to be
installed, to be deleted, or to be executed on downleoad.

- A flag which indicates access permissions of the file, e.q.
read only.

- A cyclie redundancy checksum (CRC).

Additionally, each server stores one or two release files 106
containing a list of all the applications available on the
server., FPFor each application, a release file contains the
following parameters:

- The name of the application, i.e. a short identifying name for
the application.

= The version number of the application,

~ The application title, i.e. an identifier by which it is known
to the user. (Note that the application title is distinct from
the application name).

~ A parameter which specifies a linkage between this application
and another application, such that any upgrade to this
application will automatically cause the other application to be
upgraded.

- A list of user names indicating which users are permitted to
download the application. If no user names are specified, any
user is permitted to download the application.

- A parameter which specifies whether the version number should
be displayed to the user as a date.

- The status of the application.

A release file may be in one of two states: live or deferred.
When the release file is in the live state, it is wvisible to the
goftware updating mechanism; otherwise it is invisible. At any
peint in time on a server, there will be either:

(a) one live release file and no (i.e. an empty) deferred release
file; or

(b) one live release file and one deferred release file.
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Each server computer includes a standard file server program 107,
which can supply (to the update program) or receive (from the
uploader program) files over the network on request to or from
any of the client computers, using a standard file transfer
protocol such as ftp.

Each of the client computers 101 stores a number of software
applications, each consisting of a number of application files
108. Each client alsoc stores a registration file 109 containing
a list of all the applications currently installed on the client
which are to be maintained by a software updating mechanism. For
each application, the registration file contains the following
parameters:

~ The application name.

- The latest version number installed on the client.

- The application title.

- The directory in which the application is installed.

In general, the applications currently installed on any given
client will be a subset of the applications available on the
servers, and may not be the most up-to-date versions of those

applications.

Each client computer includes an update program 110, which
provides a mechanism for updating the software applications
installed on that computer, and for installing new applications

if required.

The system also includes an uploader program 111, which provides
a mechanism for uploading a new or updated version of an
application onto the servers. 1In Figure 1, the uploader program
111 is shown as resident on one of the client computers 101.
Alternatively, the uploader may reside on a different computer,
such as one of the servers, or on a separate system

administration computer. The new or updated application
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comprises a set of new application files 112, accessible to the
computer in which the uploader resides.

Uploader program

Figure 2 shows the operation of the uploader program 111. This
program is used by a system administrator when it is desired to
upload a new or updated version of a scftware application onto

the servers. The uploader is conveniently a Microsoft Windows

program.

(Step 201) The uploader first displays a main screen, as shown in
Figure 4, which allows the administrator to specify which of the
servers 102 is to act as a source server for obtaining a release
file. The administrator can also specify the file transfer
protocol to be used, for example ftp. This main screen is
displayed throughout the uploader session, and plots the progress

of the session,

The administrator can also gpecify, by way of message boxes,
whether the new or updated application is an installer or a non-
installer, and whether a deferred or live release file is to be
used as a source. 0f course, the second question is only asked
if there is a non-empty deferred release file in existence at
that time. If not, then the live release file is used as source
by default. When a release file is made live, the deferred
release file is emptied, i.e. it effectively does not exist.

(Step 202) Selecting the "Start" button from the main screen
causes the uploader to contact the specified source server and to
check whether the chosen release file is available.

(Step 203) If the chosen release file is not available, the
uploader asks if a new uploader environment is to be created in
the source server. If so, it then sets up a new skeleton




s aa
.- e
. ae
[ 1Y
.
Ty}
" ae

s s e
*
sias

pasa

e
. swan
»

crae
“ e e
-
Teevay
a -
-
avnues
. .

s ae

a
wans

-7-

directory structure and empty release files (live and deferred),

and then exits.

(Step 204) Assuming that the chosen release file is available,
the uploader fetches this file from the source server.

(Step 205) The uploader then displays a "Select New Release"
screen, as shown in Figure 5. This screen allows the
administrator to select either a "Base on Existing Application®
option or a "New Application" option.

If the "Base on Existing Application" option is selected, the
uploader displays a list of the existing software applications,
along with their version numbers, derived from the chosen release
file. The administrator can then select one of these existing
applications and enter a new version number. If the "New
Application" option is selected, the administrator can enter a
new name ("Moniker") and a version number for the new

application.

If an "Edit Release Details" button is selected, the uploader
proceeds to Step 206 below. If an "OK" button is selected, the
uploader proceeds to Step 209,

(Step 206) If the "Edit Release Details" button is selected, the
uploader displays a screen as shown in Figure 6, which allows the
administrator to update an entry in the release file, or to
create a new entry. This screen includes the following text
input boxes:

"Title" - the application title.

"DependsUpon" - this specifies a linkage between this application
and another application.

"UserName" - a list of user names indicating which users are
permitted to download the application.

"DigplayAsDate” - a parameter specifying whether the version
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number should be displayed teo the user as a date.
"Status" -~ the status of the application.

Selection of a "Select Target Servers" button causes the uploader
to proceed to Step 207 below. Selection of an "OK" button causes
the uploader to proceed to Step 208, provided that at least one
target server has been selected; if not it displays a warning

message that no target server has been selected.

(Step 207) If the “Select Target Servers" button is selected, the
uploader displays a screen as shown in Figure 7, which allows the
administrator to select cne or more servers as target servers, to
receive the updated release file. Selecting the "OK" button on
this screen causes the uploader to return te Step 206.

(Step 208) The uploader writes the updated release file to each
of the selected target servers for an existing application. This
allows a system administrator to only update these release fields
on the servers without going through a full uplecader session or
even creating a new release version of the application. However,
for a new application, the uploader does not update the release
file with the new release fields and write it to the servers
until an actual release exists on the servers at step 212.

(Step 209) The uploader contacts the scurce server to obtain the

manifest file for the selected application.

{Step 210) The uploader then displays a screen as shown in Figure
8, showing the contents of the manifest file. This file can then
be edited by the administrator, so as to create a new manifest
file for the new or updated application. This may involve, for
example, adding new directories or files, removing files, marking
existing files for deletion on download, marking files for
execution on downlcad, and editing other file details (e.g.

marking the file read only). This is done through menu commands.
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{Step 211) The uploader can then display a screen as shown in
Figure 7 through a menu command if not done at step 207, allowing
the administrator to select one or more servers as target

servers, or to modify any existing selection done at step 207.

(Step 212) By choosing the appropriate menu command, the system
administrator can then cause the uploader to write the updated

release file, the new manifest file and all the new application
files 112 to each of the selected target servers. The updated

release file may be written in either a deferred or live state.
If it is written in the live state, then any existing deferred

release file is emptied.

Optionally, the updated release file may be sorted into a user-
defined order before it is written (which is the order displayed
in Figure 9). Also optionally, the uploader may tidy the

et filestore on each target server after performing the writes.

(Step 213) The uploader also saves the previous version number of

the application and, optionally, prints out the release files.

(Step 214) The uploader then asks the administrater whether the
release is to be repeated to new or failed servers. If so, the

uploader returns to Step 211; otherwise it exits.
. Update program

o e Figures 3A and 3B show the operation of the update program 110.
This program c¢an be run at any time on request by a user.

Conveniently, it is a Microsoft Windows program.

(Step 301) Referring to Figure 3A, the update program first
contacts one of the servers 102, by way of the network 103, to
obtain the live release file from that server.
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{Step 302) The update program then compares this release file
with its locally held registration file 109, to identify which of
the currently installed applications have more recent versions
available. It alsc identifies any new application installers in
the release file for applications that are not installed locally
on the client.

The update program then displays a screen, as shown in Figqure 9,
which allews the user to select either an "Updates" option or a
"New Release" option. If the user selects the "Updates" option,
the update program proceeds to step 303 in Figure 3A.
Alternatively, if the user selects the "New Release® option, the
update program proceeds to step 310 in Figure 3B (see below).

(Step 303) If the user selects the "Updates" option, a list of
the titles and versions of currently installed applications is
displayed, as shown in Fiqure 9. The display indicates which, if
any, of the applications have more recent versicna available. As
an example, Fiqgure 9 shows that the installed application’
"Peripheral Products Binder ([1/10/961" is up-to-date, while the
installed application "Networking Binder [1/9/96]" has a more
recent version available. The user may select from this list
one or more (or all) of the applications for which a more recent
version is available. Selection of an application will

automatically cause any dependent applications to be selected.

If there is a more recent versicn available of the update program
itself, this is autematically selected. Hence, every time the
update program runs it will update itself if necessary.

If the user selects the "OK" butten on this screen, the program
proceeds to Step 304 below. Alternatively, the user may simply
exit from the program without performing any updates by selecting
the "Cancel” button.
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(Step 304) Assuming the "OK" button was selected in step 303, the
update program contacts the server 102 to obtain the manifest
file for the first (or only) of the selected applications.

(Step 305) The update program then determines differences between
files installed on the client computer and those listed in the
manifest file. For each application file listed in the manifest
file, a check is made to determine whether the specified file is
already present in the specified directory in the client by using
CRC checks. If not, the program contacts the server 102, to
retrieve the required application file. The retrieved file is
expanded, and then checked for file-transfer corruption, using
the CRC checksum. All the application files are read into a
temporary directory on the client computer.

Thus, it can be seen that the update program dees not fetch any
application file if the required version of that file is already
installed in the reqhired directory, therehby eliminating

unnecessary traffic over the network.

(Step 306) When all the files listed in the manifest file have
been correctly retrieved, the installation actions are
implemented as follows. BAny files marked for deletion are
deleted from the client computer, files marked for execution are
executed and files marked for installation are installed into the
specified directories in the client, provided the file version is
more advanced than that of the existing file. Hence then any
existing files with the same names in the directories will be
overwritten.

If, on the other hand, some of the file transfers failed, none of
the files are installed. Instead, a message is displayed, giving
the user the option of either cancelling the update, or making
another attempt to access the files.,
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(Step 307) If all the required applications have now been
updated, the update program proceeds to Step 308. Otherwise it
returns to Step 304 above to get the manifest file for the next

required application to be updated.

(Step 308) Before exiting, the update program allows the user to
return feedback (i.e. comments on the update program or the other
applications the user is downloading and using) to a central
server. The program also automatically returns statistics to the
central server, showing who the user is and what has been
downloaded. The central server maintains a table based on these
statisties, allowing the system administrator to check whether
each user is using the latest versions of the software

applications.

Referring now to Figure 3B, if the user selects the "New Release"
option from the screen shown in Figure 9, the update program

proceeds as follows.

(Step 310} A list of newly released application installers, for
applications not currently installed on this client, is
displayed. The user may select only one of the application
installers from this list.

If the user selects the "OK" button on this screen, the program
proceeds to Step 311 below. Alternatively, the user may simply
exit from the program without performing any updates by selecting
the "Cancel" button.

(Step 311) If the "OK" button was selected in step 310, the
update program contacts the server 102 to obtain the manifest

file for the selected application installer.

(Step 312) A check is then made to determine whether the
specified installer file is already present in the specified
directery in the client by using CRC checks. If not, the program
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contacts the server 102, to retrieve the required installer file.
The retrieved file is expanded, and then checked for file-
transfer corruption, using the CRC checksum. The installer file
is read into the temporary directory, and remains there for

subsequent execution.

{Step 313) The update program returns statistics on the
installation to the central server,

(Step 314) The update program then displays a message box, asking

whether the user wishes to execute the installer now.

(Step 315) If the user selects "Yes" from this message box, the
update program exits and enters the installer.

The update program logs its actions, so that in the event of a
failure, such as a communications failure, it can restart from
the point where the last file was correctly received.

It should be noted that the software update mechanism and the
uploading mechanism described above do not require any special-
purpose software resident on the servers. The servers run
standard file server programs, and all the intelligence for the
software update mechanism and the uploading mechanism resides

solely in the update program and the uploader program.

Some possible modifications

It will be appreciated that many modifications may be made to the
system described above without departing from the scope of the
present invention. For example, the system may be adapted to

different operating systems and transport protocols.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS

1. 2 computer including a memory storing a plurality of software
applications and storing a registration file, indicating which
applications are currently installed in said memory and their
version details, the computer alsc including a software update
mechanism including:

(a) means for accessing a remote file server to obtain a release

file containing a list of software applications available from

"the remote server and their current version details;

(b) means for comparing said release file with said registration
file to determine which of the installed applications have
upgrades available;

{¢) user interface means for allowing a user to select at least
one of said applications for upgrading:

(d) means for accessing the remote file server to obtain a
manifest file containing details of the application files
required to form an updated version of the selected application;
{e) means for using the manifest file to determine which of said
applicaticn files are already available in the computer; and

(f) means for accessing the remote file server to retrieve those
application files that are not already available in the computer,

and installing those files in the memory.

2. A computer according to Claim 1 wherein said manifest file
also includes details of application files required to be deleted
or executed in order to form the updated version of said selected

applicatiocn.

3. A computer according to Claim 1 or 2, wherein said release
file includes at least one parameter specifying a linkage between
a first application and a second application, and wherein said
user interface means automatically selects said second
application for upgrading whenever said first application is

selected for upgrading.
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4, A computer according te any preceding claim, wherein said
software update mechanism includes an update program, and wherein
said user interface means automatically selects the update
program for upgrading whenever one of said applications is

selected for upgrading.

5. A computer according to any preceding claim including means
for using a checksum to check said applicaticn files when
retrieved from said remote file server and for allowing the
retrieved files to be installed only if the check is

satisfactory.

6. A computer according to any preceding claim, further
including:

(a) means for comparing said release file with said registration
file to identify available new installer wversions of
applications;

(b) user interface means for allowing a user to select one of
said installer versions;

{c) means for accessing the remote file server to obtain a
manifest file containing details of the installer files
associated with said one of said installer versions;

(d) means for using the manifest file to determine which of said
installer files are already available in said memory means; and
(e} means for retrieving those installer files that are not
already available in saild memory means from the remote file

server, and executing those files,
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7. A computer network including a plurality of server computers
and a plurality of client computers, wherein each of the client
computers includes:

(a) memory means for storing a plurality of software
applications, and for storing a registration file, indicating
which applications are currently installed in the memory means
and their version details;

(b} means for accessing one of sald server computers to obtain a
release file containing a list of software applications available
from said server computer and their current versicn details;

{(c) means for comparing said release file with said registration
file to determine which of the installed applications have
upgrades available;

(d) user interface means for allowing a user to select at least
one of said applications for upgrading;

{e) means for accessing said server computer to cbtain a manifest
file containing details of the application files required to form
an updated version of the selected application;

(f) means for using the manifest file to determine which of said
application files are already available in said memory means: and
(g} means for accessing sald server computer to retrieve those
application files that are not already available in said memory

means, and installing those files in said memory means.

8. A computer network according to Claim 7 wherein at least one
of said computers includes an uploader mechanism including:

(a) means for accessing one of said server computers to obtain a
manifest file containing details of the application files forming
a current version of a particular application;

{b) means for editing the manifest file to form a new manifest
file for a new or updated application;

(¢) means for writing the new manifest file, along with
application files for the new or updated application, into one or

more of the server computers.
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9. A computer netwerk according to Claim 7 or 8 wherein at least
one of said servers includes means for maintaining statistics on

which applications have been downloaded by which users.

10. A method of updating software in a computer, the method
including:

(a) storing a registration file, indicating which applicaticns
are currently installed in the computer and their version
details;

(b) accessing a remote file server to obtain a release file
containing a list of software applications available from the
remote server and their current version details:

(¢) comparing said release file with said registration file to
determine which of the installed applications have upgrades
available:

(d) allowing a user to select at least one of said applications
for upgrading:;

(e) accessing the remote file server to obtain a manifest file
containing details of the application files required to form an
updated version of the selected application;

(f) using the manifest file to determine which of the required
application files are already avallable in the computer; and
(g) accessing the remote file server to retrieve those
application files that are not already available in the computer,

and installing those files in the computer.

11. A method according to Claim 10, including the further step
of deleting or executing further application files as specified

in said manifest file.

12. A method according to Claim 10 or 11, wherein said release
file includes at least one parameter specifying a linkage between
a first application and a second application, and including the
further step of automatically selescting said second application

for upgrading whenever said first applicaticn is selected for
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13. A method according to any one of Claims 10 to 12, including
the further step of automatically selecting an update program for
upgrading whenever one of said applications is selected for

upgrading.

14. A method according to any one of Claims 10 to 13 including
the further step of using a checksum to check said application
files when retrieved from said remote file server, and allowing
the retrieved files to be installed only if the check is

satisfactory.

15. A method according to any one of Claims 10 to 14, including
the further steps:

(a) comparing said release file with said registration file to
identify available new installer versicns of applications;

(b) allowing a user to select one of said installer versions;

{c} accessing the remote file server to cbtain a manifest file
containing details of the installer files associated with said
one of said installer versions;

(d) using the manifest file to determine which of said installer
files are already aveilable in said memory means; and

(e) retrieving those installer files that are not already
available in said memory means from the remote file server, and

executing those files.

16, A computer substantially as hereinbefore described with

reference to the accompanying drawings.

17. A computer network substantially as hereinbefore described

with reference to the accompanying drawings.

18. B method of updating software in a computer substantially as
hereinbefore described with reference to the accompanying

drawings.
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IF NOT ALREADY PRESENT

v

313 _~RETURN STATISTICS

+

314 _—EXECUTE INSTALLER NOW?

YES

315 =

EXIT UPDATE PROGRAM
AND ENTER INSTALLER

NO

EXIT

l CANCEL

EXIT
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File Edit View Help
Bammrees

Application B6/11/1995 15 822617 1edBafle
Application 15 70471586 150 173706] eacPdded 80432
Applicetion $3704/1596 13:4 213338] eBdabef? 131132
ﬂppll:a!lan 2278471996 11 135@82| scBdadi¢ 754d1
Appilcaticn i 1875] a5fiead?d 1§29
Agplicatian EC A AALEIRATRETRH FE47H7| 1Ed50Td5 139251
Application ] L)
fipplication FETTTNE ITA T SE55ET] Sicevdi EEFTAE]
fioplicatian 19/84/1995 8% 2 E] []
Bpplicatian EXEALIRCEEIR 199238] 2cdicith 78#98
Fppiicatlon EGTRETIEE TTIS R 6871089 60968733 EIVIRT
fppilzation ¥97927799¢ 11:58: 35 484813] 347¢3940 276857
Fpplication 227471998 18139148 14783] 58 1ee 25 20012
fApplication 1878441996 13:194:44 189393; cbddeeed 192593
prll:ltiﬂn 2278471996 29:5@:48 527948 BA4G469F 331168
Rpplicaticn 2270471598 99II4E 128949 VF¥AIE9a 72357
fppiicaticn A YAREL e HEE R $38701] debldate 189556
Applicat ion A178071998 TV IAE 145383 "dbc19%ic 285371
fippileaticn 1§ /0471596 1151 3750 84775 §habiada 39597
Rpplication 1778171996 12:5 127703 ebdcazsd 75176
prlina(ian 2278471996 1211 TOSE4| 6Bc=316¢
i

Salutions Binder [1/10/36) i+ up-to-date
Fisst Team Software Binder [1/10/95] is up-to-date
GOLDRUSH MegaSERVER Binder (1/10/95] is up-to-date
Fujitsu ICL Technical Warkstations Binder [//03} has been withdrawn
& Netwaiking Bindes from 179796 to 1/10/96

OfficePower Binder {1/10/96) it up-to-date

Pawer Of 4 Binder {1/10/96] iz up-to-date

Peripheral Products Binder (1/10/96) i+ up-to-date

Professional PC Pioducts 13836 Binder {1/10/36) is up-to-date
Profetsional PE Praducts 1995 Binder [//10) has heen withdrawn
Server Systems Binder [1/10/96] it up-to-date
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