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ABSTRACT

A novel image protection scheme named "cocktail

watermarking" improves over current spread-spectrum
watermarking approaches. Two watermarks, which play

complementary roles, are simultaneously embedded into an
original image. The new watermarking scheme has the
characteristic that, no matter what an attack 1is, at least

one watermark typically survives well and can be detected.
Results of extensive experiments indicate that our cocktail

watermarking scheme 1s effective in resisting wvarious

attacks.
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COCKTAIL WATERMARKING ON IMAGES

Background

This invention relates to embedding information in an
lmage.

Conventionally, hand-written signatures, seals, oOr
other markings are used by artists and authors to identify
documents or images as their work, for example to claim a
copyright or other ownership right on their work. However,
digital technology for manipulating images has made it
difficult to mark images in a way that the marking cannot
be removed or obliterated. Additionally, owing to the
popularity of Internet, the use and transfer of digitized
media including media bearing digitized images has
increased. Therefore, it is imperative to protect works

from intentional or unwitting use which 1s contrary to an

owner's rights. A commonly used method for identifying a
work is to insert a watermark into the original work.

Watermarks which are embedded in an original work are

expected to tolerate attacks of any kind. Detection of a
valid watermark in a work enables an owner of the work to
identify the work as their own. It 1is desirable to be able

ro detect such a watermark, even if the work 1is modified,

for example by processing an image.

summary
The invention is directed to a novel image protection
scheme named "cocktail watermarking". To 1mprove over

current spread-spectrum watermarking approaches, two

watermarks, which play complementary roles, are
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simultaneously embedded into an original image. The new
watermarking scheme has the characteristic that, no matter
what an attack is, at least one watermark typically
survives well and can be detected. Results of extensive
experiments indicate that our cocktail watermarking scheme
ig effective 1n reSisting various attacks.

In one aspect, in general, the invention is a method
for adding information to a first image including the

following steps. The method includes transforming the

represent the image. A first subset of the transform
coefficients 1is selected and each of this first subset 1s

nodified such that the magnitude of each of the
coefficients more likely to be increased than decreased. A

second subsgset of the transform coefficients 1is selected and

modified such that the magnitude of each of the
coefficients is more likely to be decreased than increased.

The method then includes forming a second image using the

modified first and second subsets of transform

coefficients.
The invention can include one oOr MOre€ of the following

features:
Transforming the first image 1is done by computing a
wavelet transform of the 1mage, and the second image 1S

formed by taking an inverse wavelet transform of modified

wavelet transform coefficients
The magnitude of each of the coefficients in the first

the second subsets is greater than a just noticeable

Jdifference value for that coefficient.
Modifying each of the first subset of transform

coefficients includes increasing the magnitude of each of
caid first set of coefficients, and modifying each of the

second subset of rransform coefficients includes decreasing

the magnitude of each ol said second set of coefficients.



10

20

30

CA 02284866 2004-05-19

The method may further include computing a set cf
random numbers. Increasing the magnitude of each of the
first subset of coefficients then includes increasing the
magnitude of each of the coefficients according to a

different one of the random numbers, and decreasing the

magnitude of each of the second subset of coefficients

includes decreasing the magnitude of each of the

coefficients according to a different one of the random

numbers.

The method can further include accepting a third
image, which may be a processed version of the second
image. The method then includes transforming the third
image to form a set of transform coefficients which
represent said third image and computing a difference

between the transform coefficients of the first 1mage and

the transform coefficients of the third image. An indicator
that the third image is a processed version of the second
image is then determined from the computed difference.

According to the present invention, there 1s also
provided a method for detecting information from a third
image, comprising:

accepting a third image;

transforming the third image to form a plurality of
transform coefficients which represent said third image;

computing a difference between transform coefficients

p—
—

O

a first image and the transform coefficients of the

third image; and
determining an indicator that the third 1mage 1is

either a modified wversion of a second 1mage 1f the

indicator is larger than or equal to a pre-set threshold orx
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an un-watermarked image i1f the indicator i1s smaller than a

pre-set threshold.

In another general aspect of the i1nvention, a method

for detecting information embedded in an image includes the
following. The method includes accepting an 1mage and
transforming the accepted image to form a set of transform
coefficient which represent the accepted image. The method
also includes accepting an original image and transforming
the original image to form a set of transform coetfficilents
which represent the original image. A difference between
the transform coefficients of the original 1mage and the
transform coefficients of the accepted image are computed.
Multiple estimates of a watermark sequence are determined
such that each estimate is determined from a different
subset of the computed differences Dbetween transform
coefficlients. Multiple indicators that the watermark

sequence was encoded in the accepted image are computed,

™ b AP A S e e —
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each indicator being associated with a different one of the
determined estimates of the watermark sequence. The method

then includes determining an overall indicator that the

watermark sequence was encoded in the accepted image from

the plurality of indicators.
Other features and advantages of the invention are

apparent from the following description, and from the

claims.

Description of Drawings

FIG 1 is a block diagram showing encoding of a

watermark and subsequent detection of the watermark;
FIG. 2A is a block diagram of an encoder, which

encodes a watermark sequence into an original image;
FIG. 2B is a block diagram of a detector, which

detects a watermark sequence encoded in an image; and
FIG. 3 is an illustration of steps of an encoding

process.

Description

Referring to FIG. 1, an original 1image I(x,y) 100 1is
processed by an encoder 110 1in order to mark the image with
5 go-called "watermark" to produce a watermarked iLmage

I™ (x,v) 130. This watermarked image is distributed, for

example, over electronic distribution media or channels
During

such as on magnetic disks oxr over the Internet.

distribution, watermarked image I'™ (x,y) 130 may be
modified either inadvertently or intentionally such that
the resulting image 1s not identical to watermarked image

I™ (x,y). Such a modification is often referred to as an

nattack" alluding to an intentional modification aimed at
Here we refer to an attack as any

removing a watermark.
In FIG. 1, this

modification, intentional or not.
modification is represented by attack 150, which takes

Al W 8, NI | P R g A A A '
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watermarked image I™ (x,y) 130 and produces attacked
watermarked image I'(x,y) 170. A detector 180 processes
attacked watermarked image I (x,y) 170, along with
additional information produced during the encoding phase
(described further below), to produce a scalar quantity,
Sim 190, which indicates whether the input to detector 180
is indeed a modified version of watermarked image 1““(x,y)

130. That is, detector 180 determines whether its input is

attacked watermarked image I (x,y) 120 as shown in FIG. 1 as

opposed to a version of original image I(x,y) 100 or that
was not watermarked by encoder 100, or marked with a
different watermark. Detector 180 makes use of original
image I (x,y) 100 as well as other information produced by
encoder 110, such as a random watermark sequence N 120 and
a mapping m(x,y) 122 which identifies where in watermarked
image I'™ (x,y) 130 watermark sequence N 120 is "hidden.”
This other information is not distributed along with the
watermarked image, thereby making it difficult to remove

rhe watermark from the distributed image.

A desirable property of the combination of encoder 110
and detector 180 is that the determination of whether the
input to detector 180 1s an attacked watermarked 1mage

should be robust to a variety of types of attacks 150.
Typical types of attacks 150 include median filtering,
rescaling, sharpening, histogram equalization, dithering,
compression, photocopying, and blurring. A property of

many types of attacks is that the coefficients of a wavelet

rransform of an attacked image are either mostly increased

significantly more than one half of
or are mostly

in magnitude (that is,
rhe coefficients are increased 1in magnitude) ,

decreased in magnitude, compared to the corresponding

coefficients of the image prior to the attack. Although

not limited to attacks with such characteristics, the

BT ks s ® e el A A A P Anae e s assn s s & s P8« o
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approach embodied in this invention is particularly well

matched to attacks with this property.
Referring to FIG. 2A, encoder 110 includes a number of

logical modules. An overall approach used in encoder 110

is to hide two complementary watermarks in original image
I(x,y) 100 to produce watermarked image 1™ (x,y) 130. The
complementary watermarks are chosen such that under typicail
attacks, at least one of the watermarks survives and 18

easily detectable by detector 180 (FIG. l). We refer to
this general approach of applying two, OIr mOre, watermarks

to an image as "cocktail" watermarking.

Encoder 110 accepts original image I(X,y) 100. 1In the
discussion that follows, original image 100 is made up of
128 by 128 grayscale pixels. In alternative embodiments,
other sizes of images, and black-and-white or color images
are processed using the same approach. Encoder 110 applies
rwo watermarks in the original image I(x,y) 100 in the
transform domain by modifying a selected subset of

rransform coefficients of the image to encode a watermark

sequence. In this embodiment, encoder 110 uses a wavelet
transform 210 to compute a wavelet representation made up
of wavelet coefficients H(x,y) 212. In other embodiments,

other transforms are used, for example, a discrete cosine

transform. After computing the wavelet representation,
encoder 110 modifies a subset of wavelet coefficients
H(x,y) 212 at a wavelet modulator 215 to produce a modified
representation made up of modulated wavelet coefficients
H™ (x,y) 216. The encoder applies an inverse wavelet
rransform 220 to the modulated wavelet coefficients 216 to
produce watermarked image 1™ (x,y) 130.

Turning now to FIG. 2B, detector 180 inputs attacked

watermarked image I”(x,y) 170 which is either watermarked

image I"™ (x,y) 130 or an attacked version of that
watermarked image. Detector 180 produces a scalar gquantity
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Sim 190, indicates whether the image was 1indeed processed
(watermarked) by encoder 110. In order to compute Sim 190,
the detector makes use of original 1image I(x,v), 100,
attacked watermarked image I* (x,y) 170, as well as several
other guantities computed by encoder 110, which are
described below, that were computed during the encoding
process.

Referring back to FIG. 2A, encoder 110 encodes
watermark sequence N 120 into original image I(x,y) 100.

Encoder 110 applies the watermark sequence as two separate

watermarks: as a positive watermark M (p) (x,y) produced by

a positive watermark generator 214, and as a negative

watermark M(n) (X,v) produced by a negative watermark

generator 218. The outputs of watermark generators 214 and
218 are passed to wavelet modulator 215 which modifies
wavelet coefficients H(x,y) 212 of the original image.
Watermark sequence N 120 is passed to the detector for
use in determining whether the attacked watermarked image
indeed encodes that watermark sequence. In addition,
mapping m(x,y) 122 1is passed from the encoder to the
detector. This mapping identifies which wavelet
coefficients were modified during the encoding stage. In
addition, a weighting sequence w 124 1is passed from the

encoder to the detector. Weighting segquence w 124,

generated as a Gaussian sequence, 1s related to the degree

to which watermark segquence N 120 1is encoded into the
original image.

Turning to FIG. 3, the process carried out by encoder
110 is illustrated as a sequence of three transformations.
First, original 1mage I(X,y) 100 is transformed using

wavelet transform 210 (FIG. 2A) to produce wavelet
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coefficients H(x,y) 212. The wavelet transform produces the
same number of coefficients as in the original 1mage, in
this case 128 by 128. Using conventlonal wavelet transform

techniques, the wavelet coefficlents are arranged

7a
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in terms of nested sets of coefficients each associated
with different spatial scales: three sets of 64 Dy 64
coefficients 302 represent three orientations of a first
spatial scale; three sets of 32 by 32 coefficients 304

represent the next scale; three sets of 16 by 16
coefficients 306 represent the next; and a final set of 16
by 16 coefficients 308 represent a remaining image at the
final spatial scale. Although illustrated with the scale
and orientation structure, wavelet coefficients H(x,y) are
indexed by a "position" (Xx,y) where the x and y indices
each range over 128 values spanning all the scales and

orientations of the wavelet transform coefficients.

Referring still to FIG. 3, in the next transformation,

wavelet coefficients H(x,y) 212 are modulated by the
encoder to produce H™ (x,y) 216. In general, most of the
coefficient values are unchanged in this transformation,
thereby avoiding a significant degradation of the original
image. A sequence of coefficients 322 (the positions of
which are illustrated with the plus signs) are modulated
according to the positive watermark, and a sequence of
coefficients 320 (the positions of which are illustrated
with the minus signs) are modulated according to the
negative watermark. The selection of these sequences and
the details of modulating the coefficients are described
below. The positions of rhese modulated coefficients are

encoded in mapping m(x,y) 122 which is passed from encoder

110 to detector 180.
Tn the final transformation carried out by encoder

110, modulated wavelet coefficients 216 are passed to
inverse wavelet transform 220 TO produce watermarked image

1™ (x,y) 130.
Turning back to FIG. 24, wavelet coefficients H(X,Y)

'212 are passed to a coefficient selector 230 which
determines the sequence of pogsitions of coefficients tO
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modulate 320 and 322 (see FIG. 3). In order to reduce the
perceptual effects of the encoding procedure, coefficient
selector 230 chooses a subset of the wavelet coefficients
such that each of the selected coefficients is greater in
magnitude than the just noticeable difference (JND) for
that coefficient. The just noticeable difference for a
coefficient is the least amount by which the coefficient
may be changed for the change to be perceptible in the
corresponding image. In this embodiment which makes use of
the wavelet transform, the JND for each coefficient 1is
computed independently of the original image, and depends
on the spatial scales of the wavelet coefficients. Of
coefficients with sufficiently large magnitude, half are
used for the positive watermark and half are used for the
negative watermark. Coefficient selector 230 passes a
length, k, which is one half the number of selected

coefficients to a watermark sequence generator 232.

Watermark generator 232 generates a random seguence

watermark sequence N = (n;, . . . , ng) 120, each element of

which is independently chosen from a Gaussian distribution
with mean zero and variance 1 (i.e., n;~N(0,1)). Encoder
110 passes watermark sequence 120 toO both positive
watermark generator 214 and negative watermark generator

218 as well as subsequently to detector 180.
Returning to coefficient selector 230, after having

celected the coefficients with sufficiently large
magnitude, coefficient selector 230 determines a randomized

sequence of those selected coefficients. Coefficient

selector sends the positions and values of the sequence of

coefficients to positive and negative watermark generators

214 and 218, respectively. Each of the watermark
generators uses alternating elements in the sequence. That

ig, the positive and negative watermarks are interleaved.
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Positive watermark generator 214 generates positive
watermark M'P' (x,y) such that the magnitude of the
corresponding selected wavelet coefficients 1s, in general
increased. On the other hand, negative watermark generator
218 generates negative watermark M™ (x,y) such that the
magnitude of the corresponding selected wavelet
coefficients is, in general, decreased.

Pogitive watermark generator 214 generates positive
watermark M'P!' (x,y) as follows. First, it sorts watermark
sequence N 120. Values from the watermark sequence are
used in turn; Nporteom refers to the largest (most positive)
value in the sequence that has not yet been used, and neep
refers to the smallest (most negative) wvalues that has not
vet been used. For every other of the coefficient
sequence, (Xp,¥Yp) generated by coefficient selector 230
(that is positions 322 in FIG. 3) positive watermark
generator 214 computes

MP (x,,vp) = JND (Xp,Yp) X W X Tpottom if H(xXp,Yp) O

= JIND (Xp,¥p) X W X Ntep 1f H(Xp,yp) <0
In this way M™ (xp,y,) will typically (but not necessarily
due to the random nature of N 120) have the same sign as
H(xp,Yp) and therefore when added to H(Xp,yp) will increase
its magnitude.

Negative watermark generator 218 generates negative
watermark M'™ (x,y) in a complementary manner. For every
other of the coefficient sequence generated by coefficient
selector 230, that is, the coefficients not used by the
positive watermark generator, (x,,yan), negative watermark
'generator 218 computes

M™ (Xn, Yn) = JND (Xp, ¥Yp) X W X Nigp if H(xp,yp) O

= JIND (Xp, ¥p) X W X Rpottom if H(Xp,¥yp) <0
so that M"™ (x,,va) will typically (but not necessarily due

to the random nature of N) have the opposite sign then

H(Xn,Yn) -

10
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Pogitive watermark generator 214 and negative
watermark generator 218 pass the indices of the selected
elements of watermark sequence 120 to a mapping module 222
which generates mapping m(x,y) 122 such that m(xp,yp)=1 at
the position that uses nj; in the positive watermark and
m(X,,yn)=-1 at the position that uses n; in the negative
watermark.

Referring still to FIG. 2A, wavelet modulator 215
accepts positive and negative watermarks M'® (x,,y,) and
M'™ (x,,yn) and their positions. For each position to be
modified by the positive watermark, wavelet modulator 215
computes

H™ (xp,¥p) = Hxp,yp) + MP (xp,yp)
and for each position to be modified by the negative
watermark, 1t computes

H™ (%n,¥n) = H{Xa,¥n) + M™ (xq,¥n)
and leave the remaining coefficients unchanged

H™ (x,y) = H(x,y).

Referring now to FIG. 2B, detector 180 accepts
attacked watermarked image I (x,y) 170. Detector 180 also
receives original image I(x,y) 100, mapping m(x,y) 122 and
watermark segquence N 120, Detector 180 applies wavelet
transform 260 to original image I(x,y) 100 to compute
wavelet coefficients H(X,y) 262 and applies wavelet
transform 264 to attacked watermarked image I (x,y) 170 to
compute wavelet coefficients H (x,y) 266. Wavelet
transforms 260 and 264 perform the same function as wavelet
transform 210 (FIG. 23) in encoder 110. Detector 180 then
computes a difference between these sets of wavelet

coefficients at module 270 by computing

DIFF(x,y) = ( H (x,y) - H({x,y) ) / ( IND(x,y) X w )
for each position in the transforms.

Detector 180 passes the computed difference to a

positive watermark estimator 280 and a negative watermark

11
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estimator 284. Positive watermark estimator 280 accepts
mapping m(x,y) 122 to select the positions at which the
watermark sequence was encoded as a positive watermark and
determine N'®", an estimate of watermark sequence 120 as
encoded in the positive watermark. Specifically, n'®7; =
DIFF (Xp,Yp) for the position (Xp,yp) that satisfies
m(Xp,yp)=1i. Similarly, negative watermark estimator

computes N™7 such that n'™’; = DIFF(%X,,yn) for the position
that satisfies m(x,,yn) =-1.

Detector 180 computes a similarity between each of NP
and N™7" and watermark sequence 120 to produce scalar

' and Sim'™, respectively. 1In particular,

similarities Sim'P
detector 180 computes

Sim® = N o N®* / sqrt (N®* e N®*)
and |

Sim'™ = N ¢ N7 / ggrt (N'®" e N'®7),
where e signifies an inner product between the corresponding
sequences. Then detector 180 takes the maximum of Sim'F’
and Sim'™ to determine Sim 190. The larger the value of Sim
180, the more certain that its input is indeed a modified
version of watermarked image I™ (x,y) 130.

In an alternative embodiment, detector 180 performs a
relocation step prior to computing the difference between
the wavelet coefficients of the original image and the
attacked watermarked image. The relocation step involves
the detector using H'™ (x,y), the wavelet coefficients of
the watermarked image (prior to attack), which it either
receives from the encoder or alternatively that it
recomputes from the original image it receives from the
encoder. The coefficients of H'™ (x,y) and H (x,y) are each
sorted by magnitude and the coefficients of Hftxgy) are
relocated such that the k'™ largest coefficient of H (x,y)
is moved to the position of the k*® largest coefficient of

H™ (x,y) for all positions in the transformed images.

12
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In experiment using the above approaches, a tiger

image of size 128 x 128 was used for hiding watermarks. The
length k of a hidden watermark sequence N depends on the
original image and the wavelet-based visual model which
determined the JND values for the wavelet coefficients.

Using the tiger image, a total 2714 wavelet coefficients of

the possible 16,348=1284 were selected by coefficient
selector 230 (FIG. 2A). The peak signal-to-noise ratio

(PSNR) of the watermarked image was 34.5 dB. 32 different
attacks 150 (FIG. 1) were to test the watermarking

approach. The results show that typically, one of sim(P) or

sim{n) is significantly greatexr than the other, 1indicating
that one watermark may be destroyed while the other one
survives well. Some attacks severely damaged the

watermarked image, but the embedded watermarks can still be

extracted with high detector response. Also, the detector
response was generally increased using the relocation step

described above as compared to not performing relocation.

It 1s to be understood that while the 1nvention has
been described in conjunction with the detailed description

th

ereof, the foregoing description 1s 1intended only to
illustrate particular embodiments of the invention and not

to limit the scope of the invention, which 1s defined by

1)

the scope - O: the appended claims. Other  aspects,
advantages, and modifications are within the scope of the

following claims.

13
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WHAT IS CLATMED IS:

L. A method for adding information to a first image
comprising:
transforming the first image to form a plurality of
transform coefficients which represent said first image;
"gelecting a first subset of the transform
10 coefficients;
modifying each of the first subset of transform
coefficients such that the magnitude of each of the
coefficients is more likely to be increased than decreaseq;
selecting a second subset of the transform
coefficients;
modifying each of the second subset of transform
coefficients such that the magnitude of each of the
coefficients is more likely to be decreased than increased;
and
forming a second image using the modified first subset
20 of transform coefficients and the modified second subset of

transform coefficients.

2. The method of claim 1 wherein transforming the
first image includes computing a plurality of wavelet

coefficients from the first image.

3. The method of claim 2 wherein the magnitude of
each of the coefficients in the first and the second
subsets is greater than a multiple of a just noticeable

a0 difference value for that coefficient.

14
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4. The method of claim 3, wherein modifying each of

the first subset of transform coefficients includes

—

increasing the magnitude o©f each of said first set of

coefficients, and modifying each of the second subset of

transform coefficients i1ncludes decreasing the magnitude of

each of said second set of coefficients.

5. The method of claim 4, further comprising
computing a plurality of random numbers, and wherein
increasing the magnitude of each of the first subset of

coefficients 1ncludes increasing the magnitude of each of

sald first set of coefficients according to a different one

of the random numbers, and wherein decreasing the magnitude

of each of the second subset o0of coefficients i1ncludes
decreasing the magnitude of each of said second set of

coefficients according to a different one of the random

numbers.

6 . A method for detecting information from a third
image, comprising:

accepting a third image;

transforming the third image to form a plurality of

transform coefficients which represent said third image;

computing a difference between transform coefficients
of a first 1image and the transform coefficients of the
third image; and

determining an indicator that the third image 1is

elither a modified wversion of a second image 1f the
indicator is larger than or equal to a pre-set threshold or

an un-watermarxed i1mage 1f the indicator i1is smaller than a

pre-set threshold.

15
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7. A method for detecting information embedded in an
image comprising:

accepting an image;

transforming the accepted image to form a plurality of
transform coefficient which represent the accepted image;

accepting an original 1image;

transforming the original image to form a plurality of
rransform coefficients which represent the original 1mage;

computing a difference between the transform
coefficients of the original image and the transform
coefficients of the accepted image;

determining a plurality of estimates of a watermark
sequence, each estimate being determined from a different

subset of the computed differences between transform

coefficients;

computing a plurality of indicators that the watermark

sequence was encoded 1n the accepted image, each indicator

being associated with a different one of the determined

ceatimates of the watermark sequence; and

determining an overall indicator that the watermark

sequence was encoded 1n the accepted image from the

plurality of indicators.

16
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