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VOLUME CONTROL FOR MASS QUOTE counter and / or a quote counter may be used to monitor the 
MESSAGES quantity of each message received during an interval of time . 

The counters may be reset when a message is received 
This application is a divisional of U . S . patent application outside the predetermined window . As such the consumption 

Ser . No . 11 / 856 , 491 entitled , “ Volume Control for Mass 5 value may be calculated using various techniques . 
Quote Messages , ” filed Sep . 17 , 2007 , which is incorporated Furthermore , a trading terminal in accordance with 
by reference herein in its entirety . aspects of the disclosure may send mass quote messages to 

an exchange or other system for processing . The trading 
RELATED APPLICATIONS terminal may receive an indication that a threshold has not 

10 been complied with , and thus , is in non - compliance . 
Commonly - assigned U . S . patent application Ser . No . Moreover , a system in accordance with aspects of the 

10 / 982 , 535 , U . S . patent application Ser . No . 10 / 903 , 826 , disclosure may include a lockout variable configured to 
and U . S . provisional patent application Ser . No . 60 / 517 , 491 , indicate whether incoming messages should be rejected or 
which are all incorporated by reference herein in their accepted for processing . The system may also include a 
entirety , describe an example of a mass quote message , 15 quote counter and mass quote counter . New quotes and mass 
formats for such mass quote messages , and an example of a quote messages may be received at an order receiving 
system for processing such mass quote messages . module at an exchange or other system . Meanwhile , a 

window determination module , consumption calculation 
FIELD OF THE DISCLOSURE module , and compliance verification module may be 

20 included in such a system to perform one or more features 
Aspects of the present invention relate to mass quote of the system . 

messages . More specifically , aspects of the present invention Of course , the methods and systems disclosed herein may 
provide systems and methods for controlling the rate of also include other additional elements , steps , computer 
processing mass quote messages . executable instructions , or computer - readable data struc 

25 tures . In various embodiments , aspects of the present dis 
BACKGROUND closure can be partially or wholly implemented on a 

computer - readable medium , for example , by storing com 
Current financial instrument trading systems allow traders puter - executable instructions or modules , or by utilizing 

to combine orders for a group of financial instruments into computer - readable data structures . 
a single order called a mass quote message . For example , a 30 The details of these and other embodiments of the present 
trader or trading entity may use a mass quote message when invention are set forth in the accompanying drawings and 
transmitting orders for a group of related option contracts , the description below . Other features and advantages of the 
such as an option series belonging to one option class . With invention will be apparent from the description and draw 
conventional trade engines , each individual order is pro ings , and from the claims . 
cessed separately and results in the creation of market data . 35 
The market data produced for each trade is then distributed BRIEF DESCRIPTION OF THE DRAWINGS 
to traders and other entities . 

As the number of orders and traders increases , the distri - The present invention may take physical form in certain 
bution of market data messages can strain processing parts and steps , embodiments of which will be described in 
resources , bandwidth , and networks that are used to transmit 40 detail in the following description and illustrated in the 
such messages . The processing of numerous market data accompanying drawings that form a part hereof , wherein : 
messages and associated overhead consumes bandwidth and FIG . 1 depicts an illustrative computer network system 
processing time . Therefore , there is a need in the art for that may be used to implement aspects of the present 
improved systems and methods for regulating the receipt invention ; 
and / or processing of mass quote messages and producing 45 FIG . 2 illustrates an illustrative system for processing 
and / or distributing market data messages . mass quote messages and a distributing corresponding mar 

ket data in accordance with an embodiment of the invention ; 
SUMMARY OF THE DISCLOSURE FIG . 3 illustrates an illustrative computer implemented 

method for processing mass quote messages in accordance 
The present invention overcomes at least some of the 50 with an embodiment of the invention ; 

problems and limitations of the prior art by providing FIG . 4 illustrates a timeline of events in a method of 
systems and methods for controlling the rate of acceptance processing mass quote message in accordance with an 
of mass quote messages . The mass quote messages may be embodiment of the invention ; and 
formatted in one or more of the formats known to one skilled FIG . 5 illustrates another timeline of events in a method 
in the art . 55 of processing mass quote message in accordance with an 

In one example , a method is disclosed for determining if embodiment of the invention . 
the consumption value of mass quote messages and / or 
quotes exceeds predetermined thresholds during a predeter DETAILED DESCRIPTION 
mined interval of time . If the threshold is met or exceeded , 
then messages that fall within a subsequent predetermined 60 Aspects of volume controls may be used to limit the rate 
window , such as messages received with a defined time at which customers can submit mass quotes messages , such 
period , may be rejected . An indication of non - compliance as orders submitted to an electronic trade matching engine 
( e . g . , a rejection message such as defined in the Financial associated with a financial exchange . A large number of 
Information eXchange FIX Protocol ) with the threshold mass quotes may impact the operating efficiency of trading 
setting may be sent if a violation is detected . Meanwhile , if 65 engines and the engines ' responsiveness . Aspects of volume 
the threshold settings are not found to be violated , then controls may be used to ease bandwidth and processing 
messages may be accepted for processing . A mass quote constraints on trading engines and other exchange infra m 
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structure / systems . At least one benefit of aspects of the connects the central processor to one or more conventional 
disclosure is that it allows an exchange to provide a more components , such as a network card or modem . Each 
stable and reliable market . In conjunction with aspects of the computer device may also include a variety of interface units 
disclosure , an exchange , or any entity that provides a and drives for reading and writing data or files . Depending 
marketplace for processing orders , may upgrade other infra - 5 on the type of computer device , a user can interact with the 
structure , such as iLink and market data platform ( MDP ) computer with a keyboard , pointing device , microphone , 
systems , to further enhance the system . pen device or other input device . 

In accordance with aspects of the disclosure , systems and Computer device 114 is shown directly connected to 
methods are disclosed for measuring the number of quotes exchange computer system 100 . Exchange computer system 
per second ( QPS ) for each session ( e . g . , an Think session or 10 100 and computer device 114 may be connected via a T1 
other session ) with mass quote messaging capabilities . The line , a common local area network ( LAN ) or other mecha 
QPS may be measured during a predetermined time interval . nism for connecting computer devices . Computer device 114 
For a trading session , the number of mass quotes for a period is shown connected to a radio 132 . The user of radio 132 
of time , or QPS , may be limited . A trading firm may be may be a trader or exchange employee . The radio user may 
identified by or associated with a trading session . Thus , the 15 transmit orders or other information to a user of computer 
number of quotes that a trading firm may submit for a period device 114 . The user of computer device 114 may then 
of time may be limited by limiting the QPS for the trading transmit the trade or other information to exchange com 
session . If a trading firm exceeds their allotted QPS as puter system 100 . 
measured over the predetermined time interval , subsequent Computer devices 116 and 118 are coupled to a LAN 124 . 
mass quote messages from that trading firm ( or trading 20 LAN 124 may have one or more of the well - known LAN 
terminals ) may be rejected during the next time interval . topologies and may use a variety of different protocols , such 
However , some message types ( e . g . , mass quote Cancel by as Ethernet . Computers 116 and 118 may communicate with 
Instrument , by Group , and Cancel All ) may not be subjected each other and other computers and devices connected to 
to such restrictions and may be permitted even while other LAN 124 . Computers and other devices may be connected 
message types are being rejected . Aspects of volume con - 25 to LAN 124 via twisted pair wires , coaxial cable , fiber optics 
trols may use the number of quote entries in a mass quote or other media . Alternatively , a wireless personal digital 
received per second to perform various calculations . An assistant device ( PDA ) 122 may communicate with LAN 
exchange ( or other entity ) may set and communicate to its 124 or the Internet 126 via radio waves . PDA 122 may also 
trading firms the measurement thresholds and QPS limits per communicate with exchange computer system 100 via a 
session ( or other interval of time ) . 30 conventional wireless hub 128 . As used herein , a PDA 

Aspects of the present invention are preferably imple - includes mobile telephones and other wireless devices that 
mented with computer devices and computer networks that communicate with a network via radio waves . 
allow users to exchange trading information . An exemplary FIG . 1 also shows LAN 124 connected to the Internet 126 . 
trading network environment for implementing trading sys - LAN 124 may include a router to connect LAN 124 to the 
tems and methods is shown in FIG . 1 . An exchange com - 35 Internet 126 . Computer device 120 is shown connected 
puter system 100 receives orders and transmits market data directly to the Internet 126 . The connection may be via a 
related to orders and trades to users . Exchange computer modem , DSL line , satellite dish or any other device for 
system 100 may be implemented with one or more main connecting a computer device to the Internet . 
frame , desktop or other computers . A user database 102 One or more market makers 130 may maintain a market 
includes information identifying traders and other users of 40 by providing constant bid and offer prices for a derivative or 
exchange computer system 100 . Data may include user security to exchange computer system 100 . Exchange com 
names and passwords . An account data module 104 may puter system 100 may also exchange information with other 
process account information that may be used during trades . trade engines , such as trade engine 138 . One skilled in the 
A match engine module 106 is included to match bid and art will appreciate that numerous additional computers and 
offer prices . Match engine module 106 may be implemented 45 systems may be coupled to exchange computer system 100 . 
with software that executes one or more algorithms for Such computers and systems may include clearing , regula 
matching bids and offers . A trade database 108 may be tory and fee systems . 
included to store information identifying trades and descrip - The operations of computer devices and systems shown in 
tions of trades . In particular , a trade database may store FIG . 1 may be controlled by computer - executable instruc 
information identifying the time that a trade took place and 50 tions stored on computer - readable medium . For example , 
the contract price . An order book module 110 may be computer device 116 may include computer - executable 
included to compute or otherwise determine current bid and instructions for receiving order information from a user and 
offer prices . A market data module 112 may be included to transmitting that order information to exchange computer 
collect market data and prepare the data for transmission to system 100 . In another example , computer device 118 may 
users . A risk management module 134 may be included to 55 include computer - executable instructions for receiving mar 
compute and determine a user ' s risk utilization in relation to ket data from exchange computer system 100 and displaying 
the user ' s defined risk thresholds . An order processing that information to a user . 
module 136 may be included to decompose delta based and Of course , numerous additional servers , computers , hand 
bulk order types for processing by order book module 110 held devices , personal digital assistants , telephones and 
and match engine module 106 . ) A volume control module 60 other devices may also be connected to exchange computer 
140 may be included to , among other things , control the rate system 100 . Moreover , one skilled in the art will appreciate 
of acceptance of mass quote messages in accordance with that the topology shown in FIG . 1 is merely an example and 
one or more aspects of the disclosure . that the components shown in FIG . 1 may be connected by 

The trading network environment shown in FIG . 1 numerous alternative topologies . 
includes computer devices 114 , 116 , 118 , 120 and 122 . Each 65 FIG . 2 illustrates an example of aspects of a system 100 
computer device includes a central processor that controls for receiving and processing mass quote messages in accor 
the overall operation of the computer and a system bus that dance with an embodiment of the invention ( see step 302 in 



US 9 , 940 , 667 B2 

FIG . 3 ) . A mass quote message 202 may contain a plurality tion value is calculated by dividing by ten . Furthermore , a 
of orders for at least one financial instrument . The mass separate consumption value may be calculated for the total 
quote message 202 may also be associated with a session . A number of mass quote messages received during a prede 
session may be associated with a unique session identifier . termined window . 
The identifier may be assigned to a trading entity for a 5 One skilled in the art will appreciate that in such embodi 
trading period . The trading entity may have one or multiple ments where a timestamp value is used to determine con 
trading terminals associated with the session . Furthermore , sumption value , the actual window size used to calculate a 
the financial instruments may be financial derivative prod consumption value may be greater than a predetermined 
ucts . Derivative products may include futures contracts , window . In such instances , the actual window size is the 
options on futures contracts , futures contracts that are func - 10 predetermined window for the purposes of calculating the 
tions of or related to other futures contracts , swaps , swap - consumption value . 
tions , or other financial instruments that have their price In another embodiment in accordance with aspects of the 
related to or derived from an underlying product , security , invention , a timer component may be used to monitor the 
commodity , equity , index , or interest rate product . In one completion of a predetermined window ( e . g . , a 3 - second 
embodiment of the invention , the orders are for options 15 window ) . In such an embodiment , the system 100 must may 
contracts that belong to a common option class . Orders may include clock hardware to serve as a stopwatch in monitor 
also be for baskets , quadrants , other combinations of finan - ing the predetermined window . At the completion of each 
cial instruments , etc . The option contracts may have a predetermined window , the counter variables 208 may be 
plurality of strike prices and / or comprise put and call reset to zero so that a new consumption value may be 
contracts . Mass quote message 202 may be received at an 20 calculated separately for each predetermined window . One 
exchange . As used herein , an exchange 100 includes a place skilled in the art will appreciate that there are various 
or system that receives and / or executes orders . drawbacks and advantages to a timer component system 

The orders in mass quote message 202 are delivered to versus a timestamp value system as described , and vice 
appropriate order book objects 206 . Each order book object versa . 
206 may correspond to a particular financial instrument , 25 Regardless of which system ( e . g . , timer component sys 
such as an option contract and may track or maintain the tem , timestamp value system , or combination ) is imple 
order book for that financial instrument . Furthermore , the mented , the consumption value may be compared to a 
top level bids or asks ( see 204 ) for a particular financial predetermined threshold to determine if the value is in 
instrument ( e . g . , SPZ3 ) may be gathered using the order compliance ( see step 312 in FIG . 3 ) . For example , as shown 
book object 206 . 30 in FIG . 4 and FIG . 5 , a threshold value of two hundred 

In accordance with aspects of the invention , one or more quotes per second may be used . If the consumption value 
counter variables 208 may be used to track the quantity of exceeds this predetermined threshold value , then a lockout 
mass quote messages and / or quotes that are received . A mass variable 210 may be set ( e . g . , flagged with a value of binary 
quote counter ( e . g . , counter variable 208 ) may be incre - ' 1 ' ) to indicate that mass quote messages that fall within a 
mented for each mass quote message received within a 35 subsequent predetermined window ( i . e . , the next three sec 
predetermined window of time ( see step 306 in FIG . 3 ) . ond window ) will be rejected for processing by the system 
Similarly , a quote counter ( e . g . , counter variable 208 ) may 100 ( see step 314 in FIG . 3 ) . Meanwhile , the consumption 
be incremented for each quote in each mass quote message value may be calculated for this subsequent predetermined 
received within a predetermined window of time ( see step window to determine how many mass quote messages 
308 in FIG . 3 ) . For example , if a mass quote message is 40 and / or quotes are continuing to be received at the system 
received comprising one hundred quotes , then the mass 100 . If the consumption value then complies with the 
quote counter may be incremented by one and the quote predetermined threshold , then the lockout variable 210 may 
counter may be incremented by one hundred . In some be cleared ( e . g . , flagged with a value of binary ‘ 0 ' ) to 
embodiments in accordance with aspects of the invention , indicated that mass quote message that are subsequently 
the mass quote message may comprise two - sided quotes , 45 received will be accepted for further processing ( e . g . , sent to 
one - sided quotes , and / or a combination of the aforemen - the matching engine 106 , book object 206 , and various other 
tioned . In some implementations , the counter variable 208 modules ) by the system 100 ( see step 316 in FIG . 3 ) . 
may default to one - sided quotes , unless otherwise specified . If the consumption value for a window is determined to be 

In one embodiment in accordance with aspects of the in non - compliance , then an indication of non - compliance 
invention , a timestamp value of the received message ( e . g . , 50 may be sent to the system and / or terminal ( e . g . , 116 , 118 , 
retrieved from a header of a mass quote message ) may be 120 ) transmitting the mass quote message . The indication of 
retrieved and used to determine a consumption value ( see non - compliance may be in the form of a predetermined 
step 310 in FIG . 3 ) . Such a consumption value may be packet type ( e . g . , a rejection FIX packet message ) that 
calculated by dividing the total number of quotes received contains header information ( e . g . , a code corresponding to a 
by the elapsed time . The elapsed time ( e . g . , predetermined 55 violation type ) that is understood by the receiving system / 
window ) may be determined by comparing the time a first terminal to mean that the system 100 is rejecting incoming 
message was received with the time a subsequent message messages ( e . g . , mass quote , etc . ) for a predetermined win 
is received . Alternatively , a timestamp value in the received dow due to non - compliance . The trading terminal ( e . g . , 116 , 
messages may be used . If the time interval is greater than a 118 , 120 , etc . ) receiving the indication of non - compliance 
predetermined window size ( e . g . , three seconds ) , then a 60 may be alerted that the message submitted has been rejected , 
consumption value may be calculated using the collected and that messages it sends to an exchange 100 for a 
statistics . Thus , the consumption value may be calculated predetermined window of time may also be rejected . 
when the elapsed time is greater than a predetermined FIG . 3 illustrates a computer implemented method for 
window . For example , FIG . 4 and FIG . 5 illustrate two processing mass quote messages in accordance with an 
examples of the calculation of a consumption value for a 65 embodiment of the invention . First , in step 302 a mass quote 
predetermined window size of three seconds . For example , message is received by an order receiving module in 
if ten seconds elapse between messages , then the consump exchange computer system 100 . The mass quote message 
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includes a plurality of orders for financial instruments and start of the time interval ( TO ) and verifies whether the 
may be received at an exchange 100 , match engine or any difference is greater than or equal to a predetermined interval 
other location or device that processes orders for financial of time ( such as three seconds or any other defined and / or 
instruments . In step 304 a window determination module adjustable time interval for capturing or measuring QPS 
determines , as explained throughout , whether a mass quote 5 limits ) . If the time difference is less than the predetermined 
message falls within a predetermined window and incre - interval of time , there is no action taken to limit volume 
ments ( in step 306 and 308 ) the mass quote counter and control by the present invention , and the system may con 
quote counter accordingly . The counters are incremented tinue to accept mass quote messages . If the time difference 
while the incoming messages fall within a predetermined is greater than the predefined time interval , the system may 
window ( e . g . , 3 seconds ) . Once an incoming message is 10 take the count of the number of messages received from TO 
received outside a predetermined window , the consumption to Tx and averages that over the time interval . If the average 
calculation module may be used to calculate in step 310 ) QPS calculated exceeds the allowed QPS , the triggering 
one or more consumption values . Such consumption values quote and future incoming quotes are rejected for at least the 
may be associated with the quantity of mass quotes and / or next three seconds . If the average QPS calculated does not 
the quantity of quotes . Alternatively or in addition , the 15 exceed the allowed QPS , customers are allowed to continue 
consumption calculation module may continuously ( or on a quoting and the process continues and the timer is reset to 
predetermined interval ) calculate an interim consumption TO . In an event - driven implementation of the disclosure , the 
value . In such an embodiment , a non - compliance that is system waits for a message to arrive , at which point it 
evident from the start of an interval may be identified and the performs the calculation mentioned above . The system may 
appropriate module may react appropriately ( e . g . , by setting 20 initially check for the greater than or equal to three second 
a lockout variable ) . time interval . If the criteria is met , an average QPS calcu 

In accordance with aspects of the volume controls , a lation may be performed and the quote message is sent 
compliance verification module may compare the consump through only if the QPS level is below the set threshold . If 
tion value / values and determine if a predetermined threshold a customer ( e . g . , trading entity ) continues to exceed the 
for QPS has been exceeded . If so , the lockout variable 210 25 threshold level , even during the reject period , quotes are 
is set ( in step 314 or 316 ) to the appropriate value . Subse - rejected again for at least the next three seconds . The timer 
quent incoming messages may be accepted or rejected is reset as TO every time a message received is beyond the 
accordingly . Moreover , some predetermined types of mes - three second interval verification period . FIG . 4 and FIG . 5 
sage ( e . g . , a cancel all message type ) may be excluded from are just two examples based on the minimum three second 
regulation by the compliance verification module . Finally , in 30 lockout . 
step 318 , the counters 208 may be reset so that the next For example , during a minimum three second lockout : ( 1 ) 
predetermined window of time may be monitored and quote messages may receive a session level reject message , 
consumption calculated . however the system may continue to accept customer cancel 
One skilled in the art will appreciate that one or more messages . The system may also continue to count the quotes 

modules described herein may be implemented using , 35 received in this period . However , at T = 3 or after ( based on 
among other things , a tangible computer - readable medium when the next message is received ) , the system may calcu 
comprising computer - executable instructions ( e . g . , execut - late the quotes received so far and their average , and check 
able software code ) . Alternatively , modules may be imple them against the allowable QPS limit . If the customer is 
mented as software code , firmware code , hardware , and / or a within the limit , the reject restriction is lifted and they are 
combination of the aforementioned . For example the mod - 40 allowed to quote . If the customer is outside the QPS limit , 
ules may be embodied as part of an exchange 100 for quotes are rejected for another three second minimum . In 
financial instruments . accordance with aspects of the disclosure , the rejection 

The embodiments described above utilize a mass quote message may specify whether the quote was rejected due to 
message . In alternative embodiments individual orders may the number of mass quote messages or the number of quotes 
be processed and produce market data that is compiled into 45 in a mass quote message . In some embodiments , the error 
a single market data message . A variety of criteria may be message may include text ( or some other identifier ) to 
used to group orders that produce market data that is explain the reason for rejection . 
ultimately compiled into a single market data message . For The present invention has been described in terms of 
example , orders received within a predetermined time preferred and exemplary embodiments thereof . Numerous 
period or orders for similar financial instruments received 50 other embodiments , modifications and variations within the 
within a predetermined time period may be grouped together scope and spirit of the invention will occur to persons of 
such that the resulting market data is transmitted within a ordinary skill in the art from a review of this disclosure . For 
single market data message . example , aspects of the invention may be used to process 

The embodiments described above also transmit a single and communicate data other than market data . 
market data message after all orders have been processed . In 55 
alternative embodiments of the invention a market data We claim : 
message may be transmitted before all of the orders are 1 . A method , comprising : 
processed . For example , the message may be transmitted at receiving , by an order receiving module of a mass quote 
a predetermined time after receiving market data from the message server , a mass quote message sent over a 
first order . This allows market data to be distributed even 60 computer network , wherein the mass quote message 
when the processing of one or more orders takes an undue comprises a plurality of quotes for at least one financial 
length of time . After a first market data message is trans instrument ; 
mitted , subsequent market data messages may be transmit determining , by a window determination module of the 
ted upon receipt of additional market data . mass quote message server , whether the mass quote 

Referring to FIG . 4 and FIG . 5 , for every mass quote 65 message falls within the predetermined window and 
received , a system calculates the time difference between the incrementing a quote counter of the mass quote mes 
current message ( Tx ) and the first message received at the sage server accordingly ; 
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calculating , by a consumption calculation module of the module being set to indicate rejection of subsequently 
mass quote message server , a first consumption value received mass quote messages . 
using the quote counter ; 7 . The apparatus of claim 6 , where the non - compliance 

setting a lockout variable of a compliance verification message comprises a rej message comprises a rejection message containing a code 
module of the mass quote message server to indicate 5 corresponding to a violation type . 

8 . The apparatus of claim 6 , where the mass quote that mass quote messages subsequently received by the message falls within a predetermined window of time if the order receiving module will be rejected for processing mass quote message comprises a timestamp value that falls 
in response to the first consumption value failing to within the predetermined window . 
comply with a first threshold ; and 9 . The apparatus of claim 6 , where the mass quote 

generating and sending , by the mass quote message message falls within a predetermined window of time if the 
server , a non - compliance message over the computer mass quote message is received before a timer expires , the 
network , in response to the lockout variable of the timer corresponding to a size of the predetermined window . 
compliance verification module being set to indicate 10 . A non - transitory tangible computer - readable storage 
rejection of subsequently received mass quote mes - 1 medium storing computer - executable instructions , which 

15 when executed by a processor , cause an apparatus to perform sages . 
2 . The method of claim 1 , where the non - compliance steps comprising : 

message comprises a rejection message containing a code receiving , by an order receiving module of the apparatus , 
corresponding to a violation type . a mass quote message sent over a computer network , 

3 . The method of claim 1 , where a trading entity with a 20 wherein the mass quote message comprises a plurality 
plurality of trading terminals communicates with the com of quotes for at least one financial instrument ; 
puter over the computer network using a unique session determining , by a window determination module of the 
identifier , and where the unique session identifier is associ apparatus , whether the mass quote message falls within 
ated with the mass quote message . the predetermined window and incrementing a quote 

4 . The method of claim 1 , where the mass quote message 25 counter of the apparatus accordingly ; 
falls within a predetermined window of time if the mass a consumption calculation module configured to calcu 
quote message comprises a timestamp value that falls within lating , by a consumption calculation module of the 
the predetermined window . apparatus , a first consumption value using the quote 

5 . The method of claim 1 , where the mass quote message counter ; 
falls within a predetermined window of time if the mass 30 setting a lockout variable of a compliance verification 
quote message is received before a timer expires , the timer module of the apparatus to indicate that mass quote 
corresponding to a size of the predetermined window . messages subsequently received by the order receiving 

6 . An apparatus comprising a processor configured to module will be rejected for processing in response to 
execute computer - executable instructions and computer the first consumption value failing to comply with a 
memory storing the computer - executable instructions , 35 first threshold ; and 
which when executed by the processor , cause the apparatus generating and sending , by the apparatus , a non - compli 
to perform steps comprising : ance message over the computer network , in response 

receiving , by an order receiving module of the apparatus , to the lockout variable of the compliance verification 
module being set to indicate rejection of subsequently a mass quote message sent over a computer network , 

wherein the mass quote message comprises a plurany 40 received mass quote messages . 
11 The computer - readable medium of claim 10 where of quotes for at least one financial instrument ; 

determining , by a window determination module of the the non - compliance message comprises a rejection message 
apparatus , whether the mass quote message falls within containing a code corresponding to a violation type . 
the predetermined window and incrementing a quote 12 . The computer - readable medium of claim 10 , where a 
counter of the apparatus accordingly ; trading entity with a plurality of trading terminals commu 

45 nicates with the computer using a unique session identifier , a consumption calculation module configured to calcu 
lating , by a consumption calculation module of the and where the unique session identifier is associated with the 
apparatus , a first consumption value using the quote mass quote message . 
counter ; 13 . The computer - readable medium of claim 10 , where 

setting a lockout variable of a compliance verifications the mass quote message falls within a predetermined win 
module of the apparatus to indicate that mass quote 30 dow of time if the mass quote message comprises a time 

stamp value that falls within the predetermined window . messages subsequently received by the order receiving 
module will be rejected for processing in response to 14 . The computer - readable medium of claim 10 , where 
the first consumption value failing to comply with a the mass quote message falls within a predetermined win 
first threshold ; and dow of time if the mass quote message is received before a 

timer expires , the timer corresponding to a size of the generating and sending , by the apparatus , a non - compli 
ance message over the computer network , in response predetermined window . 

to the lockout variable of the compliance verification * * * * * 

30 


