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(57) ABSTRACT 
A method, system, and computer program product for man 
aging a storage facility are disclosed. A potential file overlay 
may be detected when performing a file transfer. When a file 
is common to multiple systems and resides on a shared 
system storage Volume, potential file corruption due to a data 
transfer request is detected and then able to be prevented. 
Hardware identifiers such as Universal Unique Identifiers 
(UUIDs) are used in managing a write of a file to shared 
system storage. By comparing multiple hardware identifiers, 
a determination is made as to whether to process the write 
of the file. If the hardware identifiers mismatch, the write is 
processed. If the hardware identifiers match, a potential file 
overlay is detected. Because of the potential file overlay, the 
write is aborted and a failure notification is returned. A 
Successful overwrite prevention notification may also be 
returned. 
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MANAGING ASHARED STORAGE SYSTEM 
USING HARDWARE DENTIFIERS TO 
DETER DATAAFILE CORRUPTION 

BACKGROUND 

This disclosure relates generally to computer systems and, 
more particularly, relates to managing a storage system. The 
amount of data that needs to be managed by enterprises is 
growing at an extremely high rate. Management of Storage 
environments may need to be performed with as few errors 
as possible. As data needing to be managed increases, the 
need for management efficiency may increase. 

SUMMARY 

Aspects of the disclosure include a method, system, and 
computer program product for managing a storage facility 
(i.e., storage system) including managing a write of a file of 
a shared storage system. In accordance with the method, 
system, and computer program product of the present dis 
closure, the write is initiated from a client to the shared 
storage system. The shared storage system has a first hard 
ware identifier for the file with respect to the client. In 
embodiments, hardware identifiers are Universal Unique 
Identifiers (UUIDs) configured to be direct access storage 
device (DASD) hardware identifiers. 

In accordance with the method, system, and computer 
program of the present disclosure, a request is transmitted 
from the client to a peer for a second hardware identifier for 
the file with respect to the peer. In embodiments, the peer 
retrieves the second hardware identifier for the file with 
respect to the peer. The peer transmits/sends to the client the 
second hardware identifier for the file with respect to the 
peer. The client receives from the peer the second hardware 
identifier. 

In accordance with the method, system, and computer 
program product of the present disclosure, a determination 
is made whether to process the write by comparing the first 
hardware identifier with the second hardware identifier. The 
write may be processed in response to the first hardware 
identifier mismatching the second hardware identifier. A 
triggering event may be instantiated in response to the first 
hardware identifier matching the second hardware identifier. 
In embodiments, instantiating the triggering event can 
include aborting the write, returning a write failure notifi 
cation, or returning a successful overwrite prevention noti 
fication. Aspects of the disclosure provide a method for 
managing a shared storage system that may provide perfor 
mance or efficiency benefits when writing to a file. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates an example network architecture accord 
ing to embodiments; 

FIG. 2 illustrates an example storage system containing 
an array of storage devices according to embodiments; 

FIG. 3 is a flowchart illustrating a method for managing 
a shared storage system according to embodiments; 

FIG. 4 depicts an example shared storage system accord 
ing to embodiments; and 

FIG. 5 shows modules of a system for managing a shared 
storage facility according to embodiments. 

DETAILED DESCRIPTION 

Aspects of the disclosure include a method, system, and 
computer program product for detecting a potential file 
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2 
overlay when performing a file transfer. Consider an 
instance when writing a file from multiple clients to a direct 
access storage device (DASD) storage system. Another file 
existing on the DASD storage system may avoid corruption 
from the multiple file write requests (overlay of files) by 
using the DASD hardware identifier information (e.g., as 
part of a gatekeeping identifier solution). Managing a shared 
storage system in Such manner may provide performance or 
efficiency benefits without large code changes. 
When a file resides on a shared system storage Volume, 

file corruption can occur if a data transfer request (uninten 
tionally) happens for the same file which is shared between 
two systems. For example, a user may not be aware that the 
systems are sharing a file system and both have the same file. 
The user might invoke a file transfer application and the 
transferring application or process could delete or corrupt 
the common file as an unintended part of the transfer 
process. 

In an example embodiment, the file transfer process 
obtains the unique number assigned by the manufacturer to 
the storage volume (the hardware serial number). The hard 
ware serial number is available from the storage system 
using a systems interface (e.g., a documented systems inter 
face). The file transfer process requests the hardware serial 
number for a specified file from the remote peer. The remote 
peer obtains the hardware serial number for its file system 
and replies to the request. The file transfer process compares 
the respective serial numbers. If the file names and serial 
numbers match, the file transfer is failed. 

Aspects of the disclosure include a method, system, and 
computer program product for managing a storage facility 
(i.e., storage system). Including managing a write of a file of 
a shared storage system. The method, system, and computer 
program product may work with a number of operating 
systems. In accordance with the method, system, and com 
puter program product of the present disclosure, the write is 
initiated from a client to the shared storage system. The 
shared storage system has a first hardware identifier for the 
file with respect to the client. In embodiments, hardware 
identifiers are Universal Unique Identifiers (UUIDs) config 
ured to be direct access storage device (DASD) hardware 
identifiers. The hardware identifiers can be included in a 
gatekeeper identifier solution and may be available from the 
shared storage system using a systems interface. 

In accordance with the method, system, and computer 
program product of the present disclosure, a request is 
transmitted from the client to a peer for a second hardware 
identifier for the file with respect to the peer (the transmitting 
occurring in response to initiating the write from the client 
to the shared storage system). In embodiments, the peer 
retrieves the second hardware identifier for the file with 
respect to the peer (the retrieving occurring in response to 
transmitting from the client to the peer the request). The peer 
transmits/sends to the client the second hardware identifier 
for the file with respect to the peer (the transmitting/sending 
occurring in response to retrieving by the peer). In accor 
dance with the method, system, and computer program 
product of the present disclosure, the client may receive 
from the peer the second hardware identifier (the receiving 
occurring in response to transmitting from the client to the 
peer the request for the second hardware identifier). 

In accordance with the method, system, and computer 
program product of the present disclosure, a determination 
is made whether to process the write by comparing the first 
hardware identifier with the second hardware identifier. The 
write may be processed in response to the first hardware 
identifier mismatching the second hardware identifier. A 
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triggering event may be instantiated in response to the first 
hardware identifier matching the second hardware identifier. 
In embodiments, instantiating the triggering event can 
include aborting the write, returning a write failure notifi 
cation, or returning a successful overwrite prevention noti 
fication. In embodiments, the write may be managed using 
a file transfer protocol and without using a cluster configu 
ration or a global resource manager. Aspects of the disclo 
Sure provide a method for managing a shared storage system 
that may provide performance or efficiency benefits when 
writing to a file. 

FIG. 1 illustrates an example network architecture 100 
according to embodiments. The network architecture 100 is 
presented to show one example of an environment where a 
system and method in accordance with the disclosure may 
be implemented. The network architecture 100 is presented 
only by way of example and is not intended to be limiting. 
The system and methods disclosed herein may be applicable 
to a wide variety of different computers, servers, storage 
devices, and network architectures, in addition to the net 
work architecture 100 shown. 
As shown, the network architecture 100 includes one or 

more computers 102, 106 interconnected by a network 104. 
The network 104 may include, for example, a local-area 
network (LAN), a wide-area-network (WAN), the Internet, 
an intranet, or the like. In certain embodiments, the com 
puters 102, 106 may include both client computers 102 and 
server computers or servers 106 (also referred to herein as 
“host systems' 106 or alternatively as “host devices'). In 
general, client computers 102 may initiate communication 
sessions, whereas server computers 106 may wait for 
requests from the client computers 102. In certain embodi 
ments, the computers 102 and/or servers 106 may connect to 
one or more internal or external direct-attached storage 
systems 112 (e.g., arrays of hard-disk drives, Solid-state 
drives, tape drives, etc.). These computers 102, 106 and 
direct-attached storage systems 112 may communicate using 
protocols such as Advanced Technology Attachment (ATA). 
Serial Advanced Technology Attachment (SATA). Small 
Computer System Interface (SCSI), Serial Attached SCSI 
(SAS), Fibre Channel, or the like. One or more of the storage 
systems 112 may contain storage pools that may benefit 
from techniques of the disclosure. 
The network architecture 100 may, in certain embodi 

ments, include a storage network 108 behind the servers 
106, such as a storage-area-network (SAN) or a LAN (e.g., 
when using network-attached storage). This network 108 
may connect the servers 106 to one or more storage systems 
(alternatively, remote systems or remote devices), which 
may be generally referred to herein as storage systems 110. 
such as arrays 110a of hard-disk drives or solid-state drives, 
tape libraries 110b, individual hard-disk drives 110c or 
solid-state drives 110c, tape drives 110d, CD-ROM libraries, 
or the like. To access a storage system 110, a host system or 
server 106 may communicate over physical connections 
from one or more ports on the host system 106 to one or 
more ports on the storage system 110. A connection may be 
through a Switch, fabric, direct connection, or the like. In 
certain embodiments, the servers 106 and storage systems 
110 may communicate using a networking standard Such as 
Fibre Channel (FC). One or more of the storage systems 110 
may contain storage pools that may benefit from techniques 
according to the disclosure. 

In embodiments, techniques of the disclosure may permit 
the storage pools of storage systems 110, 112 to proactively 
deter data/file corruption. Therefore, the methodology pro 
vided may allow for performance or efficiency benefits when 
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4 
writing to a file in relation to the example network archi 
tecture 100 illustrated by FIG. 1. 

FIG. 2 illustrates an example storage system 110a con 
taining an array of storage devices 204 (e.g., hard-disk 
drives and/or Solid-state drives) according to embodiments. 
The internal components of the storage system 110a are 
shown in accordance with the disclosure and may be used to 
manage such a storage system 110a. Nevertheless, tech 
niques according to the disclosure may also be implemented 
within other storage systems 110, 112. As shown, the storage 
system 110a includes a storage controller 200, one or more 
Switches 202, and one or more storage devices 204. Such as 
hard-disk drives or solid-state drives (e.g., flash-memory 
based drives). The storage controller 200 may enable one or 
more host systems 106 (e.g., open system and/or mainframe 
servers 106) to access data stored in the one or more storage 
devices 204. 
The storage controller 200 includes one or more servers 

206 (shown as 206a, 206b in FIG. 2). The storage controller 
200 may also include host adapters 208 and device adapters 
210 to connect the storage controller 200 to host devices 106 
and storage devices 204, respectively. Multiple servers 
206a, 206b may provide redundancy to ensure that data is 
always available to connected host devices 106. Thus, when 
one server 206.a fails, the other server 206b may remain 
functional to ensure that I/O is able to continue between the 
host devices 106 and the storage devices 204. This process 
may be referred to as a “failover.” 

Particular enterprise storage systems may have a storage 
system 110a having an architecture similar to that illustrated 
in FIG. 2. Particular enterprise storage systems may include 
a high-performance, high-capacity storage controller pro 
viding disk storage that is designed to Support continuous 
operations. Particular enterprise storage systems may use 
servers 206a, 206b, which may be integrated with a virtu 
alization engine technology. Nevertheless, techniques 
according to the disclosure are not limited to any specific 
enterprise storage system 110a, but may be implemented in 
any comparable or analogous storage system 110 regardless 
of the manufacturer, product name, or components or com 
ponent names associated with the storage system 110. Any 
storage system 110 that could benefit from techniques 
according to the disclosure is deemed to fall within the scope 
of the disclosure. Thus, the enterprise storage system shown 
is presented only by way of example and is not intended to 
be limiting. 

In selected embodiments, each server 206 includes one or 
more processors 212 (e.g., n-way symmetric multiproces 
sors) and memory 214. The memory 214 may include 
volatile memory (e.g., Random Access Memory (RAM)) as 
well as non-volatile memory (e.g., Read-only Memory 
(ROM), Erasable Programmable ROM (EPROM), Electri 
cally Erasable Programmable ROM (EEPROM), hard disks, 
flash memory, etc.). The Volatile memory and non-volatile 
memory may store Software modules that run on the pro 
cessor(s) 212 and are used to access data in the storage 
devices 204. The servers 206 may host at least one instance 
of these software modules. These software modules may 
manage all read and write requests to logical Volumes in the 
storage devices 204. 

In embodiments, techniques of the disclosure may permit 
the storage devices 204 to proactively deter data/file cor 
ruption. Therefore, the methodology provided may allow for 
performance or efficiency benefits when writing to a file in 
relation to the example storage system 110a containing an 
array of storage devices 204 illustrated by FIG. 2. 
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FIG. 3 is a flowchart illustrating a method 300 for 
managing a storage System according to embodiments, 
which includes managing a write of a file of a shared storage 
system. Method 300 may begin at block 301. At block 310, 
the method includes initiating a write from a client to a 
shared storage system. The shared storage system has a first 
hardware identifier for a file with respect to the client (e.g., 
the hardware volume being called by the client for the file). 
In embodiments, hardware identifiers are Universal Unique 
Identifiers (UUIDs) configured to be direct access storage 
device (DASD) hardware identifiers (e.g., a 128-bit value). 
The hardware identifiers may specifically describe the 
resource being defined (e.g., the UUID specifically describ 
ing a specific storage Volume). The hardware identifiers can 
be included in a gatekeeper identifier Solution (which may 
be a utility configured to prevent data collisions and result 
ing corruption) and may be available from the shared storage 
system using a systems interface (which describes the inter 
face or interfaces between Subsystems or to a system or 
Subsystem such as particular protocols). In other embodi 
ments, the hardware identifiers can include attributes Such as 
dimensions, date put into use, or storage capability. 

At block 320, the method includes transmitting, from the 
client to a peer, a request for a second hardware identifier for 
the file with respect to the peer (the transmitting occurring 
in response to initiating the write from the client to the 
shared storage system). In embodiments, the peer retrieves 
the second hardware identifier for the file with respect to the 
peer (e.g., the hardware volume which would be called by 
the peer for the file) (the retrieving occurring in response to 
transmitting from the client to the peer the request). The peer 
transmits/sends to the client the second hardware identifier 
for the file with respect to the peer (the transmitting/sending 
occurring in response to retrieving by the peer). At block 
330, the method includes receiving by the client from the 
peer the second hardware identifier (the receiving occurring 
in response to transmitting from the client to the peer the 
request for the second hardware identifier). 

At block 340, the method includes determining whether to 
process the write by comparing the first hardware identifier 
with the second hardware identifier. For example, two 
UUIDs are compared. The write may be processed in 
response to the first hardware identifier mismatching the 
second hardware identifier (e.g., the client’s file and the 
peer's file are on different Volumes—overlaying does not 
appear to be an issue). A triggering event may be instantiated 
in response to the first hardware identifier matching the 
second hardware identifier (e.g., the client and the peer seem 
to reference the same file on the same Volume—overlaying 
may occur if writing is allowed to continue). In embodi 
ments, instantiating the triggering event can include abort 
ing/disallowing the write, returning a write failure notifica 
tion, or returning a successful overwrite prevention 
notification (other possibilities are considered such as writ 
ing to a different but similar file name and sending an alert 
to the user of such or notifying the owner of the shared 
storage system of an overlay alert and locking down the 
entire shared storage system from use so as to prevent 
corruption potentially resulting from an overlay-based 
cyber-attack). 

In embodiments, the write may be managed using a file 
transfer protocol and without using a cluster configuration or 
a global resource manager (e.g., minor changes to code may 
be used). In embodiments, an assurance check of the hard 
ware identifiers may occur utilizing a hardware profile 
stored using a multi-dimensional array (e.g., the hardware 
profile may be stored on clients/peers and be set to update 
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6 
file/storage system information on a regular basis Such as 
daily). The multi-dimensional array may include the file 
names, the UUIDs and also timestamp information related to 
the particular files which are on volumes. For example, the 
array could have a first OW file1, 
23480239840sdlkf230948, 125423_01012012 and a sec 
ond OW file2, 98908342908908dsdfjco012389, 
221849 01022012. Method 300 may conclude at block 
399. Aspects of method 300 may provide performance or 
efficiency benefits when writing to a file. Altogether, a 
shared storage system may be managed more efficiently. 

FIG. 4 depicts an example shared storage system 400 
according to embodiments. As shown, the hardware identi 
fier (e.g., UUID, hardware serial number) may be obtained 
via system services from an operating system. The illustra 
tive example describes a File Transfer Protocol (FTP) flow 
for communicating the hardware identifier between the FTP 
client and FTP server related to a file transfer request. The 
FTP client receives a get command for a filename and sends 
an XDSS request (e.g., data set attributes request) for the 
filename to the FTP server. The FTP server receives the 
XDSS request and replies (e.g., with attributes/UUID). The 
transfer command (RETR) for the filename may occur when 
no match of UUIDs is found. 

FIG. 5 shows modules of a system for managing a storage 
facility according to embodiments. In embodiments, method 
300 may be implemented using one or more modules of FIG. 
5. These modules may be implemented in hardware, soft 
ware or firmware executable on hardware, or a combination 
thereof. For example, module functionality that may occur 
in a host device 596 may actually be implemented in a 
remote device 590 and vice versa. Other functionality may 
be distributed across the host device 596 and the remote 
device 590. 
The host device 596 may include a managing module 500. 

The managing module 500 may be configured and arranged 
to manage a storage facility. The managing module 500 may 
include an initiating module 510, a transmitting module 520, 
a receiving module 530, a determining module 540, a 
processing module 551, an instantiating module 552, a 
retrieving module 553, a sending module 554, and an 
assurance module 555. The remote device 590 may have 
data sets 560 comprising storage volumes 561 having files 
562. 
The initiating module 510 initiates the write from a client 

to the shared storage system. The shared storage system has 
a first hardware identifier for the file with respect to the 
client (e.g., the hardware volume being called by the client 
for the file). In embodiments, hardware identifiers are Uni 
versal Unique Identifiers (UUIDs) configured to be direct 
access storage device (DASD) hardware identifiers (e.g., a 
128-bit value). The hardware identifiers can be included in 
a gatekeeper identifier Solution (which may be a utility 
configured to prevent data collisions and resulting corrup 
tion) and may be available from the shared storage system 
using a systems interface (which describes the interface or 
interfaces between Subsystems or to a system or Subsystem 
Such as particular protocols). 
The transmitting module 520 transmits, from the client to 

a peer, a request for a second hardware identifier for the file 
with respect to the peer (the transmitting occurring in 
response to initiating the write from the client to the shared 
storage system). In embodiments, the peer retrieves the 
second hardware identifier for the file with respect to the 
peer using the retrieving module 553 (e.g., the hardware 
volume which would be called by the peer for the file) (the 
retrieving occurring in response to transmitting from the 
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client to the peer the request). The peer transmits/sends to 
the client the second hardware identifier for the file with 
respect to the peer using the sending module 554 (the 
transmitting/sending occurring in response to retrieving by 
the peer). The receiving module 530 receives, by the client 
from the peer, the second hardware identifier (the receiving 
occurring in response to transmitting from the client to the 
peer the request for the second hardware identifier). 
The determining module 540 determines whether to pro 

cess the write by comparing the first hardware identifier with 
the second hardware identifier. For example, two UUIDs are 
compared. The write may be processed by the processing 
module 551 in response to the first hardware identifier 
mismatching the second hardware identifier (e.g., the cli 
ent’s file and the peer's file are on different volumes— 
overlaying does not appear to be an issue). A triggering 
event may be instantiated by the instantiating module 552 in 
response to the first hardware identifier matching the second 
hardware identifier (e.g., the client and the peer seem to 
reference the same file on the same Volume—overlaying 
may occur if writing is allowed to continue). In embodi 
ments, instantiating the triggering event by the instantiating 
module 552 can include aborting/disallowing the write, 
returning a write failure notification, or returning a Success 
ful overwrite prevention notification (other possibilities are 
considered such as writing to a different but similar file name 
and sending an alert to the user of Such). 

In embodiments, the write may be managed using a file 
transfer protocol and without using a cluster configuration or 
a global resource manager (e.g., minor changes to code may 
be used). In embodiments, an assurance check, by the 
assurance module 555, of the hardware identifiers may occur 
utilizing a hardware profile stored using a multi-dimensional 
array (e.g., the hardware profile may be stored on clients/ 
peers and be set to update file/storage system information on 
a regular basis such as daily). The multi-dimensional array 
may include the UUIDs and also timestamp information 
related to files 562 on volumes 561. Aspects of managing 
module 500 may provide performance or efficiency benefits 
when writing to a file. Altogether, a shared storage facility 
may be managed more efficiently. 
A method, system, and computer program product for 

managing a storage facility is disclosed. The methodology 
detects a potential file overlay when performing a file 
transfer. When a file is common to multiple systems and 
resides on a shared system storage Volume, potential file 
corruption due to a data transfer request is detected and then 
able to be prevented. Hardware identifiers such as Universal 
Unique Identifiers (UUIDs) are used in managing a write of 
a file to shared system storage. By comparing multiple 
hardware identifiers, a determination is made as to whether 
to process the write of the file. If the hardware identifiers 
mismatch, the write is processed. If the hardware identifiers 
match, a potential file overlay is detected. Because of the 
potential file overlay, the write is stopped or a failure 
notification is returned. 

In a specific embodiment, the hardware identifiers can 
match and file identifiers mismatch. As such, it may be 
determined that a same storage medium is being accessed by 
two systems. Also, if the file system Supports concurrent 
writes from multiple systems to the same storage medium, 
then the file transfer can benefit by writing directly to the 
local file system instead of by transferring data via another 
mechanism (e.g., via a telecommunications protocol and 
means). To illustrate further for a particular instance, the 
sending and receiving systems first transfer metadata about 
the file via TCP/IP. If the two systems share access to the 
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8 
storage medium, then the receiving system allocates space 
on the storage medium and the sending system writes to the 
storage medium and bypasses the telecommunications pro 
tocol, which may be slower. Next, the sending system 
signals the receiving system of the completion of the file 
transfer. Such transfer may be more efficient than if the file 
were transferred entirely via the telecommunications proto 
col. 

In addition to embodiments described above, other 
embodiments having fewer operational steps, more opera 
tional steps, or different operational steps are contemplated. 
Also, some embodiments may perform some or all of the 
above operational steps in a different order. The modules are 
listed and described illustratively according to an embodi 
ment and are not meant to indicate necessity of a particular 
module or exclusivity of other potential modules (or func 
tions/purposes as applied to a specific module). 

In the foregoing, reference is made to various embodi 
ments. It should be understood, however, that this disclosure 
is not limited to the specifically described embodiments. 
Instead, any combination of the described features and 
elements, whether related to different embodiments or not, is 
contemplated to implement and practice this disclosure. 
Many modifications and variations may be apparent to those 
of ordinary skill in the art without departing from the scope 
and spirit of the described embodiments. Furthermore, 
although embodiments of this disclosure may achieve 
advantages over other possible solutions or over the prior 
art, whether or not a particular advantage is achieved by a 
given embodiment is not limiting of this disclosure. Thus, 
the described aspects, features, embodiments, and advan 
tages are merely illustrative and are not considered elements 
or limitations of the appended claims except where explic 
itly recited in a claim(s). 
The present invention may be a system, a method, and/or 

a computer program product. The computer program prod 
uct may include a computer readable storage medium (or 
media) having computer readable program instructions 
thereon for causing a processor to carry out aspects of the 
present invention. 
The computer readable storage medium can be a tangible 

device that can retain and store instructions for use by an 
instruction execution device. The computer readable storage 
medium may be, for example, but is not limited to, an 
electronic storage device, a magnetic storage device, an 
optical storage device, an electromagnetic storage device, a 
semiconductor storage device, or any suitable combination 
of the foregoing. A non-exhaustive list of more specific 
examples of the computer readable storage medium includes 
the following: a portable computer diskette, a hard disk, a 
random access memory (RAM), a read-only memory 
(ROM), an erasable programmable read-only memory 
(EPROM or Flash memory), a static random access memory 
(SRAM), a portable compact disc read-only memory (CD 
ROM), a digital versatile disk (DVD), a memory stick, a 
floppy disk, a mechanically encoded device such as punch 
cards or raised structures in a groove having instructions 
recorded thereon, and any suitable combination of the fore 
going. A computer readable storage medium, as used herein, 
is not to be construed as being transitory signals per se and 
specifically excludes transitory signals per se, such as radio 
waves or other freely propagating electromagnetic waves, 
electromagnetic waves propagating through a waveguide or 
other transmission media (e.g., light pulses passing through 
a fiber-optic cable), or electrical signals transmitted through 
a W1. 



US 9,632,700 B2 

Computer readable program instructions described herein 
can be downloaded to respective computing/processing 
devices from a computer readable storage medium or to an 
external computer or external storage device via a network, 
for example, the Internet, a local area network, a wide area 5 
network and/or a wireless network. The network may com 
prise copper transmission cables, optical transmission fibers, 
wireless transmission, routers, firewalls, Switches, gateway 
computers and/or edge servers. A network adapter card or 
network interface in each computing/processing device 10 
receives computer readable program instructions from the 
network and forwards the computer readable program 
instructions for storage in a computer readable storage 
medium within the respective computing/processing device. 

Computer readable program instructions for carrying out 15 
operations of the present invention may be assembler 
instructions, instruction-set-architecture (ISA) instructions, 
machine instructions, machine dependent instructions, 
microcode, firmware instructions, state-setting data, or 
either source code or object code written in any combination 20 
of one or more programming languages, including an object 
oriented programming language Such as JAVA, SMALL 
TALK, C++ or the like, and conventional procedural pro 
gramming languages, such as the 'C' programming lan 
guage or similar programming languages. The computer 25 
readable program instructions may execute entirely on the 
user's computer, partly on the user's computer, as a stand 
alone software package, partly on the user's computer and 
partly on a remote computer or entirely on the remote 
computer or server. In the latter scenario, the remote com- 30 
puter may be connected to the user's computer through any 
type of network, including a local area network (LAN) or a 
wide area network (WAN), or the connection may be made 
to an external computer (for example, through the Internet 
using an Internet Service Provider). In some embodiments, 35 
electronic circuitry including, for example, programmable 
logic circuitry, field-programmable gate arrays (FPGA), or 
programmable logic arrays (PLA) may execute the computer 
readable program instructions by utilizing state information 
of the computer readable program instructions to personalize 40 
the electronic circuitry, in order to perform aspects of the 
present invention. 

Aspects of the present invention are described herein with 
reference to flowchart illustrations and/or block diagrams of 
methods, apparatus (systems), and computer program prod- 45 
ucts according to embodiments of the invention. It will be 
understood that each block of the flowchart illustrations 
and/or block diagrams, and combinations of blocks in the 
flowchart illustrations and/or block diagrams, can be imple 
mented by computer readable program instructions. 50 

These computer readable program instructions may be 
provided to a processor of a general purpose computer, 
special purpose computer, or other programmable data pro 
cessing apparatus to produce a machine, Such that the 
instructions, which execute via the processor of the com- 55 
puter or other programmable data processing apparatus, 
implement the functions/acts specified in the flowchart and/ 
or block diagram block or blocks. These computer readable 
program instructions may also be stored in a computer 
readable storage medium that can direct a computer, a 60 
programmable data processing apparatus, and/or other 
devices to function in a particular manner, such that the 
computer readable storage medium having instructions 
stored therein comprises an article of manufacture including 
instructions which implement aspects of the function/act 65 
specified in the flowchart and/or block diagram block or 
blocks. 

10 
The computer readable program instructions may also be 

loaded onto a computer, other programmable data process 
ing apparatus, or other device to cause a series of operational 
steps to be performed on the computer, other programmable 
apparatus or other device to produce a computer imple 
mented process, such that the instructions which execute on 
the computer, other programmable apparatus, or other 
device implement the functions/acts specified in the flow 
chart and/or block diagram block or blocks. 

Embodiments according to this disclosure may be pro 
vided to end-users through a cloud-computing infrastruc 
ture. Cloud computing generally refers to the provision of 
Scalable computing resources as a service over a network. 
More formally, cloud computing may be defined as a com 
puting capability that provides an abstraction between the 
computing resource and its underlying technical architecture 
(e.g., servers, storage, networks), enabling convenient, on 
demand network access to a shared pool of configurable 
computing resources that can be rapidly provisioned and 
released with minimal management effort or service pro 
vider interaction. Thus, cloud computing allows a user to 
access virtual computing resources (e.g., storage, data, 
applications, and even complete virtualized computing sys 
tems) in “the cloud, without regard for the underlying 
physical systems (or locations of those systems) used to 
provide the computing resources. 

Typically, cloud-computing resources are provided to a 
user on a pay-per-use basis, where users are charged only for 
the computing resources actually used (e.g., an amount of 
storage space used by a user or a number of virtualized 
systems instantiated by the user). A user can access any of 
the resources that reside in the cloud at any time, and from 
anywhere across the Internet. In context of the present 
disclosure, a user may access applications or related data 
available in the cloud. For example, the nodes used to create 
a stream computing application may be virtual machines 
hosted by a cloud service provider. Doing so allows a user 
to access this information from any computing system 
attached to a network connected to the cloud (e.g., the 
Internet). 
The flowchart and block diagrams in the Figures illustrate 

the architecture, functionality, and operation of possible 
implementations of systems, methods, and computer pro 
gram products according to various embodiments of the 
present invention. In this regard, each block in the flowchart 
or block diagrams may represent a module, segment, or 
portion of instructions, which comprises one or more 
executable instructions for implementing the specified logi 
cal function(s). In some alternative implementations, the 
functions noted in the block may occur out of the order noted 
in the figures. For example, two blocks shown in Succession 
may, in fact, be executed Substantially concurrently, or the 
blocks may sometimes be executed in the reverse order, 
depending upon the functionality involved. It will also be 
noted that each block of the block diagrams and/or flowchart 
illustration, and combinations of blocks in the block dia 
grams and/or flowchart illustration, can be implemented by 
special purpose hardware-based systems that perform the 
specified functions or acts or carry out combinations of 
special purpose hardware and computer instructions. 
While the foregoing is directed to exemplary embodi 

ments, other and further embodiments of the invention may 
be devised without departing from the basic scope thereof, 
and the scope thereof is determined by the claims that 
follow. 
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What is claimed is: 
1. A computer-implemented method for managing a write 

of a file of a shared storage system, the method comprising: 
initiating the write from a client to the shared storage 

system having a first hardware identifier for the file 
with respect to the client; 

transmitting from the client to a peer, in response to 
initiating the write from the client to the shared storage 
System, a request for a second hardware identifier for 
the file with respect to the peer; 

receiving by the client from the peer, in response to 
transmitting from the client to the peer the request for 
the second hardware identifier, the second hardware 
identifier; and 

determining, by comparing the first hardware identifier 
with the second hardware identifier, whether to process 
the write. 

2. The method of claim 1, further comprising processing 
the write in response to the first hardware identifier mis 
matching the second hardware identifier. 

3. The method of claim 1, further comprising instantiating 
a triggering event in response to the first hardware identifier 
matching the second hardware identifier. 

4. The method of claim 3, wherein instantiating the 
triggering event includes aborting the write and returning a 
write failure notification. 

5. The method of claim 1, wherein the first and second 
hardware identifiers are Universal Unique Identifiers 
(UUIDs) configured to be direct access storage device 
(DASD) hardware identifiers included in a gatekeeper iden 
tifier solution and available from the shared storage system 
using a systems interface. 

6. The method of claim 1, further comprising: 
retrieving by the peer, in response to transmitting from the 

client to the peer the request for the second hardware 
identifier, the second hardware identifier for the file 
with respect to the peer; and 

transmitting by the peer to the client, in response to the 
retrieving by the peer, the second hardware identifier 
for the file with respect to the peer. 

7. The method of claim 1, further comprising managing 
the Write using a file transfer protocol and without using a 
cluster configuration or a global resource manager. 

8. The method of claim 4, wherein instantiating the 
triggering event includes returning a successful overwrite 
prevention notification. 

9. A system for managing a write of a file in a shared 
Storage system, comprising: 

a remote device; and 
a host device, at least one of the remote device and the 

host device including a managing module, the manag 
ing module comprising: 
an initiating module to initiate the write from a client to 

the shared storage system having a first hardware 
identifier for the file with respect to the client; 

a transmitting module to transmit from the client to a 
peer, in response to initiating the write from the 
client to the shared storage system, a request for a 
second hardware identifier for the file with respect to 
the peer; 

a receiving module to receive by the client from the 
peer, in response to transmitting from the client to the 
peer the request for the second hardware identifier, 
the second hardware identifier; and 

a determining module to determine, by comparing the 
first hardware identifier with the second hardware 
identifier, whether to process the write. 
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12 
10. The system of claim 9, further comprising a process 

ing module to process the write in response to the first 
hardware identifier mismatching the second hardware iden 
tifier. 

11. The system of claim 9, further comprising an instan 
tiating module to instantiate a triggering event in response to 
the first hardware identifier matching the second hardware 
identifier. 

12. The system of claim 11, wherein instantiating the 
triggering event includes aborting the write and returning a 
write failure notification. 

13. The system of claim 9, wherein the first and second 
hardware identifiers are Universal Unique Identifiers 
(UUIDs) configured to be direct access storage device 
(DASD) hardware identifiers included in a gatekeeper iden 
tifier Solution and available from the shared storage system 
using a systems interface. 

14. The system of claim 9, further comprising: 
a retrieving module to retrieve by the peer, in response to 

transmitting from the client to the peer the request for 
the second hardware identifier, the second hardware 
identifier for the file with respect to the peer; and 

a sending module to transmit by the peer to the client, in 
response to the retrieving of the second hardware 
identifier by the peer, the second hardware identifier for 
the file with respect to the peer. 

15. The system of claim 9, wherein the managing module 
manages the write using a file transfer protocol and without 
using a cluster configuration or a global resource manager. 

16. The system of claim 12, wherein instantiating the 
triggering event includes returning a successful overwrite 
prevention notification. 

17. A computer program product comprising a non 
transitory computer readable storage medium having a com 
puter readable program stored therein, wherein the computer 
readable program, when executed on a first computing 
device, causes the first computing device to: 

initiate a write from a client to a shared storage system 
having a first hardware identifier for a file with respect 
to the client; 

transmit from the client to a peer, in response to initiating 
the Write from the client to the shared storage system, 
a request for a second hardware identifier for the file 
with respect to the peer; 

receive by the client from the peer, in response to trans 
mitting from the client to the peer the request for the 
second hardware identifier, the second hardware iden 
tifier; and 

determine, by comparing the first hardware identifier with 
the second hardware identifier, whether to process the 
write. 

18. The computer program product of claim 17, further 
comprising processing the write in response to the first 
hardware identifier mismatching the second hardware iden 
tifier. 

19. The computer program product of claim 17, further 
comprising instantiating a triggering event in response to the 
first hardware identifier matching the second hardware iden 
tifier. 

20. The computer program product of claim 17, wherein 
the first and second hardware identifiers are Universal 
Unique Identifiers (UUIDs) configured to be direct access 
storage device (DASD) hardware identifiers included in a 
gatekeeper identifier solution and available from the shared 
storage system using a systems interface. 
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