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INFORMATION TRANSFER IN
STOCHASTIC OPTIMAL CONTROL
THEORY WITH INFORMATION
THEORETIC CRITERIAL AND
APPLICATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to and the benefit of the
filing date of U.S. Provisional Patent Application Ser. No.
62/309,315, which was entitled “The Information Transfer
in Stochastic Optimal Control Theory with Information
Theoretic Criterial and Application” and filed on Mar. 16,
2016. The entire disclosure of this application is hereby
expressly incorporated by reference herein for all uses and
purposes.

TECHNICAL FIELD

This patent application generally relates to coding of
information signals in controllers of general control systems,
and using the control system to communicate the encoded
information to processes connected to control systems, such
as field devices, outputs, other controllers or processors. The
invention further relates to: (i) controller design in control
systems with a dual role, (ii) achieving stability and optimal
performance with respect to control objectives, (iii) encod-
ing information, (iv) transferring the information through
the control system, and (v) decoding or estimating the
information at outputs of control systems, with arbitrary
small error probability. The invention facilitates communi-
cation from one processor of a control system to another
processor.

BACKGROUND

Current telecommunication and information technology
systems are designed based on Shannons operational defi-
nitions of coding-capacity, the maximum rate of communi-
cating information over noisy channels, and coding-com-
pression, the minimum rate of compressing information,
which give the fundamental performance limitations for
reliable communication. They utilize encoders and decoders,
to combat communication noise and to remove redundancy
in data.

Current dynamical control systems are designed by uti-
lizing feedback controllers, actuators and sensors, to ensure
stability, robustness, and optimal control objectives and
performance.

Industries related to modern control and communication
systems have experienced tremendous growth due to their
increasing applications in information technology which
affects everyday lives of people. The next generation of
engineering systems integrates control, communication, pro-
tocols, etc. to develop complex engineering systems, which
can be implemented in energy systems, transportation sys-
tems, medical systems, surveillance networks, financial
instruments etc. Many of these applications consist of mul-
tiple control sub-systems and communication sub-systems
integrated together to achieve control and communication
objectives.

In the field of communication most systems are designed
by utilizing encoders and decoders, to combat communica-
tion noise and to remove redundancy in data. Current
telecommunication systems, whether point-to-point, net-
work, mobile, etc., are designed, based on Shannon’s opera-
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tional definitions, which give the maximum rate of commu-
nicating information over noisy channels, and the minimum
rate of compressing data generated by sources, called cod-
ing-capacity of communication channels, and coding-com-
pression of information processes, respectively.

In the field of modern control theory and applications,
controllers are designed to control the control system out-
puts, to optimize performance and to achieve robustness
with respect to uncertainties and noise. Over the year the
criterion of optimality of controllers is the average of a
real-valued sample path pay-off functional, of the control,
state and output processes, which is optimized to achieve
optimal control performance. It is well-known that control-
lers are designed to control the control systems but not to
encode information and communicate this information,
through the control system to other processes.

The general separation of control system design and
communication system design has divided the community of
developers into independent groups developing controllers
for control systems, and communication systems for noisy
channels. Shannon’s operational definitions of achievable
coding-capacity, and coding-compression, which utilizes
encoders and decoders, to combat communication noise and
to remove redundancy in data, did not apply beyond com-
munication system, such as, in the ability of control system
to transmit information.

To this date, no controllers in a control system is designed
to communicate information, from one controller, through
the control system, to another controller, or to any of its
outputs, or from elements of a control system to elements of
another control system, using encoders and decoders as done
in problems of information transmission over noisy chan-
nels.

To this date, Shannon’s operational definitions of coding-
capacity and coding-compression are not used beyond com-
munication system, such as, in dynamical control system. It
is well-known that encoders are designed to encode and
transmit information over noisy communication channels
but not to control channel output processes.

SUMMARY

In an embodiment, a method of designing an controller-
encoder pair in control systems or general dynamical sys-
tems or decision systems, comprising the controller controls
the control system, the encoder encodes information signals
and transmits the information over the control system to any
element attached to it, and reconstruct the encoded signals
using decoders, with arbitrary small error probability.

The method described above further includes determining
the expression of Control-Coding Capacity (CC-Capacity)
of the control system, for stable or unstable systems,
wherein the expression represents the maximum rate in
hits/second of simultaneously controlling the control system
and encoding information, and decoding the information at
any processors attached to the control system, by solving the
expression of CC-Capacity.

The method of above further includes simultaneous
(1) optimal performance with respect to control objectives,
and
(i1) optimal coding of information signals with respect to
communication objectives.

The method of above further includes the specification of
minimum power necessary to meet the optimal performance
with respect to control objectives, and the specification of
excess power which is converted into transmitting informa-
tion through control systems with positive data rates.



US 10,635,068 B2

3

In another embodiment, the controller-encoder comprise
of deterministic part and a random part, wherein the deter-
ministic part controls the control system, while the random
part encodes information.

The method further includes determining how existing
controllers which are not designed to encode information,
can be modified to encode information, and transmit infor-
mation over control systems, and decoded at any processors
attached to the control system, such as, in control-to-control
communication, etc.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram of an example of controller-
encoder of a control system, which simultaneously controls
the control system and encodes an information signals, and
transmits the information signals over the control system,
and decodes the information signals at the output of a
decoder and/or estimator;

FIG. 2 is a flow chart depicting a method of an example
method for transmitting encoded information signals and
control signals in a control system.

DETAILED DESCRIPTION

The techniques of the present disclosure facilitate a
method of controller design in control systems or decision
systems, which is based on utilizing controllers, encoders
and decoders, wherein the encoders and decoders are
designed using techniques from communication system
designs. Further, these techniques may be universal to any
dynamical system with control inputs and outputs. The
maximum rate for simultaneous control of the dynamical
system and transmission of information over the dynamical
system is called the Control-Coding Capacity (CC-Capac-
ity).

The design of the controller-encoder for control systems,
aims at simultaneous control of the control system and
communication of information from one processor to
another processor. More specifically, the CC-Capacity of
dynamical control systems identifies the interaction of con-
trol and information, and controller-encoders-decoders are
designed to achieve simultaneously optimal performance
with respect to control objectives, and optimal transmission
of information, via the dynamical system, from one control-
ler to another controller or output, etc.

Applications of the CC-Capacity to control systems, and
in general, to any dynamical system with inputs and outputs,
include biological, financial, quantum, etc., because any
such system has CC-Capacity.

To this end, a methodology determines how to design
control systems, which in addition to effectively control
system outputs (e.g., stabilize them), they also encode
information, and communicate the information from one
controller to any other controller, via the control system
which acts as a communication channel, and the information
is decoded or estimated at other processors attached to the
control system, with arbitrary precision.

Dynamical Systems or Control Systems with Communica-
tion Capabilities

FIG. 1 is a block diagram of an example dynamical
system or control system 100 including at least some com-
ponents that may be configured according to and/or utilize
the methods discussed herein. In this example system, an
information signal 101 is received (e.g., including any
suitable information). A randomized strategy also called
controller-encoder 102 is designed to control the control
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system 106 and to encode the information signals 101, the
control process or encoded message 105, including a control
signal and an encoded information signal, is transmitted as
a signal over the dynamical system also called control
system 106. A decoder or estimator 108 decodes the process
output 107, which is the output of the encoded message 105
after going through the control system 106, to produce an
estimate of the information signal 101. The process output
107 is also returned to the controller-encoder 102 as feed-
back. In some embodiments the process output may be
delayed before being returned to the controller/encoder.

The information signal 101 includes analog or digital
data. For example, the information signal may include
suitable computer generating messages, including digital
data, such as digital data representing pictures, text, audio,
videos, or signals generated by other control systems to etc.
Generally, the information signal 101 may include any
number of devices or components of devices generating
messages to be encoded by the randomized strategy also
called controller-encoder 102 and transmitted over the con-
trol system 106. The information signal 101 may include
information sources and/or tracking signals as well as any
other pertinent data that may be encoded and transmitted
through the control system.

The randomized strategy called controller-encoder 102
encodes messages received from the information signals 101

Xy, Xy, . .., X,,} and uses feedback from the control system
outputs {Y,, . . ., Y, } to generated the control process
{A,, ..., A,}. The controller/encoder 102 may comprise a

control module 103 and a coding module 104. The control
module 103 may be used for typical control system activi-
ties, such as generating control signals for elements of the
control system 106. The control module may also receive
feedback 107 and other information related to the control
system which may be implemented in controlling the control
system. The coding module 104, which is not typical of
previous known controller devices, may be implemented in
encoding information signals 101 and transmitting the con-
trol process 105 as an encoded signal along with control
signals to the control system 106. The controller/encoder
102 may implement the control module 103 and coding
module 104 in any suitable combination to produce the
control process 105. In some embodiments, the control
process 105 can be represented as a randomized control
signal or a randomized control action.

The coding module 104 may implement any of the
techniques described below to encode the information sig-
nals 101. For example, the encoding module may be
designed based on the capacity of the control system, known
as the control-coding capacity, of one or more control
systems 106 and then encode the signals based on the
determined capacity. Further, the coding module 104 may
also implement any known or future developed schemes for
encoding the information signal 101.

The dynamical system also called control system 106 may
include any number of systems, described by nonlinear
recursive models driven by a control process and the noise
process, such as, the dynamics of a ship, submarine, missile,
plane, car, and any model of a dynamical system which is
controlled by a controller, such as a process control system.
The output of the control system 107 is available to the
decoder or estimator 108 and comprises encoded informa-
tion signals and control signal feedback. The decoder 108
may be any device suitable for receiving the encoded
information signals from the process output 107 such as a
sensor, field device, another controller, etc. In the example
of FIG. 1 the control system or dynamical system 106 is



US 10,635,068 B2

5
described by a sequence of conditional distributions
{Py 10, . .., n} called conditional distributions or

control system distributions.

FIG. 2 is a flow chart of an example method for trans-
mitting encoded signals through a control system. The
method starts at block 210 when an information signal is
received by a controller of a control system. The information
signal can be of any form discussed above with regard to
FIG. 1. At block 220, a controller may determine one or
more control signals that to be sent to the control system. At
block 230, the received information signals may be encoded.
The information signals may be encoded by the controller at
a coding module, for example. The information signals may
also be encoded based on any of the techniques discussed
herein. Next, at block 240 the controller may transmit the
encoded information signals along with the control signals
through the control system.

Previous systems would only transmit control signals
through control systems. These previous systems lacked the
capability of sending information signals in such a manner.
For example, if information needed to be transmitted
through a control system or from one controller to another
controller in the control system, this was not enabled by the
previous systems. Instead, previous systems would require
additional communication channels for communicating
information signals and they do not use the control systems
as communication channels used to transmitting information
signals. In other words, by transmitting encoded messages
which include both control signals and encoded information
signals through the control system, the current system
enables simultaneous control and communication of data
transmission. Further, the current system requires further
utilizes the control system as a communication channel and
also provides more optimized communications through cur-
rently available control systems. The implementation of
such techniques was not previously considered (using com-
munication channel optimization techniques in a control
system).

The encoded message transmitted in block 240 may be
utilized at two different junctures because the encoded
message essentially contains two parts, an encoded infor-
mation signal and one or more control signals. At block 250
the encoded information signal portion may be decoded. The
encoded portion may be decoded by a decoder as described
above with respect to FIG. 1. In an embodiment, the encoded
signal may be decoded using a particular preset encoder
scheme. In another embodiment, the encoded signal may
indicate the encoder scheme to be used for decoding the
message.

At block 260, the control signal portion may be received
by the control system. The control signal portion may be
used to control one or more elements of the control system.
In an embodiment, once the control signal is received,
feedback may be generated by the device or devices that
have received and utilized the control signal. For example,
feedback may be generated and transmitted as part of
process output, such as process output 107 discussed above
with respect to FIG. 1. The control signals may be received
by a controller, a field device, a sensor, or any other suitable
device in a control system.

Although blocks 250 and 260 are discussed in sequential
order, these steps may take simultaneously or in any suitable
order. In an embodiment, the present techniques allow the
control system to be used as a communication channel for
transmitting an encoded information signal from a controller
to another device which may decode the encoded informa-
tion signal.
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All elements of dynamical systems or control systems 106
with communication capabilities shown in FIG. 1 are analo-
gous to elements source, encoder, channel, decoder of
transmitting information through noisy communication
channels, as explained below.

..., A} is the control process of the control
system, and A"=a"Ex,_,” A ” the control actions. This
is analogous to channel inputs in problems of informa-
tion transmission over noisy communication channels.

{HY"&{Y", Y, ...,Y,} is the output process of the
control system taking values in x,__." Y ,, and Y~' is
the initial state. This is analogous to channel outputs in
problems of information transmission over noisy com-
munication channels.

(iii) {Py,y-1 =0, . . ., n} is the control system condi-
tional distribution. This is analogous to the channel
distribution of the communication channel in problems
of information transmission over noisy communication
channels.

(iv) {P4 1 #1=0, . . ., n} is the randomized control
strateéy or conditional distribution of the control pro-
cess. This is analogous to channel input conditional
distribution in problems of information transmission
over noisy communication channels.

(v) X"& {X,;:i=0, . . ., n} is the information source or
tracking signal taking values in x,_," X ;. This is analo-
gous to information source and X"=x" the specific
message in problems of information transmission over
noisy communication channels.

In view of (i)-(v) there is a one-to-one analogy between
elements of control systems and elements of noisy commu-
nication channels in problems of information transmission.
A. Consider a general control system with control process
A"&={A;:i=0, ..., n}, output process Y" & {Y,i=. .., -1,
0,1, ..., n}, control system conditional distribution

Pm}ﬂ"leQi(d)’i‘.Viil:ai),i:(), .
a set of randomized control strategies or conditional distri-
bution of the control process

P [o;.]é {P 441 y-1=P(daja™ ¥y ):i=0,1, . . .

7}t

and a set of randomized control strategies satisfying power
constraints defined by the set

Pro,q (k) 4

i— i— . 1 n n
{P;(da;la LY =0, m— e B, (A7, Y ))sk}c?lo,n]

where k€[0,00] is the total power with respect to the cost
function 1, ,(a",y"~")E[0,00].
B. The pay-off of model of A. is the so-called directed
information from A” to Y,,” conditioned on Y™, denoted by
I(A”"—Y") and defined by

(Y;)]}

L dPy pyi-1 4i (- | YL, A
og -
dPyyia (-1 Y7

where {Py, ,+1:i=0, . . . , n} is distribution generated from
{Q,(dy,ly".a"), P(dala",y"1):i=0, 1, . . . , n}.

The Finite Time Horizon (FTH) information CC-Capacity
of the control system is to determine an optimal randomized
control strategy {P*(:1:i=0, . . ., n}EP (k) which
maximizes the directed information pay-off defined by

Ay e Z

i=0
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(PR sup I(A™ > Y™,
Plon)*)

The Control-Coding Capacity (CC-Capacity) called the
supremum of all transmission rates over the model of A. is
the per unit time limiting version

1
) Janyn (P, &)

Cw 2 lim

C. The method of B. further states that CC-Capacity is
analogous to the definition of coding-capacity or capacity in
problems of information transmission over noisy commu-
nication channels, as follows.
(1) The operational definition of controller-encoder-decoder
strategies is a generalization of Shannon’s operational defi-
nition of coding-capacity in problems of information trans-
mission over noisy channels.
(2) In digital communication theory, the source coding
problem can be lossless or lossy (based on quantization),
while the channel coding problem is defined with respect to
the quantized or compressed representation X" of the
information process {X,:i=0, . . . ,}.
Operational Control-Coding Capacity of Control Systems or
Dynamical Systems

Consider a filtered probability space (Q, F, {F:i=0,
1,...,N}, ®)on which the following processes and RVs
are defined.

X Mo& gy gy g0
A via— Y, i=0,...

ylo— R 71’1?("):9 — M (O}

A controller-encoder-decoder for a dynamical system,
such as, a control system, with power constraint, over the
time horizon {0, 1, . . ., n} is denoted by

G-SCM:

1
(M"”, (Ao AV s {PIX = 40) = —oix® € MO},

(G, O Qi [ Y fon(a™ ), dn(w]

and consists of the following elements.
(a) A set of uniformly distributed messages X taking
values in M2 {1, ... M}, known to both the encoder
and decoder (the controller does not need to know these).
(b) A set of controller-encoder strategies mapping messages
and feedback control information into control actions
defined by
E[o,n]sé {g Mppog A -1, Yi-t— A e
0’ s 5n'.a0:g0)x(n)lyil)’al:gl(x(n)ly711a01
Yol - -+ ly=g @, am Ly x0E My

The set of admissible controller-encoder strategies subject
to power constraint K is defined by

A
Ei%,n] &)=

{g;(x(”), Ay i=0, L e ER (A", Y™) < K} ced

n+1
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where KE[0, o) is the total cost or power of the controller-
encoder. For any message x"’€ .M ™ and feedback infor-
mation

U ={go@ ™y g &y

anflx)/'il))es[o,n]s('()

is the controller-encoder strategy. The control-coding book
of the controller-encoder strategy for the message set M ¢
is CO=(u,, u,, ..., Uym). .
(c) A decoder measurable mapping d : Y "+ M) X0
£d,(Y”) such that the average probability of decoding error
is given by:
'The superscript on expectation, i.e., P¢ indicates the dependence of the
distribution on the encoding strategies.

oY) - - - X,

P R PR, () = X ™) =

error
1

T D, Pl X0 =) <66 e 0.1

W epn)

(d) Conditional independence holds.
Pyl i ¢ =0i{dyly™a)i=0,1, . . ., nVke{0,1, . .
.

(e) The initial data Y-'€Y ~* and the distribution p(dy™)
may be known to the controller-encoder and decoder.
(f) The encoder-controller-decoder for the G-SCM is
denoted by (n+1, M@ e ).

The control-coding rate is defined by

RO A —i i log M®.
n

(g) Another class of controller-encoder strategies, which are
nonanticipative with respect to the information process {X,,
Xy, . .. } is defined by

1
210, ®) 2 {{eiC-. - 2= 0 1o} € o — T E(con(A”, ) = &)
where

Elo,n] 2 ferXix AT XY s A =0, .., nia, = eg(xg, YO,

a1 = g1(%0, X1, Y71, G0, Y0), s Gy = gu(x", @1, Y H}

Note the following.
(3) By the above definition, the message X is taken to be
uniformly distributed over M@, hence its entropy is
HX")=log M“. Moreover, unlike most treatments of
capacity of communication channels, which often do not
impose cost constraints (except for Gaussian channels in
which only power constraint on {A;:i=0, . . . , n} are
imposed), the control system is not required to be stable, and

there is a cost constraint on both {(A,Y,):i=0, . . . , n}.
(4) If the entropy H(X?) is below the capacity of the control
system, calculated over the time horizon {0, 1, . . . ,n}, then

for large enough n, we expect to achieve the control objec-
tive of meeting the average power constraint, and the coding
objective to reconstruct a randomly chosen message X=x
@) at the output of the decoder with small probability of
error.

Next, we give the precise definition of an achievable
control-coding rate and capacity of the control system.
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Control-Coding Capacity of Dynamical Systems or Control
Systems

(h) A control-coding rate R>0 is said to be an achievable rate
(under power constraint ), if there exists a sequence of
controller-encoder-decoder ~ strategies  {(n+1, M e x):
n=0, 1, . . . } such that the random processes (A”,Y")=(A%
»,Y&"") depend on the message X%, and satisfy

1 (n)
1log MY = R.

lime, =0 and lim inf
n+

nooeo n—oo

(1) The operational control-coding capacity of G-SCM under
power constraint K is the supremum of all achievable con-
trol-coding rates, i.e., it is defined by

C(K) & sup{R:R is achievable}.

() Under appropriate conditions, the CC-Capacity is given
by C(x) defined by ().

We note the following.
(5) In information theory the operational capacity is often
called the coding-capacity of noisy communication chan-
nels. Since the objective is to control the control system, in
addition to encode information, the operational capacity is
called the control-coding capacity.
(6) The definition of CC-Capacity states that if a control-
coding rate R is achievable under the power constraint and
the control system is operated for sufficiently large n, then
we can control the control process {Y,:i=0, 1, . .., n} and
reconstruct M®=[e"*%] messages at the control system
output using the decoder or estimator, with arbitrary small
probability of error, for sufficiently large n.
(7) As pointed out below, and in view of the general cost
constraint, the cost of control is K, (0) while the cost of
communication is K, ,,(C)—Kq,,(0).
D. The method of B. further states the optimal randomized
strategy {P,*(:1):4=0, ..., n}EP () is analogous to the
optimal channel input conditional distribution in problems
of information transmission over noisy communication
channels with feedback encoding.
E. An example of the control system is a General-Recursive
Control Model (G-RCM) defined as follows.

Yi=h(Y™ ALV i=1, .0
Yo=ho(Y™", Ao, Vo). Y =y,
G-RCM:

1 & . )
m;E{w(TA,TY)}sx

where

Assumption A.(i). {V;i=0, . . ., n} is the noise process
independent of Y71, h,: ¥ !x A %Y, ¥ —  and hy(, -, ),
v,(, *) are specific functions such as linear or nonlinear, and
autoregressive models, etc., with Multiple Inputs and Mul-
tiple Outputs, and (T’a”,T'y")r— y(T"a", T'y"), where

Ta"C{a,, a,, . . ., a}, and TY'Cy,, vy, - - -, v,} for
i=0, . . ., n is any quadratic or nonlinear function;
Assumption A.(ii). The noise process {V:i=0, . . . , n}
satisfies

PVI_‘Va‘—lﬂiyrl(dvi\v"’l,ai,y’l):PT,i(dvi),iZO, Ce

Hence, a G-RCM induces a sequence of control system
conditional distributions, and these are not necessarily
Gaussian.
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F. The analogy between feedback capacity of noisy com-
munication channels and stochastic optimal control prob-
lems, with directed information pay-off, introduced in A.-D.,
and depicted in FIG. 1, states that randomized strategies
called randomized control strategies can be used to control
the control system and to encode information signals or
messages, and communicate the information signals over the
control system, which acts as a communication channel, to
any of the other processes attached to the control system,
and reconstruct the information signals by using a decoder
or estimator.
Hierarchical Decomposition: Cost of Control and Commu-
nication

For any finite n, C, ()& ] #(P*,x) is a concave
non-decreasing in K&[0,0), and the inverse function of
Cy (k) denoted by x,,(C) is a convex non-decreasing
function of C&[0,00). This implies

Koa(C) 2 inf

L janyn
s (A= Y20

E{fon (A%, YM)}

P (el piel =0,
A‘_‘Aﬁl'yﬁlv‘ g

= inf
15i=0,.n

E{fon(A”, Y")} = Kou(0).
PA‘-\A"*I,Y"*

Clearly, ¥,_,(0)=K,,,, is the optimal pay-off or cost of the
control system without communication. Then K, ,,(C)—K,,,
(0) is the additional cost incurred if the control system
operates at an information rate of at least C.

The cost of communication is given by

AL .
O = H(0) & im0 €) - im0

In general, k(C)-Kk(0)>0. In view of the above connec-
tions, K, (k) decomposes into two sub-problems, the opti-
mal control sub-problem and the optimal communication
sub-problem, which imposes a natural hierarchical decom-
position on any optimization problem C, (k).

In addition, we show that classical stochastic optimal
control problems, defined by

Jon(P) 2 inf Elfon(A”, Y7)).
Plon)

are degenerate optimization problems of the FTH informa-
tion CC-Capacity ().
There are several hidden aspects of the FTH information
CC-Capacity I _, +(P*x), which include the following.
i) Randomized Versus Deterministic Strategies.
Randomized strategies 7, ; incur a higher value for the
ay-off I(A”—Y") than deterministic strategies, P (0.1
, that is, when {P,(da,la"",y"""):i=0, . . ., n}E€P o,
are delta measures concentrated at

2=, Ly, & 2a48q8 g
a; gj()’g Yoo V50 AT, - a; )

for j=0, . . ., n. Indeed, if randomized control strategies
P [0, are replaced by deterministic strategies then

L4 =Y)=09 {P(1):i=0, . .. n}€F 5,17

This implies that that for any directed information pay-off,
and hence for the FTH information CC-Capacity, ran-
domized control strategies are responsible for encoding
of information signals, into the control process



US 10,635,068 B2
11 12

{A;i=0, . . ., n}, which cosists of a deterministic where the distributions are given by
control strategy part and a random encoder strategy
part. This is fundamentally different from classical
stochastic optimal control problems I, (P*), in which
the performance over randomized and deterministic 5
control strategies is the same. f Qidyi 1y, d_p) @l (da; | aZh.y"~ 1)®P’" (da=} | y'™h

ii) Duality Relations.

The inverse of the function Cg, (k)& . (P*K)

I (dyi |y = ¢

denoted by is given by the followmg optimization P;;'(da",dy"):ﬂ(dy*1)®?:0(Qi(dy;|y"’1 d_perlideyat, yty, 9
problem. 10 i=0,... .n
Dual Extremum Problem 1. _ A
Ploq ) =
n(datla I "1),1':0 %(A‘ No Y h ] }
Koa(C) 2 inf {EWoa(A™, Y") { Z
Pi{daglai =Ly 1)i=0,..n: 2 AT YC 15

= k0, (0) = Jo, (P*). . .
= %0n () = Jon (") H. Consider an example control system with control system

distribution, and cost function defined by
The inequality states that it costs more to simultaneously

control and transmit information than to control only. 20 Oi@yilyiad ™ 4 v 'y i=0, . . . 1 (0.5)

The additional cost to communicate is K,,(C)-K,,,(0); ) o

this is quantified in the application examples. where {M,K} are finite non-negative integers and the con-
Moreover, if the randomized control strategles P (0. are vention is y,_»,/ 'l o={@} for any i. Then the characteriza-

restricted to deterministic strategies P nJ , then and tion of FTH information CC-Capacity is given by
necessarily C=0. The resulting optlmlzatlon problem 25

reduces to the following classical stochastic optimal

control problem (without an information theoretic con-

! r i1 i (6)
straint). T K = sup E{ {M(Y‘-)]}

Degenerate Dual Extremum Problem 2. gy 07 | Y1)
30
kon(C) = inf Elfon (A", Y} if Pl = Ph) where
0,7 _
- Pl &
= Ko (0).
35 1 il o
{n (da; @73, ¥Y, i=0, ..., n:m Z Vi(Aly, Y{:,%)] SK},
The last equality follows from fact that randomized i=0
control strategies do not incur better performance.
The application example in [0037] illustrates the above
statements. 4 Where 12 max{L,N}, and
Characterization of Control-Coding Capacity of Dynamical
Systems
G. Consider an example control system with control system 0 (dy | ) = %)
distribution, and cost function defined by Py ,
. . L Qildyi | ¥y d_p) @ nf(dai | 2], y~ ) @ P7 (daZj |y
R T T 01) 45 f 1 o ’ Y
i i-1_ ¢ —1
where a;_ L = (az L@ L4l c ¢+ v a)s y 7(y sYor - - Yi—l)s ;. . .
e : F = vl & (.8)
{L, N} are a finite non-negative integers, with an average P, (dd', dy') = p(dy™) ®p
constraint defined by (@i{dy; | vk, al )@ (da; |alt, v ) i=0, ... .
50
e 1. Consider an example control system with control system
. n distribution and cost function defined by
R S G B . (Al i1
{P‘(da‘ la™, ¥7),i=0,...,m ) Z YVi(Al_y, Y )] SK}. ~ N
i=0 55 Oidylviar  ad ¥y g )30, ... n 0.9
L . . Then the characterization of FTH information CC-Capac-
Then the characterization of FTH information CC-Capac- PR
Lo ity is given by
ity is given by
60 10
" 2) dQ;( |Y:A‘4,A> '
do,(- | Y, A ( Thn_yn (2, 1) = Z E D
JAnﬁyn(ﬂl'*, K) sup E{lo{wm)]}, anoyn (7 K) cJ-WP : { g(dl'["oj( ¥ ( )
Plo 045 arg (- | yi=h Plo® =0
A
12 max{L, N} 65 J = maxtM, Ky

where
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-continued
(11

Z%(A‘, ve K>]<K}

0./ i i i
™ (dy 1y = f 0i(dyi 1 ¥y a) @7 (das | yioh)
A

oJ
Plos(K) =

{ROJ(da‘ [y, l—O,,ﬂ

04 i - i j— . i
P (dd, dy') = p(dy™) @' (Q{dy;| ¥ ) @7 (daj | yioh).

The above characterization means the joint process {(A,,
Y,):i=0, . . ., n} and the output process {Y,:i=0, . .., n} are
J-order Markov process.

J. The characterizations of FTH information CC-Capacity
are general and hence, they hold for arbitrary control mod-
els, noise distributions, and cost functions.

CC-Capacity of Gaussian-G-RCM-1 and Randomized Strat-
egies

K. Consider an example G-RCM of E. called Gaussian-G-
RCM-1 with quadratic cost function defined as follows.

Yi:CiilYi71+Di,r‘Ai+Di,i—1Ai—l+Via
Y=y td4 | =a_.,i=0,
\‘
Pyt gy 1=Py, VeNOKp) Ky, 7 0,
\—
(Yklefl)’“N(OKru,l)Kru,l’ 0,
Y0 i1) = <aixRiai>+<yi—11Qi,i71yi71>>

(Di,ixDi,i—l)ERpqu ]Rpxq,

RES 790, €8 rrizo,. .
where § ,7%9 denotes the set of positive semidefinite qxq

matrices, and § 77 their restriction to positive definite,
and (-, -) denotes inner product. The Gaussian-RCM-1 is a
Multiple Input Multiple Output (MIMO) control system
with memory on past inputs and outputs, is an Infinite
Impulse Response (IIR) model, and the cost function is
quadratic.

Next, we prepare to compute
(1) the optimal randomized strategy, and
(i1) the FTH CC-Capacity.

From G. the optimal randomized strategy is of the form
{nF(dala, ;v H=r,'(dala,_,,y""): i=0, . . ., n}, ie.,
L=1. The directed information pay-off is expressed as fol-
lows.

n

IA” 5 Y™ = Z {H(Y; 1YY

i=0

- H(Y | ALy, Y7hy,
. . 1
HEY; 1Y ALY = H(V)) = 5log2re)IKy, |

Let {(A&Y£,Z5)i=0, . . ., n} denote a jointly Gaussian
process. By the maximum entropy property of Gaussian
distributions it follows that

DTH YT = HY") < HOs”)
=0

w
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14
and the upper bound is achieved if {(A,Y,,Z,)=(A2,Y £,Z5):
i=0, . . ., n} and the average constraint is satisfied. Hence,
the upper bound is achieved, if the optimal strategies are
linear, given as follows.
Randomized Strategy

AF = UF + A AR + ZF,
UFATHLysinl = gl(yeily L A AR + ZF,

> 11,

gy izo,

Zg1is independent of (A%~ Y&~ 787 is independent of
V', i=0,
1z, g~N(0 KZ) i= 0 1,
process
for some deterministic matrices {(I""",A, ,_):i=0, . . .,
appropriate dimensions.

Next, we prepare to compute the directed information
pay-off. To this end, we need to compute the conditional
entropy H(Y £I'Y2"™1), i=0, . . . n, which means we need to
determine the conditional density of Y given Y&~ for
i=0, . . ., n, using the stochastic control system and strategy.
Since the conditional density is characterized by the condi-
tional mean and covariance, we define the quantities

)A]i\ifléEPI{Yig‘Yg’iil}:gi\iéEEI{Aig‘Yg’i}a

., n} is an independent Gaussian

n} of

e )(TE= T TPt}

Ky BB (-,
Py =E*® (Aig_/ii\i)(Aig_/iﬂi)T,izoa BRI

From above and using the independent properties of the
noise process then

‘ai\i:Ai,i—l‘zii—l\i—1+[/ig+Ai\i—l(Yi Yis1)s

AMRE o) Lo 1+D UE+A ;- v

R ~ T T, i
Kyy1=A e PNy +0, Kz Dy S +Kyp,i=0, ..
.

where (A_ 1‘ 10
Ry 2D, A 4D, 1i=0,

P_,_,) are initial data and

Py~ Arz le tic1ii1 +Kz &zD;; +A” 1P L1
A Ty @y I(KZD” +A” le Li— 1/\” O

D, = [Di,iKzPi,iT"'K V{"Xz‘,i—lp i—l\i—lxi,i—lT]ila
Ay B &, D, A, Py K DO
et = ( z i 1 -t i,i—l) ili-1

,n} is an
n}, and

The innovations process denoted by {VelziZO, ..
orthogonal process, independent of {g,'(-):i=0, . . .,
satisfies the following identities.

ve'd Yg %,

R 5y DL ZEY = 1 om N O K )i,
)
where {v,%:i=0, ., n} indicates that the innovations
process is independent of the strategy {g,'(-):i=0, . . ., n}.
From the above equations, since the conditional covariance
Ky, y is independent of Y= fori=0, . n the conditional
distribution is P*' (Y 2=y, Y 1)~N(Ym 1Ky ), 170,

n. Applying the above two observations we obtain

1A - = Z {HOD) - HV)}

a1 - | y\y 1|
Y# )ZEZIOg e ‘

i=0
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Next, we give the closed form expressions of the optimal
randomized control strategies, and the FTH CC-Capacity.
CC-Capacity and Randomized Strategy

Consider the Gaussian-RCM-1. The following hold.

(a) FTH Information CC-Capacity.

The joint process {(A,Y)=(A2Y#):i=0, . . ., n}, is

jointly Gaussian and satisfies the following equations.

Af =t (&L AS D+ 28, i=0, ... ,n,
=Uf+ A AL+ ZF,
Uf = gl(y#i-ly = [-1yei-!
f ,

YE= Oy R AR+ D US + Dy ZE 4+ Y,

i) Z% is independent of (AS*!, Y5 ) i=0, . . .

ii) Z#' is independent of V', i=0, . . . , n,

i) {ZF~N(0,K,):i=0, 1, . . ., n} is an independent
Gaussian procéss,

, 1,

EEI {745 Y, 1‘5')}:EE1 { < UingiUig> +2 > Ay 1/11'71 el
RiUig> + < Ai,i—l‘ai—l \i—lxRiAi,i—l“ii—l lic1 > +ir
(KZIRi)"'lr(Af,i—lTRiAi,i—IPi—l\i—1)+< Y5
oY)}

The FTH CC-Capacity given by

|Ky;\y"*1|
|Ky;|

1 L 1
Jan_yn (@) = sup 3 log

1
Plon® 55

and the average constraint set is defined by

Plom®) 2 {e%(-) S (g () ) A Kz,

1 & :
i=0, ... ,m—— > E° (y;(A%, Y& 1)) <k
i=0, ’”n+1; i(Af, ))<K}

(b) Decentralized Separation of Randomized Strategy into
Controller and Encoder.
The optimal strategy denoted by {el’*(~)s(gi1’*(~),Ai,i_1*,

K,*):i=0, . . ., n} is the solution of the dual optimization
problem
A
Kou(C) =
(e
inf E* {Z YilAF, Y;in}.
! . 1\ Ky‘-\y"*l =0
(g} OAi1Kz Ji=0,...n: izizologﬂ—‘fmf =(n+1)C

Moreover, the following decentralized separation holds.
(i) The optimal strategy {g,"*(-):i=0, ..., n} is the solution
of the optimization problem

n
. 1
inf E° {Z 7i(Af, Yﬁl)}
gheyi=0,..n =

0

for a fixed {A;, ,K;:i=0, ..., n}.
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(ii) The optimal strategy {A,,_,*, K;*:i=0, ..., n} is the
solution of k, (C) for {g, ' ()=g,*():=0, . . ., n} deter-
mined from (i).
(c) Optimal Strategies of Controller and Encoder.
Suppose in (a), Y5 is replaced by
YE=Cip Y 1g+Xi,i— 14 B +D; UELD, ZE+D; 78+

V,i=0, ... g
Any candidate of the control strategy {g,' (Y= )
i=0, . . ., n} is of the form

A .
ST YE 4T Ay,
YE,
=Ty V8, VE 2| }
Ai-1]i-1

i=0,...,n

Define the augmented system

R — 4 — — 1
8 4 8
Y =F Y8, + B, Uf + Gyt

_ Ciio TH _ D1 _ I
Fii1 s [ S }, Bii1 s [ v }, Gii-1 £ [ },
0 A 1 Ajji-1

i=0,...

. F

and average cost

n n
1 1 —
E {Z AL Yﬁl)} =E {Z TiUE, Yf,l)}
=0 =0
n T
4 Efl{ E [
=0

r(Kz, R;) + [r(A;?:ilRiAi,iIPilil)] -

Y8, 1 [ M-t L

_—— Qi1 0
= AR |

Lo, 2 0
ii-1 /\‘?:‘-,IR; 5

Then the following hold.
(1) For a fixed {A,, , K:i=0, . . ., n} the optimal strategy
{U#=g*(Y®*"):i=0, . . . , n} is the solution of the
partially observable classical stochastic optimal control
problem

- A
Nii-1 =Ri.

Jonlg (LA KDE  inf

ghni=0,....n

.
1 —.
E {Z 7:(UE. Yf,l)}
i=0

where {Y:i=0, . . . , n} satisfy the above recursion.
Moreover, the optimal strategy {Ug*=g'*(Ys"1)=g1*
(Y&*~1):i=0, . . ., n} is given by the following equations.
gily*()_’iil):Ti,iA;iilxizoa coonl
:_(Ni,i—l+gi,i—lT2(i+1)Ei,i—l)ilgi,i—lTE(l}l)Fi,i—].;iila

* (" )0,
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where the symmetric positive semidefinite matrix {Z(i):

i=0, ..., n} satisfies a matrix difference Riccati equation, for
i=0, . . ., n-1, equation
2@Fm 1T2(l+1) vio=Frae 1T2(l+1)Bzz L) 5
sz 1+B” 1 2(1"‘1)3” 1) (B” 1 2” lez 1+
L Hm, L2 ()M,

and the optimal pay-off is given by

10
Joa(8 () A Kz) =

S {rl@1 > )+ o{Ka Ry + AT RiA G 1 Py +

=
(AJU 1Ky v 18- 12(}))} Y 1 1,2 (0)771\71>- 15

(2) The optimal strategies {(A,;_,*K,*):i=0, ..., n} are the
solutions of the optimization problem
20
K0n(C) & inf . on(g™* (). A, K2)).
N PP N i 1 ol OO
(Aiim1-Kz,)i=0..... 'ZZ;:OI g kv, (n+1)C ’s
The above is a decentralized separation principle, and (1)
and (2) are Person-by-Person Optimality statements of
{g,'()i=0, ...} and {A,, | K,:i=0, ..., n}. .
CC-Capacity of Gaussian-G-RCM-2 and Randomized Strat-
egies
L. Consider an example G-RCM of H. called Gaussian-G-
RCM-2 with quadratic cost function defined as follows.
V=G Yo #DA AV Y=y, 35
Pyt g =Py VeN(OK ) Ky, 7 0,
Yi{@syi1) & <ai1Riai>+<yi—11Qi,i71yi—1>-
N . . 40
By 1. the characterization if FTH-DI information CC-
Capacity is
do;(- | yi1» @; 45
Janyn (@, &) = sup Z flo M(y;) P (dyi, yi-1, da;)
;’[o,n](K) = dl:l G 1 yimn)
= sup Z’(A” Yil ¥
7’[0 n](K) 50
1_[ (dyil yi-1) = f Qi(dyi | yi-1, @) ®@m(dai | yi-1)
i Aj 55
Plon (k) = {ﬂi(dai | yic1), =0, ...,
n: —1 A, RiA + (Yo, Qi Yo} < 60
The optimal randomized strategy of above characteriza-
tion of FTH information CC-Capacity is now computed,
using several steps. 65

(a) Gaussian Properties of Characterization of FTH Infor-
mation CC-Capacity.

18

Using dynamic programming or the maximum entropy
property of processes with fixed second moments, the opti-
mal strategies are Gaussian denoted by {m2(daly, ;):
i=0, . n}eP[O ,1(€), and the joint process is jointly
Gaussian denoted by {(A,Y)=(AZY2):i=0, . . ., n}.

(h) Realization of Optimal Strategies.
Since {(A2,Y2):i=0, . . ., n} is jointly Gaussian, strate-

gies from the set P j0,,1(), can be realized by linear and
Gaussian randomized strategies defined by the set

Proa) 2 {AF = ei(vE,, 7).

a(Ye ZH 2 g(vE ) +2Zf = Lo YE +ZF,

ZE Ly (ZE i=0, ... 0}

independent process,

~ N, Kz;), Kz, €$79,i=0, ...

1 n
mEE{Z [KAF, RiAF) + (YE L Quin Y 1)]}s/<}

i=0

L

where -1- means the processes are independent.
Moreover, the characterization of the FTH information
CC-Capacity is

2 [Ky, |

{ 2 ’
”}57){0,;1) ()

\
1 | DKz, D, + K, |}
i=0

(c) Dual Role of Randomized Control Strategies.
Since the optimal control strategies admit the decompo-
sition

AP, Y, S+ZE=g (Y, F)+ZEI=0, ...

then we have the following: (i) the feedback control law or
strategy {g,=T',,_,:i=0, . .. ,;n} is responsible for controlling
the output process {Y,%:i=0, . . ., n}, and (ii) the orthogonal
innovations process {Z2:1=0, ., n} is responsible for
communicating new information to the output process, both
chosen to maximize J »_, (705 * ).

(d) Decentralize Separation Principle of Optimal Random-
ized Strategies.

Let {(A#*Y2*78%):i=0, . . ., n} denote the optimal
joint process corresponding to (¢) above. The cost-to-go
C;: Y, ,— R (corresponding to J_ (®* k)), from

to terminal time satisfies the dynamic program-

) “n”
1

time
ming recursions

1 | DyKz, DY +Ky, |

sup {—logi -
(i Kz, JeRTSTE 2 | Ky, |

Ca¥n-1) =

s r(RpKz,) = s[{ttn, Rutt) +{Yn-1, Gnn-1¥n-1)] +s(n + 1)K},

| DKz, DT + Ky, |

CilYi-1) = 1Ko ]
;

1
Sup { 5 log
(w3 Kz, JeRIxsT
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-continued
str(RiKz;) — sKuty, Rivty) +<yim1, Qi1 yi-i)] +

E{C (YF) | YET = yi—l}}a i=0,...,n-1

where s=0 is the Lagrange multiplier associated with the
average constraint. The solution of the dynamic program-

ming equations is given by the following equations. 0

Ci(yim1) = {=5Cyi-1, POyi-1) +r(D}, i=0, ...

where {r(i}:i =0, ...,n—-1}

. F

15

satisfies the recursions

|D;KZ‘.D‘T+KV‘. | 20

M) =ri+ D+ T

1
sup {Elog
Kzieﬂxq

str(Pli+ DID; ;K7 DI + Ky, = s tr(R;KZ‘.)}
., 25
| D,Kz,D;, + Ky, |

= K, |

1
sup (zlog -5 tr(RnKZn)+s(n+1)k}
KZneSZXq
and {P(i):i =0, ... ,n}
30

is a solution of the Riccati difference matrix equation

P(i):Ci,i—lTP(i+1)Ci,i—l+Qi,i—l_Ci,i—lTP(i+1)Di(Di,iTP

(+1)DsR, ) 7HC,y_ TP+ 1)D) =0, . . . 11,

P(n):Qn,n—l'

kon(C) 2
1

= inf

Af=gi(vE )i=0,...n
45
The optimal randomized control strategy is given by

AFF=g (Y, (FEHZENI=0, ..

where its random part {Z,#*:i=0, . . ., n} is the solution to 50
the above recursions, and its deterministic part is given by

& i) = —(DT PG+ 1)D; + Ry DI PG+ DGy yiy
55
=07y, i=0, .01,

&n(yn-1) =0.

60
The corresponding covariance K, £ E{Y2(Y#)"}, i=0,

1, ..., n, is given by the following equation.

K}’i:(ci,i—l+Diri,i—l*)K}’i,l(ci,i—l"'Diri,i—l*)T+Dr'KZ
T

Ky
il)l+Vz’ 65

i=0, ... nKy =given

inf

(Tiim1K 7 =0, gy o

20

The Lagrange multiplier s=0 are found from the problem

iﬂé‘{—5<y71, PO)y-1)+r(0)}

The characterization of the FTH-DI extremum problem is
given by

Jipogn (8, K) = =5 f (1, PO Py, (dy_, (1) + (D)
Y1

where s is the value found above.
(e) Water-Filling Solution of Encoder Part of Randomized
Strategy.

The above solution illustrates the decentralized separation
between the computation of the optimal deterministic part

g *(y,_):i=0, . . ., n} and the optimal random part
K,*:1=0, ..., n} (covariance of innovations process) of the

randomized control strategy, the later is found from a
sequential water filling problem of recursions r,(-) that
depends on the solution of the matrix Riccati difference
equation. Clearly, optimal randomized control strategies
have a dual role; to control the controlled process, precisely
as in stochastic optimal control theory, of Gaussian control
systems with quadratic pay-off, and to transmit new infor-
mation via its random part {Z,%:i=0, . . . , n}. This means,
information data are mapped into the optimal innovations
process with covariance {K,*:i=0, . . . , n}, and then
transmitted over the stochastic system, which acts as a
communication channel.
(f) Connection to Stochastic Optimal Control Problem.

From the above solution, we can recover, as a degenerate
case, the optimal strategies of Gaussian control problems
with quadratic pay-off as follows.

The dual of () is given by

.
{Z Ef(AF, RiAf) +(YE 1, Qain Yﬁl»}
n |Dikz DI +Ky,| o Vi

o A

E$ (A, RAEY +(YE,, Qi YE N 1 if Kz, =0,i=0, ... ,n.
i i i1 g -1 i
i=0

The second identity holds if randomized control strategies
are restricted to deterministic strategies. Hence,

Ty 100 i K7 #=0,i=0, . . . .

and the degenerate optimization problem is the stochastic
optimal control of Gaussian control systems with quadratic
pay-off.
CC-Capacity: Per Unit Time of FTH Information CC-
Capacity
M. Consider the Gaussian-G-RCM-2 of L. Here, we com-
pute the capacity of the control system, i.e., given by the per
unit time limit of the FTH information CC-Capacity. Sup-
pose the control system is time-invariant, with {C,,_,=C,
D~D, K;=K;; R=R, 10, . . ., n, Q,,_,=Q, =0, . . ., n-1,
Qe IZM}, and the following conditions hold.

i) the pair (C,D) is stabilizable,

i) the pair (G,C) is detectable, Q=G’G, GES ,#*7.

Then the CC-Capacity of the control system is per unit
time limit of the characterization of FTH information CC-
Capacity, given by
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1
CK) = J gooyyoo (T8, K) B im ——J 4n — ¥* (2", &)
no n+1
wo oy B *
= J'(s") = infJ"(s)
520
where
. 1. |DKzDT +Ky | .
Js) = sup |zlog—————— + sk —s5 t{RKz) —s tr(P[DKzD" + Ky])
KpesT 2 [ Ky |
g% (y) = —(DrPD+ R'DTPC y ="y,

P=CTPC+Q-CTPDIDTPD+ R (CTPD)”

where spec(-) denotes the set of eigenvalues and D , & {cE
C :lcI<1} is the unit disc of the set of complex numbers C .
The Lagrange multiplier s*(k) can be found from the aver-
age constraint

tr(RK )+tr(P[[DK 2DT+K ])=k.

Thus, the predictable part of the optimal randomized
control strategy g”*(y) ensures existence of a unique invari-
ant distribution P;# " (dy) of the optimal output process
1Y, *:i=0, ., n} corresponding to (g7%(), K,*), ie.,
stability of the closed loop system, and hence C(x) is
operational, i.e., it is the CC-capacity of the control system.
N. Consider an example Gaussian-G-RCM-2 of L., with
parameters p=q=1, R=1, Q=0 and (C,D) arbitrary. For these
choices of parameters we have the following.

©, k), € [0, )
C?-1 D*)k+Ky(1-C% A
= K = (— o =5 ] & € Vonin, ), Konin =
c-1 0 [0, Kyyin]
R € [0, kinl»
and
1. D*k+Ky . .
=In if |[C]<1,ie,K;=x«
Ky
Cky=9 1 D*Ki+K
n [i Y Uf 1€l > 1, & € [Knins 00)
Vv

[Cl > 1, & € [0, Kpin]-

Clearly, if ICI<1, i.e., stable, the deterministic part of the
strategy is zero, i.e., I"*=0. The capacity formulae C(x),
illustrates that there are multiple regimes, depending on
whether the control system is stable, that is, ICI<l or
unstable ICI>1. Moreover, for unstable control systems
ICI>1, the optimal pay-off is zero, unless the power level k
exceeds the critical level K i
Encoder Design for CC- Capacr[y of Gaussian-G-RCM-2
O. Consider an Example Gaussian-G-RCM-2 of L.

We illustrate via an example of an information process or
tracking process, as shown in FIG. 1, how to design the
encoder.

Consider a Gaussian information process {X,:i=0,
1,...,n} taking values in X & R (which is to be encoded
by the optimal randomized strategy) and described by a
Gaussian Linear State Space Model (G-LSSM), as follows.

X, =AXAG, W, Xy=5,i=0, . . . p-1

where {W~N(0; K;;,)i=0, . . ., n-1} are W=R*-valued
zero mean Gaussian processes, independent of the noises

driving the Gaussian-G-RCM-2 of the control system, i.e.,
{(A,,V)):i=0, 1, ... n}, and the initial state X,, is either fixed,

, spec(C + DI'™*) c

D,

15 i.e., X,=x or its distribution is fixed and Gaussian, i.e.,
Py (dx)~N(0, K,). and independent of {Wi:i:.O, ...,n}

Next, we illustrate how to transform the optimal random-
ized strategy of L. into an controller-encoder, and a mean-
square error decoder, based on a variation of the Kalman
filter.

20
Consider the optimal randomized strategy of L., specifi-
cally, {(T',,_,*,K;*):i=0, 1, ..., n-1,}, with correspondlng
optimal distribution {J'cg’*(da Iy 1):i=0, , n} and joint
process {(A£*Y £*):1=0, . n} Define the filter estimate
25 and conditional covariance, for i=0, ..., n, by
Xy B B,
PIIES E{(X i) 61
(a) Controller-Encoder Strategy.
if €] <1
(C*-DKy
TV it |Cl>1(12)
if [C]>1
45
The following controller-encoder strategy® achieves the
characterization of FTH information CC-Capacity. ()
2For any square matrix D with real entries D2 is its square root.
50 AF e 0 T MY S A XK b
AF=K P, 2 A — 0,
)Gg’*:(ci,ifl"'Diri,ifl*)YiflG’*"'DiA *{X 11+ Vs
i=0,1, ...
55 .
Moreover, from the properties of Kalman filter, the fol-
lowing hold.
(b) Filter Estimates.
The innovations process defined by {v 1,160 Y2
o BAYSHYE*1Li=0, .. ., n} satisfies
v *=Y*~(C; DT, ()Y, S =DA *{X i1t
Vi=0, ... n
E{v# = =E{y*}=0,i=0, . . . 1
65

E{v ()" Yg’*’iil}zDiKZi *DiT“'KVi:E{Vi* v

and the sequence of RVs, {v,*:i=0 , n} is uncorrelated.
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The optimal filter estimates and conditional covariances
satisfy the following recursions.
Rivwp = AR im + ¥ Y = (Gt + DIl DYED)

= AR + ¥ V. i=0, . n, Kot = given,

i+1)i

where the filter gains {W¥;,_,:i=0, . . . , n} and the output
process {Y;#*:i=0, . . ., n} are defined by
Wy =B A%, (DA DK D 4Ky !

Yig’*é(Ci,ifl"'Diri,ifl*)Yiflg’*""’i*xizoa sl
Moreover, the o-algebra generated by {Y#%k=0,
1,...,1i} denoted by F, " #*8 oY SR Y%, .., Y 5%}
satisfles 7, [ 7®*=7F o " B ofvy*, v,*, ..., v,*} 190, .. .,
n.
(¢) Realization of Optimal Randomize Strategy of L.
The controller-encoder strategy {e;*(, -):i=0, 1, . . ., n}

realizes the optimal randomized strategy, that is

P
;*(Aigy*Edai‘yiil):nigy*(dai‘yifl)NN(ri,ifl*Yiflgy*xKZi*)aizoa
72

(d) FTH Information CC-Capacity Achieving Controller-
Encoder Strategy.

The strategy {e*(-, -):i=0, . . . , n} achieves the FTF
information CC-Capacity, that is, the following identities
hold.

n

1 )
: n gHNY . y&F | yg il
lim —— I(X" = Y& = ;:0 I(X;; YE* | yerily

1 .
=lim—— " J(AF"; ¥E | yeih
i=0

>+l

li !
i

DU AHGE) - HV))
i=0

= J oy (78, K) = C(K)

CC-Capacity Achieving Controller-Encoder

P. Consider an example Gaussian-G-RCM-2 of M. The
method of O. can be repeated by replacing {(I',,_,*,K, *):
i=0, 1,...,n-1} in (a)-(d) of O. by (I'"** K*) obtained in
M.

Q. Consider the Example of N.

(a) Gaussian RV Message X~N (0,0,2). Then the message is
X, 1=X;, X=X, i=0, . . ., n—1. The Rate Distortion Function
(RDF) of the Gaussian RV X subject to Mean-Square Error
distortion is given by

R(A) 2 inf I(X; )A() = llog ma>{1, ﬁ]
K:E|x-X[2=a 2 a
LetX,, & E{XIY®*7},i=0, .. ., n be the decoder of message

X. Calculating the time-invariant scalar version (i.e., p=q=1)
of optimal controller-encoder O., after (n+1) times uses of
the control system, the Mean-Square Error (MSE) of the
decoder decays geometrically, according to the expression

EIX-X,,,1?=07e 2 C0n0

nln
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= A AT A2 (DA IDKE DI + Ky T D)) 2 AT + GiKw, G, X = given

-1

where for large enough n, we have C, (k)=(n+1)C(x), and
C(x) is the capacity of the control system given in N. for
cases, ICI>1, ICI<1 (stable and unstable). Letting A=2,  we
obtain

R(A)=C, ().

This implies the controller-encoder-decoder strategy
meets the RDF with equality and no other controller-en-
coder-decoder scheme, no matter how complex it can be, can
achieve a smaller MSE. Moreover, 1imn%E|X-5<mn|2:0.
We can also compute the error probability for any finite n.
(b) Equiprobable messages X&{0, 1, . . . , M, }, n=0,
1, . ... Similar to (a), we can apply the Schalkwijk-Kailath
coding scheme, to show for M, £ exp{(n+1)R} such that

1
R < Tl Co,,(k),

the probability of Maximum Likelihood (ML) decoding
error decreases doubly exponentially in (n+1).

(c) The analysis of the multi-dimensional versions is also
feasible using the method described.

R. In the method of L.-Q.

(1) the optimal controller-encoder strategy controls the con-
trolled process {Y:i=0, . . ., n} and encodes the information
process {X;:i=0, . . ., n}, and

(ii) the information process is reconstructed at the output of
the control system, using a minimum mean-square error
decoder, via the Kalman filter.

(iif)

AL 1 . . 1 n o
Clx) = lim, mJA"ay"(ﬂg' , K) = lim, mI(X - Y&

is a variant of per unit time infinite horizon stochastic
optimal control theory; it reveals that optimal randomized
strategies are capable of information transfer, over the
control system, which acts as a feedback channel, precisely
as in Shannon’s operational definition of Capacity of Noisy
Channels.

S. The methods described in this patent, for simultaneous
control and encoding of information apply to any dynamical
system model with inputs and outputs, such as, biological
control models, financial portfolio optimization and hedging
models, quantum dynamical control systems, etc.

What is claimed is:

1. A computer-implemented method for transmitting
information signals in a control system, the method com-
prising:

receiving, at a controller of a control system, an informa-

tion signal to be propagated through the control system,
where the information signal includes data to be trans-
mitted through the control system;
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determining, at the controller of the control system, a
control signal to control one or more operations in the
control system;
encoding, at the controller of the control system, the
received information signal to produce an encoded
information signal, wherein encoding the received
information signal comprises:
determining a control-coding capacity of the control
system based on a system model of the control
system, wherein the control-coding capacity is a
maximum rate of transmitting information signals
through the control system, wherein determining the
control-coding capacity includes solving an optimi-
zation of a representation of the control-coding
capacity based on the system model, wherein the
representation of the control-coding capacity
includes a plurality of conditional control input dis-
tributions, and

implementing a coding scheme to encode the received
information signals based on the determined control-
coding capacity;

transmitting, by the controller, an encoded message using
the control system as a communication channel, where
the encoded message comprises the control signal and
the encoded information signal.

2. The computer-implemented method of claim 1, further

comprising:

receiving, at one or more devices of the control system,
the encoded message; and

extracting, at the control system the encoded message.

3. The computer-implement method of claim 2, further

comprising:

determining, at one or more devices of the control system,
feedback for the controller; and

transmitting, by the one or more devices of the control
system to a process output signal comprising the
encoded information signal.

4. The computer-implemented method of claim 3, further

comprising:

receiving, at a decoder device, the process output.
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5. The computer-implemented method of claim 3, further
comprising:

receiving, at the controller, the process output.

6. The computer-implemented method of claim 5,
wherein the process output is received at the controller after
a delay.

7. The computer-implemented method of claim 1,
wherein the system model of the control system comprises
one or more of: power constraints, directed information
pay-off, noise distributions, cost functions, feedback mod-
els, or an information rate of the control system.

8. The computer-implemented method of claim 1,
wherein solving the optimization of the representation of the
control-coding capacity based on the system model includes
the optimal randomized control strategy to maximize a
directed information pay-off, wherein the maximum of the
directed-information pay-off is a supremum of all transmis-
sion rates over the system model per unit time.

9. The computer-implemented method of claim 1,
wherein solving the optimization of the representation of the
control-coding capacity based on the system model includes
implementing a general-recursive control model.

10. The computer-implemented method of claim 1,
wherein the control system is a process control system of a
process plant.

11. The computer-implemented method of claim 1,
wherein the control system is a dynamic system including
one or more inputs, one or more outputs, and one or more
controllers.

12. The computer-implemented method of claim 11,
wherein the control system is one of: a car, a ship, a
submarine, a missile, an airplane, or any system which is
controlled by a controller.

13. The computer-implemented method of claim 1, fur-
ther comprising:

receiving, at a decoder, the encoded message; and

decoding, at the decoder, the encoded message based on

an encoder scheme.

14. The computer-implemented method of claim 13,
wherein the encoder scheme is indicated by the encoded
message.



