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METHOD AND ARRANGEMENT FOR HANDLING INFORMATION PACKETS VIA USER SELECTABLE
RELAY NODES

FIELD OF INVENTION

The present 1nvention  relates to communication 1in a

communication network. In particular, the present invention

relates

to a method, a corresponding computer program and an
arrangement for enabling users to influence the zrouting of

their information packets.

DESCRIPTION OF RELATED ART

An internet is any set of networks interconnected with routers.

The Internet is the biggest example of an internet. An internet

may by functioning over wireline links, or over air interfaces,

e.g. by means of short range radio waves, such as Bluetooth, or

a moblle network.

The Internet is the worldwide interconnected WAN, based on the
TCP/IP protocol suite. The complex problem of routing on large

networks can be simplified by structuring a network 1into a

hierarchy of smaller networks, where each level 1s responsible
for i1ts own routing. Basically, the Internet has three levels:
the backbones, the mid-levels, and the stub networks. The
backbones know how to route between the mid-levels, the mid-
levels know how to route between the stub-networks, and each
stub-network (being an autonomous system) knows how to route

internally.

Each interconnected network includes one or more interconnected

nodes. Communication between two nodes of the Internet 1is
achieved by transmitting a digital stream, organized 1into
packets, Dbetween the two nodes. The network layer of the
Internet protocols is very powerful handling user packets
travelling between any source node and any destination node
over the Internet using intermediary internets having different

technologies and separate administration. This 1is achieved by
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giving the full control of how the packets are routed to the

networks that are i1nvolved and by making the addresses
assocliated with each packet easily accessible. This implies

that the user can not easily influence the routing of their

packets and that said packets are open to the analysis and
manipulation by interceptors. In this description, the term

“user” refer to a computer sending packets.

The Internet Protocol (IP) formally specifies the format of

Internet packets, called datagrams, and informally embodies the

1deas of connectionless delivery. Connectionless delivery means

that in a sequence of packets between two parties each packet
is routed and forwarded independently having connection based
communication. There is first a connection establishment phase

when a forwarding phase 1s set up. Packets are then forwarded

along this path until communication 1s terminated. The

connection is then released. Analogous to a physical frame, the

IP datagram 1i1s divided 1into header and data areas, the data

area carrving the payload of the packet. 2Among other

information, the datagram header contains the source and

destination IP addresses, fragmentation control, precedence,

and a checksum used to catch transmission errors. Besides

fixed-length fields, each datagram header can contain at least

one option field. The option field is of wvariable length,

depending on the number and type of options used as well as the
size of the data area allocated for each option. In an
exemplary internet protocol called IP, each node in the internet
1s assigned an internet address which is unique over the entire
internet. A node receiving a packet can identify the source and

destination nodes by examining the IP addresses stored in the

header.

For further information concerning Internet, see Information
Sciences Institute, RFC 791 “Internet Protocol”, September 1991.
The IP addresses are assigned in a hierarchical fashion; the
internet address of each node contains an address portion

indicating the sub-network of the node, and a host portion,
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valid inside the sub-network, that identifies a particular host
or router and discriminates between the i1ndividual nodes within

a particular sub-network.

The i1dea of layering is fundamental in protocol design because
it provides a conceptual framework for protocol design. In a
layered model, each layer handles one part of the communication
problem and wusually corresponds to one protocol. Protocols
follow the lavyering principle, which states that the software
implementing layer "n” on the destination machine receives
exactly what the software implementing layver “n” on the source
machine sends. In practice, protocol software uses multiplexing
and demultiplexing to distinguish among multiple protocols

within a given layer, making protocol software more complex

than the layering model suggests.

Internet Protocol (IP) provides one of the two major protocols
used in internetworking. A user considers the Internet as a
single virtual network that interconnects all hosts, and
through which communication is possible; its underlying archi-
tecture is both hidden and irrelevant. Conceptually, an IP

internet provides three set of services 1in three dependent

layers. The three layers will be disclosed in more details

below.

In fig. 12 is depicted the three layers of an IP stack intermet
according to prior art; their arrangement in figure 2 suggests
dependencies among them. At the lowest level 1, a connection-
less delivery service provides a foundation on which evervything

rests. At the next level 2, a transport service provides a

higher platform on which applications depend. I.e., internet

software 1is designed around three conceptual networking

services arranged in a hierarchy.

A disadvantage of the conventional Internet is that only one
specific style of routing, e.g., hierarchical routing is easily
supported by the current packet structure and packet transfer

protocol. Routing 1s defined by protocols between routers. The
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resulting routing is neither controllable nor predictable by the
sender. Thus, the conventional Internet does not readily permit
a source node to specify the entire route or the manner via
which a packet is xyouted. Nor is it simple for a user to
5 redirect a packet via an alternate sequence of nodes, e.g., in
order to obtain the required gquality of service in the Internet.
L.e. policy routing is performed by networks, not by users.
Second, the source and destination node identification, routing
and packet handling functions are performed arbitrarily in the
10 conventional Intermet. For example, i1f a specific cuality of
service 1is distinguished by low delay is requested in the
packet, it 1is difficult to predict whether a node will handle
the packet with a low delay or route the packet along a low

delay route in oxrder to achieve a low delay.

15 Basically, the Internet is a carrier of traffic from one point
to another and the path followed between these two points is
very much a decision by the networks that are involved and out
of control for the user. However, there are situations when it
is desirable to have better control of the routing. It is e.q.

20 common that companies build Intranets comprising several

" independent sub-networks linked via externmal networks to form a
company network. In order to £fulfill company standards
regarding, e.g. gquality of service, preferred network operators
should be used with which a comﬁany may have special

25 agreements. It should also be simple to quickly switch between
different operators or to adjust how traffic is divided between

operators.

A known method to control the routing in an Internet is referred

to as Source Routing ( Internet-Draft: The Dynamic Source Routing Protocol for Mobile
Ad Hoc Networks by J. Broch et al., version 03, October 22, 1999). Dynamic Source
Routing (DSR) is a routing protocol designed e.g. for use in mobile ad hoc networks.
The protocol allows nodes to dynamically discover a source route across multiple net-
work hops to any destination in the ad hoc network. when using source routing, each

packet to be routed carmies in its header the complete, ordered list of nodes

35 AMENDED SHEET

30
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through which the packet must pass. A deficiency of DSR 1s that
it requires knowledge of the network topology. This information
1s generally not available neither to the ordinary user, nor to
any ordinary host in the network. Furthermore, the network
topology may change at any moment invalidating previously
discovered routes. Another deficiency of DSR is that the
complete, ordered 1list including many addresses entail an
extensive overhead. Furthermore, the content of the routing

tables i1is not defined.

Another known way for the source to influence the routing of
packets is to apply the method of “IP in IP” encapsulation. Said
method means that an original IP-packet is wrapped into a packet
destined to an intermediary node. The intermediary node removes
the wrapping and forwards the ©packet to the original
destination. Said method may Dbe applied recursively. The
encapsulated IP address i1s located in the payload, the payload

being like any other message sent from one machine to another.

The patent US-A-5,353,283 describes a method for transmitting a
packet via a sequence of nodes in a network. The transmitted
packet contains a sequence of one or more identifiers in a

sequence of fields and a pointer pointing to a particular

identifier 1in the sequence of identifiers in a field of a
routing section of a header in the packet. A node of the
sequence of mnodes at which the packet 1is placed selects a

forwarding table from a set of forwarding tables maintained in a

memory at that node. The node then retrieves an entry from the

selected forwarding table indexed by the identifier 1n the
sequence of identifiers pointed to by the pointer. The node then
transmits the packet to the next node of the sequence of nodes
indicated by the retrieved forwarding table entry. The method

according to US-A-5,353,283 is useful e.g. for private virtual

networks, and wvirtual global ISP and is transparent to

intermediary networks.
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The deficiency with the method according to US-A-5,353,283 1is
that it requires a new type of header and does not function in
the currently avallable Internet, i.e. the method according to
US-A-5,353,283 requires a new standard. Said method functions
only over networks having implemented sald new standard.

Furthermore, the overhead i1s large.

One of the problems that derive from the attachment of existing
IP Networks to the Internet is that local hosts must have
globally unique addresses 1in order to be identified by the
backbone routers of the Intermet. The Internet routers are not
able to route packets correctly if the IP addresses are not

unigque. End-users connected to hosts not having proper

addresses cannot be reached, and cannot establish application

sessions.

Network Address Translation (NAT) solves the problem by

reassigning IP addresses. It uses a pool of available globally

unique addresses that are repeatedly reused. Internal Network
addresses are allocated according to internal considerations of
the Network. There are sets of addreeses assigned for local
use. Said addresses are not wvalid outside local networks and

may therefor Dbe reused a number of times for internal

addressing in different local networks. Global addresses must
remalin unique in order to distinguish between different hosts.
When an outbound packet i1s routed, the NAT replaces the locally

valid address with a temporary global address. As soon as the

application session is over, the global address may be returned

to the pool to be reassigned. It should be noted that NAT only

involves a translator at the sending side and no communication

1s needed with other network nodes, e.g. an address translator

at the receiving side.

NAT enhances the level of security within the Network by hiding
its 1nternal structure. NAT also permits a number of users to
share a smaller number of global addresses Dbecause global

addresses are required only when a user communicates outside
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the local subnet. If the external connectivity of a subnet is

changed from one external network to another, there is no need
to replace the IP address of each and every host on the

internal net - the task is accomplished by the NAT.

SUMMARY OF THE INVENTION

The main problem with routing in a conventional internet is that

the users cannot influence the routing of their packets.

Another problem with routing in a conventional internet is that,
as the source and destination addresses are placed in the header

of each packet, an intruder may easily trace messages.

A further problem with routing in a conventional internet is
that 1t 1i1s difficult for an intermediary node to redirect a

packet wvia alternate sequences of nodes Dbased on user

preferences.

A yet further problem with the method according to US-A-5, 353,
283 1is that it can only function with a new standard, and that

sald new standard must be implemented in every network over

which the packets passes.

Another problem with routing in the conventional Internet is
that it is not possible to construct a dynamically controllable

overlay network in order to make the performance more effective

and controllable by users.

The solution to the above disclosed problems is a method and
arrangement 1in a communication network for handling traffic,
such as information packets, from source nodes to destination

nodes, via user selectable relay nodes. The relay nodes form an

~overlay network of nodes, operated and managed by an overlay

network operator. Communication between relay nodes relies on
using packet forwarding services of intermediate networks being
operated and managed independently by other operators.

Information about every packet affected by an error is returned
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to a common supervisory node. For any source/destination pair
the overlay network operator may select an appropriate sequence
of relay nodes to be passed depending on the required quality of
service and the performance of different intermediate networks.
Traffic having different requirements on quality of service may
thus be routed wvia different relay proxies and thereby via

different intermediary networks. Between source and destination,

packets often have to traverse several networks operated by

different operators eg. Local access network, a first regional
network, a first backbone network, a second backbone network, a

second regional network and the destination local access

network. It i1is up to the overlay network provider to collect
information concerning the performance of different networks and
configure the implementation of the overlay routing. The
software handling this may be allocated to the RSS , or another

server providing directions to the RSS.

The main purpose of the invention is to control the spreading of
traffic Dbetween any two end-points over alternative relay

rouces.

A further purpose of the invention is to provide an overlay
network that has a relatively small number of nodes and where
their configuration can be relatively static while the number of
originating nodes and destination nodes can be large and their

configuration very dynamic.

Another purpose of the invention is to prevent an interceptor at

any relay node from relating a packet to a specific original

originator or final destination.

pa—

A further purpose of the invention is to prevent forward and

return packets from being correlated, and thus to enhance the

security.

A yet further purpose of the invention is to make it possible to

influence how packets are routed via intermediary networks based
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on quality of service requirements, service level agreements and

related costs offered by different network providers and costs.

A further purpose of the 1invention 1s to enable an efficient

handling of errors and error-messages as information about every

packet affected by an error is returned to a common supervisory

node that gets a networkwide view of performance.

An advantage of the invention is that the method is useful for
protection against interceptors by hiding the identities of the
communicating parties. Moreover, an interceptor cannot find out

which packets are related in the forward and return streams of

packets.

An advantage of the invention is that traffic between an overlay

network of nodes can be dynamically arranged without interfering

with the interior behavior of the intermediary networks that are

used. This can e.g. be used to induce packets having different

types of service to take different routes by travelling via

different relay nodes, and to direct traffic to different routes

at different times 1in order to improve the throughput and in

order to minimize costs.

An' advantage of the invention is that the overlay network of
nodes can consist of a relatively small number of nodes and
thelr configuration can be relatively static while the number of
originating nodes and destination nodes can be large and their

configuration very dynamic.

Another advantage of the invention is that an interceptor at any

relay node cannot relate a packet to a specific originator or

destination. Due to the herein disclosed address substitution it

1s much more difficult to manipulate the communication between

communicating parties as packets are anonymously mixed into the
total flow of traffic.

A further advantage of the invention is that forward and return

packets cannot be correlated, and thus the security is enhanced.
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A vet further advantage of the invention is that i1t is possible

to influence how packets are routed via intermediary networks

based on quality of service requirements, service level

agreements with different network providers and costs.

Another advantage of the invention 1s that 1t enables an
efficient handling of errors and error-messages as information
about every packet affected by an error is returned to a common

supervisory node that gets a networkwide view of performance.

The term “comprises/comprising” when used in this specification

is taken to specify the presence of stated features, integers,

steps or components but does not preclude the presence orxr
addition of one or more other features, integers, steps,

components or groups thereof.

Further scope of applicability of the present invention will
become apparent from the detailed description given
hereinafter. However, 1t should be understood that the detailed

description and specific examples, while indicating preferred

embodiments of the invention, are given by way of illustration
only, since various changes and modifications within the spirit
and scope of the i1invention will become apparent to those

skilled in the art from this detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagram of a conventional Internet.

Figure 2 is a diagram of a conventional node.

Figure 3 1s a diagram of a conventional packet structure.

Figure 4 1is a diagram of a conventional IP address.

Figure 5 is a flow chart illustrating the relay setup procedure.
Figure 6 is a diagram of a transparent substitution of addresses

according to the invention.
Figure 7 is a diagram of a packet used in the indexing

procedure.
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Figure 8 is a diagram of a individual temporary addressing per

relay node.

Figure 9a is a diagram of a divided distribution of packets.

Figure 9b 1is a diagram illustrating how incoming packets are

converged into a common flow.
Figure 10 is a diagram a diagram of an embodiment using both
divergence and convergence of two packet flows.

Figures lla and 1llb are diagrams showing the packet format used

in the embodiment according to figure 10.

Figure 12 is a diagram illustrating the three layers of the

internet.

The invention will now be described 1n more detail with

reference to preferred exemplifyving embodiments thereof and

with reference to the accompanying drawings.

DETAILED DESCRIPTION

An Internet communication network 100 is depicted in fig. 1

including five transit or backbone networks A, B, C, D, and E

and three stub networks R, Y, and Z. A “backbone” network i1s an

intermediary network which conveys communicated data from one

network to another network. A “stub” network 1s a terminal or

endpoint network from which communicated data may only initially
originate or ultimately be received. Each network, such as the
stub network R, includes one or more interconnected sub-networks
T, J, L and M. As used herein, the term “sub-network” refers to

a collection of one or more nodes, e.g., ((d), (a), (b, x, v),

(q, v), (x, z), (s, u), (e, £, g), (h, 1), (3, k, 1), (m, n),

and (o, p), interconnected by wires or switches for local inter-
nodal communication. Nodes within a parenthesis belong to the

same sub-network. Each sub-network may be a local area network

or LAN. Each sub-network has one or more interconnected nodes of
which nodes u, Vv, w, X, vy, 2z are host computers (“*hosts”) and
nodes a, b, ¢, 4, e, £, g, h, i, j, k, 1, m, n, o, p, g, ¥, S

are routers. A host is an endpoint node at which communicated
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data may i1initially originate, or ultimately be received. A
router 1s a node that serves solely as an intermediary node

forwarding packets between two other nodes. The routers receive

communicated data from one node, and retransmit the data to

another node. Collectively, backbone networks, stub networks,

sub-networks and nodesgs are referred to herein as “Internet

systems”.

r—

Fig. 2 shows a block diagram of a host or router node 10. As

shown, the node 10 includes a CPU 11, a memory 12 and one or
more I/O ports 13-1, 13-2, .., 13-N connected to a bus 14.
Tllustratively, each I/O0 port 13-1, 13-2, .., 13-N is connected
by wires, optical fibers, and/or switches to the. I/0 port or
another node. The I/O0O ports 13-1, 13-2, .., 13-N are for
transmitting communicated data 1in the form of a bit stream
organized into one or more packets to another node and for
receiving a packet from another node. An exemplary packet 40 is
shown in fig. 3 having a payload 41 which contains communicated
data and a header 42 which contains control and/or address

information.

A host, which 1initially generates a packet for transmission to
another node, 1s called the source node and a host, which
ultimately receives the packet, i1is called a destination node.
Communication 1s achieved by transferring packets via a sequence
of nodes including the source node, zero or more intermediary

nodes, and the destination node, in a bucket brigade fashion.

The nodes within the aggregation of networks that makes up the

Internet exchange reachability information between each other
and each node individually computes its mnext hop forwarding
directions for each final destination. For example, a packet may
be communicated from the node w to the node x by transferring
the packet from the node w to the node ¢, via node d to the node

b, and to the node x.

For purposes oOf communication, there are three fundamental

categories of functions performed by each node:
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(1) i1dentification of source and destination nodes for

individual packets,

(2) routing , i.e., the process of choosing an interface over

which to send packets,

(3) handling packets, which includes all functions not falling
into categories (1) and (2) such as prioritizing each

packet received at a node for transmission, etc.

In addition to the end to end pavyload, each packet also has a
header portion. The performance of the functions mentioned above

is effected by control information written by a transmitting

node in the header of the packet. In particular, the execution
of these functions in a conventional Internet depends on unigue
Internet addresses associated with the source and destination

nodes and “Quality of service” i1nformation written 1in the

header. Internet addresses and Quality of Service information as
well as their effects on the identification, routing and

handling functions are described 1n greater detail below.

Fig. 4 shows the address part of the header 42 of fig. 3. The
address part 42 comprises two fields. A first field 31
containing the address of the originating node, and a second

field 32 containing the address of the destination node.

Now, a Relay Proxy node and its functionality according to the
disclosed herein method will be disclosed referring to fig. 1.
A Relay Proxy 1s selected by a Route Setup Server RSS, e.g. the
node £ in fig. 1. An RSS defines the relationship between
temporarily substituted addresses and the real originator and
destination addresses. Temporarily substituted addresses will
be disclosed 1n more detail below. Three Relay Proxies are

installed in an internet network according to fig. 1. In this

example, the relay proxies are arranged at the nodes j and k.
A Relay Proxy node is an intermediary node dividing the rxoute

between an origlnating node and a destination node into two
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partial routes. Here, three Relay Proxies divide the route

between an originating node w and a destination node v. Between

the nodes packets travel by normal Internet routing.

In fig. 1, an overlay network comprises an RSS, in node £, and
three RP in the nodes i, j and k. In the network 100 disclosed
in fig. 1, using the overlay network comprising Relay Proxies
in the nodes 37 and k, the communication from the originating

node w to the destination node v may take four different paths:
First path: w-(c,e,f)-(h,1) - (m,n,0,p,q)-v

Second path: w-(c,e,g)-]-(1,0,p,q)->Vv

Third path: w-(c,e,g)-j-k—=(p,qg)-=v

Fourth path: w-(c,e,g)-(j-k-=1)=(0,0,q)-Vv

By introducing an overlay network of Relay Proxies, packets can

-l s

be diverted Dbeing controlled by the operator of the overlay

network, without interfering with the internal routing inside

intermediary networks. By relaying via different Relay Proxies,
the operator of the overlay network can influence the routing
of packets. Only one Relay node may be used, but also more

relay nodes may be inserted between an origlnating node and a

destination node. Furthermore, forward and return traffic and

different classes of service may be diverted separately.

The insertion of Relay nodes is controlled by the control node
(RSS) belonging to the overlay network operator by means of
signaling towards user nodes and Relay Proxies. When a
controlling node wants to insert Relay Proxies to be passed by
traffic between two nodes, the controlling node first
communicates with the Relay Proxies that have been chosen,. and

with destination nodes, in order to get the necessary relay

associations set up. Thereafter, when the originating node

communicates with the destination node, the packets travel via
the chosen relay node (or nodes) when travelling towards the

destination. Neither control protocols within the intermediary
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networks nor the routing of packets through these networks are
affected.

When the originating node w in fig. 1 is sending a packet to

the destination node v an address substitution process 1is

conducted by the RSS, located 1n node f. The substitution

L |

process will be disclosed with reference to fig. 6 a-d. The

packets depicted in fig. 6 comprises a sending address field
31, a receiving address field 32 and a payload 41. First,
before the packet leaves the first node w, the address field 31
of the originating node w contains the address of the
originating node w, and the address field 32 of the destination
node v, see fig 6a. Then, the RSS allocates an address to be
used as a temporary substitution for the originating address.

r—

The address of the destination is substituted by the address of

the first Relay Proxy node j, see fig. 6b. At the first Relay

Proxy node 3j, the originating address field 31 contains the

temporary address and the destination field 32 contains the
address of the second Relay Proxy node k, see fig 6c. In order
to enable the relay node to put the appropriate next relay node
destination address into the destination address field before
relaying the packet, the association between the current
temporary originating address and the next step destination
address to be used must previously have been stored in the
memory 1in the relay node providing the substitution. This is

prepared by RSS, connected to the node f, sending the needed

information to the relay node. The substitution procedure is
iterated in each relay node that is to be passed until the

packet reaches the final destination. When the packet arrives

at the destination node v, the originating address field 31
shall be provided with the address of the originating node w,

and the destination field 32 shall be provided with the address

of the destination node v. See fig 6d. To accomplish this the

original address have to be restored by the last relay node. To

this end, the last relay node must beforehand have stored the
assoclation between the temporary originator address and the

original address. The required information is prepared by the
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RSS. After the last substitution, the original packet 1is
restored making the i1in-between actions transparent to the
receiver. As packets travelling between the original source and
destination carries a temporary address belonging to RSS and
messages about errors are sent to the owner of the temporary
address RSS instead of to the original sender. Thus, RSS will

get an overall knowledge of network performance.

For the user, i1t 1is of no i1importance how the packets travel

between the originating node w and the first Relay Proxy node.

A packet may travel, w— ¢ - e - g —> J , or w > ¢ — e — £

—> g —(3). In addition, between the Relay proxies, it is of no
importance how the packets travel. A packet may travel
(7)== (L)Y—>(k) or (3)—(k). FTurthermore, 1t 1s of no importance

how the packets travel between the last Relay Proxy node k and

the destination node V. A packet may travel

(k)= ()= (m)—>(n)—= (o)== (p)—=(g)—(v) or (k)=>(p)—>(qg)—(v).

Fig. 5 shows a flow chart of the Relay Setup procedure. The

setup of a relay path i1s controlled by the Relay Setup Server
in node (f). This server can be a dedicated server or

collocated with some other servers. In block 510, the setup of
a path 1is reqguested by the originating node (w) sending its
originating address, the destination address and any type of
information that is relevant for the relay routing (e.g. type
of service) to the Relay Setup Server. Thereafter, in Dblock
520, the Relay Setup Server chooses the relay nodes to be used
and sends, in block 530, the relevant information to each of
them in order to define how incoming traffic is to be relayed.
This information comprises the temporary address substituting
the originator address and the address to be used as the
destination address to the next relay node. The temporary
address to be used 1s allocated by the Relay Setup Server in
node (f) from a pool of temporary addresses. The temporary
address is sent together with the original originator address

to the last relay node. The temporary address 1s sent together
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with the destination address of the first relay node to the

originating node.

When the addresses have been distributed and stored, in block

540, the transmission of information may start, in block 550.

In the disclosed herein method, the fundamental principle is

substitution of addresses. A pool of addresses is reserved for

temporary use by the RSS as described in the following text and
1llustrated in fig. 6.

In a further preferred embodiment, a method for indexing
temporary addresses 1s used. Instead of using a pool of
reserved addresses for the Relay Setup Server (RSS) to allocate
as temporary addresses, an 1ndexing method can be used. The
Relay Setup Serxrver then usés an address of its own as the
temporary address but also allocates an index. Said index 1is
then inserted in the IP packet as a substitute for individual
temporary addresses. Every packet i1s thus provided with an
extra field carrying that index. The extra field is placed as a
temporary addition to the payload and it does not affect the

routing of packets through intermediary networks. The

combination of temporary address and index is uniquely

allocated by RSS. In this way, a new packet format is
introduced but the routing of packets through the intermediary

networks 1s not affected. Only the relaving nodes have to be

aware of this modified packet format and they can identify when
1t 1s used by recognizing the address of the Relay Setup Server
in the originator address field. In fig. 7a, a packet for usage
by the indexing method is shown. Each new packet is provided
with a unique index by the RSS. The index is stored in the
Payload Relay as an extra field. The index field and the

original payload field form an augmented payload field, as is

shown 1n fig. 7b. Intermediary nodes are not aware of the

indexing and does not know that an Augmented Payload field

contains an index 1indicating the true original address. The

method using index is thus transparent for the user and
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protects the system so that an external observer cannot see the

original address.

Fig. 8 1i1llustrates a further embodiment using individual

e

temporary addressing per relay node. Instead of using the same

temporary address or index for each relay node, a new address

can be allocated by the Relay Setup Server for

cach new relay

vl

node. This affects the information that has to be stored by

relay Proxies and the substitutions that have to be provided

when forwarding a packet from one relay node to the next. In

p—

addition to the substitution of next step destination, the next

step 1index must also be substituted. A packet arrives at RP;

provided with an incoming index (i). The RSS, located in the
node f 1in fig. 1, reads the incoming index and retrieves
information about the next routing step. The next routing step
1s defined by the destination address to the next relay proxy

to be used (outgoing destination RP;.1) and the outgoing index

(1+1). The outgoing index is associated with the relay proxy

RP;y1 and information that RP;,; stores for the next routing step

of the overlay path. At RPi;1 the outgoing index (i+1l) from RP;

1s handled as an incoming index (i+l). RP;;,1 repeats action

analogues to the actions performed by RP; and forwards the
packs to the subsequent RPs. Said process 1s iterated until the

final destination ig reached.

Fig. 9a illustrates separation of a packet stream. The packets

are diverted in two different directions. A man skilled in the

art understands that the packets may be diverted in more than
two directions. The packet format used in the embodiment
according to fig. 9 i1is 1llustrated in fig. 7. Fig. 7a shows
that, at the cross point x in fig. 9a, the indexes, Index n and

Index v, indicates which path the two different packet flows

are to take. In this embodiment, the packet flow having the

index n 1s to take the left path, and the packet flow having

the index v 1s to take the right path. The index indicator is
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stored together with the payload in the “augmented payload”

field, as 1s shown 1in fig. 7b.

Fig. 9b 1llustrates the aggregation of three packet streams.

Packets from different incoming paths are converged into a

common flow when forwarding. The three packet flows are each

provided with an individual index, i1ndex 91, i1ndex 92 and index

03. After the convergence point, these indexes are hidden in
the augmented payload, as 1s shown in fig. 7b. The converged

flows use the same index, index 9 when leaving the convergence

point. In order to enable the restoration of the original
source/destination information of the different packets at
their final destination, they must be provided with individual
identifiers in addition to the shared identifier, which 1is

disclosed in connection to fig. 10.

Fig. 10 illustrates an embodiment using both the convergence
and divergence of packet paths in the network 100 i1llustrated

in fig. 1. A path 1111 having an individual index 1 and a path

1122 having the individual index 2 are united in a node g to a
common flow 1113 having an aggregate index 3. Packets having
index 1 and 2 have the same next step destination, a node j.
From the node g to the node 7 packets carry both an aggregate
index, index 3, and individual indices, index 1 and 1index 2,
respectively, and follows the same path, called path 1123 and
path 1113. At the node j packets are separated into two paths,
a path 1125 and a path 1115, based on their individual indexes.

A number of intermediary relay nodes may be passed by the

aggregate path. At these nodes, relay routing i1s only based on

the aggregate index.

Fig. lla illustrates a packet having a header Al, aggregate
index A2, an individual index A3 and a payload A4. Fig. 1llb
illustrates how the aggregate index and the individual index
are hidden 1in the augmented payload. At the node j the
aggregate index 1s discarded and the traffic is separated in

two different paths, a path 1125 having the index 2 and a path
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1115 having the index 1. The packet format of the two flows
1125 and 1115 is illustrated in fig. 7a and 7b.

The method of aggregation may be applied recursively whereby

aggregated packet flows are again aggregated into higher levels
of aggregation. Each tributary £flow is then handled as

individual flows 1n relation to the new level aggregate flow.

The invention being thus described, it will be obvious that the
same may be varied in many ways. Such variations are not to be
regarded as a departure from the spirit and scope of the
invention, and all such modifications as would be obvious to
one skilled in the art are intended to be included within the

scope of the following claims.
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CLAIMS

1. A method of communicating in an Internet communication network (100)
~comprising interconnected Internet sub-nets (A-E, R, Y, Z) made up by
interconnected nodes, said communication taking place between two nodes (w,
v) in different Intemet sub-nets (R, Y), one node being an originating node (w)
and the other a destination node (v), characterised by

- providing an overlay network comprising a number of relay proxy servers
(RP) provided in nodes (B, D) of said networks (A-E, R, Y) and a route setup

server (RSS) also provided-in a node (A)-of said networks, said overlay-network--

being operated by an operator,

- selecting a path between the originating node and the destination node,
sald path using selected relay proxy servers of the overlay network,

- allocating to said communication a temporary sending address that
belongs to the route setup server (RSS),

- distributing to each selected proxy server and storing therein, an
association between the temporary sending address and the address to be used
as the destination address to the next relay proxy along said path,

- starting transmission of packets from the originating node substituting the
originating node address with the temporary address and using as destination
address the address of the proxy server which is first along said path,

- receiving said packet at the first proxy server and tranSmitting it further
along said path using as originating node address the temporary address and as
destination node address the next proxy server along said path, the latter given
by the association which is stored in the first proxy server,

- repeating the above step at each proxy server along said path until the
packet is received at last proxy server, at which the packet as originating node
address is provided with the address of the briginating hode (w) and as
destination node address is provided with the address of the destination node (v),

AMENDED SHEET
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the former and the latter given by the association stored at said last proxy server,
and

- receiving satd packet at the destination node.

2. A method in accordance with claim 1, characterised by selecting said path

based on quality of service and/or type of service.

3. A method in accordance with claim 2, characterised by diverting forward and

return traffic in said communication separately.

4. A method in accordance With claim 1, characterised in that the temporary

sending address is selected from a pool of temporary addresses.

5. A method in accordance with claim 1, characterised in that the temporary
sending address is provided with an index which is inserted in the payload of the

packet.

6. A method in accordance with claim 5, characterised in that the relay proxy
when reading the temporary address used as sending address in the incoming
packet,

- reads the index in the payload of the incoming packet,

- retrieves from said stored association the index to be used as destination

address {o the next felay proxy along said path, and
- inserts in the payload the index to be used as destination address to the

next relay proxy.

7. A method in accordance with claim 6, characterised in that packets which
arrive to a first relay proxy from different relay proxies and which are to travel to a

common second relay proxy along a common path are embedded in an
augmented payload of a packet (Fig. 11 a-b), each with a respective index (A3),

AMENDED SHEET
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and that the header of said packet with the augmented payload is provided with
an index to be used as destination address to the next relay proxy.

8. An arrangement for communicating in an Intemet communication network
(100) comprising interconnected Internet sub-nets (A-E, R, Y, Z) made up by
interconnected nodes, said communication taking place between two nodes (w,
v) in different Intemet sub-nets (R, Y) which are owned by the same operator,
one node being an originating node (w) and the other a destination node (v),
characterised by

- an overlay network comprising a number of relay proxy servers (RP)
provided in nodes (B, D) of said networks (A-E, R, Y) and a route setup server
(RSS) also provided in a node (A) of said networks, said overlay network being
operated by an operator,

- means in said route setup server (RSS) for selecting a path for said
communication in the overlay network based on knowledge of the topology of
said Internet communication network and also where in the Internet
communication network the proxy servers are located,

- said route setup server administering temporary addresses to be used as
originating addresses for packets which are used for said communication from

the originating node to the destination node,
- means Iin said route setup server (RSS) for communicating to said

selected relay proxies path along which said communication should take place
an association between the temporary sending address and the address to be

used as the destination address to the next relay proxy along said path,
- “means provided each relay proxy for storing an association between the

temporary sending address and the address to be used as the destination
address to the next relay proxy along said path.

9. An arrangement in accordance with claim 8, characterised by a pool of
temporary addresses that belong to the route setup server.

AMENDED SHEET
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