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A METHOD AND APPARATUS FOR POLICY ENFORCEMENT USING A TAG

i BACKGROUND
5 [8001}]  Itis common inconventional computing environments 1o connect a plurality of
computing systems and devices through a comnwnication mediom often referredto as a
network. Network convmunication media and protocols may be packet ortented whereby
mformation that is o be exchanged over the network is broken into discrete sized packets of

mnformation.

16 [0002] In general, cach packet includes embedded control and addressing information that
identifies the source device which originated the transnsission of the packet and which
identifies the destination device to which the packet is gansmitted. Soorce and destination
devices are identified by addresses associated with the device. An address 1s an identifier which

is unique within the particalar computing network or sub-network.

13 6031 Atthe lowest level of network communication, an address is offen referred to as a
Muedia ACcess (MAC) address. Network protocols operable above this lowest level of
communication may use other addresses for other purposes in the higher-level communication

techniques.

[0004]  In conventional network computing environments, & number of devices are used n
20 addition to interconnected computing systems to efficiently transter data over the network.
Routers and switches are in general network devices which segregate information flows over
various segments of a computer network. A segment, as used hereln, 1§ any subset of the
g

network computing enviromment mclading devices and theiwr respective fnterconnecting

communication links.

3
Ly

[0003] A switch device is a device that filters out packets on the network destined for devices
cutside a defined subset (segment) and forwards information directed between computing

devices on different segments of a networked computing environment. Once address locations
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are iearned by a switch, the filtering and forwarding of such mformation is based on
configuration information within the switch that describes how data packets are to be filtered

and forwarded, for example, based on source andf/or destination address information.

{0606}  Switches and routers may also be emploved to enforce policies. Oune way to apply
policies i3 based on packet headers. For every switch that will enforce a policy, the switch
tvpically parses multiple portions of the packet header before determining which policy to
apply. Most switches parse laver 2, 3, and, 4 packet headers. The burden on the switch to
process header information can cause delays on the switch and can lead to performance
degradation by the network, especially where many switches are mvelved it enforcing the

policy.

{00071  Policy enforcement in communication networks is generally limited to the
intormation about the chient or host that 1s countained within the packet itself. Enforcement
typically mvolves associating a MAC address of a source device, which is tocated in the packet
header, with a pohicy rule. Using these methods, potentially usefol information about the client
or host that 1 not foand in the packet 1s not considered for policy enforcement. Furthermore,
where the direct association of the MAC address and the policy 13 imiplemented using a table, a

sescale

b=

separate entry i the table may be needed for cach unique MAC address. For lar
communication networks, the size of such a table may be large and may cause significant

delays at the switch or router, for example during execution of a look-up function.

1L BRIEF DESCRIPTION OF THE DRAWINGS
[0008]  FIG. 1 s a block disgram of a mesh network in accordance with an embodiment of
the invention,

{0009 FIG. 2 is a simplified high-level block disgram of a packet and an entry network

device used for policy enforcement 1o accordance with an embodiment of the mvention,

{0016] FIG. 3 is a simplified high-level block dingram of a packet and an intermediate
network device used for policy enforcement in accordance with an embodiment of the

myvention.

[0011]  FIG. 415 a diagram of a tag in accordance with an embodiment of the invention.

2]
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[00121  FIG. SA is a sunplified Sow diagram depicting a method of policy enforcement in

accordance with an embodiment of the invention.

{0013} FIG. 5B s a simphified flow diagram depicting policy-based control of a network

device in accordance with an embodiment of the mvention,

[0014]  FIG, 6 is a diagram of a Classification table in accordance with an embodiment of the

mvenhion.

{0015  FIG. 7 s a block diagram of a mesh network implementing a bandwidth reservation

policy i accordance with an embodiment of the invention.

[0016] FIG. 8 is a block disgram of an exemplary packet switch in accordance with an

embodiment of the invention.

i DETAILED DESCRIPTION
{0017]  Network devices and protocols associated therewith may be used to manage
redundant paths between network devices. Where there is but a single path connecting two
network devices, that single path, including all intermediate devices between the source and
destination devices, represent a single point of fatlure in network communications between that
source and destination device. Redundant paths can be used to enhance reliabibity of the
network. Multiple paths between two devices enhance reliability of network commmumication
between the devices by allowing for a redundant (backup) network path to be used between two
devices when a first path fails. A mesh is a network which provides use of the redundant paths

even in the presence of path loops,

j0018] Efficient policy enforcement at a network device of a mesh nerwork mayv inclade
using a tag to represent a policy. The tag may be mwapped to a policy based on mformation
about a client device that is not available within the packet. Network devices may apply the

policy by referving to the tag to determine the associated policy rules.

L
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[0019] A, Mesh Network and Tagging

{00261  FIG. 1is a block diagram of & mesh network 100 in accordance with an embodiment
of the Invention. Mesh network 100 meludes mesh switch 110, mesh switch 120, mesh swiich
130, and mesh switch 140, Client device Q i operatively coupled to switch 120, Chent
devices X and Z are operatively coupled to switch 140. Chent device Y ts operatively coupled
to switch 130, A client device is an originating source of the packet. As shown, mesh network
100 is employed as a full mesh topology where each of switches 110-140 is connected directly
to each other. in another embodument, mesh network 100 may be mplemented in a partial

mesh arrangement.

{0021}  Swiiches 110-140 are configured to analyze and filter packets. Switches 120, 130, and
140 are further configured to insert, remove, and analyze tags within the packets. Whena
packet is received by a non-mesh port of a switch m the mesh network 100, the switch analvzes
the recerved packet and assigns @ tag to the packet. The switch then tnserts the fag into the
packet and forwards the packet out of the pont corresponding to that tag value. As used herein,
a non-mesh port is a port that does not connect to another mesh switch. For example, ports 1,

2, 3, and 4 are all non-mesh ports.

j00221  In accordance with an embodiment of the invention, the tag is used to advantageously
identify paths within the mesh from a source/entry switch to a destination switch. The tag is
associated with the packet and includes a field which indicates a path thru the network assigned
to the packet. lu one implementation, each source/destination pair may be contigured with up
to fifteen different paths. 1n one implementation, four bits are used for the path identifier ina
tag and the zero value i1s considered invahd in this specific implementation. One example of &
tag having four bits for the path identifier 1s described figther below in relation to FIG. 40 Other
embodiments may provide a different number of paths per switch by using a different number
of bits for the path wdentifier. For example, if the path identifier has six bits, then each

source/destination pair may be configured with sixty-three different paths.

j00231  The tag may also be used for enforcement of network operation policies. Policy
control using the tag provides admunistrative control of network capabilities 1o meet, for
example, service objectives. Switches 110-140 are further configured to use the tag to enforce

vartous network operation policies associated with the tag. Policies may include access control
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lists (ACL), Quality-of-service (Qo8), including device and application port priovities, rate

fimiting, network determination, and others policies using configurable rules.

{0024]  In one embodiment, the tags are generated based on mmformation about the client or
host device. As used herein, chent information 18 information about the chent or host (ie.,
point of origin of the packet) which 15 ascertamable by an entry network device and is not
available within the packet itself. Client information may include data identifyving the input
port of the network device upon which the packet entered the network, wdentity data such as
login credentials of a user of the client device, user-level access data, password from a capture
portal, and other mformation about the client or host which is gscertainable by an entry network
device and 1s not available within the packet #iself. Since the tag is generated using client
information, it can be said that the tag identifies a type of user. An entry network device is a
network device, such as a switch or router, which is a point of entry of a packet into a particalar

mesh network.

{8025  For example, mesh switch 120 is an entry network device for client Q traffic, mesh
switch 130 1s an entry network device for chient Y raffic, mesh switch 140 is an entry network

device for client X fraffic and chent 7 traffic.

j0026] Chent-based tag determination refers to the provess of generating a tag using chient
information andfor content within the packet (i.e,, Ethemet/IP/UDP headers, payioad data, ete.).
For example, client Y may have provided login credentials to entry switch 130, Entry switch
130 may ascertain the login credentials for chent Y, for example, as specified in IEEE 802 1Hx.
In this embodiment, the login credentials are divectly ascertainable by the entry switch and are
not avatlable within the packet header or payload, per standard packet requirements. Typically,
subsequent switches would not be able o ascertam the chent mformation. The entry switch
may generate a tag based on the client information andfor content within the packet. The 1ag
will be used for forwarding the packet along the mesh and for policy enforcement. As such,
subsequent switches in the mesh which receive the packet can use the tag to mdirectly ascentan
the client information which was previously known to just the entry switch. In other words,
policy enforcement may be based on client information even at subsequent switches in the

mesh.

A
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[00271  In another embodiment, simple tag determination s used. Simple tag determination
refers to the process of generating tags using content from within the packet headers and/or

pavload.

{0028} Enirv switches i1 mesh network 100 may also classify packets to a policy based on
the chient nformation andfor the content within the packet itself, such as an Ethernet header, IP
header, TCP/UDP headers, ete. The client information may be determined by analyvzing the
tag. Alternatively, the client information may be ascertained from the entry switch, The client
mformation andf/or content within the packet is analyzed. Based on the analysis, the tag of the
packet 15 associated with the policy that the packet 1s classified under. The policy is made up

of one or more rules and switches 110-140 may enforce those pohey rules.

[0029] B. Architecture to Support Tagging in a Mesh Network

10030]  Various software and hardware components may be included to support policy

enforcement using a tag in the mesh network.

{8031 FIG. 2 s a simplified hugh-level block diagram of a packet 210 and an entry vetwork
device 230 used for policy enforcement in accordance with an embodiment of the invention.
Packet 210 is a network packet including a header 215 and pavlead 220. Header 215 mcludes a
source address 216 and a destination address 217, In one embodiment, source address 216 and
destination address 217 are Media ACeess (MAC) addresses of the source device andd

destination device.

[0032]  Eantry netwark device 230 is a netwark device, such s a switch or router, which is a
point of entry of packet 210 into a moesh network. Entry network device 230 is configwred o
msert, remove, and analyze tags within received packets. Enfry network device 230 inclades a
Classification table 240, a Mesh Tag table 250, and a Policy table 260

j0033] Each entry network device in the mesh network includes a classification table with a

tag field. Classification table 240 is configured to map a packet identifier {packet ID) to a tag

value. The packet ID may include content from the packet such as content from an
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Ethemet/IF/UDP/TCP header or payvload data. As shown, the packet ID Deld is a MAC address

{Le., source/destination MAC address).

[0034]  The tag field identifies a path to be taken by the incoming packet through the mesh
network, Each packet 1D in the classification tables is asscociated with g tag valoe, For
example, Classification 1able 240 has fields including packet ID, VIR, tag, and port. As shown,

each packet 1D in Classification table 240 is associated with a tag.

[0035] A tag with a value of zero may indicate that the destination MAC address is located
on a non-mesh port. For example, two chient devices may each be connected to a separate non-
mesh port of a switch, Referring to FIG. 1, client X and client Y are connected 1o mesh switch
140 via non-mesh ports 1 and 2, respectfully. If the source of a packet is one of these client
devices and the destination is the other of the client devices, the packet will not exster the mesh.
The switch assigns a tag value of zero and routes the packet through the non-mesh port that is
assoctated with the destination device. The port field may not be needed if there 15 a valid tag

i the tag field.

{00361 A Mesh Tag table 250 15 also included in entry network device 230, Mesh Tag table
250 15 configured to map a {ag value to a policy wentifier (policy 113}, In ove embodiment, the
ficlds of Mesh Tag table include a Tag, a policy ID, a termination bit, and a port field. The
policy 1D may be an mdex value which wdentifies the policy that is to be enforced by the
network device. The termination bit indicates whether the path of the tag terminates on the
local network device. This advantageously allows the network device to quickly deternune that
it has to strip out the tag and forward the packet outside of the mesh network. For example,
referring to FIG. 1, mesh switeh 120 recerves a packet that is destined for chent Q. Mesh
switch 120 may strip out the tag before forwarding the packet to chient Q. In alternative
embodiments, a look-up function mayv be used to deternune whether the path of the tag

terminates on the local network device.

{00371 The port field specifies the port in the local network device from which the packet is
forwarded. In one embodiment, the values in the port ficld of Mesh Tag table 250 mirror the
alues 1 the port field of Classification table 240, In other words, the tag and port associations

are maintained 1n Classification table 240 and Mesh Tag table 250, For example, a tag valoe of
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4332 ix associated with port 3 in both Classification table 240 and Mesh Tag table 250, In

alterpative embodiments, the port associations may differ between the tables.

{0038} A Policy table 260 1s mcluded n entry network device 230, Policy table 260 15

configured to map a policy 1D to a set of configurable rules which, when eaforced, carrv out a
policy. On one emsbodiment, the rules may be configured according to a defaudt set of rales or
a user-configured set of rules. For example, the policies may be set by network administrators

vig a user mterface.

{0839 In general, a policy provides one or more rules each of the form: IF <condition>
THEN <action™, or an “action> itself. Policy-based networking 15 one of a nwmber of
mechanisms that can be ased in achieving conirel and How objectives. Policies may be used to
identify relevant measurements available through the network and trigger appropriate actions.
Smce packets gre classified based on the information of the chent, the pelicies can be said to be

enforced based on chient information,

{0040]  The set of rules may mchude one or more tules relating to access contrel lists (ACL),
Quality-of-service {Qo8), mchading device and application port priotities, rate hmiting,
network determination, and others. For example, the policy may include ACL. rules or QoS

rules or rate hnting rules or network determunation rules or any combination thereof.

[0041]  Typically, an ACL is applied to a port of & network device. As described herein, the
ACL 15 applied {o a chent or host. Using the tag, an ACL may be enforced at multiple network
devices (including at an edge) along a path in the mesh based on client information. Likewise,
QoS policies may be enforced at multiple network devices along the path based on client

information using the tag.

[0042]  Rate limits are typically imposed on a port by port basis. Using the tag, rate hmit
policies may be enforced at a port based on chient information.  In one embodiment, aggregate
rate linits may be imposed such that all wraffic from mudtiple clients cannot exceed X% of the
total avatlable bandwidth for the network device or on a port of the network device. In another

embodiment, the aggregate rate Himits are enforced on a next-hop network device.

j0043]  Forexample, client X, Y, and Z of FIG. 1 are clients communicating with client Q.

The packets of client X and Z may follow a path fom pont | of entry network device 140 and
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port 2 of entry network device 140, respectively, out of port 6 of entry network device 140 w0
port 8 of network device 130, out of port 10 of network device 130 w0 port 9 of network device
120. The packets of client Y may follow a path from port 3 of entry network device 130 out of
port 10 of entry network device 130 to port 9 of network device 120.

[0044]  An aggregate raie Bt policy may be enforced at the non-mesh and mesh ports. The
tags of clients X, Y, and Z all map to the same policy which imposes the agpregate rate hmi
rufes. Specifically, at port 1, network device 140 may impose a rate lmit of 10% for the traffic
of chient X, at port 2, network device 140 may impose a rate linsit of 109 for the waffic of
client Z, and at port 3, netweork device 130 may nnpose a rate hmit of 10% for the traffic of
client Y. At port 8, network device 130 may unpose a rate Hont of 10% for the aggregate
traffic of clients X and Z. Similarly, at port 9, network device 120 mav impose the rate limit of

10% for the aggregate traffic of clients X, Y, and Z.

[0045]  The tag may also be useful to enforce network operation policies. For example, a

network device may use the tag to assign g client’s raffic 1o a VLAN,

[0846]  Classification table 240, Mesh Tag table 250, and Policy table 260 are used in
conjunction with each other fo ethciently identity pohiey rules. When a packet, such as packet
210, is received from on a non-mesh port of entry network device 230, entry network device
230 1s configured to associate content within packet 210 (packet 1D} with a tag value n the
{Classification table 240 table. In one embodiment, the content {packet ID) is a destination
MAC address. In avother embodiment, the content may be a type of traffic, such as voice-
over-IP (VoIP), web, email, etc. The association mway be broadeast to other network devices
within the mesh. The Classification tables of the other network devices in the mesh are

updated to reflect the association.

{0847]  Upon entering the mesh network, entry network device 230 mserts the tag value wito
packet 210 for subsequent reference. The tag value is used 1o index Mesh Tag table 250 and 1o
identify the associated policy ID. The policy 1 is used to index Policy table 260 and to
identify the assoctated rule(s). For example, an entry in Policy table 260 with the policy ID s

found.

9
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j0048] A policy identifier may be associated with muluple tags in Mesh Tag table 230, For
example, the tag value “45327 maps to policy 1D “17 and the tag value “75247 also maps to
policy 1D “1.7 The indirection provided by Mesh Tag table 250 and Policy table 260 enables
the policy rules to be specified once and referenced many times, without an Increase in
overhead. For example, in a mesh network with 1000 engineering clients which all classify to a
samme policy, 1000 entries would be needed i a typical uplementation which maps sooree
MAC addresses to policies. Each entry would recite the same policy rules. The use of the tag

enables the policy to be recited once.

{00491 FIG, 3 is a simplified high-level block diagran of & packet and an intermediate
network device used for policy enforcement in accordance with an embodiment of the
mvention. Packet 310 is a network packet including a header 213, pavioad 220, and tag 325,
Packet 310 is different from packet 210 at least i that packet 310 includes tag 325, Inone

embodiment, tag 325 was mserted by an entry network device.

[8050] Intermediate network device 330 is a network device, such as a switch or router,
within the mesh network and which 13 not an entry network device. For example, intermediate
network device 330 may be in a downstream path of a packet. Intermediate network device
330 is configured to insert, remove, and analyze tags within recetved packets. Intermediate
network device 330 mcludes Classification table 340, a Mesh Tag table 350, and a Policy table

360,

{0051} Each intermiediate network device in the mesh network includes a Classification table
with a fag field, such as Classification table 340, The Classification tables of each network
device {i.e., entry and intermediate) within the same mesh network are doplicates of each other
such that updates to the Classification table of one network device 15 propagated to the
{lassification tables of the other network devices. As shown, Classification table 340 s

structurally similar to Classification table 240,

[0052] A Mesh Tag table 350 15 also included m intermediate setwork device 330, Mesh Tag
table 350 1s configured to map a tag value to & polivy identifier (ID}. In one embodiment, the
fields of Mesh Tag table mclude a Tag, a policy 1D, a termunation bit, and a port field. The
Mesh Tag tables of each network device (1., entry and intermediate) within the sante mesh

network are duplicates of each other such that updates to the Mesh Tag table of one network

10
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device is propagated 1o the Mesh Tag tables of the other network devices. As shown, Mesh

Tag table 350 is structurally similar to Mesh Tag table 250,

[0053] A Policy table 360 13 mchuded m intermediate network device 330, Policy table 360
is configured 1o map a policy ID to g set of configurable rules which, when enforced, carry out
a policy. The Policy tables of each network device {i.e., entry and intermediate) within the
same mesh network are duplicates of each other such that updates to the Policy table of one
network device is propagated to the Policy tables of the other network devices. As shown,

Policy table 360 is structurally similar to Policy table 260.

{0054]  Intermediate network device 330 nses Mash Tag tabde 350 and Policy table 360 in
conjunction with each other 1o efficiently wdentify pohicy rules. Unlike an entry network
device, an intermediate network device s configured to use a tag value from a recerved packet
o mdex e a mesh tag policy able. When a packet, such as packet 310, s received from a
mesh port of intermediate network device 330, mtermediate network device 330 uses tag 325 to
directly index Mesh Tag Policy table 350, An associated policy 1D may be dentified using
Mesh Tag Policy table 350. The policy ID is used to index Policy table 360 and to identify the
associated one or more rules. As such, the use of the tag enables the network devices to
gquickly and efficiently determuine which policy o apply withoot processing of multiple items in

the content of the packet.

{0055]  FIG. 4 is a diagram of 3 fag 400 in accordance with an embodiment of the invention.
The tag includes a source network device identifier 410, a destination network device identifier
420, and a path identifier 430, In this embodiment, the tag is sixteen bits in length. In
particular, the source network device wdentifier 410 15 six bits long, the destnation network
device identifier 420 15 six bits long, and the path identifier 43015 four bits long. The paths
identified by path identifier 430 are direct paths and full paths. In this inplementation, with the

network device wdentifiers being six bits long, sixty-three different network devices i the mesh
may be distinguished and identified. {The value zero for the network device ID being
considercd an invalid valoe in this implementation.} With the path identifier being four bus
long, fifteen different paths may be identified per source-destination pair. {The value zero for

the path id again being considered invalid in this implementation. } Other embodiments may

i
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have other lengths for these fields, resulting in different numbers of identifiable network

devices and paths.

[056]  Consider, for example, the mesh depicted i FIG. 1 Tag 400 of the format depicted in
FIG. 4 may be used to identify different paths, for instance, from network device 110 to
network device 140, Given that source and destination, each tag would include an identifier
corresponding fo network device 110 in the source network device identifier field 402 and an
identifier corresponding to network device 144 in the destination network device identifier field
404. Distinctive path identifiers, one per path between network device 110 and network device

140, would be included in the path identifier field 406.

{0057} For instance, a first path may go directly from network device 110 and nerwork device
140 by exiting port1S of network device 110 and entering port 16 of network device 140. A
second path may travel from network device 110 and network device 140 via network device
130 by exsting port 13 on petwork device 110, entering port 12 of network device 130, exiting
port 8 of network device 130, and entering port 6 of network device 140, And so on for other

possible paths. Each path 1 associated with a unique path identifier.

[00581 Consider the case where network device 140 learns a new MAC address and mforms
the rest of the mesh of the new MAC address assoctated with network device 140, Network
device 110 can then assign to that MAC address a tag corresponding to one of the
aforementioned paths from network device 110 and network device 140, Sabsequently, every
packet destined for that MAC address that enters network device 110 may be forwarded
through the mesh based on that assigned tag. As previously described, the tag may be
associated with a packet 1D based on content within the packet, such as a MAC address ora

type of tatfic.

{059]  In accordance with an embodument of the mvention, each mesh network device knows
the entire vaesh topology, for example using a mesh topology infonm protocol and other

methods.

[0060] Tag 400 is used to identify a policy which is to be enforced. Between any one sowrce
network device and destination network device, the four bits of path identifier 430 can identify

sixteen (2 different policies. Additional bits may be added to the tag to provide for the
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possibility of more policies. For example, if an additional four bits is added 1o the tag, 236 (2%

potential policies may be identified for traffic between the pair of source-destination network

devices.

[0861] FIG, 5A is a simplified flow diagram depicting a method of policy enforcement in
accordance with an embodiment of the invention. As previously described, a policy table maps
a policy 1dentifier to a set of configurable rules, which, when enforced, carry out a policy. A
policy table may be configured prior to policy enforcement. At step 510, a packet is received at
an entry network device of a mesh network. For example, the packet may be received at a non-

mesh port of the entry network device.

{00621 At step 520, a packet identifier {packet 1D} is determined from the content within the
packet. The packet 1D may be a MAC destination address and/or other content. An entry ina
Classification fable that matches the packet 1D is determined at step 530, For example, the
entry network device may ook for the packet’s MAU destination address andior other

Ethemnet/IP/UDP/TCP header or payload data in the Classification table.

[0063]  As previously described, an entry network device is configured to insert tags within
received packets. In one embodiument, a tag associated with the packet 11 is also determined at
step 530, The tag may be generated in many ways. As previously described, chient-based tag
determination refers to the process of generating a tag using client information and/or content
within the packet (ie., Ethernet/IF/UDP headers, pavload data, etc.). For example, a hash
function for IP packets may be used to genevate the tag. The hash function may depend on the
following packet fields: MAC source address, MAC destination address, 1P source addvess, 1P
destination address, and logm credentials. Other methods of generating a tag value may also be

mplemented.

{0064} At step 540, the packet 15 classified 1o a policy. Information about the clienf is
obtained and the packet s classified based on that mformation. In one embodument, the
policies themselves are preconfigured, for example in the form of a policy table. The entry
network device possesses client informanion (not contained within the packet itself) which
enables the entry network device to classity the packet to a policy. Specifically, classification
wvelves mapping the tag to a policy andior a policy wdentifier. The policy identifier is used to

identify the policy that is 1o be apphed. In one embodiment, the entry network device

13
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associates the tag tw a policy idennfier based on client mformation such as a type of a client

and/or the ingress port of the packet in the entry network device.

[0865]  In one embodiment, the association may be accomplished based on one or more of the
following client information which describe the type of client: login credentials, user-level
access, password from a capture portal, and other information about the client or host. Based
on the client information, entry network device 130 may associate the tag with a particular
policy wlentifier. In one embodiment, a first policy identifier may include one or more rules
targeted to those clients with fow security clearance, and another policy identifier may include
one or more rules targeted 1o those chents with high security clearance. It may be
advantageous to provide those clients with high security clearance with a high Quality of

Service and a high rate lamnit

j0066] For example, client Y of FIG, 1 may have provided login credentials at an mitial
firewall. Entry network device 130 may acquire login credentials for example as specified in
TEEE 802 11x. The login credentials mayv indicate that client Y is an engineering user and as
such, the tag should be associated with a policy targeted for engineering users. Ifchiemt Y
performs a login in a conference room, the entry network device may use the login credentials

to associate policies of the engineering group 1o the traffic of client Y.

[0067]  Classification may also be performed using miormation about the ingress port of the
packet. In one embodiment, the ports of the entry network device may be assigned to particular
services, clients, or types of clients. For example, port 1 of FIG, 1 may be assigned to client X
of a marketing department of an organization and port 2 may be assigned to client Z of an
engineering department of the organization. Engincering and marketing users may have

different policies applied to their respective network wathic.

[0068]  Eatrv network device 140 is able to determine the ingress nos-mesh port from which
the packet was received based on port assignments, Information about the client device may be
determined, for example, based on an assignment of a port to a type of client. Entry network
device 140 may associate the tag of the packet with a particalar policy wdentifier. Upon
entering the mesh, client X may be assigned tag OxABCT and client Z may be assigned a
different tag OxABC2, Even if both chients communicate with the same destination device,

such as client Y, each will have ditferent associated tags. Different policies may be associated

i4
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with the different tags. It may be advantageous to associate tag OxABC (Client X, Marketing}
with a policy which places high restrictions on rate Hmits and to associate tag 0xABC2 (Chent
Z, Engineering} with a policy which places low restrictions on rate limaits and assigns a high
Quality-of-Service on the traffic. In one embodiment, network devices are hard-coded with the
port assignments {e.g., port | is assigned to marketing users, port 2 1s assigned to engineering

asers).

{00621  The policy identifiers can be reusable such that multiple associations can be made
with one policy. The associations are broadeast to the othey network devices within the mesh

network,

{0076] At step 550, one or more rules associated with the policy are determined. In one
embodiment, the policy identifier is associated with a set of one or more vules of the policy.
The one or more rules gre enforced at step 5300, At step 563, the packet is forwarded out of a
port of the network device that corresponds to the tag. For example, the corresponding port
may be determined by referencing either g Classification table or a Mesh tag table. The packet

1s forwarded to the next network device m the path dentified n the tag.

{00711  FIG. 3B 15 a simophified How diagram depicting policy-based control of a network
device in accordance with an embodinient of the invention. At step 575, a packet 15 received at
a network device of a mesh network., In one embodiment, the network device is an
mitermediate network device. As previously described, the packet was modified to include a
tag. The tag assoctated with the packetis analvzed and at step 580, a policy dentifier (ID) s
detenmined using a tag i the packet. The tag 1s mapped to a policy 1D, The policy 1D uself is
mapped to one or more rules that make up a policy. At step 585, the one or more rules
assoctated with the policy ID are determined. The one or more rales are enforced at step 590,
in one entbodiment, the network device 1s operated based, at least in part, on the policy and
policy rales. For example, an ACL may mdicate that the network device be operated to allow

certain traffic but deny other traffic.

00721 At step 595, it s determined whether the path of the packet within the mesh
ternunates at the network device. The tag includes a path that the packet travels within the
mesh. I one embodiment, if the local network device 18 the last in the path as indicated in the

tag, it 1s determined that the local network device is the termination point in the mesh, In
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another embodiment, & termination bit m the packet may indicate that the local network device
is the point of ternunation within the mesh. Other methods of determining whether the packet

terminates at the local network device mav also be applied.

{0673}  Upon determining that the path within the mesh terminates at local network device, at
step 597, the tag s removed from the packet and the packet is forwarded. In one embodiment,
the tag is stripped out of the packet if the packet is forwarded to a node outside of the local

mesh.

[0074] At step 599, the path of the packet continues within the mesh and the packet 18
forwarded out of the port of the network device that corresponds to the tag. For example, the
corresponding port may be determined by referencing a Mesh tag table. The packet is

forwarded to the next network device in the path identified m the tag.

{00751 ., Policy Implementations

[0076] Traffic-based mesh tagging is a logical extension of the tagaing techniques discussed

herein.

{0771 FIG. 6 18 a diagram of a Classification table 618 in accordance with an embodiment
of the invention, Classification table 610 is conflpured to map a packet identifier {packet ID} to
a tag value and may be vsed for traffic-based mesh tagging. As shown, Classification table 610
has fields mecluding MAC address, traffic type, VID, tag, and port. In one embodiment, a
packet 1D made up of s MAC address field and a type field. The type field indicates the packet
is of a particular type of waffic. The type inftrmation may be determined by analyzing the
packet and determining the type of traffic carned by the packet in the header andfor payload. A
packet ID may be generated using the content within the packet (.., MAC address} and the
raffic tvpe. Different tag values may be generated for different traffic tvpes even if the MAC
address 1s the same. The tag wdentifies a type of client and also wdentifies the type of matfic

generated by the client.

[0078] Tageing based on the type of client waffic enables policies to be tailored to the type of

trathic. For example, an ACL may allow VolP-type taffic and email-type traffic and may deny

16
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all other types of traffic. Moreover, tagging based on traffic type allows the assignment of
different paths and/or policies based on the waffic. For example, VolP-type traffic can be given

a higher prionity path and policy than web-type waffic.

{06791 FIG, 7 is a block diagram of a mesh network 700 implementing a bandwidth
reservation policy in accordance with an embodiment of the mvention. Mesh network 700
includes mesh switch 710, mesh switch 720, mesh switch 730, and mesh switch 74¢. Chent
device A and client device B are operatively coupled to switch 740, Client device C and client

device 1D are operatively coupled to switch 710,

[RO8B]  As shown, the traffic of client device A to client device C follows a path into port 1 of
mesh switch 740, out of port 5 of mesh switch 740 to port 7 of mesh switch 720, out of port 1

-
')

of mesh switch 720 to port 14 of mesh switch 710, and finally out of port 3 of mesh switch 710

o the destination, which is chent device €. The traffic of client device B to client device D
follows a path into port 2 of mesh switch 740, out of port 5 of mesh switch 740 to port 7 of
mesh switch 720, out of port 9 of mesh switch 720 to port 10 of mesh switch 730, out of port
12 of mesh switch 730 to port 13 of mesh switch 710, and finally out of port 4 of mesh switch

710 to the destination, which is client device D.

j0081]  One or more bandwidth reservation policies may be enforved by the ingress/egress
ports of the mesh switches 710-740 for the entive path of a packet. In other words, a single port
may enforce different bandwidth reservation policies. A bandwidth reservation policy 15 a

policy which guarantees a mintmum bandwidth for an end-to-end path in the mesh.

[0082] For example, the traffic from client A 1o client C may be assigned a tag T1 and the
traffic from client B to client 1D may be assigned a tag T2 by entry sresh switch 740, Entry
mesh switch 740 generates the tags based on clhient information, mcluding the input port.

Entry mesh switch 740 may determine that traffic from port 1 can be attributed to client A and
tratfic from port 2 can be attributed to client B. Tag T mayv be associated with a policy that
sefs a mingmum bandwidth of SOOMB, whereas tag T2 may be associated with a policy that sets

a minimum bandwidth of 1000MB.

0083}  Ports of mesh network 700 may enforce one or more associated policies by

referencing the tag of the packets. For packets associated with tag T, ports 5, 11, and 3

el
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reserve at least SO0MB. For packets associated with tag T2, ports 5, 9, 12, and 4 reserve at
feast 1000MB.

[0084]  In another embodument, the taffic of chent A to client U may be assigned 1o vartous
tags, and each of those tags map to the same policy (Le., nunimum bandwidth of S00MB).
Likewise, the traffic of client B to client D) may be assigned to vartous fags, and each of those
tags map to the same policy (Le., minimum bandwidth of 1000MB}. As such, the tags can be
used to enforce policies of different bandwidth reservation policies even if ratfic origmates

fram the same source switch and is directed to the same destination switch,

[0085]  FIG. 8 is a block diagram of an exemplary packet switch 800 in accordance with an
embodiment of the invention. The specific configuration of packet switches used may vary
depending on the specific implementation. A central processing unit {CPU} 802 performs
pverall configuration and control of the switch S00 1n operation. The CPLU 802 operates in
cooperation with switch control 804, an application specific integrated circwt (ASICY designed

to assist CPU 802 in performing packet switching at high speeds.

[0086] The switch control 804 controls the “forwarding” of received packets to appropriate
locations withm the switch for further processing and/or for transmussion out another switch
port. Inbound and outhound high speed FIFOs (806 and 808, respectfullyvy are incloded with
the switch control 804 for exchanging data over switch bus 852 with port modules. In
accordance with an embodiment of the nvention, the switch control 804 s an ASIC and is
configured to insery, remove, and analvze g tag within a fixed location in a packet. Moreover,
switch control 804 may inchude a policy repository which is configured to store a plurality of

policies for enforcement by switch 800,

{0087  Memory 810 inclades ¢ high and low priority mbound quene (812 and 814,
respectivelv) and outbound queune 816. High priority inbound queue 812 35 used to hold
recetved switch control packets awatting processing by CPU 802 while tow priority wmbound
queue 814 holds other packets awatting processing by CPU 802, Outbound queue 316 holds
packets awaiting transmission to switch bus 850 via switch control 804 through its outbound
FIFQ 808, CPU 802, switch control 804 and memory 8§10 exchange information over processor

bus 852 largely independent of activity on switch bus 850,
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jOU88]  The ports of the switch may be embodied as plug-in modules that connect to switch
bus 850. Each such module may be, for example, a multi-port moduale 818 baving a plarality of
ports in a single module or may be a single port module 836, A multi-part moduele provides an
aggregate packet swiich performance capable of handling a number of slower individoal ports,
For example, in one embodiment, both the single port modale 836 and the multi-port module
818 may be configured to provide, for example, approximately 1 Gbit per second packet
switching performance. The single port modude 836 therefore can process packet switching on
a single port at speeds up to 1 Gbit per second. The malti-port module 818 provides similar
aggregate performance but distributes the bandwidth over, preferably, eight ports each

operating at speeds, for example, of up 1o 100 Mbit per second. These aggregated or trunked

foalan

ports may be seen as a single logical port to the switch.

{00891 Each port includes high speed FIFOs for exchanging data over 1ts respective port.
Specifically, each port, 820, 828, and 837, preferably includes an inbound FIFO 822, 830, and
838, respectively for recetving packets from the network mediwm connected to the port.
Further, each port 820, 828, and 837, preferably mchudes 3 high priority cutbound FIF(Q 824,
832, and 840, respectively, and a low priority outbound FIFO 826, §34, and 842, respectively.
The tow priority outbound FIFOs are used 1o queue data associated with transnyission of normal
packets while the high priority outbound FIFO s used to quene data associated with
transnussion of control packets. Bach module {818 and 836} includes circuits {not specifically

shown) to connect its port FIFQs to the switch bus 830

[0090]  As packets are recetved from a port, the packet data is applied to the switch bus 830 in
such a manner as to permit monttoring of the packet data by switch control 804, In general,
switch control 804 manages access to switch bus 850 by all port modules (e, 818 and 836).
All port modales "listen” to packets as they are received and applied by a recerving port module
to switch bus 830, 1f the packet is to be forwarded to another port, switch control 804 appliss a
trailer message to switch bus 830 following the end of the packet to identify which port should

accept the recetved packet for forwarding to s associated network link.

[0091] Policy enforcement engine 860 is a hardware element in the switch 800 that manages

access and traffic flow policies such as ACL, QoS, mie limiting, and network determination

19



th

o
Ly

WO 2010/132061 PCT/US2009/044194

policies. In one embodiment, policy enforcement engine 860 receives an indication by switch

control 804 as 1o which policy to enforece. The identified policy may then be enforced.

[0092] It wnll e appreciated that embodiments of the preseut tyvention can be realized in the
form of hardware, software or a combination of hardware and software. Any such software
wray be stoved 1o the form of volatide or nonpvvolanle stovage such as, By example, 3 8035&.‘

device lke g ROM, whether erasable or rewritable or not, or in the

example, RAM, mersory chips, device or integrated crcutis or on an opuically or magne u:gi%y

eadable medium such as, for example, 3 (0, DVD, magpetic disk or maguetic tape. It will be

Py

apprectated that the storage devices and storage mudia are enbodimengs of maching

storage medinm that are aattalde for soring 2 program or programs that, when exeouted, Ry

o

example by g processor, imploment embodiments of the presemt tnvention, Accordingly
embodiments provids a program comprising code for implementing a system or msthod as

chatmed in any preceding claim and a maching readable storage medivm storing sweha
program. St fucther, ombodiments of the preseut mvention may be conveved clectromcally
vig any mredim sach as g eomnnapcation siguad carrted over a wired or wireless conpection

“

sngd erobodiments suitably cocompass the same

{00931 By pushing inmto the hardware, policy enforcement s performed faster than it would
take otherwise in a software implementation. In one embeodiment, the Classification tabile,
mesh tag table, and policy tables are implemented in hardware, for example, as a repository in

switch control 804,

- 2

[0094] Al of the features disclosed in this specifivation {(nclnding any accompanying claims,
ahsteact and drawings ), sndfor all of the steps of any method or provess so disclosed, may be

combined o any combinaion, except combunations whers at least some of such Teatures andfor

steps are muually excloasive

[0095] Each feature disclosed in this spectfivation (nclading suv acoompunying claims,
abstract and drawings), moay be x"épiﬁ.g:e{%% ¥ alrerpative features serving the same, eguivalent or

imifar purposs, unless expressly stated etherwise, Thus, unless expressly stated otherwise,
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disclosed is one example only of & genevic series of oquavalent or sinlar featnee
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JO096] The invention is not restricted o the detads of any foregoing sibodiments. The

”

wmvention extends o auy novel one, or any novel combination, of the features disclosad i tils

et

~ .

spectfication (inchudin

%4

any gocompanying olaims, abstract and drawings), of to any novel on

e

ov awy novel combingtion, of the steps of any method or process so disclosed. The clanus

shontid pot be construsd 0 cover merely the foregoing smbodiments, but alse any embodimenta

swhich fall within the scope of the clanns
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WHAT IS CLAIMED I5;

i. A method of policy enforcement at a network device of a network, the method
comprising:

recetving a packet at the network device of the network;

determining a tag associated with the packet, wherein the tag comprises a field
mdicating a path assigned o the packet, and wherein the path is theu the network and between
an entry network device of the packet and a destination network device of the packet;

mapping the tag to a policy of a plurahity of policies based on information about a chient
device not avalable within the packet, wherean the client device i3 an onginating source of the
packet;

determinung one or more rules associated with the policy: and

enforcing the one or more rules.

2. The method of claim 1, wherein the tag is mapped © a policy identifier associated with
the policy, and wheretn determining the one or more rules comprises
finding an entry m a policy table with the policy identifier; and

determining the one or more rules associated with the policy identifier,

3. The method of claim |, further comprising;
analyzing the packet;
determining a type of waffic carried by the packet based on the analvsis; and
generating a packet identifier using content within the packet and the type of
traffic.
4. The method of claim 1, wherein the network device iz a pomt of entry of the packet nto

the network, further comprising:

determining the mformation about the client device not available within the
packet;

generating the tag using the information about the chient device; and

tnserting the tag into the packet.
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The method of claim 1, further comprising:

determining that the path of the packet within the network terminates at the
network device;
removing the tag from the packet; and

forwarding the packet out of the port of the network device,

6. The method of clamm 1, wherein the packet first enters the network at the network
device, and wherein the information about the client is at least one of data identifving the input
port of the network device, login credentials of a user of the client device, user-level access

data, or g password from a capture portal,

7. The method of clatmy |, wherein the pelicy of the plurality of policies is at least one of
an access control sy, a Quality-of-service policy, a rate limiting policy, a bandwidth

reservation policy, or a network determination policy.

8. A network switch device for use m a network for enforcing policies using a tag, the
device comprising:
a plurality of ports;
a switch controller coupled to the plurality of ports, wherein the switch controller is
configured to:
recetve a packet at the network device of the network;
determine a tag associated with the packet, wherein the tag comprises a field
mdicating a path assigned to the packet, and wherein the path is thru the network and between
an entry network device of the packet and a destination network device of the packet;
map the tag to a policy of a plurality of policies based on information about a
client device not available within the packet, wherem the client device 1s an originating source
of the packet;
determine a policy identifier associated with the policy;
determine one or more rules associated with the poliey wdentifier; and
forward the packet out of a port of the network device; and
a policy enforcement engine coupled 1o the switch controtler, the policy enforcement

engine configured to enforce the one or more roles.
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9, The device of claim §, further comprising
a policy repository coupled to the switch controller, the policy repository

configured to store the plurality of policies.

1. The device of clamm 8, wherein the network switch device is a point of entry of the
packet into the network, and wherein the switch controller is further configored 1o determine

the information about the client device based on an assignment of a port to a type of chient.

1. The device of claim 8, wheremn the switch controller is further configured to generate

the tag using the information about the client device,

12, A method for policy-based control of a network device of a network, the method
comprising:

recerving a packet at the network device of the network;

analyzing a tag associated with the packet, wherein the tag comprises a field
indicating a path thru the network assigned to the packet;

determining a policy of a plurality of policies associated with the packet based
on the analysis of the tag;

determining one or more rules of the policy; and

operating the network device based at teast i part on the policy.

i3, The method of claim 12, wherein the network device 1s an intermediate network device

within the network.

4. The method of clamm 12, further comprising:

determining that the path of the packet within the network terminates at the
network device;

removing the tag from the packet; and

forwarding the packet out of a port of the network device.
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15, The method of claim 12, wherein the policy of the plarality of policies is af least one of
an access control list, a Quality-of-service policy, a rate hmiting policy, a bandwidth

reservation policy, or a network determination policy.
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