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(57) ABSTRACT 

A converged network accessible by client terminals is pro 
vided. The converged network includes a wide area network, 
a local area network, and a gateway linked to the wide area 
and local area networks. The gateway integrates billing and 
authentication functions of the wide area and local area 
networks. 

OPERATOR 
NETWORK 

CBG interfaces with 
operator's existing 
billing and mediation 
systems to 
generate a single bill 
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METHOD AND APPARATUS FOR INTEGRATING 
BILLING AND AUTHENTCATION FUNCTIONS IN 
LOCAL AREA AND WIDE AREAWRELESS DATA 

NETWORKS 

RELATED APPLICATIONS 

0001. The present application is based on and claims 
priority from U.S. Ser. No. 10/213,239, filed Aug. 6, 2002, 
which application was based on and claimed priority to Ser. 
No. 60/310,563, filed on Aug. 7, 2001, and Ser. No. 60/323, 
570, filed on Sep. 20, 2001. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention relates generally to wireless 
data networks and, more particularly, to a method and 
apparatus for converging billing and authentication func 
tions of local area networks (LANs) and wide area networks 
(WANs). 
0004 2. Description of Related Art 
0005 Multiple wireless data technologies are emerging 
in both the wide area as well as the local area. In the wide 
area, cellular operators have already deployed 2 G data 
technologies such as circuit Switched data. Many operators 
are currently migrating their networks to higher-speed, 
packet-based 2.5 G technologies such as, e.g., GPRS (Gen 
eral Packet Radio Service) and 1XRTT. There is also an 
increasing deployment of local area 802.11b based networks 
in “hotspots' Such as airports, convention centers, and even 
coffee shops. These hotspots are operated either by wireless 
Internet service providers (such as, e.g., Wayport and 
Boingo in the U.S. and Jippii in Finland) or by cellular 
operators (such as, e.g., Sonera in Finland and Telia in 
Sweden). 
0006 Wide area wireless data is typically accessed 
through 2.5 G. Smart phones or personal digital assistants 
(PDAs) and computer laptops equipped with a 2.5G net 
work interface card. Many vendors now make GPRS cards 
in a PCMCIA form factor. Network providers support 2.5 G. 
data by adding GPRS equipment such as SGSNs (Serving 
GPRS Service Node) and GGSNs (Gateway GPRS Service 
Node) to their core network and by making software 
upgrades to their existing 2 G radio infrastructure. Local 
area wireless data is typically accessed through a mobile 
client device Such as laptop or a PDA equipped with an 
802.11b network interface card. To provide access, wireless 
Internet service providers (WISPs) typically deploy “access 
points, which are 802.11b base stations. These access 
points are connected to the Internet through typical IP 
devices such as routers and Switches. 

0007. These wide area and local area wireless technolo 
gies complement each other on the basis of coverage, 
mobility, bit rate, and cost. Wide area technologies provide 
a much larger coverage area compared to local area tech 
nologies and are also designed to Support seamless mobility 
throughout the wide area. Local area technologies such as 
802.11b provide bit rates up to 11 Mbps, which are much 
higher than the tens of kbps offered by WAN technologies. 
While 802.11b cannot be used to provide wide-area cover 
age, it is a cost-effective way to provide localized high-speed 
data. The total cost of ownership for providing localized 
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high bandwidth data access using 802.11 based technology 
is typically 5-10 times lower than 2.5 G. based wide area 
deployments. Further, 802.11 technologies also provide an 
alternative way to provide localized high-speed packet 
based wireless data for operators who might not be migrat 
ing to 2.5 G for cost or spectrum reasons. 
0008 While both wireless LANs and WANs are currently 
being deployed, they are operated independently as separate 
entities without any interaction between them. In particular, 
the WAN and LAN systems have different sets of authen 
tication mechanisms, billing systems, user profile databases, 
network management systems, and service platforms. 
0009 Furthermore, LAN deployments often tend to be 
regionally operated, and each regional provider offers dif 
ferent rates and maintains its own billing and authentication 
systems. Users accordingly have to maintain separate 
accounts with various LAN and WAN operators. This leads 
to multiple accounts, passwords, charges, and bills, which is 
generally very inconvenient and unmanageable for users. 
0010) A need accordingly exists for integrating the opera 
tion of local and wide area wireless networks, particularly 
their authentication and billing functions. 

BRIEF SUMMARY OF EMBODIMENTS OF 
THE INVENTION 

0011. In accordance with one or more embodiments of 
the invention, a method is provided for managing usage of 
a local area network (LAN) by a subscriber of a wide area 
network (WAN). The method includes the steps of: (a) 
detecting an attempt by a terminal operated by said Sub 
scriber to access said LAN; (b) authenticating the subscriber 
based on authentication information received from the sub 
scriber and corresponding information of record at a WAN 
authentication system; (c) when the Subscriber is authenti 
cated, allowing the subscriber to access the LAN; and (d) 
transmitting information on Subscriber usage of the LAN to 
a WAN billing system for integrated billing of LAN and 
WAN usage. 

0012. In accordance with one or more embodiments of 
the invention, a method is provided for managing usage of 
a local area network (LAN) by a subscriber of a wide area 
network (WAN). The method includes the steps of: (a) 
receiving a request for authenticating a WAN subscriber 
desiring access to said LAN; (b) authenticating the Sub 
scriber based on authentication information received from 
the subscriber and corresponding information at a WAN 
authentication system; (c) receiving information on LAN 
usage by said Subscriber, and (d) transmitting said informa 
tion on LAN usage to a WAN billing system for integrated 
billing of LAN and WAN usage by said subscriber. 
0013 In accordance with one or more embodiments of 
the invention, a converged network accessible by wireless 
client devices is provided. The converged network includes: 
a wide area network; a local area network; and a gateway 
linked to said wide area and local area networks, said 
gateway integrating billing and authentication functions of 
said wide area and local area networks. 

0014. In accordance with one or more embodiments of 
the invention, a converged network accessible by wireless 
client devices is provided. The converged network includes: 
a wide area network (WAN); at least one local area network 
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(LAN); and a gateway linked to said WAN and said at least 
one LAN, said gateway authenticating WAN subscribers 
desiring access to said at least one LAN based on credentials 
of said subscriber within said WAN, said gateway also 
collecting information on LAN usage by the Subscriber and 
converting said information to a format useable by a billing 
system of the WAN. 
0015. In accordance with one or more embodiments of 
the invention, a gateway is provided for managing usage of 
a local area network (LAN) by a subscriber of a wide area 
network (WAN). The gateway includes: an authentication 
module for authenticating a WAN subscriber desiring access 
to said LAN based on authentication information received 
from the Subscriber and corresponding information of record 
from a WAN authentication system; and an accounting 
module for collecting information on LAN usage by the 
Subscriber and converting said information to a format 
useable by a billing system of the WAN. 
0016. In accordance with one or more embodiments of 
the invention, a method is provided for authenticating a 
subscriber of a wide area network (WAN) for use of a local 
area network (LAN). The method includes the steps of: 
receiving an authentication request from a LAN access 
controller indicating that an attempt by the subscriber of the 
WAN to access the LAN has been made; querying the 
subscriber of the WAN for authentication information; 
receiving the authentication information from the subscriber 
of the WAN: determining whether the authentication infor 
mation from the subscriber of the WAN is valid; and 
providing an indication to the LAN access controller that the 
subscriber of the WAN should be permitted to use the LAN 
when the authentication information from the subscriber of 
the WAN is valid. 

0017. In accordance with one or more embodiments of 
the invention, a method is provided for allowing multiple 
wireless operators to provide integrated authentication and 
billing services for respective subscribers within one wire 
less LAN hotspot. The method includes: (a) modifying a 
hotspot authentication server to Support multiple operators 
by assigning a separate network access identifier for each 
operator; (b) associating a gateway of each operator with 
each respective network access identifier; and (c) forwarding 
authentication requests received by the authentication server 
to appropriate gateways, depending on the operator selected 
by the user, each selected gateway providing authentication 
and billing for the selected user. 
0018. In accordance with one or more embodiments of 
the invention, a method is provided for allowing multiple 
wireless operators to provide 802.11 services within a shared 
hotspot. The method includes the steps of: (a) assigning one 
of the available channels from the 802.11 spectrum to each 
operator; (b) assigning a unique ESSID for each operator; 
(c) assigning the selected ESSID to all the 802.11 access 
points managed by each operator; and (d) providing user 
software that selects the ESSID to associate with, depending 
on the preferred network. 
0019. These and other features will become readily 
apparent from the following detailed description wherein 
embodiments of the invention are shown and described by 
way of illustration of the best mode of the invention. As will 
be realized, the invention is capable of other and different 
embodiments and its several details may be capable of 
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modifications in various respects, all without departing from 
the invention. Accordingly, the drawings and description are 
to be regarded as illustrative in nature and not in a restrictive 
or limiting sense with the scope of the application being 
indicated in the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0020 FIG. 1 is a simplified diagram illustrating CBG 
operation for non SIM-enabled terminals in accordance with 
Some embodiments of the invention. 

0021 FIG. 2 is a simplified diagram illustrating CBG 
authentication for SIM-enabled terminals in accordance 
with some embodiments of the invention. 

0022 FIG. 3 is a simplified diagram illustrating CBG 
authentication using a two-factor security Scheme in accor 
dance with some embodiments of the invention. 

0023 FIG. 4 is a simplified diagram illustrating one 
possible CBG two-factor authentication scheme in accor 
dance with some embodiments of the invention. 

0024 FIG. 5 is a simplified diagram illustrating another 
possible CBG two-factor authentication scheme in accor 
dance with some embodiments of the invention. 

0025 FIG. 6 is a simplified diagram illustrating yet 
another possible CBG two-factor authentication scheme in 
accordance with Some embodiments of the invention. 

0026 FIG. 7 is a simplified diagram illustrating yet 
another possible CBG two-factor authentication scheme in 
accordance with Some embodiments of the invention. 

0027 FIG. 8 is a simplified diagram illustrating CBG 
integration with USSD servers in accordance with some 
embodiments of the invention. 

0028 FIG. 9 is a simplified block diagram illustrating a 
CBG authentication architecture in accordance with some 
embodiments of the invention. 

0029 FIG. 10 is a simplified block diagram illustrating a 
CBG billing integration system in accordance with some 
embodiments of the invention. 

0030 FIG. 11 is a simplified diagram illustrating a CBG 
integrated with a GPRS charging gateway in accordance 
with some embodiments of the invention. 

0031 FIG. 12 is a simplified diagram illustrating security 
interfaces in accordance with some embodiments of the 
invention. 

0032 FIG. 13 is a simplified diagram illustrating CBG 
Support for multiple operators at a hotspot in accordance 
with some embodiments of the invention. 

0033 FIG. 14 is a simplified diagram illustrating a CBG 
Server in accordance with some embodiments of the inven 
tion. 

0034 FIG. 15 is a simplified diagram illustrating a 
hotspot architecture using a BBSM in accordance with some 
embodiments of the invention. 

0035 FIG. 16 is a simplified diagram illustrating a 
hotspot setting using a wireless roaming arrangement and 
deploying an access controller in the network in accordance 
with some embodiments of the invention. 
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0.036 FIG. 17 is a simplified diagram illustrating a 
hotspot configuration with iPass system in accordance with 
Some embodiments of the invention. 

0037 FIG. 18 is a simplified diagram illustrating kiosk 
based Internet access in accordance with Some embodiments 
of the invention. 

0038 FIG. 19 is a simplified call flow diagram illustrat 
ing service signup using an existing Internet access device in 
accordance with Some embodiments of the invention. 

0039 FIG. 20 is a simplified call flow diagram illustrat 
ing service signup from BBSM-enabled hotspot in accor 
dance with some embodiments of the invention. 

0040 FIG. 21 is a simplified call flow diagram illustrat 
ing service sign up from WISPR-enabled hotspot in accor 
dance with some embodiments of the invention. 

0041 FIG. 22 is a simplified call flow diagram illustrat 
ing service signup for iPass-enabled hotspot in accordance 
with some embodiments of the invention. 

0.042 FIG. 23 is a simplified call flow diagram illustrat 
ing service signup from kiosk in accordance with some 
embodiments of the invention. 

0.043 FIG. 24 is a simplified call flow diagram illustrat 
ing service signup with a SIM-enabled NIC in accordance 
with some embodiments of the invention. 

0044 FIG. 25 is a simplified call flow diagram illustrat 
ing service signup using a phone and login in accordance 
with some embodiments of the invention. 

0045 FIG. 26 is a simplified call flow diagram illustrat 
ing service signup from RADIUS-enabled hotspot in accor 
dance with some embodiments of the invention. 

0046 FIG. 27 is a simplified call flow diagram illustrat 
ing service usage from a BBSM enabled hotspot in accor 
dance with some embodiments of the invention. 

0047 FIG. 28 is a simplified call flow diagram illustrat 
ing service usage from WISPR-enabled hotspot in accor 
dance with some embodiments of the invention. 

0.048 FIG. 29 is a simplified call flow diagram illustrat 
ing service usage from an iPass-enabled hotspot in accor 
dance with some embodiments of the invention. 

0049 FIG. 30 is a simplified call flow diagram illustrat 
ing service usage from kiosk in accordance with some 
embodiments of the invention. 

0050 FIG. 31 is a simplified diagram illustrating service 
usage with SIM-enabled NIC in accordance with some 
embodiments of the invention. 

0051 FIG. 32 is a simplified call flow diagram illustrat 
ing service usage from BBSM/router enabled hotspot in 
accordance with Some embodiments of the invention. 

0.052 FIG.33 is a simplified call flow diagram illustrat 
ing service usage from iPass-enabled hotspot in accordance 
with some embodiments of the invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

0053. The present invention is generally directed to a 
method and an apparatus for integrating wireless WAN and 
IPLAN based systems, particularly their authentication and 
billing systems. 
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0054 U.S. patent application Ser. No. 10/173,084 filed 
Jun. 17, 2002 describes a method and apparatus for con 
Verging local area and wide area wireless data networks. 
Application Ser. No. 10/173,084 is expressly incorporated in 
its entirety by reference herein. 
0055 One or more embodiments of the invention are 
directed to a Converged Billing/Authorization Gateway 
(CBG) that enables a wireless WAN operator to provide 
LAN access service to its existing WAN subscribers with a 
single bill and account. The CBG can integrate the authen 
tication and billing systems of wireless operators with 
authentication and billing mechanisms used in LAN net 
works. The WAN operator's backend systems typically 
interface with a home location register (HLR) database, 
while the LAN mechanisms typically use protocols like 
RADIUS. The CBG integrates these two systems such that 
a WAN subscriber can access LAN services using the 
subscriber’s WAN identity, thus avoiding the need for a 
separate bill for LAN usage. Further, the WAN operator can 
offer value-added services while leveraging its existing 
billing and authentication infrastructure. The CBG can be a 
server component that is preferably deployed close to the 
carrier's network and links into the carrier's network. 

Current Authentication and Billing Systems 
Current WAN Authentication and Billing Systems 
0056 Cellular users or WAN subscribers are typically 
authenticated in the WAN through the WAN operators 
HLR, which contains user profile information as well as 
authentication parameters. 
0057 Specifically, in the case of a GSM/GPRS (Global 
System for Mobile Communications/General Packet Radio 
Service) system, each user's terminal has a SIM (Subscriber 
Identity Module), which contains authentication informa 
tion. Also, each terminal has a specific IMSI (International 
Mobile Subscriber Identity) number. At subscription sign 
up, the SIM is programmed with a unique secret (Ki) and 
authentication algorithms A3/A8. Only the terminal SIM 
and the HLR know this information. When the user wishes 
to use his cellular terminal, the HLR presents an authenti 
cation challenge random number (RAND) to the terminal. 
The SIM computes a response using Ki and A3. The 
response (SRES) is sent to the HLR. If the response matches 
the expected response computed by the HLR, the user is 
authenticated and allowed to access the system. CDMA 
(Code Division Multiple Access) systems use a similar 
key-based authentication scheme, using an algorithm called 
CAVE. The user authentication information is embedded in 
the terminal, and there is no separate SIM card as in the case 
of GSM. 

0058 Usage information is typically generated in the 
form of Call Detail Records (CDR) by different network 
elements for Voice usage as well as for data use Such as a 
WAP (Wireless Application Protocol) gateway. Mediation 
systems collect information from various network elements 
and present it to the billing systems that generate the final 
bill for the subscriber. Most billing today is based on 
minutes of use. As new data services are being deployed, 
other billing metrics such as Volume of data, application 
type, etc., are also being used. Emerging standards such as 
IPDR (IP data records standard as specified by the ipdr.org 
consortium) define the format for generating data records for 
IP usage. 
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Current LAN Authentication and Billing Systems 
0059) Authentication and billing in LANs is typically 
done through IP mechanisms such as RADIUS and DIAM 
ETER. RADIUS is an IETF specification and specifies a 
mechanism for authenticating a remote user into the network 
through an attribute/value pair such as a login name and a 
password. RADIUS also allows collection of accounting 
information, where the network access server sends account 
ing information to a RADIUS server. The access server 
typically sends duration, number of packets, and other usage 
information to the RADIUS server. The billing system then 
generates a bill based on the appropriate fee policy. 
0060 DIAMETER is the next-generation authentication 
and billing protocol and extends RADIUS with additional 
attributes for authentication and billing. 
0061 Billing and authentication schemes today are gen 
erally focused on either LAN users or on WAN users and do 
not allow combined LAN/WAN based authentication for 
LAN usage. 

0062 Some LAN based systems can allow a user to 
access the Internet from multiple LANs using a single 
account and yet receive a single bill. These systems are 
traditionally referred to as clearinghouses and settlement 
systems. The user maintains a single account with a clear 
inghouse such as, e.g., iPass, GRIC, or Excelan. The user 
accesses the network from any LAN that is part of the 
partnership agreement with the clearinghouse through this 
single account and receives a single bill. However, this 
mechanism is restricted to LAN-based access only and does 
not couple with WAN systems. 
Converged Billing/Authentication Gateway 

0063 A CBG in accordance with one or more embodi 
ments of the invention allows wireless WAN operators to use 
their existing WAN authentication and billing systems to 
provide services to LAN users. 
0064 Briefly, the CBG can allow a LAN user using wired 
as well as wireless network interface cards to get authenti 
cated and billed against the WAN operator's WAN infra 
structure. To achieve authentication integration, the CBG 
uses a combination of WAN and LAN based authentication 
schemes. To achieve billing integration, the CBG can gen 
erate real-time usage information for LAN access in a 
format that is compatible with the WAN billing systems. 
This enables the operator's mediation systems to collect the 
usage information and combine it with other WAN usage 
information to generate a single bill, regardless of LAN or 
WAN access. 

Authentication Integration 
0065. Authentication integration relates to integrating 
authentication requests between the LAN and the WAN. As 
previously described, LAN authentication typically uses 
protocols such as RADIUS and DIAMETER to authentica 
tion users. Most of these schemes are based on a login/ 
password mechanism. WAN authentication in GPRS/GSM 
technology uses SIM cards to store and manage user identity 
data and authenticate the user with the HLR. 

0066. In accordance with various embodiments of the 
invention, users can access the LAN/WAN from a variety of 
terminals with different features. By way of example, ter 
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minals can include laptops and PDAs (personal digital 
assistants) and other mobile computing devices. These ter 
minals can have a PCMCIA slot that can be used to attach 
an 802.11 NIC. Also, many devices sold now have an 
integrated 802.11 network interface. 

0067. These terminals typically generally fall into two 
categories with respect to SIM Support. One category 
includes terminals lacking inherent SIM support. In this 
case, the authentication challenge is to integrate the LAN 
authentication into the SIM infrastructure. The second cat 
egory of terminals includes terminals with SIM support. For 
instance, some users may use a PCMCIA SIM reader to hold 
a SIM card. Alternatively some vendors may have SIM 
embedded into the NIC itself. This category is typically 
Smaller than the first category of terminals. In this case, the 
authentication challenge is to leverage the SIM in the 
terminal to authenticate with the SIM infrastructure. 

0068 The authentication scheme in accordance with the 
various embodiments generally falls into three broad cat 
egories. The first category of authentication is designed for 
terminals without SIM support. The authentication mecha 
nism can use the WAN database for service creation. Sub 
sequently, the scheme uses a LAN-based login/password 
scheme for authentication. This scheme can also use LAN 
based authentication protocols such as 802.1X. 

0069. The second category of authentication is designed 
for terminals with SIM support. In this case, the SIM in the 
terminal is used to provide authentication during service 
signup as well as service usage. 

0070 The third category of authentication is designed for 
terminals without SIM support. In this case, the SIM in a 
user's phone is used to provide the integration with the SIM 
infrastructure. The third category is particularly advanta 
geous because while it does not require the terminal to have 
SIM support, it still integrates tightly into the SIM infra 
structure by using the SIM on the user's phone to provide 
authentication. This additional security measure enables the 
operator to authenticate that the user logging in is also in 
possession of the phone. This additional level of authenti 
cation can also provide location updates for LAN users 
within the WAN network. 

0071. These authentication mechanisms are described in 
further detail below following a brief summary of general 
billing integration issues. 

Billing Integration 

0072 LAN based billing systems use protocols such as 
RADIUS to collect usage information. WAN networks have 
a generally more Sophisticated set of billing systems. Some 
embodiments of the present invention are directed to inte 
grating the two systems by picking up the usage information 
from the LAN and converting it to a format that can be 
accepted by the WAN billing systems. The usage collection 
in accordance with various embodiments can be accom 
plished in multiple ways, including e.g., using the following 
three approaches. 

0073. The first approach is to provide a client on the 
user's terminal that can collect usage information as the user 
uses the network and applications. This information can be 
delivered to the CBG to convert to the WAN format. 
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0074. A second approach is to leverage the existing usage 
measurement infrastructure within the LAN to collect the 
usage information. For instance, the routers or network 
access servers in the LAN typically collect accounting 
information Such as duration and Volume of usage. This 
information can be accessed and delivered to the WAN 
systems by the CBG. 
0075 A third approach is to deploy additional monitoring 
equipment at the hotspot location to collect usage informa 
tion. This can, e.g., be a layer 3-7 device that parses user 
traffic to collect usage information. This device may be 
deployed as an active or a passive device. 
0.076 For instance, the monitoring equipment could be 
placed in the direct path of the connection between the client 
and the Internet. Alternatively, it could be tapped off of the 
connection through a hub. This device can be designed to 
collect information for usage, duration, as well as look at 
layer 7 headers to determine more details about the appli 
cation usage. 
0077. An advantage of the first approach is that it does 
not require any interfacing with the LAN equipment directly. 
Also, application-level information can be collected as well 
by parsing packets going in and out of the network interface. 
0078. An advantage of the second approach is that it does 
not require client Support and hence alleviates any privacy 
COCS. 

One advantage of the third approach is that it can allow a 
much more detailed level of information collection. 

0079 The billing integration approaches are described in 
greater detail further below. Note that in some of the call 
flows described in the authentication description, a potential 
step of downloading a client on the user's terminal is 
discussed. Note that this step is optional and only needed if 
a client-based approach is selected. 
Authentication Integration Mechanisms 
0080. The following is a discussion of three primary 
authentication integration approaches in the CBG. The three 
approaches are discussed first followed by a description of 
operational flow. 
Dual LAN/WAN Authentication for Non-SIM Terminals 

0081. The first mechanism in accordance with some 
embodiments is to use the WAN authentication infrastruc 
ture to authenticate the user at service signup. Specifically, 
the user's information in the WAN/HLR is verified before 
the user is allowed to create a service. Once the user is 
authenticated, a LAN-based login/password is created by the 
CBG. The login can be, e.g., the user's cell phone number. 
For subsequent service usage, the CBG uses LAN based 
authentication mechanisms to authenticate the user. This 
dual-mode authentication scheme allows a WAN subscriber 
to access LANs through LAN-based login/password style 
authentication while still coupling with the operator's back 
end authentication systems. 
0082. This architecture has several advantages. First, by 
using the HLR for service sign up only, it limits the number 
of accesses to the HLR. Since wireless operators are typi 
cally very sensitive to usage of their HLRs, this architecture 
reduces the load on the HLR. Further, by restricting the use 
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of the HLR, it limits the load on the HLR. Also, it does not 
place any special requirements on the terminals that can be 
Supported. 
0083) To address possible security limitations of the 
login/password authentication, a recent development on the 
wireless LAN security front has been to use 802.1X for 
authentication. 802.1X is a port-based security protocol 
proposed by the IEEE 802.1X allows blocking of all access 
until the user is authenticated. 

0084 Support for 802.1X ordinarily requires changes in 
the terminals as well as in access points APS. Specifically, 
the APs should be upgraded to block all user traffic until 
authenticated. Most major vendors are now upgrading their 
Aps to support 802.1X. On the terminal side, the drivers 
should be upgraded to send authentication information. The 
new Windows XP operating system has inherent 802.1X 
support built into it. 802.1X uses RADIUS as the method to 
transfer authentication information between the AP and the 
RADIUS server and the actual authentication messages are 
transferred through a protocol called EAP. Using EAP, the 
actual authentication can be accomplished through a number 
of standard protocols, such as TLS, TTLS, SRP, etc. 
0085. The CBG also supports 802.1x authentication. The 
RADIUS server in the CBG should be modified to support 
EAP parsing. 
WAN-Based Authentication for SIM-Enabled Terminals 

0.086 The CBG in accordance with some embodiments 
also supports pure WAN-based authentication mechanisms 
for LAN access when the user's terminal has SIM support. 
This may be the case if the laptop or PDA has a SIM reader. 
Another possibility is the case where the user has a special 
network interface card that has a SIM support. Nokia, e.g., 
makes such a wireless LAN NIC. In this scheme, the CBG 
uses the HLR to authenticate the user during service sign up 
as well as during real-time service usage. Specifically, the 
user's WAN device is used to provide authentication even in 
the LAN. This is accomplished through the SIM card, which 
is used for authentication in the GSM/GPRS network. In this 
case, the SIM is queried to give the authentication informa 
tion even during LAN usage. This authentication scheme is 
similar to how mobile devices are authenticated in the 
GSM/GPRS network today. 
0087. It is possible to also create a login/password in this 
case. This is useful to authenticate the user in case he does 
not have access to the SIM at some point. This part of the 
approach would be similar to the first approach. 
0088 An advantage of this scheme is that the user's 
existing SIM is used for authentication. It is as secure as the 
GSM/GPRS authentication. 

Two-Factor Authentication for Non-SIM Terminals 

0089. A third possible authentication mechanism in 
accordance with Some embodiments uses a combination of 
LAN and WAN based authentication for both service signup 
as well as for service usage. Specifically, in this scheme, a 
two-factor strong authentication mechanism is provided to 
secure access for terminals without inherent SIM support. In 
this method, a login/password is used to authenticate users 
initially. This interfaces with the existing LAN based 
authentication mechanism. In addition, the user's phone is 
used as a secure token to further authenticate that the user 
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signing in from the computer indeed has possession of the 
phone as well. This additional level of security is needed 
when the user information (such as location) is to be updated 
within the HLR. 

0090. To address this further, note that a number of WAN 
services such as SMS messaging and location-aware ser 
vices require that the user's location be updated in the HLR. 
Since the HLR is a core element in the operators infra 
structure, the operator typically recommends that the user be 
authenticated with great security before updating location. 
This third authentication mechanism allows a higher degree 
of authentication than the first authentication mechanism 
described above. This approach hence allows users with 
terminals without SIM cards to be authenticated against the 
operator HLR by leveraging the phone. As a result, location 
updates are possible for LAN based users. An advantage of 
this approach is that it provides a strong authentication 
mechanism. By ensuring that the user has the phone, a 
token-based identification can be provided. This mechanism 
may alleviate the operators concerns in providing secure 
access to other services. This scheme uses the terminal and 
the phone, and it does not place any special requirements on 
the terminal. Further, in cases where the user may not have 
his phone or there may not be coverage, the CBG can use the 
login/password to provide a baseline authentication that 
provides access to at least basic services if desired. 
0.091 These three authentication mechanisms are 
described in greater detail below. In all these cases, the CBG 
preferably integrates usage information with the operators 
billing system to produce a single bill for the subscriber. 
0092. Other possible authentication schemes are also 
possible, including the following. First, for non-SIM 
enabled terminals, a “software SIM can be placed on the 
user's terminal. This would store on the user's terminal, 
Some of the authentication information that is typically 
stored on the SIM module. In this case, the SIM authenti 
cation is emulated through a “virtual SIM on the user 
terminal. 

0093. An alternative to this approach is to maintain the 
user's SIM information in a server within the network. In 
this approach, the user can login through a login/password 
and authenticate with the network server. The server then 
communicates with the HLR by emulating the user terminal 
by using the SIM information stored at the server. This 
approach eliminates Some of the security risks by putting 
SIM information within the server. 

0094. The CBG can include two components: (a) a CBG 
server and (b) a CBG client. The CBG server is installed in 
the operator's network and interfaces with the operators 
billing and authentication systems. The CBG client is 
optional, and needed when the user has a SIM-enabled 
terminal and the SIM has to be accessed to send authenti 
cation information. The client may also optionally be used to 
collect and transmit usage information. 
CBG Authentication Operation Flow 
0095) An example of CBG operation for Dual WAN/ 
LAN based authentication for non-SIM terminals is now 
described. FIG. 1 shows the operation of the CBG for the 
dual-mode authentication scheme, when the Subscriber has 
a regular LAN card without any SIM features. In this case, 
the authentication uses a combination of WAN and IP based 
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authentication schemes. When the user first subscribes for 
service, the CBG queries the operator's customer databases 
(HLR) to validate the user's identity, similar to how the 
WAN operator checks identity before creating new services 
today (e.g., check Social Security, address, data of birth, or 
other personal information). After the user is validated, the 
CBG 10 instructs the user to create a login and password. 
The login can be, e.g., the user's cell phone ID for conve 
nience. This information is stored in the subscriber database. 
This can be either part of the CBG or can be maintained by 
the operator. For subsequent use, the CBG uses this login/ 
password for authentication. Other operator-specific policies 
may be stored in the CBG database as well. 
0096) The CBG server periodically validates the user 
information in the CBG database 14 with the operators 
customer databases 12 in order to keep the services and users 
current. This is done off-line and is not required during 
service usage. The frequency of update can be tuned, based 
on the operator's policies as desired. 

0097. One possible method for service signup flow is as 
follows: 

0098 1. User goes to operator's web site to sign up for 
wireless LAN service using terminal 16. Alternatively, the 
user can call up a service representative to sign up for 
service. 

0099 2. Operator queries if user has a SIM enabled 
terminal. 

0.100 3. If not, user is queried for phone number. (The 
method for SIM enabled terminal is described later in this 
document.) 
0101 4. The phone number is sent encrypted to CBG 
Server 10. 

0102) 5. The CBG server 10 determines the IMSI asso 
ciated with this phone number and gets the user's records for 
this IMSI from operator customer databases. 

0103) 6. The CBG server 10 authenticates the user by 
Some other information similar to methods used to modify 
existing services (e.g., address, Social security number or 
other information). 

0.104 7. The CBG server 10 asks user to create a pass 
word. 

0105 8. The password is sent encrypted by the user (e.g., 
through SSL 128 bit encryption). 

0106 9. The CBG server 10 stores password and IMSI 
number pair in its local CBG database. Future authentication 
is performed through this login/password combination. At 
this time a client is optionally downloaded on the user 
terminal. 

0107 To use the service: 
0108) 1. The user goes to a WLAN hotspot. 
0.109 2. The Access server at the hotspot (e.g., router) 
blocks traffic from the user terminal. 

0.110) 3. The Access server at hotspot communicates with 
CBG server for authentication through RADIUS style pro 
tocol. 
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0111. 4. The CBG server queries the user for login/ 
password information. 

0112 5. This information is sent encrypted to the CBG 
server by the CBG client. 
0113. 6. The CBG server authenticates the user against its 
database and informs the router at the hotspot to authorize 
traffic for the client. 

0114. An example of CBG operation with dual LAN/ 
WAN authentication using 802.1X is now described. The 
service signup flow under this approach is as follows: 
0115 1. The user goes to operator's web site to sign up 
for wireless LAN service. 

0116 2. The operator queries if the user has a SIM 
enabled terminal. 

0117 3. If not, the user is queried for phone number. 
0118 4. The phone number is sent encrypted to the CBG 
SeVe. 

0119) 5. The CBG server determines the IMSI associated 
with this phone number and gets user's records for this IMSI 
from operator customer databases. 

0120) 6. The CBG server authenticates the user by some 
other information similar to methods used to modify existing 
services (e.g., using address, Social security number, or other 
information). 
0121 7. The CBG server asks the user to create a 
password. 

0122) 8. The password is sent encrypted by the user 
(through, e.g., SSL 128 bit encryption). 

0123) 9. The CBG server stores the password and IMSI 
number pair in its local CBG database. Future authentication 
is performed through this login/password combination. 

0124 10. If the user terminal does not have 802.1X 
support, the operator downloads the 802.1X client on the 
user terminal. 

0125 11. Alternatively, in some specific 802.1X based 
cases, certificates are used for authentication. In this case, 
the operator can either assign a user certificate or verify the 
certificate before authentication. 

0126 To use the service: 
O127) 
0128 2. The 802.1X-enabled 802.11 access point blocks 
activity when the user's NIC tries to access the network. 

1. The user goes to a wireless LAN hotspot. 

0129. 3. The driver on the user terminal 16 exchanges 
authentication information with the access point. The 
authentication depends on the protocol involved. For 
example, in the case of a TLS (RFC 2246) authentication, 
the user is authenticated through a certificate. In the case of 
TTLS (draft-ietfpppext-eap-ttls-01.txt) authentication, the 
user is authenticated through a login/password sent over 
EAP (RFC2284). 

0130 4. The CBG server 10 authenticates the user against 
its database 14 and informs the access point at the hotspot to 
authorize traffic for the client. 
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0131 Other than the fact that the authentication informa 
tion is sent through EAP, this operation is similar to the basic 
RADIUS based authentication. 

0132) An example of CBG operation with WAN-based 
authentication for SIM-enabled terminals is now described. 

0.133 As previously mentioned, WAN subscribers are 
typically authenticated through a combination of the phone 
number, secret keys, and authentication algorithms shared 
between the terminal and the HLR. Specifically, in the case 
of GSM/GPRS networks, the terminal information is stored 
in a SIM card. The SIM card is typically used to authenticate 
WAN Subscribers in the GSM network. When the WAN 
subscriber goes to the LAN, it would be desirable to use the 
same SIM for LAN authentication as well. Some vendors 
(e.g., Nokia) provide SIM cards that can be removed from 
the cell phone and attached to a LAN card such as an 802.11 
NIC. In this case, the LAN card has an associated SIM 
reader that can be used to query the SIM for authentication 
information. FIG. 2 illustrates at a high-level the operation 
of the CBG system when authenticating subscribers that 
have a SIM enabled terminal 20. In this case it is assumed 
that the SIM card is attached to a LAN terminal 20 and that 
the SIM can be queried to get authentication information. 

0.134 One approach for service signup flow can use the 
basic GSM authentication mechanisms as follows: 

0135 1. The user goes to WAN operator's web site to 
sign up for wireless LAN service. 
0.136 2. The operator downloads small client on terminal 
20. (This client is responsible for sending authentication 
from the SIM.) 

0.137 3. The user enters his phone number on web site 
(e.g., sent through 128 bit SSL encryption). 

0138 4. The web site communicates with CBG server 10. 
0139) 5. The CBG server 10 contacts HLR 12 to get 
authentication information for the IMSI number associated 
with the user phone number. 

0140. 6. The HLR 12 responds with an IMSI, RAND, 
SRES vector, where RAND is a challenge and SRES is 
expected response to challenge. 

0141 7. The CBG server 10 sends the RAND to terminal 
20. 

0142 8. The CBG client on terminal 20 sends this 
information to the SIM. 

0143) 9. The SIM computes the SRES and informs the 
client. 

0144) 10. The CBG client sends the SRES to CBG server 
10. 

0145 11. The CBG server 10 compares the SRES 
received with the value from HLR 12. 

0146 12. If it matches, the user's terminal 20 is validated 
for service. 

0147 The RAND, SRES exchange is part of the stan 
dard GSM authentication mechanism and is defined by the 
GSM standard. 
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0148. To use the service: 
0149) 1. The user goes to a WLAN hotspot. 
0150 2. The access server/router at hotspot blocks activ 
ity until the user is validated. 
0151. 3. The Hotspot forwards an authentication request 
to the CBG server 10 through a RADIUS style protocol. 
0152 4. The CBG server 10 queries the user terminal 20 
for authentication information. 

0153 5. The user enters phone number information. 
0154) 6. The CBG server 10 validates the terminal 
through the challenge/response scheme described in steps 
5-11 in the signup phase described above. The SIM client 
sends its response. 
0155 7. The CBG 10 informs router at the hotspot to 
authorize traffic for client if there is a match. 

0156 Note that in this case, the user can also create a 
login/password in addition to the SIM authentication. This 
would be similar to the first case described earlier. This will 
allow the user to login even when his SIM may not be 
available. If desired, this can provide access to limited 
services only. 
0157. In addition to the two cases of SIM-based terminals 
described above, another possibility for the use of the SIM 
based approach is as follows. The user's terminal is a laptop 
with two network interface slots. One slot can contain a 
LAN interface card (e.g., 802.11b NIC) and the other can 
contain a WAN interface card (e.g., GPRS or a CDMANIC). 
The WAN NIC is designed typically to authenticate itself 
with the WAN network through the embedded keys and 
encryption algorithms. The challenge/response is typically 
communicated over the air interface. However, if the WAN 
NIC has an interface that allows the challenge to be provided 
through a software interface, then the same NIC can be used 
for authenticating the LAN user as well. Specifically, the 
CBG would send the challenge to the client on the terminal. 
This client in turn passes the challenge to the WAN NIC. The 
WAN NIC computes the response, the response is read by 
the CBG client, and is communicated to the CBG server. The 
CBG server matches the received response with the 
expected response obtained from the HLR. If the two match, 
the LAN user is authenticated. 

0158. The SIM-enabled 802.11 NIC example described 
earlier is a specific instance of this scenario, where the CBG 
client can interface with the SIM through a SIM reader 
embedded in the NIC. 

0159 For the sake of simplicity, further description of 
WAN-based authentication involves the case where the SIM 
is connected to a NIC with a SIM reader. However, as would 
be understood by those skilled in the art, the same mecha 
nism can apply to other WAN-schemes as well. 
0160 An example of CBG operation with two-factor 
secure token authentication is described with reference to 
FIG. 3. 

0161. As mentioned earlier, this approach uses a two 
factor authentication scheme, which uses a combination of 
a shared secret (login/password) and the SIM on a user's 
phone 30. Briefly, the user first logs in through a login and 
password. This login/password is stored in the CBG local 
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database 14. This mechanism integrates with the existing 
RADIUS servers at a hotspot location. Subsequently, the 
authentication system validates the user with an additional 
secret token using the user's phone 30. There are several 
possible mechanisms for accomplishing this. 
0162 An example service signup flow is as follows. 
0.163 1. The user goes to operator's web site to sign up 
for wireless LAN service. 

0164. 2. The user enters phone number on the web site 
(sent, e.g., through 128 b SSL encryption). 
0.165 3. The web site communicates with the CBG server 
10. 

0166 4. The CBG server 10 contacts the operator data 
bases to validate the user through other information. 
0167 5. The user creates an account with the CBG 10 
where the login is the phone number. 
0168 6. The CBG 10 sends an additional secret token to 
the user's phone 30. 
0169. 7. The user returns this token to the CBG 10 by 
entering it on the laptop or other terminal 32. 
0170 8. The CBG 10 validates that the user is in pos 
session of the phone 30 and creates account for user. 
0171 To use the service: 
0172 1. The user goes to a WLAN hotspot. 
0173 2. The access server/router at the hotspot blocks 
activity until the user is validated. 
0.174 3. The hotspot forwards an authentication request 
to the CBG server 10 through a RADIUS type protocol. 
0175 4. The CBG server 10 verifies the user's login/ 
password. 

0176) 5. The CBG 10 sends an additional secret token to 
the user's phone 30. There are several ways in which secret 
tokens can be delivered to users. Examples of these are 
described in further detail below. 

0177 6. The user returns the secret. 
0.178 7. The CBG 10 validates that the user is in pos 
session of the phone 30 and allows the user to start using the 
service. 

0.179 Various methods are possible to use the phone for 
additional validation. 

0180. One example involves a GSM delivered password. 
In this scheme, the CBG generates a unique one-time session 
password. This password is sent to the user's phone 30 
through an SMS (short message service) or a USSD 
(Unstructured Supplementary Services Data) message. The 
user reads this password from the phone and types it onto the 
laptop 32 through a web page interface provided by the CBG 
10. The CBG 10 receives the password and compares it with 
what was sent to the phone. The match ensures that the user 
who logged in using a certain phone number as the login, is 
also in possession of the phone. There is a typical latency of 
a few seconds before this closed loop control is finished, 
since it takes time for the SMS to be delivered to the user's 
phone 30. This is summarized logically in FIG. 4. Note that 
the random password used can either be generated in the 
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CBG itself or it could be obtained from the HLR. It is 
possible, e.g., to use the RAND number provided by the 
HLR for SIM authentication as the seed to generate this 
password. 

0181. One advantage of this scheme is that it supports all 
terminal types since all phones Support incoming or mobile 
terminated SMS. There is also ease of use for users who just 
type in a password from the phone into a laptop. 

0182 Another possible scheme involves an IP delivered 
password as illustrated in FIG. 5. In this scheme, the CBG 
10 generates a unique one-time session password and deliv 
ers it to the user's terminal 32 as an IP message over the web 
interface. The user types in this password on the phone 30 
and sends it to the CBG 10 as a mobile originated SMS or 
as a USSD message. 

0183 In the case of an SMS message, the message is sent 
to the CBG ID. In the case of a USSD message, the user 
presses a few identifying keys followed by a password, e.g., 
#112*passwordii, where 112 is the service type that is 
created specifically for the CBG. Note that to support the 
USSD, the CBG connects to the USSD servers in the WAN 
network. The USSD server receives the USSD message, 
which is identified by the special codes. It recognizes that 
the message is for the CBG through the special code and 
delivers it to the CBG along with the IMSI of the phone from 
which this message is sent. The CBG receives this informa 
tion from the USSD server and validates that the received 
response matches what was sent out. This validates the user. 
0184 One advantage to using the USSD to deliver the 
password is that the USSD can work with roaming users 
since it communicates with the HLR. In addition, the USSD 
is Supported on all phones and requires a simple sequence of 
keys to be pressed. A third possible approach involves using 
the SIM as token generator as illustrated, e.g., in FIG. 6. In 
this approach, the SIM on the phone 30 is used to generate 
a secure token. The CBG 10 generates a unique per-session 
key and delivers it to the user's terminal 32. The phone 30 
is equipped with a special CBG application developed using 
the SIM API toolkit. Specifically, this application is 
designed to respond to Some keystrokes from the phone. In 
this case, the user enters a sequence on the phone 30 and 
passes the token received from the CBG 10. The SIM 
application, in turn, processes this token and generates a key. 
This response can be conveyed to the CBG 10 in one of two 
ways. One option is to display the response on the phone 30 
so that the user reads it and types it back on the terminal 32 
to send to the CBG over IP. The other alternative is for the 
SIM application itself to send the response back to the CBG 
10 through an SMS. In either case, the CBG 10 receives the 
response and validates the user. 
0185. The SIM application can be part of the CBG 
platform and service and is delivered to the phone using 
standard SMS mechanisms defined in the GSM standard. 
The SIM API Toolkit in the GSM standard defines mecha 
nisms to develop Such applications and send them to the 
phone. The SIM application contains a way to receive the 
token input from the phone's keypad, an algorithm to 
compute the response, a mechanism to display the result or 
to send the response as an SMS back to the CBG. 
0186 This approach is secure since only those phones 
that are provisioned for the service have this application on 
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them. Further, there is no easy way to get access to the 
response generation algorithm on the phone. In addition, 
USSD is supported on all phones. 
0187. A fourth possible approach involves using the 
phone 30 as an authenticator as illustrated, e.g., in FIG. 7. In 
this scheme, the user merely sends a USSD message to the 
CBG 10 after having entered the login and password. This 
verifies that the user is in possession of the phone 30. 
Passwords are not sent across to and from the terminal 32 
and phone 30. While relatively simple, this method still 
ensures authenticity by making the user proactively send an 
acknowledgement to the CBG 10. All this needs on the 
phone side is the ability to send either a mobile-originated 
SMS or a USSD message. 

0188 Advantages of this approach include ease of use. In 
addition, use of USSD Supports roaming users. 

0189 Some of the phone-SIM authentication schemes 
involve USSD-based integration as illustrated in FIG.8. The 
USSD message from the phone is sent to the HLR 12. The 
message can be of the type *service ID*information. The 
service ID specifies the identification for the specific USSD 
application. This can be used by the USSD server 36 to 
determine which USSD application server to forward the 
request to. In this case, the USSD server 36 sends the data 
to the CBG 10. The second parameter contains the actual 
information sent by the user's phone 30. This is sent from 
the USSD server to the USSD application as an IP message. 
The USSD server 36 also sends the IMSI of the phone to the 
USSD application on the CBG 10. 

Authentication Integration With Hotspot 
Architecture 

0.190 CBG interaction with other authentication systems 
at the hotspot location is now further described. The hotspot 
typically has its own authentication infrastructure in place. 
The CBG is designed to operate with this infrastructure. 
Most hotspots use a RADIUS server to provide authentica 
tion of its users. The RADIUS setup includes two main 
components: a network access server Such as a router at a 
hotspot and a RADIUS server either at the hotspot or on the 
Internet. The network access server functions as a RADIUS 
client. 

0191 The authentication process at a RADIUS-enabled 
hotspot independent of the CBG is described first. This is 
followed by a discussion of how the CBG fits into such an 
architecture. 

0.192 RADIUS Operation 
0193 A user comes to a hotspot and starts accessing the 
Internet through his laptop. The access server at the hotspot, 
Such as, e.g., a Cisco Router or a Nokia Access controller 
intercepts the session and sends a pre-defined web page to 
the user. This typically queries the user for a login and a 
password. The user sends this information to the access 
server. The access server functions as a RADIUS client. This 
RADIUS client in turn contacts a RADIUS server located 
within the network. The RADIUS client sends an Access 
Request message to the RADIUS server. The message 
contains the login and password with appropriate encryp 
tion. The RADIUS server in turn compares the received 
password with the information in its local database. Once 
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authenticated, the RADIUS server responds with an Access 
Response to the RADIUS client. 

0194 Integration of CBG with RADIUS 

0.195 This hotspot configuration can be extended to 
Support users connecting to the CBG. In this case, the users 
connecting at the hotspot are presented with a selection of 
their domain. For instance, users may select between ATT 
and VERIZON as possible authentication domains. This 
mechanism uses the realm or network access identifier 
concept of the RADIUS protocol. The user specifies the 
login and password, in addition to the domain. This infor 
mation is passed from the RADIUS client to the RADIUS 
server. The RADIUS server, in turn, looks up its configu 
ration setup to determine how to authenticate users for 
different domains. The CBGs, installed at the operator 
premises, typically provide this authentication for those 
users. The RADIUS server then forwards the authentication 
request to the appropriate CBG. In this case, the RADIUS 
server acts as a forwarding proxy and the CBG functions as 
a remote RADIUS server. The CBG receives the authenti 
cation request from the RADIUS server as a RADIUS 
message. The CBG in turn, authenticates the user by check 
ing its local database. Also, in Some cases the CBG may do 
the additional SIM check or the phone check to get authen 
tication information. Once the user is authenticated, the 
CBG sends an Access Response to the RADIUS client 
through the RADIUS server and the user is then authenti 
cated. FIG. 9 illustrates this mechanism. The request from a 
user terminal 50 goes to the hotspot network access server 
52. This access request is then sent to the RADIUS server 54 
as user(a)domain. In this example, the user's login is 212 
555-1212 and the domain is VZw.com. When the request 
arrives at the hotspot RADIUS server, it determines the 
appropriate CBG 10 to send the request to based on the 
domain—an ATT user's request is forwarded to the CBG at 
the ATT location. The CBG 10 is identified through a 
publicly accessible IP address or domain name. The CBG 10 
and the hotspot RADIUS server 54 also maintain their 
shared secret keys for sending the password and other 
encrypted information. 

0196. As discussed previously, the CBG may do a second 
level of authentication. For example, in the SIM-enabled 
terminal scenario, the CBG will retrieve the vector of 
{RAND, SRES} for this user from the HLR. The CBG will 
send the RAND challenge to the user's terminal. The SIM on 
the terminal computes the response and returns the response 
to the CBG. The CBG compares the received response 
SRES with the expected response. If the two match, then the 
CBG enables the user in the second level of authentication. 
In this case, the CBG acts as a VLR accessing the HLR. 

0197) Similarly, in the case where the user's phone is 
used for authentication, the token server in the CBG gen 
erates the unique token and communicates with the user 
through one of the four mechanisms discussed previously. 
After the user is validated, the second level of services is 
enabled for the user. 

0198 Note that if no RADIUS server is associated with 
the hotspot, then the CBG can provide the complete authen 
tication as well by functioning as the RADIUS server. In this 
case, the CBG can provide support for additional operators 
through the realm concept described further below. 
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0199 This architecture is scalable and can support mul 
tiple operators serving a single hotspot through the realm 
concept. 

0200. The CBG server 10 can include the following 
components: 

0201 (a) A RADIUS server module to interface with the 
hotspot RADIUS systems. Note that other schemes such as, 
e.g., TACACS and DIAMETER can also be similarly sup 
ported. 

0202 (b) A user database that stores the user profiles and 
password. 

0203 (c) A VLR proxy that connects to the HLR over a 
SS7 link. This can be used to fetch the authentication vectors 
for SIM-based authentication. 

0204 (d) A token server, which sends the password 
tokens to the user's phone. This may also interface with a 
USSD server as described earlier. 

Billing Integration 

0205 Billing integration is now described, particularly 
the approach by which the CBG leverages existing hotspot 
infrastructure to collect accounting information and converts 
it to a format that can be passed to the WAN operator billing 
system. 

0206. The RADIUS protocol provides a method to collect 
accounting information. The RADIUS client sends an 
Accounting Request to the RADIUS server at the beginning 
and end of the user session. This request passes information 
regarding the Volume of data sent and the duration of the 
session. 

0207. The CBG can function as a remote RADIUS 
server, and the local RADIUS server sends the accounting 
messages over to the CBG. The CBG then processes this 
information and generates accounting information in a form 
suitable for WAN billing systems. FIG. 10 illustrates this 
billing integration system. The RADIUS client at the hotspot 
sends an Accounting message to the RADIUS server 54, 
which forwards it to the remote CBG 10. As shown, this 
message includes information Such as the number of bytes 
sent on the input and output interfaces as well as the duration 
of the session. 

0208. The CBG billing components can include: 
0209 (a) A RADIUS server that receives this accounting 
information. 

0210 (b) An accounting module that converts this infor 
mation to an appropriate format. 
0211 (c) An accounting database that stores accounting 
information. 

0212. The CBG interfaces with the operator billing sys 
tems in one of several ways, including the following: 
0213 (a) The CBG generates GPRS-compatible usage 
information. This is sent to a GPRS charging gateway, 
similar to other GPRS elements such as the SGSN and 
GGSN. This enables the operator to leverage its existing 
GPRS infrastructure to generate the integrated bill. Further 
details of this system will be described below in connection 
with FIG. 11. 
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0214 (b) Alternately, the CBG may generate charging 
information in a standard format, such as IPDR. In this case, 
operator's existing billing or mediation systems can collect 
this IPDR information as if they were collecting it from 
other network elements. 

0215 (c) The CBG may also generate usage information 
in flat comma separated files or XML files that can be 
formatted to connect to generally any billing system. For 
example, a billing system by Portal can accept usage infor 
mation in a flat file and send it to the final operator systems. 
0216 (d) The CBG may also generate TAP3 compatible 
records that are typically used for GSM roaming. 
0217. The CBG itself preferably does not generate any 
billing information. The CBG collects usage information 
and couples to the operator's existing billing entities that use 
this usage information to generate the final bill. The actual 
rating is done by the operator's existing systems. 
0218 FIG. 11 illustrates the integration of the CBG 10 
with the GPRS billing system 61. As mentioned earlier, the 
SGSN 60 and GGSN 62 within the GPRS network typically 
generate usage information using the GTP protocol, as 
defined by the GPRS standard 12.15. The CBG 10 is 
designed to function as another GPRS network element, 
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from the GPRS network point of view. As shown in FIG. 11, 
the CBG 10 collects RADIUS accounting information and 
converts it to the GPRS format. The figure shows the main 
usage parameters collected and generated. The connection 
between the CBG 10 and the charging gateway 64 is 
typically IP. The charging information sent over the GTP 
protocol is sent over UDP, as defined by the standard. 

0219. The GPRS billing format supports different charg 
ing records generated within the SGSN and the GGSN. 
Table 1, which follows, shows various different parameters 
in the GPRS charging records and the corresponding infor 
mation that can be collected for the CBG. The G-CDR 
indicates the metrics collected by the GGSN and S-CDR 
indicates metrics collected by the SGSN. The right-most 
column indicates the corresponding information generated 
by the CBG. Note that if the field is blank, it is not used. The 
letters M. C., and O. are mandatory, conditional and optional, 
respectively. Fields italicized are also in the S-CDR. Under 
lined fields are used in the CBG. Of interest is the field Node 
ID in the G-CDR. This can be used to specify that the usage 
information was collected by the CBG. This information can 
be used by the operator's billing systems to apply a different 
policy to LAN usage, if desired. 

Field Description CBG Usage 

Record Type M. GPRS GGSN PDP context record. G-CDR type 
Network initiated PDP C Present if this is a network initiated PDP 
context context. 

Anonymous Access Indicator C Set to true to indicate anonymous access (and 
hat the Served IMSI is not supplied). 

Served IMSI M IMSI of the served party (if Anonymous Access IMSI 
indicator is FALSE or not supplied). 

GGSNAddress M The IP address of the GGSN used. Router Address 
Charging ID M PDP context identifier used to identify this PDP A unique ID created by the CBG 

context in different records created by GSNs 
SGSNAddress M List of SGSN addresses used during this record. This is an ASN.1 SEQUENCE. 
Access Point Name Network M The logical name of the connected access point e.g., provideriname.com 
Identifier o the external packet data network (network 

identifier part of APN). 
APN Selection Mode O An index indicating how the APN was selected. 
PDP Type M PDP type, e.g. X.25, IP, PPP, or IHOSS:OSP IP 
Served PDPAddress M PDP address, e.g. an IPv4, IPv6 or X.121. IP Address assigned to WLAN 

endpoint 
Remote PDPAddress O List of PDP addresses of the remote host or 

DTE e.g. an IPv4, IPv6, or X. 121 (Included if 
he PDP type is X.25) 

Dynamic Address Flag C Indicates whether served PDP address is 
dynamic, i.e., allocated during PDP context 
activation. 

List of Traffic Data Volumes M A list of changes in charging conditions for this This is the actual octet counts 
PDP context, each time stamped. Charging for both directions. 
conditions are used to categorise traffic 
volumes. Such as per tariff period. Initial and 
Subsequently changed QoS and corresponding 
data values are listed. Data volumes are in 
octets above the GTP layer and are separated 
for uplink and downlink traffic. 

Record Opening Time M Time stamp when this record was opened. Timestamp 
Duration M Duration of this record in the GGSN. Duration 
Cause for Record Closing M The reason for the release of record from this PDP Context Release (same as 

GGSN. logoff) 
Diagnostics O A more detailed reason for the release of the 

connection. 
Record Sequence Number C Partial record sequence number, only present in Might use this 

case of partial records. 
Node ID O Name of the recording entity. This field contains an optional 

operator configurable identifier 
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Field 

Record Extensions 

Local Record Sequence 
Number 

Record Type 
Network Initiated PDP 
Context 
Anonymous Access 
Indicator 
Served IMSI 

Served IMEI 
SGSNAddress 
MS Network Capability 
Routing Area 

Local Area Code 

Cell Identity 
Charging ID 

GGSNAddress Used 

Access Point Name 
Network Identifier 

APN Selection Mode 
PDP Type 
Served PDPAddress 

List of Traffic Data 
Volumes 

Record Opening Time 

Duration 
SGSN Change 
Cause for Record Closing 

Diagnostics 

Record Sequence Number 

Node ID 

Record Extensions 

Local Record Sequence 
Number 

Access Point Name 
Operator Identifier 

M 

MMO 

O 

12 

-continued 

Description 

A set of network/manufacturer specific 
extensions to the record. 
Consecutive record number created by this 
node. The number is allocated sequentially 
including all CDR types. 
GPRS SGSN PDP context record. 
Present if this is a network initiated PDP context. 

Set to true to indicate anonymous access (and 
hat the Served IMSI is not supplied) 
MSI of the served party (if Anonymous Access 
(ndicator is FALSE or not supplied). 
The IMEI of the ME, if available. 
The IP address of the current SGSN. 
The mobile station Network Capability. 
Routing Area at the time of the record creation. 

Location area code at the time of the record 
creation. 

Cell id at the time of the record creation. 
PDP context identifier used to identify this PDP 
context in different records created by GSNs 
The IP address of the GGSN currently used. The 
GGSN address is always the same for an 
activated PDP. 
The logical name of the connected access point 
to the external packet data network (network 
identifier part of APN). 
An index indicating how the APN was selected. 
PDP type, e.g. X.25, IP, PPP, IHOSS:OSP 
PDP address of the served IMSI, e.g. an IPv4, 
IPv6 or X.121. 
A list of changes in charging conditions for this 
PDP context, each time stamped. Charging 
conditions are used to categorise traffic volumes, 
Such as per QoStariff period. Initial and 
Subsequently changed QoS and corresponding 
data values are listed. Data volumes are in Octets 
above the SNDCP layer and are separated for 
uplink and downlink traffic. 
Time stamp when PDP context activation is 
created in this SGSN 
or record opening time on following partial 
records 
Duration of this record in the SGSN. 
Present if this is first record after SGSN change. 
The reason for the release of record from this 
SGSN. 
A more detailed reason for the release of the 
connection. 
Partial record sequence number in this SGSN. 
Only present in case of partial records. 
Name of the recording entity 

A set of network/manufacturer specific 
extensions to the record. 
Consecutive record number created by this node. 
The number is allocated sequentially including 
all CDR types. 
The Operator Identifier part of the APN. 

CBG Usage 

string for the node which 
generated the CDR Used to 
identify CBG 

S-CDR type 

IMSI 

Could use an unused routing 
area code and location area 
code to specify CBG 
Could use an unused routing 
area code and location area 
code to specify CBG 

A unique ID created by the 
CBG 
Could use the router address 

e.g., provideriname.com, see 
GSM 03.03 

IP 

IP Address assigned to WLAN 
endpoint 
This is the actual octet counts 
for both directions. 

Time 

Duration 

PDP Context Release (same as 
logoff) 

Might use this 

This field contains an optional 
operator configurable 
identifier string for the node 
which generated the CDR. 
Can use this to identify CBG 

See GSM 03.03 
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Security 

0220. The security mechanisms supported in the CBG 10 
are illustrated in FIG. 12. The login/password exchanged 
between the laptop 32 and a hotspot AAA server 70 (which 
manages authentication, authorization and accounting func 
tions, e.g., a RADIUS server) can use MD5 encryption. The 
shared secret between the CBG and the AAA server is set up 
by the hotspot operator and the wireless WAN operator. For 
other exchanges such as the typed password between the 
laptop and the CBG, SSL encryption is used. The SMS or 
USSD messages use the encryption mechanisms within the 
GPRS/GSM infrastructure. Further, the AAA server and the 
CBG may exchange information through an encrypted tun 
nel using IPSec, for example. The AAA server and CBG can 
also be setup for mutual authentication through certificates 
to avoid rogue devices. 

Shared Hotspot Support 

0221) Since the 802.11 spectrum is in the unlicensed 
band, it is likely that multiple operators would want to share 
a given deployment at a hotspot to Support their users. There 
are several business models in this scenario. One possibility 
is where one operator deploys and maintains the hotspot 
equipment and the other establishes the roaming agreement. 
Another possibility is one where a neutral systems integrator 
maintains this hotspot and none of the operators actually 
owns the equipment at the hotspot. Different business mod 
els apply in these different cases. 

0222. The CBG supports multiple business models and 
allows the users to roam across different 802.11 islands. The 
CBG uses the mechanisms within the RADIUS protocol to 
provide this roaming Support. This also makes it possible to 
Support multiple operators within a given hotspot location. 

0223 FIG. 13 illustrates the system architecture for a 
typical hotspot deployment that Supports multiple operators. 
Suppose that operator 1 and operator 2 provide service 
within the hotspot. The RADIUS server 72 presents the 
operators options for the realm selection at the hotspot. 
Depending on the selected realm, the RADIUS server 72 
contacts the appropriate CBG 10. 

0224. Another aspect of the unlicensed spectrum is that if 
multiple operators deployed their own equipment, it could 
lead to interference unless the spectrum is shared effectively. 
In the 802.11b space at 2.4 GHz, there are three non 
overlapping channels. Thus, it is possible for three operators 
to deploy equipment within one region provided they agree 
on which channels to pick. This places a requirement on the 
user's terminal to be able to select the correct operators 
equipment. 

0225. One way to accomplish this is outlined next. Each 
operator selects its channel and assigns an ESSID (extended 
service set ID, as defined by the 802.11b standard) to its 
access points (APs). Thus, all the APs owned by operator 1 
will be set to ESSID OP1 and all APs owned by operator 2 
would be set to ESSID OP2. Each AP broadcasts its ESSID. 
The client software on the user's terminal maintains a list of 
preferred network IDs (similar to preferred roaming part 
ners stored in the SIM card for the GSM roaming network). 
The client when associating with a given AP would use this 
information. 
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CBG Components 

0226. A typical architecture of the CBG is now described 
in further detail. As mentioned earlier, the CBG comprises 
two key components: the client and the server. 
CBG Server 

0227 FIG. 14 illustrates the main components of the 
CBG server 10. The CBG server is preferably hosted in the 
operator's network. 
0228. The RADIUS server module 80 implements a 
standard RADIUS protocol and interfaces with the RADIUS 
server in the hotspot network. It can also implement other 
protocols such as DIAMETER. 
0229. The Service interface module 82 is responsible for 
providing the interface that manages run-time login for 
users. This module queries the user for authentication infor 
mation, receives the encrypted information, queries the 
appropriate database or the HLR proxy 84 to verify the 
authentication, and enables service. 
0230. The HLR proxy module 84 is responsible for 
generating the authentication information. This module 
interfaces with the HLR to get the authentication informa 
tion. The accounting module 86 is responsible for collecting 
usage information from the CBG client and generating an 
appropriate format that the operator's billing and mediation 
systems can process. 

0231. The management module 88 presents the manage 
ment interface for the operator. It allows the different CBG 
components to be controlled remotely. Typical interfaces 
would be SNMP and HTTP 

0232) The user database module 90 is the local CBG 
database that contains user specific information. This mod 
ule also provides a mechanism for operators to introduce 
special policies and service-specific features. 
0233. The accounting database module 90 collects the 
usage information generated by the accounting module. It 
provides an interface for the operator's systems to collect 
this information. Typical interfaces can be FTP and FTAM. 
0234. The token server module is responsible for sending 
out the token/password through SMS or USSD, as described 
previously. 
CBG Client 

0235. The CBG client is an optional module, and is used 
generally only when the user's terminal has a SIM reader or 
SIM card. It can also be optionally used to measure usage 
information. 

Hotspot LAN Configurations 

0236 Typical configurations of hotspot locations from 
which the user may access data are described below. 
Hotspot with a Building Broadband Service Manager 
0237. A typical hotspot such as an airport typically has 
several 802.11b access points 101. These access points are 
connected through a router to the public Internet. Typical 
access control equipment is the Building Broadband Service 
Manager (BBSM) available from Cisco. (FIG. 15 shows a 
typical hotspot with the BBSM 100.) This allows the hotspot 
operator to block access to the router 102 until the user has 
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been authenticated. Specifically, the BBSM 100 presents the 
user with login request; the request is passed to an authen 
tication server over a protocol like RADIUS. The authenti 
cation server may be located at the hotspot itself or any 
where else on the public Internet. When the authentication 
request is granted, the BBSM 100 informs the router 102 to 
allow the traffic to go through. 

0238 ABBSM-enabled hotspot can be modified to sup 
port CBG-based WAN authentication by the addition of a 
simple script to the BBSM. This script allows WAN-user 
requests to be forwarded to the appropriate CBG, depending 
on the carrier that the user belongs to. When authentication 
requests come to BBSM, it asks the user to select the WAN 
operator and passes the request to the appropriate CBG. 

Coffee Shop Subscribing To A Wireless ISP Roaming Ser 
vice 

0239). Another popular method of providing 802.11 ser 
Vice is by deploying APs at Smaller areas such as, e.g., coffee 
shops. In this case, typically one or two APs 101 are 
deployed at a coffee shop. To provide access control, the 
WISP maintains authentication centers within its backbone, 
since it is not economical to deploy access control at each 
physical location. Typical equipment used includes, e.g., the 
Nokia public access Zone controller. When a subscriber tries 
to start accessing the Internet, the request is blocked until he 
is authenticated. The authentication request goes to the 
access controller. The access controller presents the Sub 
scriber with a login request. The user's response is sent to its 
authentication database. Once authenticated, the user is 
allowed to start using the service. 

0240 One design issue is related to supporting multiple 
operators within a given hotspot. Since the 802.11b network 
uses unlicensed spectrum, it is not possible for multiple 
operators to provide their own infrastructure in a given 
region due to interference. This leads to a natural accessing 
sharing architecture, where one entity deploys the infrastruc 
ture and others share it. 

0241 To address this access sharing issue, wireless ISPs 
are setting up a wireless ISP roaming initiative (WISPR) that 
allows ISPs to offer roaming services. In this case, a user 
who is a subscriber of a different WISP can access the 
Internet from a foreign ISP's network and get charged 
roaming fees. To implement this, the user comes to a foreign 
WISP network and tries to access the network. The user is 
queried for login information regarding his home realm. 
The access controller contacts the appropriate home authen 
tication center to authenticate the user. Subsequently, the 
two ISPs settle charges for roaming users. 

0242 FIG. 16 shows a typical configuration of a hotspot 
setting using a wireless roaming arrangement and deploying 
an access controller 110 in the network. 

0243 A WISPR-enabled hotspot can be modified to 
support CBG-based WAN authentication by the addition of 
a simple script to the WISP access controller. This script 
allows WAN-user requests to be forwarded to the appropri 
ate CBG, depending on the carrier that the user belongs to. 
So the access controller asks the user to select the WAN 
operator and passes the request to the appropriate CBG. 
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Hotspot Enabled With iPass Roaming Service 
0244 Another popular way of deploying wireless LAN 
access is through the use of a clearinghouse like iPass or 
GRIC. In this case, the hotspot contains one or more access 
points 101 that are connected to the Internet through a router 
113. Authentication is now managed through the clearing 
house. This allows multiple ISPs to share a single infra 
structure and yet provide different services to their users. 
0245 Typically, the subscriber has an account with iPass. 
IPass, in turn, negotiates multiple partnerships with different 
enterprises as well as with different hotspot operators and 
ISPs. IPass deploys a network access server at the hotspot 
location. The network access server sends all authentication 
requests to an iPass transaction center. The transaction 
center looks at the user's login and determines who the 
authentication entity is. The authentication request is sent to 
the iPass Roam Server 111 in the appropriate enterprise. This 
communicates with the enterprise authentication servers. 
The user is authenticated and the request is allowed to go 
through. The network server and transaction center keep 
track of each user's usage and generate the appropriate bills. 
0246 FIG. 17 shows a typical configuration using iPass 
112. The use of a BBSM 100 is optional in such a setting. 
0247 An iPass-enabled hotspot can be modified to sup 
port CBG-based WAN authentication by the addition of a 
simple Script to the iPass transaction center. This script 
allows WAN-user requests to be forwarded to the appropri 
ate CBG, depending on the carrier that the user belongs to. 
So the CBG is another authentication center from the view 
of the iPass transaction center. An iPass roam server is 
deployed at the CBG to provide any desired protocol con 
version between iPass and standard radius protocols. 
Kiosk-based Internet Access 

0248 Another popular method of providing Internet 
access at public hotspots is through Internet kiosks. FIG. 18 
shows a typical kiosk system 116. In this case, the user is not 
required to take his terminal, but can use existing terminals 
deployed at the public locations. In this setting, the kiosk 
operator connects the kiosks to an access controller, which 
then allows Internet access. The access controller requests 
account/credit card information from the user. It contacts the 
appropriate accounting entity to charge the user. The BBSM 
100 described earlier is one such access control device. 

0249. A kiosk-based hotspot can be modified to support 
CBG-based WAN authentication by the addition of a simple 
script to the controller in the kiosk. This script allows the 
kiosk to query for WAN-based users. The WAN-user 
requests are forwarded to the appropriate CBG, depending 
on the carrier that the user belongs to. 
802.1X Support 

0250 For 802.1X support, the access server is not 
required. In this case, the 802.1X enabled access point blocks 
user access and has the embedded RADIUS client that 
exchanges authentication information with the CBG/RA 
DIUS Server. 

Service Signup Call Flows 

0251 Call flows are now described for different service 
signup scenarios for the first authentication mechanism 
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where the operator database is used to login and the LAN 
login/password is used for service usage. Note that the WAN 
Subscriber can sign up for LAN service from various places 
Such as, e.g., from home, from an airport, or from a coffee 
shop. These access mechanisms can be different and require 
different call flows. 

0252) The system architecture of the CBG and the CBG 
client do not change in any of these cases. Note also that 
these are specific non-limiting examples to illustrate how the 
CBG supports different scenarios. 
0253) As mentioned earlier, the service signup call flow 

is typically executed only once for each user during Sub 
Scription sign up. 

0254. In the first signup scenario, the user signs up for 
WAN services from his terminal using an existing Internet 
access mechanism Such as, e.g., from home or work. It is 
assumed the user has a LAN-only NIC, without a SIM or 
other WAN features. The call flow is summarized below and 
in FIG. 19: 

0255 1. The user subscribes to carrier-certified LAN 
access service by going to a carrier web site through existing 
Internet access Such as from home or work. The request is 
forwarded to the CBG server 10. 

0256 2. The service provisioning module in CBG server 
10 gets ID information from the user and validates user's 
identity by checking against the operator's database (similar 
to adding other WAN services). 
0257 3. The user creates a password associated with a 
login such as a phone number. 

0258 4. This information is stored in local database 
associated with CBG server 10. 

0259) 5. The CBG downloads CBG client on the terminal 
(client contains some operator-specific service attributes as 
well as usage instrumentation utility). 

0260. In a second signup scenario, the user goes to a 
public hotspot such as an airport that deploys a BBSM 100. 
The BBSM has been modified by the CBG script. The user 
has his own terminal with him. The terminal is assumed to 
have a LAN-based NIC such as an 802.11 card and does not 
have any WAN-specific features such as a SIM. The call 
flow is summarized below and in FIG. 20: 

0261) 1. The user goes to hotspot with laptop and sees 
signs for carrier-certified LAN access. 

0262 2. The user goes to a signup web site. The BBSM 
Script provides signup page with carrier option (This script 
is a set of configuration parameters provided by the CBG). 

0263. 3. The user provides information about the operator 
he subscribes to. 

0264. 4. The BBSM 100 determines which CBG server 
10 to go to (depending on operator selected) and allows 
authentication exchange with the CBG. 
0265 5. The CBG Service provisioning module requests 
identification information from the user (Such as, e.g., 
address and social security digits) and validates the user's 
identity by checking against HLR 12 (similar to adding other 
WAN services). 
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0266 6. Once validated, the user creates a password 
associated with a login Such as a phone number. 
0267 7. This information is stored in local database 
associated with the CBG server 10. 

0268 8. The CBG server 10 downloads CBG client on 
the terminal with attributes stored. Such as operator's name 
as well as instrumentation code. 

0269) 9. The BBSM 100 directs other non-WAN user 
requests to other AAA devices. 
0270. In a third signup scenario, the user goes to a public 
hotspot such as a coffee shop. Suppose that the coffee shop 
implements wireless roaming (WISPR) support. (WISPR is 
a consortium defining roaming protocols.) The user uses his 
terminal and has a LAN-based interface card without WAN 
support. The call flow is summarized below and in FIG. 21: 
0271 1. The user goes to coffee shop with laptop and sees 
signs for carrier-certified LAN access. 
0272. 2. The WISP access controller 120 allows service 
selection through a web page. 
0273 3. All authentication requests are directed to the 
access controller. 

0274 4. The user responds with WAN access request. 
0275 5. The service request is forwarded to appropriate 
CBG server 10 and authentication traffic is allowed to go 
through to CBG server 10. 
0276 6. The service provisioning module in CBG server 
requests identification information and validates user's iden 
tity by checking identity of user against database (similar to 
adding WAN other services). 
0277 7. After validation, the user creates a password 
associated with a login Such as a phone number. 

0278 8. This information is stored in the local database 
associated with the CBG server. 

0279) 9. The CBG server 10 downloads CBG client on 
the terminal with attributes stored, Such as operator's name. 
0280. In a fourth signup scenario, the user goes to a 
hotspot that uses iPass as a clearinghouse. The user takes his 
terminal that is assumed to have a LAN-based interface 
without any WAN support. The iPass transaction center is 
assumed to have been modified with CBG support. 
0281 Typical operation with iPass is as follows: 
0282) 1. The user signs up for iPass and downloads 
iPassConnect client. 

0283 2. The user comes to hotspot and runs client and 
enters login/password or other way of authentication. 

0284 3. The network access server at the hotspot passes 
on the encrypted information to a transaction center. 

0285 4. The transaction center contacts the associated 
RoamServer to authenticate with corporation's database, 
which then allows traffic through. 

0286 If iPass is in place, for some select users, the iPass 
transaction center 112 contacts the CBG server 10. The call 
flow with iPass is summarized below and in FIG. 22: 
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0287) 
0288 2. The user selects WAN as the connection. 

1. The user goes to hotspot, requests to signup. 

0289 3. The request from transaction center is routed to 
appropriate the CBG server 10 using configuration informa 
tion in the script. 
0290 4. The CBG server 10 gets the user identification 
information as before, validates the user, and creates 
acCOunt. 

0291 5. The user information is stored in local CBG 
server database 14. 

0292 6. The CBG server downloads CBG client on 
terminal. 

0293. In a fifth signup scenario, the user goes to a public 
access terminal. Such as a kiosk. The kiosk is modified to 
support the CBG. The call flow is summarized below and in 
FIG. 23: 

0294 1. The user comes to airport and sees sign for 
service and goes to the kiosk and to a web site 122 to create 
an acCOunt. 

0295 2. The kiosk 116 has a CBG script that checks 
which operator the user belongs to. 
0296 3. The kiosk 116 contacts appropriate CBG server 
10 to continue with service. 

0297 4. The CBG service provisioning module gets the 
user's identification information and validates user's iden 
tity by checking identity of user against database (similar to 
adding other services). 
0298 5. The user creates a password associated with a 
login such as a phone number. 

0299 6. This information is stored in local database 
associated with CBG server. (The kiosk terminal already has 
a CBG client on it so there is no client download.) 
0300 Signup call flows are now described for the case 
when the user has a SIM-enabled terminal such as the 
SIM-enabled 802.11 NIC card. The user may request sign up 
from any one of the five settings described earlier. The call 
flow related to SIM authentication is described below and in 
FIG. 24: 

0301 1. The user subscribes to carrier-certified LAN 
access service in any of the previous methods. 
0302) 2. The service provisioning module in CBG server 
10 has option to specify whether or not there is SIM enabled 
terminal. 

0303 3. If yes, then a basic reader is downloaded on the 
terminal. 

0304 4. The service provisioning module validates ter 
minal identity by getting challenge/response pair from HLR 
and comparing challenge with user's response. 

0305 5. The user creates a password associated with 
phone number as login as an additional login mechanism in 
case the user desires to access his account without a SIM 
enabled terminal. 

0306 6. This information is stored in local database 
associated with CBG server 10 as in previous case. 
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0307 7. The operator also downloads CBG client with 
attributes such as operator's name and instrumentation util 

0308) Service signup for the two factor authentication 
mechanism is now described. The service signup for this 
mechanism is quite similar to the ones described in the 
previous section with the exception that the phone is used in 
addition for authenticating the user. The call flow for a 
sample scenario for the user signing up for service from 
home or office is described below with reference to FIG. 25. 

0309) 1. The user subscribes to a carrier-certified LAN 
access service by going to carrier web site, through existing 
Internet access. 

0310 2. The service provisioning module in the CBG 10 
validates the user's identity by checking against the opera 
tor's database. 

0311) 3. The user creates a password associated with a 
login such as a phone number. 
0312 4. This information is stored in local database 
associated with the CBG 10. 

0313) 5. The CBG 10 verifies that the user is in posses 
sion of a phone by using one of the mechanisms described 
earlier. 

0314 FIG. 26 and the call flow below illustrate an 
example of service signup from a RADIUS-enabled hotspot 
using the BBSM 100. This generally applies to most of the 
other RADIUS based setups described earlier. 
0315 1. The user goes to a hotspot with a laptop or other 
terminal and sees signs for carrier-certified LAN access. 
0316 2. The user goes to designated web site. The BBSM 
provides signup page with carrier options. 
0317 3. The user enters his phone number. 
0318 4. The BBSM 100 determines which CBG 10 to go 
to (depending on operator selected). 
0319) 5. The CBG Service provisioning module validates 
the user's identity by checking the identity of the user 
against a database. 
0320 6. The user creates a password associated with a 
login such as the phone number. 
0321 7. This information is stored in a local database 
associated with the CBG 10. 

0322 8. The CBG verifies that the user is in possession 
of a phone by using one of the mechanisms described earlier. 
0323) 9. The BBSM 100 directs other requests to other 
AAA devices. 

0324 Service signup for 802.1X enabled-user is now 
described. As mentioned previously, the service signup for 
this case is similar to the signup for the non-SIM enabled 
case for all the scenarios. The only difference is that the user 
might have to download a 802.1X client if he does not have 
support for 802.1X. Also, for some cases, the user might be 
assigned a certificate. 

Service Usage Call Flows 
0325 Call flows are now described demonstrating how a 
Subscriber starts using service once he has created an 
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account. The call flows described in the previous section 
relate to actual creation of the service and are ordinarily 
executed only the first time the user signs up for service. 
During Subsequent usage, service usage call flows described 
below are used generally every time the user uses service. 
Service Usage From Hotspot With BBSM 
0326 In this setting, the user goes to a hotspot with his 
terminal. The CBG client has already been downloaded on 
the terminal and the terminal does not have any WAN 
capabilities like the SIM. The call flow is summarized below 
with reference to FIG. 27. 

0327 1. The user goes to a hotspot with a laptop and 
starts accessing Internet traffic. 
0328 2. The BBSM 100 provides a login page with 
carrier option. (This script is a set of configuration param 
eters provided by the CBG.) 
0329. 3. The user enters a selected operator. 
0330. 4. The BBSM 100 contacts the corresponding CBG 
Server 10. 

0331 5. The CBG service usage module validates the 
user's identity by checking the identity of user against 
database. 

0332 6. The CBG server 10 validates user and asks client 
to start collecting usage information. 
0333 7. The user starts accessing the Internet. 
0334 8. The usage information is periodically transferred 
to the CBG server 10. 

0335 9. The CBG server sends the usage information to 
an Accounting server 131. 
0336 10. The Billing/Mediation systems can then 
retrieve usage information. 
0337 The CBG server preferably checks the client ver 
sion after login and updates it if necessary to get latest 
version. This also addresses the case that the user may have 
created an account from a kiosk, but never actually down 
loaded the client since he did not have his own terminal at 
that time. 

Service Usage From Coffee Shop 
0338. In this scenario, the user goes to a WISPR enabled 
location Such as a coffee shop and starts using the service. 
The user has created an account previously and the client has 
been downloaded on the terminal. The terminal does not 
have SIM capabilities. The call flow is summarized below 
and in FIG. 28. 

0339) 1. The user goes to the coffee shop with a laptop or 
other terminal and sees signs for carrier-certified LAN 
aCCCSS, 

0340 2. The user starts accessing the Internet. 
0341 3. The router forwards an authentication request to 
the WISP access controller 120. 

0342. 4. The WISP access controller configuration script 
determines the appropriate CBG server 10 to contact. 
0343 5. The CBG service usage module validates the 
user's identity by checking the identity of user against a 
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database 6. The CBG server 10 validates the user and asks 
the client to start collecting usage information. 
0344 7. The user starts accessing Internet. 
0345 8. Usage information is periodically transferred 
from the client to CBG server. 

0346 9. The CBG server 10 sends the usage information 
to the Accounting server 131. 
0347 10. The Billing/Mediation systems can then 
retrieve the usage information. 
Service Usage From Hotspot With iPass 

0348. In this scenario the user accesses the service from 
a hotspot that has been enabled with iPass. The user's 
terminal has downloaded the client and does not have SIM 
capabilities. The call flow is summarized below and in FIG. 
29. 

0349 1. The user goes to the hotspot, and tries to start 
accessing data. 

0350 2. An authentication request is sent to the iPass 
transaction center 112. 

0351 3. The user specifies WAN as the connection type. 
0352 4. The configuration script in the transaction center 
determines the appropriate CBG server 10. 
0353) 5. The CBG service usage module gets identifica 
tion information from the user and matches it with its local 
database. The CBG server validates the user and asks the 
client to start collecting usage information. 

0354 6. The CBG client collects usage information and 
sends it to CBG server 10 periodically. The CBG server 10 
generates usage records that can be accessed by the carrier 
billing and mediation systems. 

Service Usage From Kiosk 

0355. In this scenario, the user accesses the service from 
a kiosk. The user is assumed to have already created an 
account. The call flow is summarized below and in FIG. 30. 

0356 1. The user comes kiosk 116 and starts accessing 
the Internet. 

0357 2. The kiosk configuration script starts the login 
procedure. 

0358. 3. The kiosk 116 contacts the appropriate CBG 
server 10 to continue with service. 

0359 4. The CBG service usage module validates the 
user's identity by checking identity of user against database. 

0360 5. The CBG 10 validates the user and asks client to 
start collecting usage information. 

0361 6. The user starts accessing Internet. 
0362 7. Usage information is periodically transferred to 
the CBG server 10. 

0363 8. The CBG server sends usage information to the 
Accounting server 131. 
0364 9. The Billing/Mediation systems can then retrieve 
usage information. 
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Service Usage With SIM-Enabled NIC 
0365. This section describes the call flow when the user 

is using the service with a SIM-enabled NIC. The access 
method can be any one of the four methods described earlier. 
The call flow is summarized below and in FIG. 31. 

0366 1. The user starts accessing data from one of the 
methods previously described. 
0367 2. The CBG service usage module has option to 
specify whether or not there is SIM enabled terminal. 
0368] 3. If yes, the service usage module validates the 
terminal identity by getting a challenge/response pair from 
HLR and comparing challenge with the user's response. 
0369 4. The user starts accessing the Internet. 
0370) 5. Usage information is periodically transferred to 
CBG Server 10. 

0371) 6. The CBG server 10 sends the usage information 
to the Accounting server 131. 
0372 7. The Billing/Mediation systems can then retrieve 
usage information. 
Service Usage For Two-Factor Authentication 

0373) Call flows are illustrated below for the scenario 
where the user's phone is used for a strong authentication. 

0374 FIG. 32 illustrates an example call flow for service 
usage from a BBSM/router enabled hotspot. 
0375 1. The user goes to hotspot with his laptop or other 
terminal and starts accessing Internet traffic. 
0376) 2. The BBSM 100 provides a login page with 
carrier option. 

0377 3. The user enters his phone number and selects the 
realm. 

0378 4. The BBSM RADIUS client contacts the appro 
priate CBG. 

0379 5. The CBG RADIUS module receives the login 
and password and compares against internal database. 

0380) 6. The CBG Token server establishes authentica 
tion with the user's phone. 

0381 7. The CBG validates the user. 
0382 8. The user starts accessing Internet. 
0383 9. Usage information is sent from router/radius 
client to CBG at end of the user session. 

0384 10. The CBG sends the usage information to the 
Accounting server. 

0385) 11. The Billing/Mediation systems retrieve the 
usage information. 

0386 FIG.33 illustrates an example call flow for service 
usage from an iPass enabled hotspot. 
0387 1. The user goes to the hotspot, and starts accessing 
data. The terminal has an iPass client. 

0388 2. The user specifies NAI (Network access identi 
fier) as part of the connection. 
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0389) 3. The configuration script in transaction center 
determines appropriate CBG 10. 

0390 4. The request from transaction center is routed to 
the appropriate CBG. 

0391) 5. The CBG 10 matches the phone number with its 
database to authenticate the user. 

0392 6. The CBG 10 verifies the user through possession 
of phone. 

0393 7. The CBG 10 verifies the user. 
0394 8. The CBG 10 receives usage information at the 
end of the user session. 

0395 9. The CBG 10 generates accounting information 
to be collected by the billing/mediation systems. 

Service Usage for 802.1X System 

0396 The service usage for 802.1X follows a sequence 
similar to the non-SIM case, with the exception that the user 
does not have to be intercepted through the web browser. 

0397) 1. The user fires up terminal and starts 802.11 NIC. 
0398 2. The access point blocks traffic and queries the 
user for authentication. 

0399. 3. The user sends either the login/password or 
certificate authentication using 802.1X. 

0400. 4. The CBG verifies the user. 
04.01 5. The user starts accessing Internet. 

0402 6. Usage information is periodically transferred to 
the CBG server 10. 

0403 7. The CBG server sends the usage information to 
the Accounting server 131. 

0404 8. The Billing/Mediation systems can then retrieve 
usage information. 

CBG Implementation 

0405 By way of example, the CBG can be implemented 
using the following components. 

0406. The CBG server can be a carrier-class system that 
is built on a Sun/Solaris platform. In one embodiment, the 
HLR interface is designed to use a Trillium stack and GSM 
MAP software. The AAA interface can be through RADIUS 
or DIAMETER. The database modules can be implemented 
on an Oracle real-time database. The database can also be 
accessed through a LDAP interface. 

0407. The CBG client can be a piece of software that is 
implemented on popular end-user platforms, such as Win 
dows 2000, Windows 98, Pocket PC, Symbian OS, and Palm 
OS. The CBG server downloads the client code. The client 
code communicates with the device drivers in the network 
interface to compute usage. It also preferably includes 
encryption mechanisms to send authentication and usage 
information to the CBG. 

0408. Typical encryption schemes such as 128b SSL can 
be used. 
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CBG Architecture Features 

04.09 The CBG in accordance with various embodiments 
of the invention has a number of advantageous features 
including the following. 

0410 First, the CBG is not restricted to SIM-based 
terminals. It enables LAN users using virtually any IP based 
interface to be authenticated with a WAN system. It also 
supports LAN users with a SIM-enabled device to be 
authenticated with the WAN system. 
0411. In addition, the CBG generates consistent usage 
information, regardless of the access technology. 
0412. Furthermore, it has a flexible architecture that 
works with a variety of hotspot deployments and does not 
restrict the hotspot architecture. 
0413) The CBG can be used with virtually any IP based 
access system, including wired as well as wireless LANs. 
0414. Also, the CBG architecture supports multiple 
operators within a given hotspot. 
0415) The CBG can be used with mobile IP for integrat 
ing their authentication with the HLR. 
0416 Having described preferred embodiments of the 
present invention, it should be apparent that modifications 
can be made without departing from the spirit and scope of 
the invention. 

1. A method, operative in a gateway, for managing usage 
of a local area network (LAN) by a subscriber of a wide area 
network (WAN), the wide area network being operated by an 
entity providing a telecommunication service that is nor 
mally accessible to the Subscriber by having an existing 
WAN authentication mechanism authenticate the subscriber 
when the subscriber uses the WAN to obtain the telecom 
munication service, the WAN having an existing WAN 
billing mechanism, comprising: 

(a) authenticating the Subscriber based on authentication 
information received from the subscriber and corre 
sponding information of record at the existing WAN 
authentication mechanism; 

(b) receiving information on subscriberusage of the LAN, 
wherein the information on subscriber usage of the 

May 31, 2007 

LAN is measured by one of a client program, an 
existing LAN measurement infrastructure, and a moni 
tor deployed in the LAN; and 

(c) transmitting the information on Subscriberusage of the 
LAN to the existing WAN billing mechanism for 
billing by the entity of LAN and WAN usage, wherein 
the information on subscriber usage of the LAN is 
transmitted using a data structure that the existing 
WAN billing mechanism expects to receive, wherein 
the data structure includes at least one optional field 
that includes data identifying the gateway as a source of 
the information on subscriber usage of the LAN: 

wherein the gateway interacts with the existing WAN 
authentication mechanism and the existing WAN bill 
ing mechanism, without modifications to those mecha 
nisms, to enable the Subscriber to access, to use, and to 
be billed for the subscriber usage of the LAN using the 
subscriber’s WAN identity. 

2. The method as described in claim 1 wherein the at least 
one optional field is a Node ID field of a GPRS call data 
record. 

3. The method as described in claim 1 wherein the entity 
providing the telecommunications service applies a billing 
policy to the subscriber usage of the LAN that differs from 
a billing policy applied to the Subscriber's usage of the 
WAN. 

4. The method as described in claim 1 wherein the entity 
is one of: a GSM operator, a CDMA operator, and an Internet 
Service Provider (ISP). 

5. The method as described in claim 1 wherein the 
information of record is associated with the subscriber's 
WAN identity and the information received from the sub 
scriber is one of: (i) IMSI information obtained from a SIM 
card associated with the terminal, (ii) a user login and 
password obtained during a service provisioning, (iii) IMSI 
information provided in software executable in the terminal, 
(iv) IMSI information provided in a network server, (v) a 
token or one time password exchanged by the terminal 
through SMS, (vi) a token or one time password exchanged 
by the terminal through USSD, and (vii) a token or one time 
password generated using an application associated with a 
SIM card. 


