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SYSTEM AND METHOD FOR LOCATION
ASSURANCE OF A MOBILE DEVICE

RELATED APPLICATIONS

[0001] The instant application is a continuation of U.S. Ser.
No. 14/168818, filed 30 Jan. 2014; which is a divisional of
U.S. Ser. No. 13/1126609, filed 20 May 2011; which claims
priority of U.S. Provisional Application No. 61/347225, filed
21 May 2010, entitled: “Handset-Assisted A-GPS Spoofer,”
the entirety of which are incorporated herein by reference.

BACKGROUND

[0002] Radio communication systems generally provide
two-way voice and data communication between remote
locations. Examples of such systems are cellular and personal
communication system (“PCS”) radio systems, trunked radio
systems, dispatch radio networks, and global mobile personal
communication systems (“GMPCS”) such as satellite-based
systems. Communication in these systems is conducted
according to a pre-defined standard. Mobile devices or sta-
tions, also known as handsets, portables or radiotelephones,
conform to the system standard to communicate with one or
more fixed base stations. It is important to determine the
location of such a device capable of radio communication
especially in an emergency situation. In addition, in 2001 the
United States Federal Communications Commission
(“FCC”) required that cellular handsets must be geographi-
cally locatable. This capability is desirable for emergency
systems such as Enhanced 911 (“E-911 ). The FCC requires
stringent accuracy and availability performance objectives
and demands that cellular handsets be locatable within 100
meters 67% of the time for network based solutions and
within 50 meters 67% of the time for handset based solutions.
[0003] Current generations of radio communication gener-
ally possess limited mobile device location determination
capability. In one technique, the position of the mobile device
is determined by monitoring mobile device transmissions at
several base stations. From time of arrival or comparable
measurements, the mobile device’s position may be calcu-
lated. However, the precision of this technique may be limited
and, at times, may be insufficient to meet FCC requirements.
In another technique, a mobile device may be equipped with
a receiver suitable for use with a Global Navigation Satellite
System (“GNSS”) such as, but not limited to, the Global
Positioning System (“GPS”). GPS is a radio positioning sys-
tem providing subscribers with highly accurate position,
velocity, and time (“PVT”) information.

[0004] FIG. 1 is a schematic representation of a constella-
tion 100 of GPS satellites 101. With reference to FIG. 1, GPS
may include a constellation of GPS satellites 101 in non-
geosynchronous orbits around the earth. The GPS satellites
101 travel in six orbital planes 102 with four of the GPS
satellites 101 in each plane. Of course, a multitude of on-orbit
spare satellites may also exist. Each orbital plane has an
inclination of 55 degrees relative to the equator. In addition,
each orbital plane has an altitude of approximately 20,200 km
(10,900 miles). The time required to travel the entire orbit is
justunder 12 hours. Thus, at any given location on the surface
of the earth with clear view of the sky, at least five GPS
satellites are generally visible at any given time.

[0005] With GPS, signals from the satellites arrive ata GPS
receiver and are conventionally utilized to determine the posi-
tion of the receiver. GPS position determination is made
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based on the time of arrival (“TOA”) of various satellite
signals. Each of the orbiting GPS satellites 101 broadcasts
spread spectrum microwave signals encoded with satellite
ephemeris information and other information that allows a
position to be calculated by the receiver. Presently, two types
of GPS measurements corresponding to each correlator chan-
nel with a locked GPS satellite signal are available for GPS
receivers. The two carrier signals, [.1 and L2, possess fre-
quencies of 1.5754 GHz and 1.2276 GHz, or wavelengths of
0.1903 m and 0.2442 m, respectively. The L1 frequency car-
ries the navigation data as well as the standard positioning
code, while the [.2 frequency carries the P code and is used for
precision positioning code for military applications. The sig-
nals are modulated using bi-phase shift keying techniques.
The signals are broadcast at precisely known times and at
precisely known intervals and each signal is encoded with its
precise transmission time. There is also an L.2C signal being
transmitted by several satellites. The LC2C signal is a second
civilian frequency transmitted by GPS satellites. [.1 transmits
the Coarse Acquisition (“C/A”) code. L2C transmits L2CM
(civil-moderate) and L2CL (civil long) codes. These codes
allow a device to differentiate between satellites that are all
transmitting on the same frequency. The C/A code is 1 milli-
seconds long, the L2CM is 20 milliseconds long and the
L2CL is 1.5 seconds long. The L.2C codes provide a more
robust cross-correlation performance so that reception of
weak GPS signals is less affected by simultaneously received
strong GPS signals. The civil navigation message (“CNAV™)
is the broadcast model that can be transmitted on the L2C and
provides a more accurate and frequent message than the
legacy navigation message.

[0006] GPS receivers measure and analyze signals from the
satellites, and estimate the corresponding coordinates of the
receiver position, as well as the instantaneous receiver clock
bias. GPS receivers may also measure the velocity of the
receiver. The quality of these estimates depends upon the
number and the geometry of satellites in view, measurement
error and residual biases. Residual biases generally include
satellite ephemeris bias, satellite and receiver clock errors,
and ionospheric and tropospheric delays. If receiver clocks
were perfectly synchronized with the satellite clocks, only
three range measurements would be needed to allow a user to
compute a three-dimensional position. This process is known
as multilateration. However, given the engineering difficul-
ties and the expense of providing a receiver clock whose time
is exactly synchronized, conventional systems generally
account for the amount by which the receiver clock time
differs from the satellite clock time when computing a receiv-
er’s position. This clock bias is determined by computing a
measurement from a fourth satellite using a processor in the
receiver that correlates the ranges measured from each satel-
lite. This process requires four or more satellites from which
four or more measurements can be obtained to estimate four
unknowns X, y, Z, b. The unknowns are latitude, longitude,
altitude and receiver clock offset. The amount b, by which the
processor has added or subtracted time, is the instantaneous
bias between the receiver clock and the satellite clock. It is
possible to calculate a location with only three satellites when
additional information is available. For example, if the alti-
tude of the handset or mobile device is well known, then an
arbitrary satellite measurement may be included that is cen-
tered at the center of the earth and possesses a range defined
as the distance from the center of the earth to the known
altitude of the handset or mobile device. The altitude of the
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handset may be known from another sensor or from informa-
tion from the cell location in the case where the handset is in
a cellular network.

[0007] Assisted-GPS (“A-GPS™) has gained significant
popularity recently in light of stringent time to first fix
(“TTFF™), i.e., first position determination and sensitivity,
requirements of the FCC E-911 regulations. In A-GPS, a
communications network and associated infrastructure may
be utilized to assist the mobile GPS receiver, either as a
standalone device or integrated with a mobile station or
device. The general concept of A-GPS is to establish a GPS
reference network (and/or a wide-area D-GPS network or a
wide area reference network (“WARN”)) including receivers
with clear views of the sky that may operate continuously.
This reference network may also be connected with the cel-
Iular infrastructure, may continuously monitor the real-time
constellation status, and may provide data for each satellite at
a particular epoch time. For example, the reference network
may provide ephemeris information, UTC model informa-
tion, ionosphere model information, and other broadcast
information to the cellular infrastructure. As one skilled in the
art would recognize, the GPS reference receiver and its server
(or position determining entity) may be located at any sur-
veyed location with an open view of the sky. Typical A-GPS
information may include, but is not limited to, data for deter-
mining a GPS receiver’s approximate position, time synchro-
nization mark, satellite ephemerides, various model informa-
tion and satellite dopplers. Different A-GPS services may
omit some of these parameters; however, another component
of the supplied information is the identification of the satel-
lites for which a device or GPS receiver should search. From
such assistance data, a mobile device may attempt to search
for and acquire satellite signals for the satellites included in
the assistance data. If, however, satellites are included in the
assistance data that are not measurable by the mobile device
(e.g., the satellite is no longer visible, etc.), then the mobile
device may waste time and considerable power attempting to
acquire measurements for the satellite.

[0008] Civilian GPS signals are vulnerable to attacks such
as blocking, jamming and spoofing. The goal of such attacks
generally is to prevent a position lock (e.g., blocking and
jamming) or to feed a receiver false information so that the
receiver computes an erroneous time or location (e.g., spoof-
ing). GPS receivers are generally aware when blocking or
jamming is occurring because the receivers encounter a loss
of signal. Spoofing, however, is a surreptitious attack.

[0009] Civilian GPS signals are widely used by govern-
ment and private industries for important applications,
including, but not limited to, public safety services, naviga-
tion, geolocation, hiking, surveying, robotics, tracking, etc.
Unfortunately, civilian GPS signals are not secure. Since GPS
signal strength, measured at the Earth’s surface at about =160
dBw (1.times.10.sup.—16 watts), is roughly equivalent to
viewing a 25 watt light bulb from a distance of 10,000 miles,
GPS signals may be blocked by destroying or shielding a
receiver’s antenna and may be jammed by a signal of a similar
frequency but greater strength. As stated above, however,
blocking and jamming are not the greatest security risk. A
more pernicious attack involves feeding the receiver fake or
forged satellite signals so that the receiver believes it is
located somewhere in space and time that it is not. Spoofing
may be accomplished by utilizing a GPS satellite simulator.
Such simulators are uncontrolled and widely available. To
conduct the spoofing attack, an adversary may broadcast a
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forged satellite signal with a higher signal strength than the
true signal, and the GPS receiver believes that the forged
signal is actually a true GPS signal. The receiver may then
proceed to calculate erroneous position or time information
based on this forged signal.

[0010] It is also possible for an unscrupulous user or inter-
mediary to alter the software in a wireless device to manipu-
late satellite measurements thereby causing a location deter-
mining system to calculate an incorrect location. This method
of spoofing is generally termed as location spoofing. Gener-
ally, if satellite measurements are manipulated in a wireless
device randomly, it is likely that a resulting position calcula-
tion may fail because the position of the respective satellites
may be too far away from the actual code phase indicated
location; however, a skillful user may calculate required code
phases resulting in the calculation of a spoofed or false loca-
tion by the location determining system.

[0011] Generally, spoofing detection has focused on detect-
ing false radio frequency signals arriving at the GPS receiver
front-end and/or authenticating location results provided to a
third party. There is, however, a need in the art regarding the
detection of falsified or spoofed measurements being pro-
vided to the respective position calculation function (“PCF”)
which may or may not be embedded in an exemplary location
server (“LLS”). An LS may generally be a node in a wireless
network providing GPS assistance data to an A-GPS capable
device. The device may utilize the assistance data to lock onto
satellites much faster than if no assistance data were available
and may also allow the device to lock onto weaker signals
reducing TTFF and increasing yield. In a handset-assisted
mode, the LS may also determine the location of the device
using measurements from the device and/or the respective
network. The LS may also require the device to provide true
and accurate measurements (rather than falsified measure-
ments) to determined an accurate location for the device. The
integrity of the resulting location is important as it may be
used by emergency services operators, used to provide value-
added services, etc.

[0012] Although embodiments of the present subject mat-
ter may not prevent spoofing attacks, these embodiments may
alert a wireless device user and/or an operator of a location
determining system to such suspicious activity thereby
decreasing the probability that a spoofing attack succeeds.
Further embodiments of the present subject matter may be
implemented easily and inexpensively by retrofitting existing
GPS receivers and exemplary location determining systems.

[0013] Accordingly, there is a need for a method and sys-
tem for determining falsified satellite measurements and/or
falsified locations of a mobile device that would overcome the
deficiencies of the prior art. Therefore, an embodiment of the
present subject matter provides a method for determining
whether an estimated location of a wireless device includes
one or more forged location measurements. The method may
include determining a first estimated location of the wireless
device using a first set of location measurements and deter-
mining a second estimated location of the wireless device
using a second set of location measurements. The first esti-
mated location may then be compared to the second estimated
location. If the comparison between the first estimated loca-
tion and second estimated location is greater than a predeter-
mined threshold, then one of the determined locations may be
identified as having one or more forged location measure-
ments.
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[0014] Another embodiment of the present subject matter
provides a method for determining whether an estimated
location of a wireless device includes a forged location mea-
surement. The method may include determining a first esti-
mated location of the wireless device from information or
signals provided by a cellular network and determining a
second estimated location of the wireless device from signals
received from a set of satellites. The first and second esti-
mated locations may then be compared. If the comparison
between the first estimated location and second estimated
location is greater than a predetermined threshold, then the
second estimated location may be identified as having one or
more forged signals.

[0015] A further embodiment of the present subject matter
may provide a system for determining whether an estimated
location of a wireless device includes one or more forged
location measurements. The system may include circuitry for
determining a first estimated location of the wireless device
from a first set of location measurements and circuitry for
determining a second estimated location of the wireless
device from a second set of location measurements. The
system may also include circuitry for comparing the first
estimated location to the second estimated location and cir-
cuitry for identifying one of the determined locations as hav-
ing one or more forged location measurements if the com-
parison between the first estimated location and second
estimated location is greater than a predetermined threshold.
[0016] These embodiments and many other objects and
advantages thereof will be readily apparent to one skilled in
the art to which the invention pertains from a perusal of the
claims, the appended drawings, and the following detailed
description of the embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] FIG. 1 is a schematic representation of a constella-
tion of GPS satellites.

[0018] FIG. 2 is a representation of an exemplary A-GPS
server in a wireless network.

[0019] FIG. 3 is a schematic representation of a SET falsi-
fying its location to the SLP of FIG. 2.

[0020] FIG. 4 is anillustration of a network-initiated, SET-
assisted process.

[0021] FIG. 5 is an illustration of a SET-initiated, SET-
assisted process.

[0022] FIG. 6 is a schematic representation of one embodi-
ment of the present subject matter.

[0023] FIG. 7 is a schematic representation of another
embodiment of the present subject matter.

[0024] FIG. 8 is a schematic representation of a further
embodiment of the present subject matter.

[0025] FIG.9is aschematic representation of an additional
embodiment of the present subject matter.

[0026] FIG.10isablock diagram of one embodiment of the
present subject matter.

[0027] FIG.11isablock diagram of one embodiment of the
present subject matter.

DETAILED DESCRIPTION

[0028] With reference to the figures where like elements
have been given like numerical designations to facilitate an
understanding of the present subject matter, the various
embodiments of a system and method for location assurance
of a mobile device are herein described.
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[0029] The present disclosure relates to a mobile appliance,
handset or device and a location determining system using
satellite signals and/or measurements of these satellite signals
as well as location measurements from other networks and
location technologies. The satellites may be considered as
part of a Global Navigation Satellite System (“GNSS”), such
as, but not limited to, the U.S. Global Positioning System
(“GPS”). While the following description references the GPS
system, this in no way should be interpreted as limiting the
scope of the claims appended herewith. As is known to those
of skill in the art, other GNSS systems operate, for the pur-
poses of this disclosure, similarly to GPS, such as, but not
limited to, the European Satellite project, Galileo; the Rus-
sian satellite navigation system, GLONASS; the Japanese
Quasi-Zenith Satellite System (“QZSS”), the Indian
Regional Navigational Satellite System (“IRNSS”), and the
Chinese satellite navigation and positioning system called
Beidou (or Compass). Therefore, references in the disclosure
to GPS and/or GNSS, where applicable, as known to those of
skill in the art, apply to the above-listed GNSS systems as
well as other GNSS systems not listed above. Further, the
terms spoofed, falsified, forged, and various tenses and forms
thereof are utilized interchangeably throughout this disclo-
sure and such use should in no way should be interpreted as
limiting the scope of the claims appended herewith.

[0030] As discussed above, A-GPS devices or handsets
may have a low TTFF as the devices are supplied with assis-
tance data from an exemplary communications network to
assist in locking onto or acquiring satellites quickly. Exem-
plary A-GPS devices may include, but are not limited to, a
cellular device, text messaging device, computer, portable
computer, vehicle locating device, vehicle security device,
communication device, and wireless transceiver. These
devices may provide satellite measurements back to a loca-
tion determining system to perform a position calculation.
Exemplary network elements that supply the assistance data
and/or perform the position calculation may be a location
determining system such as a Mobile Location Center
(“MLC”), location information server or system (“LIS” or
“LS”), or other comparable network element. The location
determining system may generally be a node in a wireless
network performing or determining the location of a mobile
device. The location determining system generally requires a
wireless device to provide true and accurate measurements
(rather than forged measurements) to determine an accurate
location of a device or provide accurate assistance data for the
device. The integrity of the resulting location is important as
the location may be used by emergency services operators to
find an injured person, may be used for location-based ser-
vices, etc.

[0031] Inoneembodiment of the present subject matter, an
exemplary method may be utilized to determine whether a
geographic location of a mobile or wireless device (or signals
used therefor) has been spoofed or forged. One exemplary
A-GPS server in a wireless network according to an embodi-
ment of the present subject matter is shown in FIG. 2. With
reference to FIG. 2, an exemplary LS may be, but is not
limited to, a Secure User Plane Location (SUPL) Location
Platform (SLP)210. Of course, in a GSM network the L.S may
be a Serving Mobile Location Center (SMLC), a Standalone
SMLC (SAS) in a UMTS network, or another type of network
and/or node therein. The SL.P 210 may generally be a network
entity facilitating the location determination of devices in the
network. A User Plane Location Protocol (ULP) (an HTTP-
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based protocol) may be, in one embodiment, employed
between the SLP 210 and the wireless device or a SUPL-
Enabled Terminal (SET) 212.

[0032] An exemplary SLP 210 may be provided with a
connection to a GNSS Reference Server (GRS) 220 to
retrieve and/or cache assistance data. The GRS 220 may
include a network of reference receivers 222, e.g., GNSS
receivers, and a central system adaptable to collate assistance
data from any number of satellites 224 so assistance data may
be available upon request. The SLP 210 may also be provided
with a connection to a time server using Network Time Pro-
tocol (NTP) 230 to maintain the correct time thereon. Loca-
tion requests may be initiated either from the SET 212 (i.e., a
SET-initiated transaction) or from the network (i.e., a Net-
work-initiated transaction). In one embodiment, a Network-
initiated request may be provided by a Location Based Appli-
cation (LBA) 240 to the SLP 210 for the location of a target
SET 212. In a non-limiting embodiment, the LBA 240 may
provide value added services such as a find-a-friend applica-
tion, an emergency services application, or another location
based services application. The SLP 210 may thus perform
applicable messaging functions with the SET 212 and may
determine a location of the SET 212 before returning that
location to the LBA 240.

[0033] Inone embodiment, when an A-GPS location fix is
required for a SET 212, the SLP 210 may determine GPS
assistance data specific to an approximate location of the SET
212. For example, when the SET 212 is in a cellular network
250, an approximate location may be provided by the cover-
age area of the serving cell 252. Of course, the approximate
location of the SET 212 may be provided by any number of
means and such an example should not limit the claims
appended herewith. The SET 212 may then provide an iden-
tification of the serving cell 252 (e.g., Cell-ID) to the SLP
210, and the SLP 210 may determine which satellites 224 are
in view from the approximate location and provide applicable
assistance data for those satellites 224 to the SET 212. Exem-
plary assistance data may, in one embodiment, depend upon
the mode of A-GPS. For example, in a handset-based A-GPS
embodiment, the SLP 210 may provide the navigation model,
ionosphere model, reference time, and reference location
whereby the SET 212 utilizes this information to lock onto
satellites 224 and determine its respective location. By way of
a further example, in a handset-assisted mode, the SLP 210
may provide acquisition assistance and reference time to
allow the SET 212 to lock onto satellites 224 and return the
applicable measurements to the SLP 210. The SLP 210 may
then, in one embodiment, invoke a PCF 214 to determine the
SET’s location.

[0034] In an exemplary handset-assisted, Network-initi-
ated A-GPS location fix process, the LBA 240 may, in one
embodiment, transmit a request to the SLP 210 for the loca-
tion of a target SET 212. The SLP 210 may then transmit a
message to the SET 212 to commence the location determi-
nation transaction whereby the SET 212 provides a message
in response to the SLP 210 including, for example, the Cell-
ID of the serving base station 252. The SLP 210 may then
determine the coverage area of the cell and employ this as an
initial uncertainty area 254. The SLP 210 may then determine
appropriate GPS assistance data utilizing the uncertainty area
254 and may provide the same to the SET 212. The SET 212
would then utilize the assistance data to lock onto a number of
satellites 224 and return satellite measurements to the SLP
210. The SLP 210 may then determine the location of the SET
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212 utilizing the satellite measurements provided by the SET
212 and provide the determined location ofthe SET 212 to the
LBA 240.

[0035] Table 1 below provides fields that may be sent from
the SET 212 to the SLP 210 and utilized by the SLP 210 to
determine the location of the SET 212. The location of the
SET 212 may be determined by the SLP 210 using, for
example, code phase measurements (whole chips and frac-
tional chips), Doppler measurements, and/or additional mea-
surements provided by the network, such as, but not limited
to, Carrier to Noise ratio (C/N.sub.O), a Multipath indicator,
a Pseudorange RMS error, or other measurements that pro-
vide information regarding the quality of satellite measure-
ments. Additional data provided by the SET 212 as discussed
above may be, but is not limited to, the identification of the
serving cell (Cell-ID). The SLP 210 may utilize the Cell-ID to
determine appropriate cell information from a database. This
cell information may include the location of the cell which
can then be employed by the SLP 210 as an initial location to
calculate assistance data or may also be utilized as a seed
location for an exemplary position calculation.

TABLE 1

Parameter Range Units Notes

GPS TOW 0-63 The GPS time of week

Satellite ID The identifier of the satellite.
TO convert to PRN, add 1.

C/N, 0-63 Db-Hz  SET’s estimate of the carrier to
noise ratio.

Doppler +/1 6553.6 Hz Doppler shift measured by SET
for a satellite signal.

Whole chips 0-1022 chips Whole value of the code phase

measurement in unites of 1
chip.

Fractional value of the code
phase measurement.

Indicator of the multipath as
measured by the SET and is set
to low, medium or high.

Fractional chips 0to <1 chips

Multipath indicator

Pseudorange 0to112  Meters Measured RMS error in meters.
RMS error
[0036] In a Network-initiated scenario, once the LS (e.g.,

SLP) determines the location of a SET, the location may be
provided to the requesting network entity. If the LS is trusted
by the recipient of the location, then the location may be
considered to be valid even though the location may not be
valid. The integrity of the location calculated by the LS is
important as it may be utilized by emergency services opera-
tors, may be used to gain restricted access to location based
services, etc. Thus, an unscrupulous user or intermediary who
successfully spoofs or falsifies one or more location measure-
ments may fraudulently gain access to a broadcast restricted
to a particular set of geographically located users, may pro-
vide the authorities with an incorrect location to, e.g., a
tracked shipment, may disguise criminal activities by deceiv-
ing a law-enforcement LBA, etc. The aim of the spoofer may
thus be to convince an LS to provide a location that the
spoofer desires by falsifying measurement data such that the
location provided by the LS is effectively predetermined by
the spoofer.

[0037] To spoof a location, a user may need the satellite
ephemeris which is generally employed to determine the
location of the satellites for a given time. The user may
determine the range to each satellite in view of the desired
location and use these as a basis for determining pseudorange
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measurements. These measurements are generally converted
to pseudoranges by simulating a clock error and/or introduc-
ing other errors such as ionosphere, troposphere and other
random errors.

[0038] FIG. 3 provides an example of an SET falsifying its
location to the SLP of FIG. 2. With reference to FIG. 3, an
LBA 240 may request the location of a SET 300. In this
example, the SET 300 may be positioned at a certain location
302 but is desirous to indicate that the user or SET 300 is in
another location 304. The spoofing SET 300 may utilize
satellite ephemeris to calculate GPS measurements and send
the calculated GPS measurements to the SLP 210 which may
then employ a PCF to determine the location of the spoofing
SET 300. The determined location 304 of the SET 300 may
then be provided to the LBA 240. A spoofer may thus employ
ephemeris to determine the location of the satellites (and
hence the predicted pseudorange measurements). The
ephemeris may be from a request to the SLP 210 for assis-
tance data or may be provided from another source (e.g., the
Internet, the International GNSS Service (IGS), etc.). One
piece of information required by the spoofing SET 300 may
be the Cell-ID. From the Cell-ID, the SLP 210 may determine
the coverage area of the cell, calculate appropriate assistance
data, and the Cell-ID may be utilized as the initial location
estimate for the PCF. The Cell-ID may also, in one embodi-
ment, be employed for location assurance on the SLP 210 as
will be discussed below. If the spoofing SET 300 desires to
spoof alocation in the current cell within, e.g., 10to 20 km, of
his present location, then the Cell-ID may be employed to
request assistance data which is then utilized to determine the
location of the satellites in view and calculate pseudoranges.
These pseudoranges may then be manipulated to introduce
errors, converted to code phases, and sent to the SLP 210 to
spoof a desired location. Falsitying locations outside the cur-
rent cell may, however, require the spoofing SET to know the
Cell-ID for the desired location via a database or other
method.

[0039] Generally, the spoofing SET may require the
ephemeris and/or ionosphere model, the GPS time at which to
calculate the location (normally the current time), the desired
location (WGS 84 latitude, longitude, altitude), and/or a Cell-
1D in the vicinity of the desired location. In one embodiment,
when the LS is an SLP, messaging between the SL.P and the
spoofing SET is illustrated in FIG. 4. With reference to FIG.
4, an L. BA 410 may request the location ofa SET 430 and send
a Mobile Location Protocol (MLP) Standard Location Imme-
diate Request (SLIR) to an SL.P 420 (step 401 ). The SLP 420
may then send, at step 402, a SUPL INIT message to the
spoofing SET 430 via, e.g., a WAP gateway 422. The spoofing
SET 430 may then determine the Cell-ID in the vicinity of a
desired location at step 403. The Cell ID may then be pro-
vided to the SLP 420 so assistance data that the SET 430
receives is relevant to the desired location. The Cell-ID may
in one instance be provided by a cell database 432. A cell
database 432 may be, but is not limited to, an external entity
such as a database on the Internet or a local database or a
database provided by the spoofer over time. The spoofing
SET 430 may, in step 404, provide a SUPL POS INIT mes-
sage to the SLP 420 with the spoofed cell and the requested
assistance data. In step 405, the SLP 420 may return a SUPL
POS message with the required assistance data, and in step
406 the spoofing SET 430 may employ the assistance data to
determine the measurements to the satellites from the desired
location and sends the same in a SUPL POS message. The
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SLP 420 may then, in step 407, provide a SUPL END mes-
sage to the spoofing SET 430 to terminate the location trans-
action and return a falsified location to the LBA 410 in a
Standard Location Immediate Answer (SLIA) message in
step 408. This procedure may generally enable a spoofing
SET to simulate locations anywhere on the Earth if the SET
430 has access to an adequate cell database 432. Alterna-
tively, assistance data may be provided from a source separate
to the SLP 420 (e.g., the Internet or another network source);
thus, in step 404, the SET 430 may indicate that assistance
data is unnecessary and may receive a SUPL POS message
(step 405 ) without assistance data. The SET 430 may then
employ its external source of assistance data as an input to
spoofing the GPS measurements.

[0040] FIG. 5 is an illustration of a SET-initiated, SET-
assisted process. With reference to FIG. 5, a spoofing SET
530 may determine a Cell-ID for a cell in the vicinity of a
desired location at step 501 and send the same to the SLP 520
with details of the capabilities of the SET 530 in a SUPL
START message at step 502. The SLP 520 may provide a
SUPL RESPONSE message with the positioning method to
use in step 503. The SET 530 may then send a SUPL POS
INIT message to the SLP 520 with the requested assistance
data in step 504. The SLP 520 may then return a SUPL POS
message with the required assistance data in step 505. The
spoofing SET 530 may utilize the assistance data to determine
the applicable measurements from the satellites with respect
to the desired location and send the measurements in a SUPL
POS message, in step 506, to the SLP 520. The SLP 520
determines a location (the desired location of the spoofing
SET 530 ) and may cache the determined location (for sub-
sequent location requests). The SLP 520 may then send a
SUPL END message to the spoofing SET 530, in step 507,
with the location of the SET 530 to terminate the location
transaction.

[0041] To calculate a desired location, the spoofing SET
may determine the location of all of certain GPS satellites at
the time of transmission and determine the elevation of sat-
ellites relative to the desired location while discarding any
that are below the horizon. The spoofing SET may also deter-
mine the ionosphere delay between the desired location and a
satellite using, e.g., the Klobuchar ionosphere model and may
add applicable delays to the measurements. The spoofing
SET may also determine the troposphere delay between the
desired location and a satellite using, e.g., the Hopfield tro-
posphere model and add the delay to the measurements.
Finally, the spoofing SET may apply a satellite clock correc-
tion and group delay to the range which may ultimately result
in an LS determining a location for the SET within a meter of
the desired location. This type of spoofing, however, may be
easily detected by an LS as the receiver clock error provided
by the spoofing SET would be very small (e.g., less than
1*10.sup.—-10 seconds), the residuals determined as part of
the least squares process would be small, and/or the uncer-
tainty ellipse would be small (e.g., less than 1 meter of uncer-
tainty). A more sophisticated spoofer, however, may manipu-
late the measurements by introducing random errors to each
measurement and/or manipulate all of the measurements by a
fixed amount thereby simulating a handset clock error. Fur-
ther, a more sophisticated spoofer may also send a subset of
the satellite measurements instead of the complete set of
satellites in view. In one embodiment of the present subject
matter, a spoofing SET may thus be employed to validate
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anti-spoofing protection on an LS and may also be used as a
verification tool to simulate location measurements from any-
where on the Earth.

[0042] By way of another embodiment, for a SET to falsify
measurements, several calculations must be performed. First,
the location of all of the GPS satellites at the time of trans-
mission of the signal should be determined. The time of
transmission may provide the time that a satellite signal took
to travel from the satellite to the receiver and hence the range.
Withknowledge ofthe time of receipt, it may be noted that the
satellite has moved from the location where it was when it
transmitted the signal and the time of transmission should be
corrected through, in one embodiment, an iterative process
whereby at each iteration the range may be re-calculated
based upon a respective transmission time until the range
between one iteration and the next changes by a small
amount. For example, a satellite range may be set to zero and
the following steps performed until the range between one
iteration and the next changes by a small amount: (i) re-adjust
the satellite transmission time by the following relationship:
satelliteTransmitTime=spoofedTime-(satellite range/speed
of light); (i) calculate the location of the satellite at the
satellite transmit time; (iii) determine the range to the satellite
by the following relationship: Range=distance between
desired location and satellite location. Satellite locations may
be, in one embodiment, determined using the navigation
model data as specified in the GPS IS 200 specification or
another specifications for other GNSSs. Next, the elevation
for each satellite relative to the desired location may be deter-
mined and any elevation below the horizon discarded. Once
the location of the satellites are determined, then their respec-
tive elevation angle relative to the ground at the desired loca-
tion may be calculated. A mask angle may also be applied to
discard satellites that are below a specific angle. Unhealthy
satellites may be discarded utilizing health bits in the ephem-
eris. The remaining set of satellites may now include all
possible healthy satellites in view of the desired location. A
spoofing SET may then discard a certain number of the sat-
ellites to provide measurements for a configured number of
satellites or a random number of satellites (e.g., greater than
the minimum to calculate a location). As it is uncommon that
anormal GPS receiver is able to make range measurements to
all possible satellites in view, this may be used by an LS to
determine that a SET is spoofing; therefore, the SET may
discard a subset of satellites to disguise the fact that it is
indeed spoofing its location or respective measurement(s). In
another embodiment of the present subject matter, a spoofing
SET may thus be utilized to validate anti-spoofing protection
on an exemplary LS and/or used as a verification tool to
simulate location measurements.

[0043] In another embodiment, the following steps may
then be performed for each satellite: (i) determine the satellite
clock correction (distance in meters) and group delay for each
satellite for its time of transmission and store the same; (ii)
apply a Geometric range correction to compensate for the
rotation of the earth during the predicted time of flight; (iii)
re-calculate the range to the satellite from the desired location
to the corrected location of the satellite; (iv) determine the
ionosphere delay for each satellite between the desired loca-
tion and the satellite using the Klobuchar ionosphere model
and add the delay to the measurement; (v) determine the
troposphere delay for each satellite between the desired loca-
tion and the satellite using the Hopfield troposphere model
and add the delay to the measurement; (vi) apply a config-
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urable random error to each measurement; (vii) apply a clock
error to each measurement; and (viii) apply the satellite clock
correction and group delay to the range using the following
relationship:  satRange=calculatedRange-satClockCorrec-
tionMeters. Of course, an exemplary spoofing SET according
to any embodiment of the present subject matter may be
utilized to validate anti-spoofing protection on a respective
LS and/or may be used a verification tool to simulate location
measurements.

[0044] Some protection may be present on an exemplary
SLP which may restrict the ability of a spoofing SET to falsity
a location anywhere on Earth such as, but not limited to,
location assurance and Cell-ID integrity methods. For
example, in one embodiment, an exemplary SLP may deter-
mine the distance between the location determined from a cell
lookup and the GPS-calculated location. If the distance is
larger than a predetermined threshold, then the SLP may
deem that the measurements are invalid and may not provide
the spoofed location to the LBA. An exemplary and non-
limiting distance for location assurance protection may be 50
km or less. A spoofing SET may, however, invalidate certain
methods of location assurance protection by having a com-
prehensive cell ID database so the desired location is within
the vicinity of one of the cells in the database. Additional
integrity checking and location assurance may also be pro-
vided in additional embodiments of the present subject mat-
ter.

[0045] For example, another embodiment of the present
subject matter may include an aspect of integrity checking by
using a location calculated by alternate location technology
methods. For example, the location selected by an exemplary
MLC (e.g., the location having the most precise location
technology or smallest uncertainty ) may be compared with or
crosschecked against other calculated locations to thereby
improve the integrity of a determined location and to assist in
protecting against falsified locations. Generally, the location
of a target SET may be determined by multiple location
technologies of various accuracy levels. For example, the
location of the SET may be determined utilizing Cell-ID
followed by A-GPS. Of course, the process may involve any
number of other location methods in series or parallel such as,
but not limited to, Assisted Global Navigation Satellite Sys-
tem (A-GNSS), Observed Time Difference of Arrival (OT-
DOA), Enhanced Observed Time Difference (EOTD),
Enhanced Cell-ID (e-CID), Angle of Arrival (AOA), Time
Difference of Arrival (TDOA), Power Difference of Arrival
(PDOA), Power of Arrival (POA), Time of Arrival (TOA),
Frequency Difference of Arrival (FDOA), Global Navigation
Satellite System (GNSS), Radio Frequency Identification
(RFID), Near field communications (NFC), hybrid technolo-
gies, proximity location technologies, and combinations
thereof. Thus, an embodiment of the present subject matter
may check the selected location of a target SET or device
against any number or combinations of the other location(s)
to determine whether or not they are consistent. Each of these
respective locations may have an uncertainty at a given con-
fidence, and the locations may be deemed to be consistent if
their boundaries are within a predefined threshold. Of course,
additional satellite measurements may also be utilized as a
source for detecting location spoofing, such as, but not limited
to, GNSS signal strength, satellite identification codes, num-
ber of satellite signals received, time intervals, clock bias,
code phases, Doppler shift, and combinations thereof.
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[0046] FIG. 6 is a schematic representation of one embodi-
ment of the present subject matter. With reference to FIG. 6,
a Cell-ID calculated location 610 with an uncertainty circle
612 for an omnicell and a GPS calculated location 620 with its
uncertainty ellipse 622 are provided. These locations may be
determined as consistent or valid as, for example, the GPS
uncertainty ellipse 622 (or location 620 ) is within the uncer-
tainty circle 612 from the Cell-ID location 610.

[0047] FIG. 7 is a schematic representation of another
embodiment of the present subject matter. With reference to
FIG. 7, a Cell-ID calculated location 710 with an uncertainty
circle 712 and a GPS calculated location 720 with its uncer-
tainty ellipse 722 are provided where the GPS calculated
location 720 does not lie within the boundary of the Cell-ID
location and uncertainty circle 712. In this embodiment, if the
distance 730 between the boundaries (from the uncertainty at
apredetermined confidence) of the uncertainty circle 712 and
ellipse 722 is smaller than a given threshold, then the loca-
tions may be deemed to be consistent or valid. If, however, the
distance 730 is greater than the threshold, then the location
720 may be determined as invalid. If a location is determined
as invalid, the ML.C may return an error, mark the respective
location transaction as including a potentially spoofed or
falsified location, and/or remove the falsified measurement(s)
and determine a location of the SET through any number or
combinations of other methods. Of course, the consistency
threshold for the distance between the uncertainty boundaries
may also be different for different location technologies
depending upon the reliability of the locations calculated.
[0048] FIG. 8 is a schematic representation of a further
embodiment of the present subject matter. With reference to
FIG. 8, a Cell-ID calculated location 810 and uncertainty
circle 812 are provided along with a GPS calculated location
820 and uncertainty ellipse 822 and an RT T range ring 830. In
this embodiment, the GPS location 820 and/or ellipse 822 is
consistent with all of the other location results and may thus
be determined as a valid location.

[0049] FIG.9is aschematic representation of an additional
embodiment of the present subject matter. With reference to
FIG. 9, a Cell-ID calculated location 910 and uncertainty
circle 912 are provided with a GPS calculated location 920
and uncertainty ellipse 922 and an RTT range ring 930. In this
embodiment, even if the GPS location 920 and/or ellipse 922
is outside the Cell-ID location and uncertainty circle 912, the
location 920 may still pass the threshold test for the Cell-ID
location but fail the consistency check with the RTT range
ring 930. In this case, the location may be determined as
invalid, and the MLLC may return an error, mark the respective
location transaction as including a potentially spoofed or
falsified location, or remove the falsified measurement(s),
and/or determine the location through any number or combi-
nations of other methods. Of course, the aforementioned
embodiments illustrated in FIGS. 6-9 may include location
determinations using any number of location methods, such
as, but not limited to, OTDOA, EOTD, e-CID, AOA, TDOA,
PDOA, POA, TOA, FDOA, GNSS, RFID, NFC, hybrid tech-
nologies, proximity location technologies, and combinations
thereof, and such embodiments should not limit the scope of
the claims appended herewith.

[0050] Inanalternative embodiment, Cell-ID integrity may
be provided where an exemplary SLP may utilize network
signaling to validate and/or check the reported Cell-ID. For
example, when the SLP receives a Cell ID from the SET, the
SLP may send a message through nodes in the respective
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network to validate whether the SET is actually attached to
that cell. The only way for a spoofing SET to avoid this
protection is to utilize the Cell-ID to which the spoofing SET
is attached. Thus, if the spoofing SET desires to falsify a
location on the other side of the Earth from that cell, assis-
tance data must be retrieved from an external entity such as
described above as the SLP may provide assistance data spe-
cific to the supplied Cell-ID. If an exemplary SLP has both
Cell-ID integrity and location assurance, a spoofing SET is
restricted to spoofing locations within the vicinity of that cell
thereby providing location assurance protection to a respec-
tive server of 50 km or less. The LS may, in one embodiment,
include Cell-ID integrity by default. For example, an SML.C
in a GERAN network or a SAS in a UTRAN network may
provide Cell-IDs rather than the Cell-ID being provided by a
SET. Thus, for these networks, a spoofing SET may be
restricted to falsifying a location within the vicinity of the cell
iflocation assurance according to embodiments of the present
subject matter is enabled.

[0051] FIG.10is ablock diagram of one embodiment ofthe
present subject matter. With reference to FIG. 10, a method
1000 is provided for determining whether an estimated loca-
tion of a wireless device includes one or more forged location
measurements. The method may include at step 1010 deter-
mining a first estimated location of the wireless device using
a first set of location measurements and at step 1020, deter-
mining a second estimated location of the wireless device
using a second set of location measurements. The first set and
second set of location measurements may be produced using
a location technology such as, but not limited to, Cell-ID,
A-GNSS, OTDOA, EOTD, e-CID, AOA, TDOA, PDOA,
POA, TOA, FDOA, GNSS, RFID, NFC, hybrid technologies,
proximity location technologies, and combinations thereof.
In one embodiment, the second set of location measurements
may be produced using a location technology different than
the location technology used to produce the first set of loca-
tion measurements. The first set of location measurements
may be provided by a database having information from a
reference station network. Further, the first estimated location
may be determined as a function of coarse acquisition (“C/
A”) code phase shift information, Doppler information or
signals provided by a cellular network. Of course, the first
estimated location may be determined using location mea-
surements from signals received from a first set of satellites,
and the second estimated location may be determined using
location measurements from signals received from a second
set of satellites. The second set of satellites may be mutually
exclusive or a subset of the first set of satellites.

[0052] At step 1030, the first estimated location may be
compared to the second estimated location, and at step 1040,
one of the determined locations identified as having one or
more forged location measurements if the comparison
between the first estimated location and second estimated
location is greater than a predetermined threshold. In one
embodiment, the predetermined threshold may be a function
of the uncertainty of the location technology utilized to pro-
duce the first and/or second set of location measurements. In
another embodiment, step 1030 may include comparing the
first estimated location and the first estimated location’s
uncertainty at a given confidence to the second estimated
location and the second estimated location’s uncertainty at a
given confidence. In an additional embodiment, the method
1000 may include determining a third estimated location of
the wireless device from signals using a third set of location
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measurements, the third set excluding one or more location
measurements from the set of location measurements having
a forged measurement.

[0053] FIG.11isablock diagram of one embodiment of the
present subject matter. With reference to FIG. 11, a method
1100 is provided for determining whether an estimated loca-
tion of a wireless device includes one or more forged location
measurements. The method 1100 may include at step 1110
determining a first estimated location of the wireless device
from information or signals provided by a cellular network
and at step 1120 determining a second estimated location of
the wireless device from signals received from a set of satel-
lites. The first and second estimated locations may then be
compared at step 1130, and the second estimated location
identified as having one or more forged signals if the com-
parison between the first estimated location and second esti-
mated location is greater than a predetermined threshold at
step 1140. In an additional embodiment, step 1130 may
include comparing the first estimated location and the first
estimated location’s uncertainty at a given confidence to the
second estimated location and the second estimated loca-
tion’s uncertainty at a given confidence.

[0054] It may be emphasized that the above-described
embodiments, particularly any “preferred” embodiments, are
merely possible examples of implementations, merely set
forth for a clear understanding of the principles of the disclo-
sure. Many variations and modifications may be made to the
above-described embodiments of the disclosure without
departing substantially from the spirit and principles of the
disclosure. All such modifications and variations are intended
to be included herein within the scope of this disclosure and
the present disclosure and protected by the following claims.
Embodiments of the subject matter and the functional opera-
tions described in this specification can be implemented in
digital electronic circuitry, or in computer software, firm-
ware, or hardware, including the structures disclosed in this
specification and their structural equivalents, or in combina-
tions of one or more of them. Embodiments of the subject
matter described in this specification can be implemented as
one or more computer program products, i.e., one or more
modules of computer program instructions encoded on a tan-
gible program carrier for execution by, or to control the opera-
tion of a data processing apparatus. The tangible program
carrier can be a propagated signal or a computer readable
medium. The propagated signal is an artificially generated
signal, e.g., a machine-generated electrical, optical, or elec-
tromagnetic signal that is generated to encode information for
transmission to suitable receiver apparatus for execution by a
computer. The computer readable medium can be a machine-
readable storage device, a machine-readable storage sub-
strate, a memory device, a composition of matter affecting a
machine-readable propagated signal, or a combination of one
or more of them.

[0055] The term “data processing apparatus” encompasses
all apparatus, devices, and machines for processing data,
including by way of example a programmable processor, a
computer, or multiple processors or computers. The appara-
tus can include, in addition to hardware, code that creates an
execution environment for the computer program in question,
e.g., code that constitutes processor firmware, a protocol
stack, a database management system, an operating system,
oracombination of one or more of them. A computer program
(also known as a program, software, software application,
script, or code) may be written in any form of programming
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language, including compiled or interpreted languages, or
declarative or procedural languages, and it can be deployed in
any form, including as a stand-alone program or as a module,
component, subroutine, or other unit suitable for use in a
computing environment. A computer program does not nec-
essarily correspond to a file in a file system. A program can be
stored in a portion of a file that holds other programs or data
(e.g., one or more scripts stored in a markup language docu-
ment), in a single file dedicated to the program in question, or
in multiple coordinated files (e.g., files that store one or more
modules, subprograms, or portions of code). A computer
program may also be deployed to be executed on one com-
puter or on multiple computers that are located at one site or
distributed across multiple sites and interconnected by a com-
munication network.

[0056] Theprocesses and logic flows described herein may
be performed by one or more programmable processors
executing one or more computer programs to perform func-
tions by operating on input data and generating output. The
processes and logic flows can also be performed by, and
apparatus can also be implemented as, special purpose logic
circuitry, e.g., an FPGA (field programmable gate array) or an
ASIC (application specific integrated circuit). Processors
suitable for the execution of a computer program include, by
way of example, both general and special purpose micropro-
cessors, and any one or more processors of any kind of digital
computer. Generally, a processor may receive instructions
and data from a read only memory or a random access
memory or both. The essential elements of a computer are a
processor for performing instructions and one or more
memory devices for storing instructions and data. Generally,
a computer may also include, or be operatively coupled to
receive data from or transfer data to, or both, one or more
mass storage devices for storing data, e.g., magnetic, magneto
optical disks, or optical disks. However, a computer need not
have such devices. Moreover, a computer can be embedded in
another device, e.g., a mobile telephone, a personal digital
assistant (PDA), a mobile audio or video player, a game
console, a GNSS receiver, to name just a few.

[0057] Computer readable media suitable for storing com-
puter program instructions and data include all forms of non
volatile memory, media and memory devices, including by
way of example semiconductor memory devices, e.g.,
EPROM, EEPROM, and flash memory devices; magnetic
disks, e.g., internal hard disks or removable disks; magneto
optical disks; and CD ROM and DVD-ROM disks. The pro-
cessor and the memory can be supplemented by, or incorpo-
rated in, special purpose logic circuitry. To provide for inter-
action with a user, embodiments of the subject matter
described in this specification can be implemented on a com-
puter having a display device, e.g., a CRT (cathode ray tube)
or LCD (liquid crystal display) monitor, for displaying infor-
mation to the user and a keyboard and a pointing device, e.g.,
amouse or a trackball, by which the user can provide input to
the computer. Other kinds of devices can be used to provide
for interaction with a user as well; for example, input from the
user can be received in any form, including acoustic, speech,
or tactile input.

[0058] Embodiments ofthe subject matter described in this
specification can be implemented in a computing system that
includes a back end component, e.g., as a data server, or that
includes a middleware component, e.g., an application server,
orthatincludes a front end component, e.g., aclient computer
having a graphical user interface or a Web browser through
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which a user can interact with an implementation of the
subject matter described is this specification, or any combi-
nation of one or more such back end, middleware, or front end
components. The components of the system can be intercon-
nected by any form or medium of digital data communication,
e.g., acommunication network. Examples of communication
networks include a local area network (“LLAN”) and a wide
area network (“WAN”), e.g., the Internet. The computing
system can include clients and servers. A client and server are
generally remote from each other and typically interact
through a communication network. The relationship of client
and server arises by virtue of computer programs running on
the respective computers and having a client-server relation-
ship to each other.

[0059] While this specification contains many specifics,
these should not be construed as limitations on the scope of
any invention or of what may be claimed, but rather as
descriptions of features that may be specific to particular
embodiments of particular inventions. Certain features that
are described in this specification in the context of separate
embodiments can also be implemented in combination in a
single embodiment. Conversely, various features that are
described in the context of a single embodiment can also be
implemented in multiple embodiments separately or in any
suitable sub-combination. Moreover, although features may
be described above as acting in certain combinations and even
initially claimed as such, one or more features from a claimed
combination can in some cases be excised from the combi-
nation, and the claimed combination may be directed to a
sub-combination or variation of a sub-combination. Simi-
larly, while operations are depicted in the drawings in a par-
ticular order, this should not be understood as requiring that
such operations be performed in the particular order shown or
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in sequential order, or that all illustrated operations be per-
formed, to achieve desirable results. In certain circumstances,
multitasking and parallel processing may be advantageous.
Moreover, the separation of various system components in
the embodiments described above should not be understood
asrequiring such separation in all embodiments, and it should
be understood that the described program components and
systems can generally be integrated together in a single soft-
ware product or packaged into multiple software products.
[0060] As shown by the various configurations and
embodiments illustrated in FIGS. 1-11, a method and system
for location assurance of a mobile device location have been
described.
[0061] While preferred embodiments of the present subject
matter have been described, it is to be understood that the
embodiments described are illustrative only and that the
scope of the invention is to be defined solely by the appended
claims when accorded a full range of equivalence, many
variations and modifications naturally occurring to those of
skill in the art from a perusal hereof.
1. A method for forging location measurements at a wire-
less device, comprising:
determining, at the wireless device, a Cell-ID foracellina
vicinity of a false location;
receiving, at the wireless device, an identification ofa set of
satellites that are within view from the false location;
generating, at the wireless device, forged location mea-
surements that characterize satellite signals from a sub-
set of the set of satellites that would be received at the
false location; and
providing, from the wireless device, the forged location
measurements.



