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4a 401 procedurc TesiContentLicensing( LicenscParameters )
319 402
. 403 if LicenscParameters == 0:
7 . 404 goto AllowAcccess.
\ {?’l?ni%ﬂ‘t Figure 4a 410 agsertion: ReferencedContent has LicenseParameters.
b 41 if Local TimelsSecure():
412 Sct STime = SccureDateTime().
304 307 413 goto TestForFxpiration.
= 420 assertion: Local time Is not secure.
e, FAhvR 421 if LicenscP TimeCallAtA :
LZ:::!‘ AN i5i—s% 422 Place call to retricve secure time into STime.
A BED 423 il STime was retricved:
“"‘ia 05 208 429 ! gmq TestForExpiration.
318 430 assertion: Secure time cannot he accessed.
TRy 431 if Device.Mode == ModcInCoverage:
g 432 goto Coverageln,
MEDh 433 if Dovice Mode == Roaming
439 goto Roaming
435 else if Device.Mode == ModeOutCoverage:
436 goto CoverageQul.
440 Covemgeln:
441 if LiconsoParameters.InUsesAnempis > M:
442 goto BlockAcccss.
443 I LicenseP InUsesA pls.
444 goto AllowAccess.
450 ming
ast if Licons U pts > R
452 goto BlockAccess
453 1 LicenscF RoamUscA p
454 Goto AllowAccess
460  CovernpeOut:
461 if LicenscParameters.OutUsesAtempt > N
462 goto BlockAccess.
463 Liccnser OutUs pis.
464 goto AllowAcecss.
470 TestForExpiration:
Qs ly ) 471 assertion: STime is secure
472 if STime > LicenseParameters.ExpirationDate:
! - 473 Mark license as expired.
;",;2’,&';:;%% 474 Set LicenseParameters.InUseAltempts > M.
475 Set LicenscPs RoamUseAttempts > R.
476 Sct LicenseParameters.QutUscAnempts > N,
477 Set LicenseParameters. InCoverageUseLimit = 0,
478 Set License Parameters.RoamUseLimit = 0.
479 Set LicenseParameters.OuiCoverageUseLimit = 0.
- 480 Inform the user that the licensc is cxpired.
Cl2zd: 32103 481 1o BlockAccess.
BoThoAy, l 482 else: &
- naryy a7 483 Sct LicenscParamoters.InUscAttempts = 0
m‘;}' jy/g’g,uﬁ — 484 Sct LicenscParameters.RoamUseAttempts = 0
Wa¥s 435 Set LicenscParameters.OutUscAtiempts = 0
L 486 goto AllowAccess.
490  AllowAccess:
491 reurn True.
495 KA 3
496 return False,
FIG. 4 o )

] . T
2 4b Figure 4b 5 s st

401 procedure TestContentLicensing( LicenseParameters )

aw | ([ rniny

403 if LicenscParameters == 0:

404 goto AllowAccess.

410 axssertion: Ref Conten: has Livensef

41 if Local TimelsSecure():

412 Set STime = SecurcDateTime().

413 goto TestFarExpiration.

420 assertion: Local time is not secure.

42) if Licensc? TimeCallA :

422 Place call to retricve sccure time into STime.

423 if STime was retrieved:

424 goto TestForExpiration.

430 assertion: Secure lime cannot be accessed.

431 if Device.Mode == ModeinCoverage: 318

432 gota Coverageln. o

433 clse if Device. Mode == ModeOuCoverage: kit 0 FOCAEIE

434 goto CoverageOut, ottt s L, False %,

435 asseriion: Device.Mode == ModeRoaming

436 if Livensef UselnCt ForRi

437 goto Coverageln.

438 else:

439 goto CoverageQut

440  Coverageln:

44\ if LicenscParamercrs.InUsesAuempts > M:

442 goto BlockAccess,

443 1 Liccnsel InUscsAticmpts. A

444 010 AllowAccess. ¢ 2 N

460  CoverageQul: & FIG. 5 ’E’_}%‘g z 1S

461 if LicenseParameters.OutUsesAttempt > N 2

462 goto BlockAcccss,

463 b LicenseP: OutU: pis.

464 goto AllowAccess.

470  TestForExpiration:

41 assertion: STime Is secure

472 i STime > LicenscParameters. ExpirationDate:

473 Mark license as expired.

474 Sct LicenscParameters.InUscsAttempts > M.

476 Sot LicenseParameters.OutUsesAtiempt > N,

477 Set LiccnseParameters.InCoverageUseLimit = 0.

479 Set LicenseParameters.OutCoveragetseLimit = 0.

480 Inform the user that the license is expired.

481 goto BlockAccess,

482 else:

483 Set LicenseParamcters.InUsesAttempt = 0

484 Ser LicenseParameters.QutUsesAttempl = 0

485 goto AllowAccess.

490 llow SS:

491 return True.

495 ckAccess:

496 retumn False.

499




goooano

(46)

oggoao

5a Figure 5a :g; 7roccd\nc csiConteniLicensing( LicenseParameters )
403 if LicenseParameters == 0:
404 goto AllowAccess.
410 asseriion: ontent has Lic
411 if Local TimelsSeeurc():
412 Set STime = SceureDateTime().
413 goto CheckUpdates.
420 assertion: Local lime is not secure.
421 if LicenseParameters. TimeCallAtAccess:
422 Place call to refricve sccure time into STime,
423 irSTime was retrieved:
424 - goto CheckUpdates.
430 assertion: Secure time cunnot be accessed.
431 if Device.Mode == ModeinCoverage:
432 goto Coverageln,
433 if Device Mode == Roaming
434 8010 Roaming
435 else if Device.Mode == ModeQutCoverage:
436 goto CoverageOut.
440 3
441 if LicenscParameters.inUsesAltempls > M:
442 goto BlockAccess,
443 Increment LicenscParameters.InUsesAttempts.
444 goto AllowAccess.
450
451 if LicenscParamctersRoamUscsAttemps > R
452 goto BlockAccess
453 Increment LicenscParametcrs.RoamUscAttemps,
454 Gota AllowAccess
460 g
461 il LicenseParameters.QutUsesAttempt > N
462 goto BlockAccess.
463 Increment LiccnscParamoters.QuilscsAttempts.
464 goto AllowAccess.
470 TeyForExpiration:
47 assertion: STime is secure
L1 if STime > LicenseParameters. ExpirationDate:
a3 Mark liconse as expired. FIG 6
a1 Set LicenseParametcrs.InUsesAttempis > M. M
475 Sct LicenseParameters.RoamUse Attempt > R
476 Sct LicenseParameters.QutUscsAttempt > N.
47 Set LicenseParameters.inCaverageUseLimit = 0,
an Set License Parameters.RoamUscLimit = 0
4719 Set LicenseParameters.OutCoverageUseLimit = 0.
430 Inform the user that the licenso is expired. |:| D |:| D D
481 goto BlockAccess.
482 else:
483 Sct LicenseParameters.InUscsAtiempt = 0
484 Se1 LicenseParameters. OutUsesAtiempt = 0
485 goto AllowAccess. .
490 coess Figure 6a
49) return Truc.
495  Blocl 3 601 procedure |sStorup TimeFetchNeeded()
496 rerun False. 2 ¢
500 il el o)
s01 ifSTime >= T: foa e ot
502 Check for update from scrvice provider, 610 axsertion: Locat ime Is ot secure
503 ifupdate is wvailable: 61t forall liense parameters L
504 Opena sccurc data chaancl. 612 if L-+TimeCallAtStartup:
505 ;:d Actr:‘sss:nisn'::;oprovndcr‘: 4 613 rewrw True,
506 cive NowLiccnscParameters from provider. .
507 LicenscParametees = NewLicenscParamecs. it o e lime eanot be accessed.
508 Close sceure data channel. 62 ! :
509 clse goto Test for Expiration
510 clse goto Test for Expiration
sl N
7]
BH7 801
A
" >
[E4A)
SMS
82ty
T35
h 4
v [BHEE
3 F1t>
el et
L LR

FIG. 7
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Figure 7a

701 procedure DoljcensclpdaebronSMS( SMSMessage)

00

703 if Validete( SMSMessage ):

704 Parse SMSMessage,

705 Determing the protected content license L which SMSMessage identifies.
706 Sct L—sLicenseParameters to new values.

707 retum.

710 asservion: SMSMessage is foke.

m retum.
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